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During the Covid-19 Pandemic, the usage of social media networks increased exponentially. People engage in education, business,
shopping, and other social activities (i.e., Twitter, Facebook, WhatsApp, Instagram, YouTube). As social networking expands
rapidly, its positive and negative impacts aﬀect human health. All this leads to social crimes and illegal activities like phishing,
hacking, ransomware, password attacks, spyware, blackmailing, Middle-man-attack. This research extensively discusses the
social networking threats, challenges, online surveys, and future eﬀects. We conduct an online survey using the google forms
platform to collect the responses of social networking sites (SNS) users within Pakistan to show how SNS aﬀects health
positively and negatively. According to the collected response, we analyzed that 50% of the users use SNS for education
purposes, 17.5% use it for shopping purposes, 58.2% use it for entertainment, 37.1% use it for communication, and 9.8% use it
for other purposes. According to the response, the excessive use of SNS aﬀects the health that 9.8% users face the physical
threat, 42.8% user faces mental health issues due to excessive or inappropriate use of SN, and 50.5% users feel moral threat
using Social sites. Finally, we conclude our paper by discussing the open challenges, conclusions, and future directions.

1. Introduction
Social networking (SN) is a form of web servicing to develop
virtual communication between people worldwide. In SN,
many factors involve data sharing, communication, business, education, and information. Twitter, Facebook, Instagram, WhatsApp, Skype, Messenger, and others served as
intermediate service platforms between multiple users [1].
These social services have become much more common
because people feel friendly to share and update their personal information by viewing others’ proﬁles and information [2, 3]. A large amount of personal data is shared on
social sites and used cloud servers for the data-sharing con-

nections. As social networking becomes that popular, it is
aﬀected by various hackers or attackers, internally and externally. Intruders can gain sensitive information of end-users
by using diﬀerent kinds of attacks like malware, ransomware, social bots, spam, hacking [4]. Various types of attacks
compromise the security factor of many organizations, cooperations, businesses, and many other sectors. The basic
concept of social networking can be shown in Figure 1.
The Covid-19 (Corona Virus) has been spread around
all over the world now, and new cases and death rates are
increasing day by day, which is an alarming situation for
human life [5–8]. The Covid-19 pandemic shook the businesses, economy, trading, education [9, 10], healthcare,
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especially the daily lifestyle of everyone globally [11–13]. All
world-known organizations like the world health organization (WHO), Carevac, Bointech, Moderna, Glaxo Smith,
J&J, and many more are working with researchers and scientists to overcome the situation and discover vaccines. As the
disease transfers from person to person, many countries
imply complete or smart lockdown to limit the Corona disease. All physical working sectors have been shifted to the
online workﬂow to decrease the corona disease. As everything shifted to online mode, the internet and social networking medium usage increased signiﬁcantly [14]. The
increasing usage of SN increases the challenges and threats
of network security [15]. It is considered the most critical
issue, which needs to be appropriately addressed.
During the Covid-19 pandemic, people are limited to
their homes, which somehow cause severe mental, physical,
and moral health issues [16–19]. The safety measure in the
form of lockdown conducted by Governments to overcome
the rapid spreading to Covid, to some extent, damage the
well being and health of humans [20]. Despite that, due to
idleness, SNS plays an aggressive role in increasing the rate
of human health issues.
When we talk about cybercrimes, many websites, applications, software, malware attacks, and many more have
been counted, violating the security element of the systems,
as the internet services (like third-generation (3G), fourthgeneration (4G), and ﬁfth-generation (5G) become cheap,
it is so easy to use them, which is considered the main reason
to boost the cybercrimes in social networking [21]. As the
technology advanced, it moved towards machine learning
models, which replace humans or shorten the human interference in the system activities. Many machine learning
approaches automatically or systematically help users detect
cyber-attacks and alarm the systems by generating notiﬁcations. These techniques help to identify the variance problem at some ease level. This scenario is inter-connected
with Deep Learning, artiﬁcial intelligence, machine learning,
natural or artiﬁcial language processing, and many more.
While considering social networking threats, we mainly
focus on the detailed analysis of their threats. The main
agenda of our research is to study and analyze the challenges
of the threat in social networking and how it can be a more
eﬃcient, secure, trustworthy network for communication.
The survey will also help understand the concept of threat
for every end-user and their perspective. We analyze the
security issues and highlight how threats of SNS aﬀect the
health of its users, mentally [22], physically, and morally.
1.1. Motivation. In today’s world, SNS are everywhere; it
helps to shrink the distance and brings people on a single
platform, known as social media. As long as several SNS
users increase, the chances and risks of security/privacy
breaching increase. All data shared online using SNS needs
some security walls to protect users’ privacy. During the
Covid-19 pandemic, the use of SNS increased due to lockdown situations, all education sectors shifted to online classes, and work from home scenarios abound users to use SNS.
As more users’ data is uploaded or shared on sites, cases of
intrusion, data leakage, malicious attacks also increase.
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Figure 1: Essential Concept of Social Networking.

Either the data leaked or data stole against some ransoms
amount. By providing your data and personal details on
social sites, your data may fall in the wrong place or in the
wrong hand, which can be misused. There are millions of
case scenarios where SNS are the cause of deaths, suicides,
mental health problems, physical health problems, and
many more in today’s world. By considering the following
situation, we decide to research about the SNS security
threats, types of threats, real-time case scenario where people
became a victim, online SNS security survey and their eﬀects
on the health of its users. Moreover, we try to collect the
recent responses of SNS users and try to know their opinion
on the SNS security risks, issues, and challenges.
1.2. Contribution. This research discusses the security threats
and the future challenges due to social networking.
(i) We analyze and provide the positive and negative
impact of SNS during the Covid-19 pandemic
(ii) We identify and discuss the possible security threats
that SNS faces and types of Security attacks in detail
(iii) We also examine the possible solutions, according
to recent research, case scenarios
(iv) We also conducted an online survey to gather
responses of SN users and make an analysis based
on the submitted responses that how excessive use
of SNS make a healthy person mentally or physically retarded
(v) Finally, we discuss the security challenges and
future directions
1.3. Organization. The rest of the paper is organized as follows. Section 2 discusses the existing work on SNS. Section
3 discusses the security risks and its threats during Covid19 (lockdown). Section 4 provides a detailed discussion on
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challenges like privacy, security, anonymity, and physical.
We discussed the possible solutions for SNS security with
its diagrams and tables in section 5. After that, SNS based
security survey is conducted to analyze the responses of
SNS users and its eﬀects on human health in Section 6. Further on, in section 7, SNS open issues and challenges have
been mentioned, which are still existing and need to work
on it. Finally, the research is concluded in section 9 with
future direction in Section 8. Table 1 shows the lists of acronyms of paper.
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Table 1: List of Acronyms.
Notations
G
G
G
AI
XAI
ANFIS
ANN-DRL

2. Related Work
Recently, much research has been conducted on healthcare
and the adverse eﬀects of social media among its users.
Many researchers and scholars discuss the role and use of
SNS and its impact factor on human health. According to
many authors in [23, 24], considered SNS as a role model
in today’s advanced world to reshape and inﬂuence the opinion of its users. SNS becomes a vital platform for discussing
healthcare issues with new advancements and technologies.
SNS uses interaction with a common audience to empower
and collaborate with them. The SNS has also practically
changed the healthcare sector. It provides a direct medium
to patients and doctors generally and at a large scale, related
to all departments like laboratories, diagnosis, appointments,
emergency cases, and many more. According to the author
in [25, 26], discussed that SNS plays a meaningful role in
healthcare, especially between patients and doctors’ direct
interactions. According to SNS in healthcare [27], it helps
the users to engage themselves in online curing treatment
options as online precautions and treatment available, especially during the COVID-19 pandemic.
One of the main strengths of SNS is a well-timed
response to its users on their demand or requirements.
According to [28], SNS is considered as the best platform
to collect eﬃcient and accurate responses with a higher rate
against surveys or form. Likewise, the same is the case with
the healthcare sector. In all emergency cases, SNS proves
helpful to cope with the situation. According to top
researches [29–31], SNS helps its users to cope in Covid-19
pandemic situation, as lockdown in many countries limited
the access of doctors. In that situation, SNS proves helpful
to communicate with consultants to take precautionary
measures.
Networking security has been considered an essential
factor in communication and data sharing. As the paper
[32] discussed the SNS and its security which leads people
to suﬀer health issues. In this literature, we review the eﬀects
of security issues in SNS. As far as privacy is concerned,
every SNS sites have privacy boundaries based on context
and information. Data security and privacy breaching
threats leave a severe and negative impact on the mind and
health of its users. In SNS, privacy and data security are also
considered key elements internally or externally.
Many researchers have been worked on the privacy and
data leakage topic. According to [33], self-disclosure has an
adverse impact on the mental health and stability of users.
Contrarily, according to [34], identify the level of intimacy,

CIA
CNN
DDoS
DNS-HES
EPVDM
FIA
GPS
HE-CRT-RSA
IBM
IDs
IP
MEC
MMNT
MNT
NADRA
PLS-SEM
PPC
PSNS
SN
SNS
SNAT
SPSS 2.0
U.S
U.S.A
WBAN
WHO

Meanings
Third generation
Forth generation
Fifth generation
Artiﬁcial intelligence
Extended artiﬁcial intelligence
Artiﬁcial neural fuzzy inference system
Artiﬁcial neural networks - deep reinforcement
learning
Conﬁdentiality, integrity and availability)
Conventional neural networks
Distributed denial of service
Domain name system - hardware enhanced
system
Eﬃcient privacy violation detection model
Federal Investigation Agency
Global positioning system
Homomorphic encryption Chinese remainder
theorem with a Rivest-Shamir-Adleman
International business machines
Intrusion detection system
Internet protocol
Mobile edge computing
Multi-media networking threat
Media networking threat
National database & registration authority
Partial least squares - structural equation
modeling
Pakistan panel court
Parasympathetic nervous system
Social networking
Social networking sites
Social networking application threat
Statistical package for the social sciences
United States
United States of America
Wireless body area networks
World Health Organization

honesty, and capacity of data leakage on SNS has been concerned with privacy adversely. Similarly, according to [35], a
detailed analysis on the collected data of Facebook users in
Pakistan around 400 people. Furthermore, the PLS-SEM
technique has been implemented to analyze which percentage of people share their data, feelings, and emotions on
the SNS platform. Moreover, after analysis, around 31% of
variation has been diagnosed in self-disclosure activities
and user behavior. However, privacy concerns and data leakage move the large numbers of users towards health
problems.
Although SNS plays a magniﬁcent role in communication and connecting people around the globe, at the same
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time, it has some adverse eﬀects on human life. It provides
an online platform to its user to avail well-time consultations, especially in the medical ﬁeld. On the other hand, it
also adversely aﬀects the human mind and health. Though,
SNS has to control and prevent role during Covid-19 alarming situation.
Though, the positive impact of SNS usage changes
towards the negative impact. Speciﬁcally, according to the
author in [36, 37], the Covid-19 pandemic builds an environment where everyone engages themselves in excessive
use of SNS and leaves a negative impression. A large number
of studies have been conducted to analyze the emotions and
feelings of SNS users to predict their health status. According to [38], pre and post Covid-19 status and sharing of data
on Twitter increased numerously. Similarly, around 4 K post
has been shared on Twitter (SNS) in-country China. It takes
contrast and analysis beyond the next level.
According to some scholars and their argument [39], it
can be identiﬁed through the emotion of people the mental
health condition of SNS users. Likewise, according to the
author in [40] stated, excessive use of SNS leads to sleeping
disorders, psychological problems, anxiety, stress, depression, mood swings, poor academic record. Then in [41]
author discusses the mental health issues and problems like
human behavior, linguistic analysis, personality traits, excessive inﬂuence of SNS. According to the [42], the SNS eﬀects
on adolescents are physical health, sleep reduction, more or
less eating habits, imbalanced diet, marital relationship, personal life.
Also, [43] discussed Human Health and Wellness and its
impact on social communication, psychotic issues, physical
activities, moral downfall. Though, mental and health instability push its users towards various cardiac diseases.
According to [44] in 2020, a large number of cases increased
in cardiovascular disease, weak masculine, deﬁciency in
sleep, reduction in resting time, heart attacks, tightening
muscles, which considered in the harmful impact of SNS.
And then in [45] also mentioned the mental health disturbance in Japanese, and their analysis shows that the cases
of feelings of loneliness.
However, the interconnection between SNS and the
healthcare domain became an arising concern. During the
Covid-19 pandemic, physical, moral, and mental health
issues occur in large numbers. According to the literature
review, excessive use of SNS leads every individual towards
serious health problems, which need to be overcome to cope
with the life threats of today’s generation. Table 2 shows the
analysis of existing literature work, where SNS security challenges and issues have been identiﬁed. According to the
many researchers, SNS faced many security issues and proposed many research studies to overcome the shortfall, but
still, it exists many limitations and challenges, some of which
are discussed in Table 2 in section challenges & issues.

3. SN Security Threats and Pandemic
The emerging technology and Covid-19 situation lead
towards the highest rate of cyber-crime and cyber-bullying.
It becomes so easy for hackers, scammers, intruders, to avail
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this chance when people are more frightened, susceptible,
and distressed, making social networking infrastructure
weak and less secure [63, 64]. According to many types of
research in the Covid-19 pandemic, there were more than
900 k spam messages, 730 malicious attacks, and activities,
50 k hits on pop-up ads, which are malicious links. Many
cyber security threats are listed and discussed below, along
with the proposed taxonomy of the existing solutions and
problems in Figure 2.
3.1. Conﬁguration Mistake. In every professional ﬁeld, there is
at least a single mistake that occurs during the conﬁguration or
installation of a softer or working tool in the system. According to Software company Rapid7 (https://www.embroker
.com/blog/top-cybersecurity-threats-2022/) (Which is one of
the best companies in cybersecurity), issues an alarming ﬁgure
of 80% of misconﬁguration test occurs. It is a type of attack
where intruders directly attack the internal architecture like
accessing through third party or systems, and generic amount
if such exploitation reaches 96%.
3.2. Distributed Denial of Service Attacks. During the Covid19 pandemic, many governmental, economic, personal,
healthcare faces DDoS attacks. A ﬂood of hackers become
active in their malicious activities like crashing systems,
devices, and mobile phones [65–67]. The main agenda of
DDoS attacks is to interrupt the Social communication
channel [68]. There are many examples of aﬀected systems
that become victims of DDoS attacks.
3.3. Poor Cyber Hygiene. The term’cyber hygiene’ refers to
habits and practice of how to use technology like wiﬁ networks and providing them security (VPN or two-step
authentication) [69]. Around 60% of systems depends on
human memory to keep remembering passwords, and
around 42% of businesses and organizations use sticky notes
to keep the system password. In the two-step authentication
security process, around 54% of users avoid using it while
just a small 34% try to use it to make their accounts a little
bit secure.
3.4. Phishing Attack. Phishing attacks consider a type of
social media networking threat. According to [70–73] in
2021 mention the eﬀects and categories of phishing attacks
as personal data leakage, account hijacking, malicious stalking, which are all concerned with media applications. A real
case about a phishing attack occurred in Spain, which locked
the systems and demand for ransomware (https://duo.com/
blog/how-phishing-impacts-healthcare).
3.5. Spam Emails. In every business, emails matter a lot
because all the activities are based on emails. Mail spamming has been used as the most intended way to scam
the activities by hackers. In the current Covid-19 situation,
email spamming has been analyzed mainly until December
2020. According to the survey report of WHO [74], a large
number of hacking cases come into existence during the pandemic period. A spam email address with malicious activities
like adding Bitcoin, donating for corona victims, etc. Similarly, many malware attacks are discussed according to some
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Table 2: Analysis of existing Related Work.
Ref. Years

Deployed category

Technique used

Challenges & issues

Conducted online survey and collected
responses of around 8302 users during
Covid-19 pandemic (in lockdown situation)
Proposed a technique to diagnose the internet
addicted users and proposed treatment plan
Perform analysis of 387 researches to detect
security gaps

[46] 2022

Productivity

[47] 2022

Internet resources

[48] 2022

Viruses & Malware

[49] 2022

Social engineering

Impact of SNS of Therapeutics’s relations

[50] 2022

Reputation & Legal
liability

Proposed Hoepmanâ€™s privacy strategies
to secure digital systems

[51] 2021

Fake accounts &
biological research
attacks
Classical threats

A survey on E-healthcare system in WBAN
with security and privacy routing mechanism

Presented ghost in the cloud mechanism
to detect malware attacks
Fake phishing website created to target
107 SNS users and spread awareness

[52] 2021

Malware

[53] 2021

Phishing attack

[54] 2021

Spam attacks

Collected results of 35 users in PSNS
application to analyse the trust factor of users

[55] 2021

Web bugs

Analysing the SNS using security right and
threats by collected data of around 250 users

Excessive use of SNS leads towards stress and
depression symptoms
Internet addiction, detecting biopsychosocial
order of its user
Ratio of cyber crime victimisation increase
rapidly
It cause personality disorder, bipolar mania,
in 18 to 25 years age and having low
self-esteem in adults
Identiﬁcation and authorization issue in
data protection, secured controlling systems
for children
During Covid-19 pandemic fake accounts,
data dependency, security, conﬁdentiality
challenges still existing
Information accessing threats and
undetected way
Email, SMS, social sites are still facing
security challenges
Presentation of negative responses on
shared content make mental health of SNS
users eﬀected
Human right of privacy and security of
data is still challenge

Modern threats
[56] 2021

Click jacking

[57] 2021

De-anonymization

[58] 2021

Fake proﬁles

[59] 2021 Identity clone attacks
[60] 2022

Inference attacks

[61] 2022

Information leakage

[62] 2022

User proﬁling

An eﬀective machine learning based approach
proposed to overcome fake proﬁle and
unauthorized users
Categorized the types of attacks in spam attacks,
malware’s and data or information theft
A comprehensive literature review has been
discussed about fake accounts and proﬁles
Multi-level authentication technique used to
make SNS model trained and trustful by 15%
Analyse comprehensive surveys for
mobile edge computing (MEC) security,
objectives, authorization, prons and cons
Analysed and experimented the responses
of 224 college students for SNS fatigue, SNS
immerse usage by using SPSS 2.0 technique
Used poisson regression methodology to
evaluate the positive an negative response/posts
of SNS users, to show true and false rumor

researchers in [75–77] are data loss, privacy breaching,
account hacking, system crashing. Around 100 mailboxes
of NHS workers become victims of phishing (cyber security) attack (https://duo.com/blog/how-phishing-impactshealthcare).
3.6. Internet of Things. The alarming situation of the pandemic shifted all the oﬃce to home, where around 70% of

Malicious linking and fake sites causes
hacking and proﬁle data theft issues
Limitize the issues as unauthorized, unauthentic and false threat injections in data
Open and free access to SNS encourage intruder
to interleave in personal space of SNS users
Hacking websites, password, emails and
personal proﬁles of SNS users
Cloud computing still facing privacy,
authentication, security, eﬃciency and
deployment challenges
Time management, excessive usage and
health fatigue cause troubles in student
and with their mind
Sadness and fear of false accusation due
to tweets/retweets by surﬁng on SNS

households shifted to smart systems or devices. Surprisingly,
the ratio of cyber-attacks in IoT devices will increase like
1.5B security breaches cases till 2021. By availing the situation, hackers tried around 12,000 attempts to breach IoT
devices’ security in a single week [78]. According to research,
from 2021 to 2025, the demand for IoT-based devices will
increase two times more. It will increase the accessing
ranges, and more chances of security breaches will occur
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Social networking security
[25 - 28 ]
Security threats
[29, 30, 31]
Phishing
Social
technical

Problems

Fake Website, Email
Spoofing, Hijack, Malware,
DNS, Logging

Solutions
Phishing funnel model
infrastructure, fuzzy
inference system,
surveys

[32, 33, 34]
Intrusion
Misuse
anomaly

Existence, sequence,
regular expression,
intensity, distribution

Principle component
analysis, intrusion
detection dataset toolkit,
block-chain method

[35, 36, 37]
DDoS
Bandwidth
depletion,
resource
depletion

Flooding attacks, amplified
attacks, malformed packets,
protocol vulnerability
exploitations

Decentralized
algorithms, feature
extraction algorithm,
heterogeneity survey

[38, 39]
SQL Injection
In-band,
blind,
out bound

Error based, union based,
boolean based, time based

Adaptive neuro fuzzy
inference system,
categorical analysis

[40, 41]
PC Viruses

System based, network based,
static malware, dynamic malware

Frequent time mining
algorithm, survey on
types of viruses and
Attacks

Figure 2: Taxonomy of Social Networking Security Threats.

[79]. The expert predicted till 2025, the whole world will
shift towards smart homes, oﬃces, businesses, and everywhere [80].
3.7. Ransomware. Attackers launch ransomware attacks on
SNS by taking advantage of the pandemic. The ransomware
attack aﬀected the systems by attaching viruses in the email
links by using employ credentials to exploit the vulnerability
[81]. Now, it considers as the’Dark Web,’ spam virus with
the name of coronavirus cleansing tool, which injects the
harmful virus into the website, and end-user by force bound
to download the setup on their systems [82–84] Once the
malware setup installed in the system, the attacker gets
access to the password and breach the privacy of the systems, and blackmail targeted user for a ransom amount.
Most of the underdevelopment sector is ﬁnancially aﬀected

in a lockdown situation; ransom criminals become optimistic towards the organization to get a lump sum of amount.
3.8. Blockchain and Crypto-Currency. Though cryptocurrency is not as important for the single common user, it
is a big deal for businesses, organizations, and government
bodies. It compromises businesses’ personal and conﬁdential
data, and customers exploit their relationships. These
emerging technologies move the IT industry towards the
next boom level, but still, it compromises many security factors and data breaching elements. Many types of attacks
have been used like Sybil [85, 86] and Eclipse [87] are most
common and threatening.
3.9. Malicious Domain. The availability of various irrelevant
websites with fake domain names puzzled the user. As cyber
criminals create countless fake news sites involved in
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phishing attacks, malware spreading, spam emails, false
campaigns, or database servers are negotiated [88]. According to the Covid-19 pandemic, more than 4000 fake websites
have been registered with coronavirus names during the risk
intelligence report. Primarily, the honeypot technique has
been used to target the relevant end-users. According to
some researches [89–91], mention some of the eﬀects and
types of malicious domain attacks as Integrity, conﬁdentiality, false injections, false website. The spammer gets sensitive
personal data or information and uses it in illegal or
intended tenacity.
3.10. Malicious Applications. Every business, organization,
and other sector has systems and databases where attackers
access malicious software. Like most software requires an
additional installation setup, the downloaded setup access
system internal settings. That access leaks the passwords,
data, or personal information and violates the system or
end-user credentials [92–94]. Most of the malicious application gets access to the system camera, which violate the
personal ﬁnancial, private data [95]. This type of attack
hacks the systems and changes the systems setting, toolbars,
home page setting, which becomes diﬃcult to uninstall or
remove.
3.11. Spooﬁng. Spam Emails consider a spooﬁng attack.
Scammers also look forward to a Pandemic situation and
start circulating spam emails whenever there is a pandemic.
According to [96–98], spam mail, virus injection, scam
emails, malicious site injections, attacks application layers
are considered as types of threats. During the Covid-19 situation, many spam mail named on coronavirus donations or
vaccine campaigns started circulating the globe [99]. As
WHO is a world-known healthcare organization, at this
point, spammer us their email id as spam mail start phishing
over the internet to end-users.
3.12. Malicious Social Media. Nowadays, social networking
and social media are pervasive, and every single end-user
can avail of its services. Intruder ﬁnds it an opportunity to
attack the social site and violate the end-users privacy by
using fake IDs, passwords, data sharing, account hacking,
and many more. The most common social site includes:
Facebook, Twitter, Instagram, Snapchat, YouTube, Tiktok,
WhatsApp, and many other [100] According to some previous research [101–103] in 2021, mentions some severe types
of attacks, fake user id, fake account, conﬁdentiality, privacy
breaching, data loss, mental threats, data sharing, hacking,
ransomware. As most of the sites are free of cost or subscription-free, we can use it by just having an internet connection [104].
3.13. Business Security Compromises. During Covid-19, a
compromising attack on the business email was reported
by the Agari intelligence. The old-time tortoise attack has
been used to violate the companies’ privacy. Most of the
attacks on the business sector ask victims to change bank
information and payment methodology on behalf of the
organization and exploit the business structure. At the time
of the attack, the attacker shows up asks the member or
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authority of the business or organization [105]. So, according to some authors, [106–108] data loss, system hacking,
logging access, personal information leakage, conﬁdentiality,
eﬃciency, architecture threats are considered as serious
security threats for the business community.
3.14. Mobile Device Security Threats. During the Covid-19
pandemic, many authors discuss the security issues related
to mobile devices in some researches [109–111], pop-up
ads, hacking, malicious software, unwanted application
download, data loss, blackmailing, ransomware, privacy policy, fake pages, fake users, or accounts. The use of Mobile
phones has been increased at the highest peak level. Human
beings consider their life null without having smartphones.
During the Covid-19 pandemic, an attack named CovidLock appears as a malicious app that requires bitcoin to
recover the end user’s phone. The threat which made users
worry was the leakage of personal data or deletion of the
whole phone data [112]. Similarly, if an end-user creates a
backup of their smartphone’s data, it can be hacked on the
base of a trojan horse attack too. Likewise, while using a
social app on smartphones, some pop-up ads appear on
the screen, which directly moves towards the malicious website page; during all this, primarily phones get hacked with
these pop-ups activities [113].
3.15. Browsing Application Threats. In the modern era of
smart technology, everything moving around us is based
on artiﬁcial intelligence or machine learning-based. Though
with the increasing usage of the internet, data browsing in
our daily life includes in our routine [114, 115]. Then, if
we talk about the Covid-19 pandemic, many cyber-attacks
have been diagnosed, especially in WHO, that data from
the WHO app has been breached. The attacker gets access
to the main server in settings that automatically open
browsers and generate an alert in the app. The alert forced
to download the Covid-19 information app; when the user
clicks on the button, it installs the malware software in the
systems and devices. By using this technique, many cookies,
passwords, history, transaction information, and many other
things have been accessed [116]. Other than that, many
authors discuss the categories of security attacks in
[117–119], which are fake accounts, fake websites, SQL injections, database servers crashing.
In taxonomy diagram Figure 2 represents the overview
of social networking security [120–123], and then shows
the security threats during Covid-19 pandemic in all sector
(education, business, healthcare, smart technology, organizations and many more) like phishing [124–126], intrusion
detection [127–129], DDoS attacks [130–132], SQL injection
[133, 134], and PC Viruses [135, 136].
According to the concept of many cyber-security
researchers, SNS data and privacy security are classiﬁed into
many categories [137]: Social networking applications
threats (SNAT), media networking threats (MNT), multimedia networking threats (MMNT). All these categories are
further divided into subcategories. Table 3 discusses the categories of threats and existing relating research work.

8

Wireless Communications and Mobile Computing
Table 3: SNS: Security Threats Detection and their Analysis.

Ref.

Threats or issues

Techniques

Analysis
38% to 40& of network traﬃc included in blacklisted ﬂow

[138]

Cyber-security

[2]
[139]

Privacy and security
DDoS attacks

[140]

Malicious domain

[141]

Malicious applications

[142]

Phishing attack

Uses netﬂow data to measure
threat ranges
Social networking theory
DNS-HES cluster designing
Surveying posts on social media
sites
ANN-DRL classiﬁcation
techniques
Conventional mechanism

[143]

Data privacy breaching

Blockchain technology

[144]

Phishing and malicious
domain

Eﬃcient privacy violation
detection model (EPVDM)

[145]

Spam mails and pop-up ads

Improved deep CNN

[146]

Third party attacks

Support vector machine and
ANFIS models

[147]

DDoS security attacks

HE-CRT-RSA algorithm

[148]

Authentication

Complicated authentication
techniques

4. SN Security Challenges
In order to secure the systems and humans, some challenges
of social networking security still exist, which need to sort.
End-users must ensure themselves to update the systems,
devices, mobile phones. Due to increasing online cybercrime activities, security software updation becomes essential during this Covid-19 pandemic. Most of the time, endusers ignore to make updation in the software to avoid time
pause in their activities. Although updation and troublesome
requires some memory from internal device storage, due to
this reason, people also avoid doing updation, which leads
to security breach risks.
4.1. Privacy Risk. Social networking provided a proper
mechanism for all application settings to make user proﬁles,
accounts, data, personal information more secure, but still, it
needs some improvement. Most end-users are unaware of
using privacy setting tools in the systems, devices, or applications. Most of the systems have no ﬂexibility. The enduser cannot customize it according to his/her own will.
The end-users are unaware of how to protect data and avoid
security attacks. Here is a real-time case scenario related to
the privacy challenge. A report from DAWN News Pakistan
(http://www.dawn.com/news/1600479):
(i) The Federal Investigation Agency (FIA) took action
against the group of ﬁve people of accusing a girl
living in Lahore by selling their personal WhatsApp
data against ransomware
(ii) According to cyber-crime reporting of Pakistan, the
gang developed a network in a rural area and blackmailed the citizen against money

Discuss many diﬀerent scenarios to remove threats
Uses hardware to remove security threats from systems
Analysis shows impact on politics, information and researches
Enhanced the classiﬁcation process and increase accuracy
rate in detecting threats
Analyze result and enhance security threats detection rate
Secure data manipulation process and data storage in
healthcare
Proposed model helps to increase accuracy rate with 94%
Proposed techniques helps to ﬁlter malicious lists of threats
and identify them
Proposed models helps to show 90.3% validation rate in
intrusion detection
Proposed HE-CRT-RSA algorithms much more eﬃcient
3-4% in security perspective than traditional RSA algorithm
Proposed multi-factor authentication process in mobile
cloud computing to detect security and privacy threats

(iii) The gang admitted in front of FIA that they had
gathered the voice call data and ownership of speciﬁed person by hacking the NADRA records via
WhatsApp group
(iv) A FIR has been registering against Shoaib Nawaz,
according to sections 3, 4, 5, 6, 7, 8 and 17 of the
crime Act, 2016 of PPC (Pakistan Panel Court).
4.2. Security Risk. Malicious attacks consider a security risk
in SN. Most of the time, malicious applications have been
developed for hacking purposes, to reveal someone’s data
or information. Once we download a single setup, some
malicious setup automatically downloads and cracks the system’s privacy. As we talk about social sites, some psychological or personality tests based on fake websites gather the
user’s information and blackmail the connected user for ransomware personal grudge. Many examples can be seen in
this scenario, like fake user ids or emails, logging credibility,
criminal cases, terrorism. Some of the cases mentioned in
INSIDER magazines related to security risk in SNS.
(https://www.businessinsider.com/stolen-data-of-533million-facebook-users-leaked-online-2021-4):
(i) Approximately 533 million end users’ data has been
stolen and hacked from Facebook (especially phone
numbers and personal details).
(ii) According to Alon Gal (chief executive of cybercrime intelligence ﬁrm) stated the data leakage incident of Facebook users. An automated bot attacked
the system motherboard, which accesses users’ data
location. It makes data available on a free hacking
forum for everyone
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Malicious content
Privacy tools
No flexibility
Privacy policy
Data breaching

Social network security solutions

Application hacking
Fake website
Pages information leakage
Blackmailing
Fake login IDs

Spammer detection

Target user hacking
Location tracking
Life threatening
Privacy breaching

Defense & fake profile detection

Smart homes
Spoofing systems
Lack of trust
Personality disorder

Watermarking
Co-ownership

Phishing detection
Built-in software solution

Security algorithms
Malware detection
Alert generation
Interface security

Figure 3: Taxonomy of Social Networking Security Challenges.
Figure 5: Possible solutions for SN security.
4.55 billion

Active number of users on SNS

57.6%

Global population vs. SNS usage rate

More than 9.9%
(+409 million)

Per year change in SNS users

2 hours and 27 minutes

Average time spent on SNS

6.7

Average ratio of any platform usage

Figure 4: Statistical report on use of SNS during 2021.

4.3. Anonymity Risk. In anonymity risk, the end-user is
unaware of the fake person; you cannot identify the fake personality. By targeting the user ids and data hacking, endusers use GPS location on the functionality of their devices.
Many tracking has been launched to provide a way to track
speciﬁc locations. If the target location of the device is on,
the intruder becomes active and breaches privacy. According
to International Statistics and Analysis on data breaching
cases (https://www.varonis.com/blog/data-breach-statistics/
), here is the list of some data breaching cases:
(i) Around 500000 fake Zoom account has been created by black hackers, whereas Zoom is considered
an educational application
(ii) Recently, IBM generated the report that shows the
data beaching cost around $3:86 million
(iii) According to a statistical report from Yahoo, it
holds the largest amount of fake accounts and data
breaching; almost 3 billion accounts have been
compromised
4.4. Physical Risk. Physical risks involve a large amount of
data breaching cases. All the physical risks are connected
to human life itself as this is er of smart technology. Every
end-user has free and easy access to the internet using a spe-

ciﬁc IP address. Here are some examples of the physical risk:
businesses, healthcare centers, government departments,
aviation ﬁelds, education, personal activities, entertainment,
communication. On Feb 9, 2021, McLean (https://www
.mcleanhospital.org/essential/it-or-not-social-mediaaﬀecting-your-mental-health) issued an article on mental
health and social media. According to their statistics:
(i) At McLean hospital, a psychologist, Jacqueline
Sperling, who works with young patients with a
mental disorder, discusses the activities on Instagram: People compare themselves with others and
like, comment, post according to the comparison
factor, which leads towards mental health problems
(ii) According to the statistics of the Pew research center, around 69% of adults and 81% teens use social
media applications in the U.S. Which large direct
ratio of people towards mental health issues, like
depression, anxiety, access use of social media
(iii) A university of Pennsylvania researched two groups
of 143 students. One group was asked to use social
media regularly multiple apps (having a happy and
normal lifestyle), and the other group was not
allowed to use social apps (having depression and
anxiety issues). After three weeks, group one suffered from anxiety, depression, loneliness, fewer
sleep issues, and many others, while on the other
hand, the other group became healthy and happy
and became depression-free
In taxonomy diagram Figure 3 represents the overview
of social networking security challenges during the Covid19 pandemic in all sectors (education, business, healthcare,
smart technology, organizations, and many more) Like anonymity risk, privacy risks, security risks, and physical risks.
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Table 4: Possible solutions or policies for SNS Security.

Ref.

Year

[164, 165] 2021
[166]

2021

[148, 167] 2021
[164, 168] 2021
[169]

2021

[170]

2021

[171]

2021

Solution

Description

Securing from third party interleaving and improving privacy and
Privacy policy based solution
security setting in the systems and network resources
Secure and eﬃcient key generation on message encryption and decryption
Security and cryptography
phases, as well as in networking site logging sessions
Providing secured and authenticate mechanism for the system to store
Authentic mechanisms
and protect data and information using Blockchain technology.
Latest research analysis on privacy and security issues will help the users
Education research-based privacy solution
to make the network resources more secure
Needs multi-factor authentication to avoid false users and improve
Report false users
the report setting in SN applications to avoid security risks
To keep your child safe from cyber-bullying and threats, this technique
Cyber-grooming
can help the person to generate security alarm.
SNS user awareness
How to use SNS, awareness campaign by welfare authorities

Education

101 (51%)

Shopping

34 (17.2%)

Entertainment

115 (58.1%)

Communication

72 (36.4%)

Other

19 (9.6%)
0

25

50

75

100

125

Figure 6: Graph represents the calculation of daily usage percentage of end users.

Social apps (like FB,
insta, YT, others)

149 (72.3%)

Email (like google,
yahoo, hotmail, etc)

37 (18.7%)

Other

35 (17.7%)
0

50

100

150

Figure 7: Graphical representation of usage the networking sites.

Researchers also try to ﬁnd possible solutions to overcome
the security challenges when problems occur.
4.5. Mental Health Risk. The connection between SNS and
mental health issues has been discussed with the term psychological problem [149]. So far, much research has been
done on excessive use of SNS and their adverse impact
on the healthy mind of users. The more time spent on
SNS, the more it leads towards the phases of depression,
anxiety, mood swings, obesity, cardiac diseases, psychological and neural eﬀects on human health [150, 151]. Though
not much research has been conducted to measure the

level of psychotic illness, the main focus is on the root
cause of this risk.
During the Covid-19 pandemic, an immerse number of
psychological issues has been diagnosed [152]. Everyone
spend most of their time on SNS [153], it helps to communicate around the globe in such severe and stressful situation. According to many studies [154], excessive use of
SNS leads to depression, anxiety, low self-esteem [155],
addiction, inferiority and superiority complexes [156], a
large amount of cost spending on online shopping and deliveries, through many surveys and questionnaire [157–159].
According to statistics of digital world report (https://
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Table 5: Responses related to SNS Threats.
Questions

17.2%
32.3%
7.6%

42.9%

1–3
4–6
7–9
more than that

Figure 8: How many hours end users spend their time on SN sites.

datareportal.com/reports/digital-2021-pakistan), use of SNS
in worldwide represented the following Figure 4.
According to a survey report (https://lisbdnet.com/thereal-social-media-addiction-stats-for-2021/) of the U.S.A.,
people who are using SNS more than 58 times in a single
week face serious mental and health issues like depression
and social isolation. In 2021, around 333 M users using
SNS became seriously addicted personalities. Similarly,
according to a statistical survey report (http://www
.roymorgan.com/ﬁndings/8123-mental-health-conditionsaustralian-youth-june-2019-201909090253), around 38%
SNS users facing severe mental health issues, most common
symptoms are stress, depression, and anxiety.

5. Possible Solutions for SN Security Threats
Recently, many researchers and security experts have
worked on social networking security. A large variety of possible solutions has been discussed previously in all sectors.
Here, we discuss some of the possible solutions and methods
based on the literature of SN. Figure 5 show the list of some
techniques and approaches regarding security perspective.
To provide a secure and eﬃcient cloud system, which
helps secure networking sites, here are some possible
approaches to overcome security threats [160, 161]. Many
researches has been conducted to detect the intrusion attack
in SN [162]. Similarly, in [163] proposed a model and algorithm to preserve the agriculture system and proposed a better security framework. Table 4 helps to understand the
concept of existing possible solutions and privacy policy
for SNS security.

6. Social Networking Security Based
Online Survey
Here, in this paper, we work on the social networking-based
online survey to get the adverse or positive eﬀect of SNS on
audience or end-users. We design an online survey containing some questions like:

Do you experience device or system
crashing due to any virus attack?
Do you ever receive spam emails or
message which stuck your device?
Does your data ever been hacked
against some ransom amount?
Has your name ever been used for
any fake account activity?
Have your systems or device automatically
download unwanted applications?
Do any irrelevant pop-up ads appear on your
systems or device while surﬁng the internet?

Yes

No

27.8% 72.2%
28.4% 71.6%
6.8% 93.2%
15%

85%

24.7% 75.3%
70.6% 29.4%

(i) How many people get aﬀected by SN threats or
security issues?
(ii) Is SN security risks aﬀecting the health of end-users
(physical, mental, moral)?
(iii) how many end-users use SN for education, communication, entertainment, shopping, business.?
(iv) Among all, what type of attack mostly aﬀected SN
users?
(v) How do SN security issues aﬀect daily life?
(vi) How excessive usage of SNS aﬀects users with anxiety and depression?
6.1. Results and Discussion. We gather online survey results
of 194 people on social networking security issues, threats,
and challenges, which is solved by age group of 10-20 years
(57.7%), age group of 21-30 (35.6%) and above than it
(6.7%). Based on the daily usage of SNS, people submit
responses where 50.5% use it for education purposes,
17.5% use it for shopping purposes, 58.2% use it for entertainment, 37.1% use it for communication, and 9.8% use it
for other purposes. Here Figure 6 represents the graph calculation of responses for daily usage of SNS.
When we talk about SN sites that end users mostly use in
their daily routine of surﬁng. Almost 75.8% of people use
social Apps like Facebook, Instagram, YouTube, Twitter,
Snapchat, TikTok. While 18.6% people use it for emailing
(yahoo, Gmail, Hotmail.) like business, institutes, personal
use, trading, and 17% use its other purposes. Figure 7 provides the graphical representation of usage of the networking
sites.
The usage of SNS is increasing day by day. The question
arises of how many hours end users spend on SN sites. The
responses from the survey represent in Figure 8.
AS SNS has many issues, threats, and challenges. Based
on some threats and issues, we asked some questions from
end-users to share their experience and submit a response.
Their responses are shown in Table 5 and the Figure 9 represents the chart of their incidents. In Figure 9(a) show the
responses of facing systems crashing and virus attack,
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72.2%

71.6%
93.2%
27.8%
28.4%

Yes
No

Yes
No

Yes
No

(a) Virus or System crashing

(b) Spooﬁng or Phishing

(c) Ransomware

75.3%

29.4%

85%
15%

70.6%

24.7%

Yes
No

Yes
No

(d) Fake user id or account

Yes
No

(e) Malicious Applications

(f) Malicious Pop-up Ads

Figure 9: Chart results of SN security attacks of online survey.

40.7%
24.7%
44.3%
26.8%
32.5%

Yes
No
Maybe
(a) SN sites Addiction Rate

30.9%

Yes
No
Maybe
(b) Facing anxiety or Depression

Figure 10: Charts represents the (a) addiction level of using SN sites and (b) level of anxiety of depression.

Figure 9(b) shows the spooﬁng and phishing attacks, part (c)
shows the ransomware attack, Figure 9(d) shows the
responses of fake user IDs or accounts percentage,
Figure 9(e) represents the chart of unwanted application
downloading attacks. Figure 9(f) shows the pop-up ads or
advertisement ads on the window or screen of the devices.
As excessive use of everything is terrible. Free internet
availability and easy access to Social networking apps or sites
make people addicted. It brings much change to the daily
activities of end-users. Figure 10(a) shows the responses of
people who become addicted to using SN sites or platforms.
A person addicted to SN sites has variant and adverse mood

swings, which badly impact their family and social environment. The Covid-19 pandemic makes people lazy and
addicted to Social activities, which leads them to anxiety
and depression. Figure 10(b) shows the chart of the
responses rate of those who suﬀer from health issues.
Is social networking Sites become a threat to their users.
Our online survey asks about the moral, physical, and mental threats due to SN sites. Figure 11 show the graph of
responses that 9.8% users feel or face a physical threat as a
side eﬀect of SN, 42.8% user faces mental health issues due
to excessive or inappropriate use of SN, and 50.5% users feel
moral threat by using Social sites.
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Figure 11: Graph represents the Physical, Mental and moral threat rate as response of online survey.
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Figure 12: Graph represent the SNS usage increasing rate in 2022.

To conclude our online survey discussion, SNS aﬀects
the moral health (with a higher rate 50.5% out of 100%) of
users, which leads them towards the inferiority complex, dishonesty, disappointment, anxiety, and depression.
According latest report of Data Reportal organization
(https://datareportal.com/reports/digital-2022-globaloverview-report), the use of SNS sites increase rapidly which
increase the security threats. Figure 12 represent the increasing rate of SNS usage around the globe in year 2022.
Similarly, the changing trend of data hacking & security
issues, an online journal illustrates the year 2022 security
analysis in their report. Figure 13 represents the most common threats experience by the users, the most common
fraud type and increase rate of SNS security issues.

7. Open Research Issues and Challenges of
SNS Security
As advancement in Information Technology and Artiﬁcial
Intelligence increases, Security risks and challenges also
Increase. In this research survey, SNS security threats are
discussed in-depth. However, researchers and scientists can
still provide complete security threat-proof research to make

the systems and network threat-free. Here is a list of still
existing open issues and Challenges:
(i) Cloud Attacks: Data-centers or cloud-servers-rooms
are the main targets of attackers
(ii) Healthcare: SNS has increased the risk of human
health; due to excessive use of SNS, the risk for anxiety, depression, less sleep, discomforts, self-harm,
mental, physical, immoral, negative thoughts
increases rapidly
(iii) Third Party Applications: Most of the time, hackers
target the trending keywords or scenarios to target
the users
(iv) Phishing Attacks and Scamming: scam emails and
messages or pop-ads are the attacker’s main hitting
point; the attacker will get into the private zone once
open
(v) Hacking and Malware Attacks: Fake accounts and
users’ account hacking will give access to the
account to the attacker, and they will handle or
run it
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Figure 13: Graph represent the SNS usage increasing rate in 2022.

(vi) Privacy settings and System Updating: Every Application and SNS site has its privacy policy and settings, awareness of its usage and setting is important

8. Future Directions

rithms and the system can keep the systems
secured. Including the advanced security and cryptographic techniques makes communication
secure by avoiding third party interleaving
(ii) Trust-worthy and Conﬁdent Interface:, the process
of designing the SNS interface is based on the most
important pillar of the strategy, i.e., CIA (conﬁdentiality, integrity, and availability). Establishing eﬃcient security policies by following the CIA
strategic methodology can help the devices and
system avoid security risks

Social Networking Sites are considered the critical element
of today’s life. It provides ease to its users at all levels like
education, communication, businesses, entertainment,
knowledge, sharing platform. Every age group of users is
involved in its consumption. As it provides many advantages, it also has similar disadvantages, which can not be
ignored. As in our research, we try to discuss all aspects of
SNS. So, for future work or directions, we recommend
researchers make such advancements which are AI and
XAI based including Machine learning and Federated
Machine Algorithmic approach to avoid security and privacy threats. Some of the critical directions areas:

(iii) Update privacy setting policy: By making solid and
dynamic security policies from time to time can
help the users to take the initiative at the spur of
attacking moment. Setting and designing the
parameters, preferences, and priorities helps to
make the better performance of Static policies

(i) Advanced Security Algorithm: many security algorithms exist to control the malware attacks, and
from time to time, updation in the security algo-

(iv) User-awareness (most important): One of the most
important steps to avoid security threats is to train
its users and spread awareness through seminars,
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online campaigns, events. How to use SNS to avoid
privacy breaching and data leakage cases in the
future. As we all live in the age of the advanced technological world, SNS is so every day due to easy
access to internet facilities. The Covid-19 pandemic
itself is a mind-bursting situation for any individual,
and they ﬁnd SNS the best source of entertainment
and make them busy; along with that, security countermeasures are most necessary now
(v) Enhanced Security Checking Firewall: Keep your
systems and data under protecting shield-like ﬁrewall feature, itself an eﬀective way to avoid security
threats. Security and Virus detecting systems automatically block suspicious activities and keep your
systems and devices threat-free before any damaging situation
(vi) Generating warning and collecting responses:
Whenever the system or device detects the threats
or warning security or ﬁrewall protection shield
should be activated automatically to deal with the
situation and make the system free from threats.
This technique of early warning and collecting
responses at the right time helps the researchers
and security controlling authority deal with the
cases attentively and correctly
(vii) Password protection: Keeping the same password
for a long time can make the systems or devices
more vulnerable to attack. It is important to
change the settings and password after a short
period of time to avoid security threats or risks.
Try to make the password with a variant and a different name to avoid hacker attacks
(viii) System Access Management: In the organized
business or organization, every single end-user
needs to have a new and diﬀerent login facility to
the application to avoid double accessing chances.
Having separate login and password makes the
user more secure and private. Increasing the security techniques improves the system performance
and makes a secure environment. Managing the
administration and business staﬀ rights must be
at the extent level, and data availability and conﬁdentiality are also maintained. Many AI-based
machine learning cryptography algorithms have
made the system more secure and eﬃcient

9. Conclusion
During the severe pandemic of Covid-19, security becomes
the hot topic among all technology researchers. This survey
focused on the social networking security threats, issues,
and challenges as the world move towards smart technology
and human life based on these advancements. As discussed
in detail, most possible threats, challenges, and case scenarios happened in Covid-19. We conduct online social networking security-based survey to collect responses of
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almost 194 people and discuss the possible happening
events. We analyze that the Covid-19 pandemic and lockdown situation becomes one of the most challenging
periods, aﬀecting users’ mental health and morale. For
future ﬁndings, Machine Learning, deep learning, federated
learning, explainable AI, and many other technologies can
help the researcher make the social networking infrastructure more secure and eﬃcient as its users feel trustful and
conﬁdent.
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