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With the continued advancement and popularization of the Internet and Edge Computing, the right to privacy of big data has
taken on new meanings, and the tools available to protect citizens’ personal information under administrative law have grown
in number. In the context of big data, infringers frequently use the Internet as a natural barrier and medium, making it
difficult to collect evidence once personal information has been leaked. This paper investigates the administrative law
protection of citizens’ personal information using big data analysis. In comparison to traditional society, information
technology innovation has created massive information storage equipment, efficient information processing equipment, and
rapid information dissemination means for human beings to protect their legitimate rights and interests. Sharing goes far
beyond traditional societal competition. The study of administrative law protection of citizens’ personal information in the big
data era has the potential to not only advance the study of administrative law protection of citizens’ personal information but
also to reveal the characteristics of administrative law protection of citizens’ personal information in the big data era.

1. Introduction

With the increasing development and updating of current
science and technology, data information has spread all over
every corner of our life. It records and carries the track of
our daily life, study, and work in various forms. The admin-
istrative law that protects citizens’ personal information has
had a long history of development. Traditional citizens’
personal information focuses solely on the tranquility of
citizens’ personal lives, and the purpose of maintaining citi-
zens’ personal information is to safeguard citizens’ personal
freedom, dignity, and happiness [1]. With the advancement
and popularization of the Internet, the right to privacy in
the BD has taken on new meanings, and the administrative
law tools for protecting citizens’ personal information have
grown in number. Based on their highly developed informa-
tion levels, developed countries were confronted with the
problem of information security before China, and they have
accumulated a wealth of experience and lessons in the pro-
cess of theoretical and practical operation, which has great
reference and reference significance for China to carry out

the protection of personal information rights [2, 3]. In China,
privacy protection is relatively weak, and the scope of regula-
tion is primarily focused on profit-making entities and non-
governmental organizations violating citizens’ personal
information. In the field of public law, however, the criminal
law imposes stricter requirements. When general breaches of
personal information do not meet criminal standards, they
are not punishable by law [4]. The social phenomena of the
administrative law protection of citizens’ personal informa-
tion emerge one after another, which makes people uneasy.
The wanton disclosure of personal information data greatly
reduces the trust between people. However, China’s existing
privacy laws and regulations and industry self-discipline reg-
ulations have not formed a complete system, which is not
enough to prevent and remedy privacy infringement. It is
more rigorous to strengthen the protection of personal infor-
mation from the administrative law level. Administrative law
can clearly and specifically stipulate the right to request cor-
rection and relief of personal information, and the scope of
regulation is more targeted [5, 6]. The concept of BD was first
put forward in the 1990s, then swept like a tsunami, and was
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widely known in recent years. Now, it has quickly become the
theme of the times and is known as the “gold” of the 21st cen-
tury [7].

In the era of BD [8], the legal protection of personal
information has become an important issue facing all coun-
tries. In front of “BD” technology, we are no longer individ-
uals with distinct personality, but a single “data” with
economic value and social role [9]. The application and
development of information technology represented by
“Internet plus” have made data become the “oil” in the
new era. Therefore, the application and development of
“BD” technology have become an important opportunity
and path of China’s “data power” [10]. Massive data analysis
has mined and reorganized the personal information of
thousands of information subjects, exposing the privacy that
was intended to be concealed to the sun. In the era of BD,
personal administrative law supervision is absent and man-
agement is weak. The applicable subject of administrative
law is China’s administrative organ, and administrative
supervision and management are its main responsibilities
[11, 12]. In both the Internet era and the BD era, China’s
administrative organs have been in the absence of supervi-
sion. The management of new Internet behaviors has been
weak and has been unable to comply with the requirements
of the times in time [13].

In the context of BD, infringers frequently use the Inter-
net as a natural barrier and medium, making evidence col-
lection difficult once personal information is exposed.
Second, with massive data leakage, once personal informa-
tion is stolen, it is integrated into the massive data, making
it difficult to track down the source of the data leakage.
Another major problem of rights relief is how to list the clear
defendants in the litigation process [14]. The research on the
protection of citizens’ personal information by administra-
tive law in the BD era can not only deepen the research on
the protection of citizens’ personal information by adminis-
trative law but also reveal the characteristics of the protec-
tion of citizens’ personal information by administrative law
in the BD era, as well as provide specific reference opinions
for the drafting of relevant Civil Code provisions. In com-
parison to traditional societies, information technology
innovation has created massive information storage devices,
efficient information processing devices, and quick means of
information dissemination for human beings, and the collec-
tion, preservation, utilization, and sharing of personal infor-
mation are far from traditional societies [15].

2. Related Work

According to reference [16], the United States has been at
the forefront of personal data protection legislation. The
EU’s new general data protection regulations went into effect
in May 2018, adding to the vitality of the EU’s information
protection legal system and providing a strong institutional
guarantee for the EU’s overall data security. The old law
was completely replaced by its role and scope of protection.
The BD analysis method [17] is described in the literature
“In Chinese legal circles, the terms “personal data” and “pri-
vacy” are frequently interchanged. There is no difference in

rank between these concepts in terms of their connotation
and extension.” Personal information and privacy are fre-
quently used interchangeably in domestic administrative
law circles, and they are treated as one in their protection
value hierarchy. The protection of personal information
has previously been studied in other countries, as evidenced
by reference [18]. In 1968, the United Nations proposed and
emphasized the legal concept of “personal information pro-
tection.” In 1970, Germany passed a law protecting personal
information, and three years later, Sweden, another Euro-
pean country, passed a similar law. According to [19], the
selection of regulatory agencies should be based on fully
absorbing foreign experience, safeguarding civil rights, and
encouraging the network’s healthy development. The intro-
duction of the industry self-discipline organization model
into American legislation can improve the effect of social
management after a thorough investigation of the national
conditions. Reference [20] adopts the BD analysis method,
“congenital differences such as historical conditions and dif-
ferent practice and development tracks of subsequent nature
make legislators in different countries have different inter-
pretations of the same concept or legal relationship, but in
fact, there is little difference in its essence, and it is often
adopted and applied to each other in many cases.” Reference
[21] research shows that in German personal information
law, the right basis of information subject is the right of
information self-determination, and the premise of formu-
lating all administrative legal norms is to ensure that citi-
zens’ right of information self-determination is not
infringed. Based on this strict awareness of right protection,
most provisions in German administrative law aim to regu-
late the power of administrative subjects. There is a lack of a
unified legal system specifically regulating personal informa-
tion protection, and the laws of relevant departments are
uncoordinated and conflict with one another [22]. Using
BD analysis, the innovation of information technology has
created a large number of information storage devices, effi-
cient information processing devices, and fast means of
information dissemination for human beings, and the collec-
tion, preservation, utilization, and sharing of personal infor-
mation are far from being comparable to those of the
traditional society. Reference [23] research shows that the
only way to avoid unnecessary harm to people’s personal
and property and other aspects is to strengthen administra-
tive legislation and protect people’s right to privacy through
law, i.e., the state’s coercive power. Chinese law only protects
personal information as a right to privacy, according to ref-
erence [24]. In fact, the scope of personal data is much
broader, and the administrative aspect is also a significant
component. Personal information is protected in China pri-
marily through administrative and criminal means, which
provide only limited and indirect protection, as well as a lack
of legal compensation and protection mechanisms.

This paper uses the BD platform to collect users’ con-
sumption habits, income level, service dependence, and
other data information, in order to give different users differ-
ential pricing, resulting in users’ property loss, based on BD
analysis. People’s personal data is “peeped” in the age of big
data. Being “stolen” is a possibility. People have a certain
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level of passivity when it comes to whether or not data
should be used in order to avoid this risk. People’s physical
appearance and mental outlook are “exposed,” and they
have no freedom rights at the moment when “human flesh
search” is popular. At present, we urgently need to establish
a perfect privacy protection system to reduce the risk of BD
to our privacy, solve the damage caused by the risk, and find
a quiet place for our privacy.

3. Algorithm and Principle of BD

Based on their highly developed information level, devel-
oped countries were confronted with the problem of infor-
mation security before China, and they have accumulated a
wealth of experience and lessons in the process of theoretical
and practical operation, which has great reference and refer-
ence significance for China in carrying out the protection of
personal information rights. McKinsey, a well-known man-
agement consulting firm, coined the term “BD” in a 2011
research report. Data has become a key production factor
in a variety of industries and functional fields. People now
use ID cards to handle phone cards in the era of new net-
works and BD, and phone numbers are no longer just a
string of numbers, but are linked to personal identity. To
begin with, it should be noted that not all citizens’ personal
information is protected under Chinese legislation. In China,
privacy protection is relatively weak, and the scope of regu-
lation is primarily focused on profit-making entities and

nongovernmental organizations violating citizens’ personal
information. This demonstrates this algorithm’s superior
performance in achieving BD and increasing data accuracy.
The description of BD process is shown in Figure 1.

The BD algorithm is designed in combination with the
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Set X = ðx1, X2 ⋯⋯⋯ XdÞ as a feature vector in the BD
clustering space, use the rough concept lattice method to
construct the second-order cone programming model for
the BD information flow in the BDbase system, use the lin-
ear frequency modulation signal model method to fit the
BD information flow by partition, and select the following
decision function
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where ½Aj, Bj� represents the minimum and maximum
values, initializes the data clustering center f ðXi, Aj ðLÞÞ,
processes the information of the data sample set by using
the second-order cone programming model, and obtains
the data fusion space matrix of the ith node as

s tð Þ = 〠
∞

m=−∞
〠
∞

n=−∞
amngmn tð Þ, ð3Þ

where amn is called the convex optimal expansion coefficient
of second-order cone programming, and the clustering gran-
ularity is

gmn tð Þ = g t −mTð Þej2π nFð Þtm, n = 0,±1,±2,⋯: ð4Þ

Calculate the weighting vectors of input nodes and out-
put nodes in the data clustering center ω. The Euclidean dis-
tance of J , expressed as

dj = 〠
k−1

i=0
xi tð Þ − ωij tð Þ
� 	2, j = 0, 1,⋯,N − 1, ð5Þ

among ωj = ðω0j, ω1j,… ,ωk−1
jÞT . In the data process, infor-

mation scheduling is carried out in the special relationship
information of useful information and knowledge, and the
attribute set of feature sequence training set of BD is con-
structed to provide data basis for data.
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Figure 1: BD process description.
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For BD algorithm, the modified homogeneous second-
order cone programming model is described as follows

X

P Xð Þ

 !
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( )
: ð6Þ

In which 0 ≤ p ðaiÞ ≤ 1 ðI = 0, 1, 2,mÞ and ∑m
i=1pða1Þ = 1.

The constant factor aii represents the i ∗ i value of the posi-
tive semidefinite matrix A of the homogeneous second-order
cone programming model, and the information entropy in
the data feature space is obtained as follows
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m
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There are n samples in the data sample set S in the mod-
ified homogeneous second-order cone programming model,
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Based on the data preprocessing constructed by the char-
acteristic information flow model of BD, the data algorithm
is designed. In the traditional method, the linear dual cone
programming method is used for the second-order cone
programming model of BD, which has poor performance
in data path tracking.

4. Definition of Citizens’ Personal
Information under BD

“Personal information” literally means all information related
to citizens’ personal body, identity, and activities. In an era of
underdeveloped networks, I may only realize that my name,

address, ID number, and bank deposit password are important
personal information, or that phone numbers fall into this cat-
egory. People use ID cards to handle phone cards in the new
network and BD era, and phone numbers are no longer just
a string of numbers, but are tied to personal identity. First
and foremost, it must be stated that not all citizens’ personal
information is protected under Chinese law. The legal concept
of “citizens’ personal information” differs from that of “per-
sonal information” in the broad sense, in terms of what infor-
mation should be included in the scope of “citizens’ personal
information” protected by law. As a result, the personal infor-
mation discussed below is all based on this. A large number of
single recorded data are decomposed and combined to form a
BD chain in the era of big data, and personal privacy is also
exposed. People gradually adapt to digital life in the digital
environment of BD construction, and personal privacy has
changed in space, moving toward virtualization and digitaliza-
tion. “Identifiable, distinguishable, confidential and semi-
public information materials related to a specific person” is
how we define “citizen’s personal information.” The contents
covered therein are shown in Figure 2.

People gradually adapt to digital life in the BD construc-
tion environment, and personal privacy has changed in space,
moving toward virtualization and digitalization. Furthermore,
during the information age, various network platforms arose,
developed quickly, and gradually penetrated people’s daily
lives, resulting in a large amount of new personal data. For
instance, various information is generated when people carry
out daily activities on various life service apps: the game
account registered for playing games; track information gener-
ated by hotel and air ticket bookings; ordering takeout, online
shopping, and stored preference information; capital account
generated by stock speculation and investment; and so on.
Furthermore, since the implementation of the “real name sys-
tem,” the rate of identity information utilization has improved,
and various data related to personal identity are forming. The
flow chart of administrative law protection of BD citizens’ per-
sonal information is shown in Figure 3.

BD is an intellectual resource based on a large number of
diverse and valuable data sets, which is formed through

Individuals
involved in
civil privacy

Indirect
personal

information
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information

Direct personal
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Be able to identify a
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Combining with other
information can make
individuals specific

Figure 2: Structure of citizen’s personal information.
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various data processing, analysis, and application. It is a
brand-new technical architecture and service form. Zhong
Wang, a well-known Chinese scholar, pointed out in his
book Privacy Regulation of Personal Data in the Age of
BD that the increase of data types and the expansion of data
scale often only involve the level of traditional significance.
BD also includes the collection and research of new informa-
tion and the use of BD analysis technologies such as cloud
computing and cloud storage to obtain commercial value
from a large amount of information. As a combination of
massive information and diversified information, BD con-
tains enormous economic and social value, and almost all
countries, regions, and all walks of life are keen on exploring,
developing, and utilizing it. With the development of BD
technology, the phenomenon of privacy infringement has
become more and more serious. Massive data analysis has
mined and reorganized the personal information of thou-
sands of information subjects, exposing the privacy that
was intended to be concealed to the sun. Privacy infringe-
ment in the era of BD has caused countless damages to the
audience. It can be said that the concept of “personal infor-
mation” is constantly updated with the development of the
times, and it also reflects that our legislation attaches impor-
tance to citizens’ personal information and keeps pace with
the times. However, due to the different definitions of “citi-
zen’s personal information” in Chinese legislation and judi-
cial interpretation, it is necessary to explore the connotation
of “personal information” from different angles according to
legislation and judicial interpretation, so as to obtain the real
personal information protected in criminal law.

5. Suggestions on Perfecting the Administrative
Law Protection of Citizens’
Personal Information

5.1. Administrative Law Protection of Citizens’ Personal
Information Based on BD Analysis. China has scattered pro-

visions on personal information protection in various
departmental laws, but there is a certain gap between the
lack of coordination between departmental laws and the for-
mation of a comprehensive protection system. The unified
legislative model is more in line with the legislative tradition
of China’s statute law, and compared with the scattered leg-
islative model, the unified legislation can effectively avoid
the disadvantages of various standards and is more condu-
cive to the effective implementation in judicial practice. In
the era of BD, cases of personal information infringement
emerge one after another, and the ways of personal informa-
tion infringement are strange, but the law inherently lags
behind. In order to overcome the problem of no legal rules
to follow when there are loopholes in legal rules, enriching
the corresponding legal principles has become a necessary
measure to solve this problem. The powerful information
mining and analysis ability of BD technology makes people’s
privacy more vulnerable to illegal infringement. In the era of
BD, the means of infringement are more scientific and tech-
nological, and the way for infringers to steal people’s privacy
is gradually transferred from real space to virtual network
carrier. Two departments are set up for different supervision
objects to supervise administrative organs and nonadminis-
trative organs, respectively, and give them corresponding
administrative powers, such as investigation and inspection
power, administrative adjudication power, administrative
punishment power, and administrative relief power.

Under the background of BD, the protection rules of cit-
izens’ personal information administrative law are not per-
fect. With the development of the era of BD, private space
is no longer just the traditional private real space, but also
private virtual space begins to appear. Private space refers
to the personal privacy field recorded in the form of data,
including our common software such as QQ mailbox, QQ
space, WeChat circle of friends, voice call, and short message
transmission of electronic devices. All belong to the category
of private virtual space and should be effectively protected.
In the era of BD, more emphasis is placed on the

Administrative law protection of big
data citizens’ personal information

Define the
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between personal
information and
personal privacy

Clarify the scope
of privacy
protection

It is found that the
content of privacy

and the way of
infringement have
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and the obstacles to the
protection of privacy
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privacy protection in
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Right
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judgment

Protection
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privacy in the era of big
data with the traditional
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measures to

improve the legal
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Figure 3: Flow chart of administrative law protection of BD citizens’ personal information.
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information recorded in the virtual space of the network,
such as the personal whereabouts track found by the posi-
tioning system and the status of network property. This
information is closely related to individuals, and once
leaked, it will cause huge loss of personal property, so the
law needs to strengthen the protection of this content.
Finally, we should establish a scientific personal information
administrative supervision system. According to the close-
ness of personal information and the privacy level of per-
sonal information, citizens’ personal information is divided
into four categories: personal information, personal sensitive
information, direct identification information, and indirect
identification information, and different protection efforts
are determined according to different categories.

5.2. Experimental Results and Analysis. The experimental
data in this paper comes from the UCI machine learning
warehouse’s adult data set, which is widely used in the pri-
vacy protection field. There are 48756 records in the dataset.
To obtain a dataset with 31269 records, remove the records
with null values and uncertain information. The information
loss under the three privacy models occurs when the data set
size is 316569 records and the K value changes. As a result,
the personal information discussed further down is all based
on this. A large number of single recorded data are decom-
posed and combined to form a BD chain in the era of big
data, and personal privacy is also exposed. For instance, var-
ious information is generated when people carry out daily
activities on various life service apps: the game account reg-
istered for playing games; track information generated by
hotel and air ticket bookings; ordering takeout, online shop-
ping, and stored preference information; capital account

generated by stock speculation and investment; and so on.
Because it increases the personalized protection of sensitive
values, the information loss of the diversity k-anonymity
model is greater than that of the other two models, as shown
in Figure 4.

Figure 4 shows the comparison of information loss
among the three models when k = 5 and the data set size
change. It can be seen that with the increase of data set size,
the information loss of anonymous data sets under the three
models is increasing. Because with the more records that
need to be anonymized, the number of attribute values that
need to be processed will correspondingly increase, thus,
the greater the amount of information loss. The information
loss of data set under k-anonymous model is always less than
the other two because this model only restricts the size of
equivalent groups. However, because it increases the ano-
nymity operation for some sensitive attribute values, as
shown in Figure 5.

Figure 5 depicts the recognition rate of sensitive values
under the three privacy models when the K value changes
against the same data background. It can be seen that as
the K value increases, the average recognition rate of sensi-
tive values of data sets decreases in all three models. Fur-
thermore, since the implementation of the “real name
system,” the rate of identity information utilization has
improved, and various data related to personal identity are
forming. With the advancement of BD technology, the
problem of privacy invasion has become increasingly seri-
ous. As a result, when compared to the other two models,
the sensitive value recognition rate is always the lowest,
and the privacy protection effect is always the best, as shown
in Figure 6.
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Figure 6 shows the comparison of sensitive value recog-
nition rate under different data sets with k = 5. It can be seen
that the change of data set size has little effect on the overall

recognition rate of sensitive values under the three models.
Massive data analysis has mined and reorganized the per-
sonal information of thousands of information subjects,
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exposing the privacy that was intended to be concealed to
the sun. Privacy infringement in the era of BD has caused
countless damages to the audience, as shown in Figure 7.

Figures 8, 9 and 10, respectively, compare the running
time of the three models under the change of k value and
data set size. In Figure 8, when the value of k changes, the
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running time of the three models fluctuates to some extent.
The development history of the administrative law protec-
tion of citizens’ personal information has been for many
years. The traditional citizens’ personal information pays

attention to the tranquility of citizens’ personal life alone,
and the maintenance of citizens’ personal information is
actually to protect citizens’ personal freedom, dignity, and
happy tranquility. With the continuous improvement and
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popularization of the Internet, the right to privacy of BD has
more new meanings, and the means of administrative law
protection of citizens’ personal information have become
diverse. Obviously, because the random selection of initial
tuples when dividing equivalence groups will affect the
experimental results of each model.

Only when the peace of private life is invaded does the
disclosure of personal information infringe on privacy. Per-
sonal data and privacy are linked in some ways. Clarifying
the difference between the two is the first step in creating a
perfect privacy protection system. In practice, some admin-
istrative organs have violated citizens’ personal information
when exercising administrative power, but the relevant col-
lection of personal data lacks the necessary compliance judg-
ment due to a lack of relevant theories. Furthermore, China’s
legal system for personal data protection needs to be
improved as a whole. For example, in the era of “BD,” the
definition of personal information is not unified and qualita-
tive, the subject of responsibility in cyberspace is unknown,
and the behavior of infringing personal information in vari-
ous fields is complex and varied, resulting in the ineffective-
ness of personal information protection measures.

6. Conclusion

To summarize, use administrative power to strengthen per-
sonal data protection, clearly define the basic content of cit-
izens’ personal data, as well as the power scope and types of
power subjects, expand the functional scope of regulatory
agencies, improve the regulatory mechanism, and imple-
ment the later construction of an economic relief system.
The demand for data information is growing, and the quality
of personal information is becoming increasingly important.
Administrative bodies and social organizations will inevita-
bly infringe on the rights of information subjects in the pur-
suit of public and private interests. Of course, because there
is no special legislation on personal information protection
in China, criminal ancestors have become the current situa-
tion of personal information protection in order to crack
down on crimes in a timely manner. The pace of protection
of China’s personal information right is slow precisely
because of the lack of restraint and control of relevant laws
and regulations. Administrative organs are not supervised
when performing their functions precisely because of the
lack of protection provided by administrative regulations.
The current abuse of power has resulted in contradictions
and differences between the exercise of administrative func-
tions and the protection of citizens’ personal information
rights. Solving this problem from the perspective of admin-
istrative law can not only resolve contradictions and balance
the interests of both sides but also be a major innovation and
bright spot in the legal protection system.
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