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When 5G telecommunication becomes a standardized and widely used communication medium, it must be implemented in
coherence with certain 5G network standards and requirements. One such requirement is a Subscription Concealed Identifier
called SUCI. SUCI prevents the exposure of international mobile subscriber identity (IMSI), which was a vulnerability in
previous generation mobile telecommunication networks. Unlike IMSI, SUCI is encrypted and transmitted using a symmetric
key cryptographic algorithm, to prevent the aforementioned vulnerabilities. However, for the first terminal to be encrypted, it
is necessary to exchange a key with the home network, and this key exchange for SUCI encryption is performed through the
Elliptic Curve Integrated Encryption Scheme (ECIES) key exchange algorithm, which is a public-key encryption scheme.
However, ECIES uses more computing resources compared to a symmetric key cryptographic algorithm. Additionally, for 5G
Subscriber Identity Deconcealing Function (SIDF) to satisfy the massive machine-type communication (mMTC) requirements
of 5G, it is necessary to decrypt at least a million SUCIs within a short time. This puts a great burden on the 5G home
network to provide the mMTC service for IoT. Therefore, in this paper, we propose a method of constructing 5G SIDF in an
mMTC IoT environment. A key method of the proposed 5G SIDF configuration is the use of GPUs. This proposal was aimed
at reducing the load in the mMTC environment by performing parallel processing of all cryptographic operations performed
in the SIDF using a GPU. In particular, we focused on parallelization of public-key encryption algorithms. In addition, we also
compared the method proposed in this paper through a survey of various 5G security products.

1. Introduction

The fifth-generation (5G) telecommunication technology
needs to follow the IMT-2020 Standard (International
Mobile Telecommunications-2020) [1] requirements
defined by the ITU-R (ITU-Radio communication sector)
of the International Telecommunication Sector in 2015 for
5G networks. This standard defines the evolution of tele-
communication with respect to various technical require-
ments. Based on this, the 3rd Generation Partnership
Project (3GPP), an international standardization organiza-
tion for mobile communications, standardized 5G NR

(New Radio) in 2016 and has been contributing to the com-
mercialization of 5G technology until Release 17 as of 2021.
5G telecommunication has caused various changes in the
network and security fields. The three requirements called
enhanced mobile broadband (eMBB), massive machine-
type communication (mMTC), and ultrareliable low-
latency communication (URLLC) govern the 5G telecom-
munication as it revolutionizes existing mobile communica-
tion. In other words, 5G telecommunication networks will
provide services while satisfying one of these three require-
ments. As such, with the advent of the three 5G services,
the communication environment of the Internet of Things
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(IoT) has been further developed. Among them, this paper
focused on the mMTC service. The mMTC service area is
designed for massive IoT deployments using large numbers
of low-power devices to regularly transmit small amounts
of data. With the increasing popularity of intelligent trans-
portation, smart city, etc., it is envisioned that the number
of IoT devices will reach 75 billion by 2025, which is much
larger than the number of the mobile phone users. To pro-
vide wireless connectivity to such a large number of devices
by the time IoT comes to fruition, 3GPP has identified
mMTC as one of the three main use cases of the 5G wireless
systems [1]. As such, providing 5G mMTC service is very
positive for the IoT environment.

However, 5G mMTC also has a big problem. From 5G
mobile communication, the public-key encryption method
is applied in the Authentication and Key Agreement
(AKA) process of the 5G terminal (UE). When a public-
key encryption scheme is applied, both the UE and the home
network become a great burden. Particularly from the per-
spective of the network, it should be able to handle the
simultaneous access and authentication process of up to
1,000,000 UEs to support the mMTC service. In this paper,
we focused on the 5G Subscriber Identity Deconcealing
Function (SIDF), which is in charge of public-key cryptogra-
phy. This function is always used for initial access authenti-
cation to the terminal, and a load may occur if many
terminals suddenly try to access it, such as in the mMTC
environment. Unlike the core network up to 4G, the 5G’s
core network is designed through a software-based core
structure; therefore, each network function (NF) can be con-
figured as a module and the core network can be configured
to meet various requirements. Therefore, in this paper, we
propose a parallelization scheme using graphics processing
unit (GPU) to improve the ECIES operation speed of the
5G telecommunication core network that satisfies mMTC.

The contributions to this paper are as follows:

2. Proposal of X25519 ECIES Decryption
Parallel Processing Using GPU

This paper proposes to speed up the ECIES operation used
in 5G AKA from the perspective of the home network. Var-
ious existing ECC speeding studies mentioned in this paper
suggest a method for speeding up fixed scalar computation.
That method is ultimately only available for the ECIES
encryption method. However, in this study, to speed up
ECIES decryption, we propose a method of predividing a
fixed scalar and speeding up the random scalar computation
using GPU.

3. Suggestion of 5G SIDF Function
Construction Using GPU for mMTC
IoT Environment

This paper presents a method to configure the SIDF function
using GPU to speed up 5G AKA in the mMTC environment.
The functions of the 5G core network are implemented the
in software to freely configure the network. Therefore, in this

paper, when the 5G home network SIDF performs the
ECIES decryption operation, a new approach is introduced
to quickly perform the 5G key agreement process.

4. Comparison with Commercial 5G
Security Product

To show the superiority of the proposed SIDF function, we
survey and compare cryptography and security function
products used by various 5G carriers.

5. Background

5.1. 5G SUCI. Until the implementation of 4G, international
mobile subscriber identity (IMSI) was used as a subscriber
identifier. The corresponding identifier was transmitted to
the network upon initial access to the terminal. At this time,
a vulnerability was exposed in the wireless section [2, 3].
This vulnerability became a problem in the development of
subsequent telecommunication standards. To solve it, vari-
ous identifiers have been encrypted and transmitted starting
from the implementation of 5G telecommunication. Conse-
quently, SUCI has been developed [4–6]. SUCI is a concept
first introduced in 5G telecommunication networks and is
a value transmitted by concealing (encrypting) the identifier
in the UE to prevent identifier’s exposure when transmitted
to the wireless section. Therefore, even if the corresponding
value is captured in the wireless section, the terminal identi-
fier value is not exposed because it is encrypted. Figure 1
demonstrates the structure of SUCI. Among the SUCI fields,
the “Protection Scheme ID” field specifies how to conceal the
identifiers with SUCI, in which 0 × 0 denotes
“NULL= scheme”, 0 × 1 denotes “ECIES Profile A (curve
25519)”, and 0 × 2 denotes “ECIES Profile B (secp256r1).”
Subsequently, to conceal an identifier, a public-key encryp-
tion scheme using an elliptic curve cryptography is used.

5.2. ECIES in 5G Security and X25519. ECIES is a hybrid
encryption scheme that encrypts data using symmetric keys
created through an elliptic curve cryptography-based key
exchange method, a public-key cryptography method [7].
In 5G, ECIES is used to encrypt the MSIN in the IMSI and
securely transmit it to the 5G home network (5G HN).
Therefore, the UE side of 5G communication uses the ECIES
encryption method as shown in Figure 2, and the SIDF of 5G
HN uses the ECIES decryption method described in
Figure 3. First, the UE must generate a temporary encryp-
tion key to encrypt the MSIN. To this end, a key exchange
method using elliptic curves is used. The UE generates K dif-
ferent keys randomly for each access session. Then, the key
material of the ephemeral shared key, namely, ephemeral
public key R, is calculated. The shared value Z is generated
using K and the home network public key Q. Then, encryp-
tion and MAC keys are constructed using the generated R
and Z as inputs for the key-inducing function. Subsequently,
the MSIN in IMSI is encrypted using the AES-128-CTR
algorithm, and a MAC value (HMAC-SHA-256) is gener-
ated to verify that the correct value is encrypted. When the
home network’s UDM receives a SUCI signal from AUSF
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on the serving network, the SIDF function is called. SIDF
uses the received ECC ephemeral public key of the UE and
private key of the home network to generate an ephemeral
shared key. Next, the SIDF decrypts the MSIN that was
encrypted and transmitted. After that, the KDF function
generates the encryption and MAC keys and deconceals
the SUCI of the UE. After this process, the HN determines

the AKA method to be utilized with the UE based on decon-
cealed SUCI before its execution.

Elliptic curve cryptography (ECC), a public-key cryp-
tography scheme used in the key agreement process, was
independently introduced by Koblitz and Miller in 1985
[8, 9], addressing the existing discrete logarithm problem
(DLP) with a much shorter key length and faster speed.
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Figure 1: SUCI structure: SUCI is a concept first introduced in 5G telecommunication networks and is a value transmitted by concealing
(encrypting) the identifier in the UE to prevent identifier’s exposure when transmitted to the wireless section.
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Figure 2: ECIES encryption process on UE side: in the UE (USIM), the ECIES encryption process is performed. In this step, a 128-bit
encryption key and a 128-bit mac key used to generate SUCI are generated. Thereafter, the MSIN, which is used in 4G subscriber
identifier, is encrypted to generate SUCI.
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Figure 3: ECIES decryption process on home network side: in the SIDF in the home network, the ECIES decryption step is performed. In
this step, a 128-bit encryption key and a 128-bit mac key are generated to decrypt SUCI. Thereafter, the MSIN is generated by decoding the
SUCI transmitted from the UE.
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Therefore, it is used for key agreement or digital signature
tasks in various small IoT environments or smart card
environments. Because of its advantages, ECC was used
for the first time in a communication network with the
adoption of 5G technology. Because the ECC curve equa-
tion varies according to the definition of curves and
parameters, it is important to determine which curve is
used among the objects accurately. Therefore, in 5G tele-
communication networks, profiles A and B are defined a
priori. Profile A is the X25519 parameter on Curve25519
[10], and profile B is the secp256r1 curve [11].

5.3. Security Availability for 5G Services. Unlike 4G telecom-
munication security standards, the 5G security standards are
diversified through authentication and key agreement
methods, key hierarchy is more refined, and a public-key
cryptographic scheme called Elliptic Curve Integrated
Encryption Scheme (ECIES) is applied for the first time.
ECIES has not been considered in the 4G security standard
because of a required longer key length and slow operation
compared to the symmetric key cryptography. Conse-
quently, 5G telecommunication must satisfy both network
and security requirements, and this is a challenging task.

In the eMBB service, improved transmission speed, max-
imum transmission speed, and terminal mobility are pro-
vided by improving the service quality of the existing 4G
mobile broadband (MBB), and the URLLC service refers to
a communication service that has a very high reliable user
data transmission with a very short delay time. Therefore,
in order for the eMBB service to transmit high-capacity data
and provide maximum transmission speed, it is essential to
speed up the data plane, signal data encryption/decryption,
and integrity functions among 5G security technologies.
URLLC service is particularly needed to speed up encryp-
tion/decryption functions, mainly the integrity functions in
the data plane’s wireless section. However, even in 3GPP
TS 33.501, the 5G security standard issued by 3GPP, encryp-
tion/decryption and integrity functions of user data and sig-
nalling data are mostly classified as “optional” [4]. In
addition, the network overhead caused by using the encryp-
tion/decryption and the integrity functions can be a great
burden on the mobile operator. Therefore, many mobile car-
riers adopt the NULL-scheme, where they do not provide
encryption/decryption and integrity functions. However, as
mentioned above, security vulnerabilities are found because
5G mobile communication is used in various environments,
so it is essential to provide a cryptographic algorithm
availability.

In this paper, we want to focus on the mMTC environ-
ment in addition to the above two scenarios. Unlike eMBB,
mMTC targets IoT devices that exchange relatively low-
capacity data at low speed. The mMTC service defines the
maximum number of terminals accessing the network as 1
million per unit area (1 square kilometer). For the 1 million
devices to connect to the network and communicate with
each other, it is absolutely necessary to speed up the initial
authentication procedure on the core network of 5G encryp-
tion technology. However, the biggest problem is that, unlike
eMBB and URLLC, the public-key encryption method using

ECIES must perform up to 1,000,000 times in the initial
authentication process. Therefore, to provide initial authen-
tication and key agreement functions in the mMTC environ-
ment, the fastest and most accurate ECIES public-key
operation is required for terminals and 5G core networks.

Secondly, the mobile communication technology defined
in international standards is used for more than one gener-
ation; therefore, one has to take into consideration the
restrictions associated with each generation. Finally, the
upcoming 6G telecommunication technology is expected to
be governed by faster dynamics than those of the current
5G telecommunication requirements, with the aim of
expanding to more connected devices. In this case, faster
and more accurate cryptographic operations are required.
In 5G telecommunication environments, because the num-
ber of small terminals, using the universal subscriber identity
module (USIM), in the existing IoT environment increases
rapidly, various entities in the 5G core network must be able
to simultaneously process transmissions from numerous ter-
minals. In particular, the mMTC requirements must cover
up to 1,000,000 devices per square kilometer.

5.4. GPGPU. Many personal computers use GPUs for com-
puter graphics operations and screen resolution processing.
A method for achieving parallel computing using the GPU
hardware for various purposes is called General-Purpose
Computing on Graphic Process Unit (GPGPU). In particu-
lar, NVIDIA has developed so-called “Compute Unified
Device Architecture” (CUDA), a general-purpose parallel
programming framework that uses a programming lan-
guage, such as C language, for compilation and execution
of GPU programming in 2007. CUDA framework can be
used in both Windows and Linux environments. Hence,
many application developers can implement various func-
tions, such as AI, accelerated computing, and cryptocur-
rency, using NIVIDA GPUs [12]. The structure of
NVIDIA GPUs using the CUDA framework has been grad-
ually developed. The structure of a physical GPU consists of
multiple streaming multiprocessors (SMs) and streaming
processors (SPs) that execute the program codes in each
SM. SPs have the same structure as a CUDA core in terms
of hardware. The logical GPU structure is organized in the
order of threads-blocks-grids, as shown in Figure 4 [13]. A
thread is the minimum command processing unit, and usu-
ally, 32 threads are gathered to form one warp, which is the
smallest unit of execution. The threads gathered in a warp
form a block, and the blocks form a grid. Each logical struc-
ture depends on the resources of the GPU, while the warp
size is usually composed of a multiple of 32 threads. There-
fore, the warp unit is the most important when performing
regular parallel programming.

To leverage the GPU effectively, one needs to under-
stand how a GPU works. The GPU bundles several
threads and executes the same commands in one warp
unit. Therefore, it should be implemented to ensure con-
trol divergence does not occur, which is achieved by min-
imizing branch statements. Moreover, because the GPU
resource that has the greatest influence on block configu-
ration per SM is the registers, to increase occupancy, the
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number of active blocks should be increased by optimizing
the registers used per thread.

6. Related Work

Cryptographic algorithms are used in various environments,
such as small IoT environments, smart cards, and parallel
computing environments. When providing security services
by implementing cryptographic algorithms in various envi-
ronments, because the physical capabilities of each environ-
ment are different, various methods are used to increase the
operation speed or memory efficiency in environments with
insufficient memory. Particularly, there are numerous
restrictions when providing a security service using public-
key cryptography algorithms. Many studies were aimed at
improving speed and memory efficiency because basic oper-
ations, such as big-number operations of public-key cryp-
tography algorithms consume more memory and are
slower than symmetric key cryptography algorithms. In
addition, public-key cryptosystems based on discrete loga-
rithmic problems, such as RSA, DSA, and DH, are disadvan-
tageous in terms of speed and memory efficiency compared
to symmetric key cryptosystems. Therefore, ECC [7, 8],
which provides security services such as digital signature
and key exchange services, can outperform the existing
public-key encryption system due to its short key length
and has become popular in various environments, including
small IoT applications. Therefore, most researches are
focused on high-speed implementations in small chips with
insufficient computing resources [14–17].

6.1. ECC Parallel Implementation Study Using GPU. As the
GPGPU era started, cryptographers worldwide have con-
ducted research to improve the speed of scalar multiplica-
tion operations in ECC algorithms using GPUs, defining a
new computing environment. [18, 19] used the CUDA
framework and obtained parallelization results for fixed sca-
lar multiplication and fixed point using a single thread.
However, in [18], the parallelization results based on discrete
logarithm problems were mainly implemented. Thus, the
ECC algorithm utilized only the NIST P-224 curve. On the
other hand, [19] focused on the high-speed implementation
of GMP-ECM using the Edward elliptic curve in various
GPUs. Furthermore, in [20], high-speed implementation of
ECC scalar multiplication through GPU programming was
studied. This study demonstrated the parallelization results
of various elliptic curves over gf (2m). Unlike the previous
studies, the performance was optimized by calculating the
random and fixed scalar products differently. In [21], by
optimizing the algorithm at the assembly level using CUDA
Parallel Thread Execution (PTX) instruction set architecture
(ISA) using GPUs in X25519 key agreement, an efficient
method for modular addition and multiplication of
Curve25519/448 and concise reduction arithmetic is pro-
posed. In this paper, unlike [20], the ECC modular multipli-
cation operation is configured as a PTX operation, and scalar
multiplication of the base point and scalar multiplication of
an unknown point multiplication are all implemented by
using one thread for each scalar multiplication. Finally, in
[22], the DPF-ECC framework was presented to accelerate
the ECC system by maximizing the double precision floating
point (DPF) computing power. Unlike the above papers, this
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Figure 4: Thread hierarchy in CUDA programming: this figure is the logical structure of CUDA programming. As shown in the figure, it
has a structure in which the kernel function operates simultaneously through the grid-block-thread stage. In this paper, the ECIES
decryption kernel function operates through the structure as well.
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paper proposes a new framework that applies DPF operation
to ECC. In particular, it showed up to 3 times the amount of
throughput compared to the previous research results on the
Edwards25519/448 curve as well as in a specific prime num-
ber computation using GPU.

6.2. 5G Core Network Security Solution Survey. Imple-
menting security functions within 5G systems is standard-
ized to a limited extent by 3GPP. Therefore, 5G equipment
manufacturers need to implement 5G network functions
such as AUSF, ARPF, SIDF, and UDM related to subscrip-
tion authentication when connecting to a 5G UE network
and implement various encryption keys and algorithms gen-
erated as a result of UE authentication. However, 5 g net-
work solutions will be subjected to various stress tests due
to the growth of 5G and industrial digitalization. Accord-
ingly, various equipment manufacturers must provide an
additional level of security to software-only solutions for
security functions (subscription authentication, encryption,
and key matching) standardized by 3GPP when building
5G network equipment and increasing the demand for net-
work capacity. In particular, equipment manufacturers pro-
vide integrated management by building security solutions
based on the cloud to satisfy the 5G characteristics of SDN,
network slicing, and 5G NF design ideas. In this section,
we would like to mention the solutions of two representative
companies, Ericsson and Nokia. Ericsson, a leading 5G
equipment company, configured Cloud Core Subscription
Manager (CCSM) by combining UDM, HSS, AUSF, and
EIR as a 5G authentication solution to respond to this prob-
lem. This CCSM is composed of a cloud-native 3GPP net-
work function. The solution provides an authentication
security module to provide 5G security functions standard-
ized by 3GPP and provides various security and encryption
functions by linking 3GPP ARPF and HSM provided by
Thales [23]. In addition, Nokia, a leading 5G equipment
company, has been engaged in 3GPP 5G standardization
work and has been engaged in various activities such as 5G
security function proposals and patent registration. In par-
ticular, in order to respond to the problems of 5G security
threats, UDM, HSS, AUSF, HLR, EIR, etc. are bundled
together as a 5G authentication solution, and Subscriber
Data Management (SDM) and the integrated authentication
solution Authentication, Authorization and Accounting
(AAA) are integrated into 5G configured in the network [24].

6.3. 5G SIDF Open-Source Project Review. In Open5gs [25],
an open-source 5G network project, SIDF is not imple-
mented separately but is included in the UDM function.
Moreover, there was no separate implementation of public-
key cryptography, except for the implementation (embed-
ded) of the null type. Looking at the SIDF implementation
in Free5GC [26], another 5G network open-source project,
the SIDF function was not implemented separately, similar
to Open5gs. However, it differed from Open5gs regarding
the ECC algorithm implementation for SUCI profiles A
and B, which was implemented in UDM to deconceal SUCI.
Because Free5GC is a 5G network-based open-source pro-

ject, it has a format that is called every time a single HTTP
message is transmitted. Particularly, the encryption algo-
rithm was implemented in Go Language with no specific
high-speed technique applied [27]. Looking at OpenAirIn-
terface5g [28], another 5G network open-source project,
the OpenAirInterface5g project is divided into 5G RAN
and 5G CN. In particular, the OpenAirInterface5g CN pro-
ject was aimed at making a CN stack fully compatible with
3gpp. The OpenAirInterface5g CN project is currently in
progress up to version 1.3 and includes various 5G NFs such
as AMF, AUSF, and NRF. The most prominent feature with
other open sources is that C and C++ are used as the major
languages, so there is an advantage for 5G network config-
urators to use these open sources in the actual 5G environ-
ment. However, as in the above two open-source projects,
the SIDF function is not implemented separately; in particu-
lar, the method of handling SUCI within AUSF and UDM is
not specified, and it is hard coded in the 5G RAN project.
Like [25, 26, 28], the 5G core network has the characteristic
of freely configuring the network by implementing each NF
in the software. This is not only a 5G design idea but has sev-
eral advantages. However, when composing SIDF with soft-
ware alone, it was judged that the ECIES operation speed
was slow like the two open sources, or it could not satisfy
the mMTC requirements. Subsequently, in our study, when
the 5G home network SIDF performs the ECIES decryption
operation, instead of using the methods introduced in the
abovementioned studies, we introduce a method that quickly
performs the 5G key agreement process with a novel
approach.

7. Suggested Method: Parallel ECIES
Decryption Using GPU

7.1. Parallel 5G SIDF Construction Using a GPU. In the
abovementioned studies, high-speed implementations of
ECC scalar multiplication were studied in various ways.
However, in the SIDF framework for 5G telecommunication
networks, the ECIES decryption must be performed differ-
ently than the ECIES encryption step that performs the fixed
point and random scalar multiplication operations similar to
those performed in the abovementioned studies. The SIDF
of the home network performing the ECIES decryption step
must perform a fixed scalar product (home network private
key, d) and assign it to a random point (ephemeral public
key, R) for network access of one terminal. In addition, when
many terminals are accessed simultaneously, it is necessary
to multiply a fixed scalar by a number of random points.
Therefore, in the ECIES decryption step, the random scalar
multiplication operation on various fixed points cannot be
performed similarly to those proposed above. Here, the 5G
telecommunication home network uses a GPU to speed up
the random point and fixed scalar multiplication operations,
which requires the most computation time and resources
during the ECIES decryption process. This method is
expected to satisfy the mMTC requirement when numerous
terminals access the 5G network. The basic configuration of
the proposed 5G SIDF is depicted in Figure 5.
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The SIDF parallelization structure using the GPU is
divided into three stages.

7.1.1. Stage 1. Stage 1 is the precomputation part that divides
the private key of HN according to the number of threads on
the GPU. This method was not found in the previous stud-
ies. In the ECIES decryption stage, public key and private
key pair of HN are a fixed value that continues to be used
as long as the validity period has expired and is not changed
according to Telco’s policy. Therefore, the private key value
of the HN is fixed and used whenever numerous UEs access
the network. In addition, in SIDF, an operation of multiply-
ing the private key of HN at different random points trans-

mitted by numerous UEs is performed. Therefore, in this
paper, the scalar, which is a fixed value to be used for parallel
operation of the GPU, is divided and used through stage 1,
the precomputation stage.

Stage 1 operates like FUNC1 in Figure 6. FUNC1 oper-
ates on the host PC. FUNC1 basically receives private key
of HN. The private key of HN is a scalar value within the
elliptic curve finite field. Therefore, in order to speed up
the scalar multiplication operation performed during ECIES
decryption, the private key of HN is divided by the GPU
thread value (T). The calculation should be done on the
finite filed using elliptic curve. However, in the finite field,
the division operation is not defined separately, so the

Host computer GPU

n input parameters

Pre-computing of
dividing 5G home

network’s private key

Global memory

n input parameters

…

Stage 1

n SUPIs

Stage 2

…

n ephemeral
shared keys

n SUPIs

Stage 3

CUDA cores

CUDA cores

Figure 5: Suggested model of 5G SIDF using GPU: it is suggested to configure 5G SIDF in mMTC environment as shown in the diagram.
The SIDF proposed in this paper consists of a host computer and GPU. In particular, in the GPU, the ECIES decryption step and the SUCI
decryption step are performed using parallel computing technology.

Host computer

Pre-computing of
dividing 5G home

network’s private key

Stage 1

FUNC1 STAGE1_DIVIDE_HOME_PRIVATE (ORIGIN_HOME_PRIVATE,
HOME_PRIVATE)

BEGIN
T–1 = EXTENDED_EUCLIEAN_ALGORITHM (THREAD_NUM)
HOME_PRVIATE = FINITE_FIELD_MUL
(ORIGIN_HOME_PRIVATE, T–1)

RETURN HOME_PRIVATEEND

Figure 6: Stage 1 procedure: stage 1 performs precalculation. This step works on the host PC. In the precomputation stage, the private key of
HN is divided through a finite field operation.
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method of multiplying the value to be divided by the inverse
must be used. Therefore, it is necessary to find the inverse
(T−1) of the value T in the finite field. However, the GPU
thread value is fixed depending on the GPU used. And in
general, GPU thread size is a multiple of 32. Therefore, the
T−1 is also a fixed value. Therefore, the precalculation stage,

stage 1, is used only when the key pair of the HN is changed
or the corresponding value is deleted because the power is
turned off and generally does not operate when the UEs
access.

The reason for performing stage 1, the precomputation
stage, is that the scalar multiplication operation speed
becomes slower as the length of the ECC private key
increases, as demonstrated in various studies [29, 30]. The
reason scalar multiplication takes longer as the ECC key
length increases is because the key length is related to the
size of the point. As a result, stage 1 makes it possible to
reduce the amount of elliptic curve scalar product computa-
tion in stage 2 running on GPU.

7.1.2. Stage 2. Stage 2 calculates the ephemeral shared key Z.
This step is the most essential part of the thesis. The GPU
operates in a way that many cores simultaneously process
the same operation with one source code. For example, if a
GPU is configured to perform an addition operation, multi-
ple cores derive a result by only performing an addition
operation on a given input parameter. Therefore, an efficient
configuration of GPU resources is required. This step con-
sists of an ECC scalar multiplication operation part and
ECC point addition operation part.

First, in the ECC scalar multiplication operation part, the
UE’s ephemeral public key transmitted from the UE is mul-
tiplied by the private key of HN divided in advance in stage
1. At this time, because private key of HN may not be a mul-
tiple of the operation unit, it is not easy to ensure a perfect
resource. However, since the number of UEs connected to

GPU

Global memory
n input parameters

…
Stage 2

CUDA cores

n ephemeral shared keys 

FUNC2 STAGE2_ECIES_KEY_AGREEMENT (HOME_PRIVATE, UE_EPH_PUB,
EPH_SHARED_KEY)

BEGIN

ECIES_KEY_AGREEMENT1 < < < BLOCKNUM, THREADNUM > > >
(TEMP_EPH_SHARED_KEY, HOME_PRIVATE, UE_EPH_PUB)
ECIES_KEY_AGREEMENT2 < < < BLCOKNUM, THREADNUM > > >
(TEMP_EPH_SHARED_KEY, EPH_SHARED_KEY)

RETURN EPH_SHARED_KEYEND

Figure 7: Stage 2 procedure: stage 2 calculates the ephemeral shared key. These steps run on the GPU. Stage 2 receives the value generated in
stage 1 and the random point (ephemeral public key) received from the UE and performs ECC scalar multiplication operation.

· · · · 

ECIES_KEY_
AGREEMENT1

ECIES_KEY_
AGREEMENT2

T

dT–1: Scalar value generated in pre-computation step
Ri: Ephemeral public key of i-th UE

Z2 = dR2 = dT–1R2 + dT–1R2 + dT–1R2 + .... + dT–1R2

Z3 = dR3 = dT–1R3 + dT–1R3 + dT–1R2 + .... + dT–1R2

Zn = dRn = dT–1Rn + dT–1Rn + dT–1Rn + .... + dT–1Rn

Z1 = dR1 = dT–1R1 + dT–1R1 + dT–1R1 + .... + dT–1R1

Zi: The ephemeral shared key created with the i-th UE

Figure 8: Stage 2 kernel function concept formula: in fact, the
contents that operate in the kernel function of stage 2 are
expressed as a formula.
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the HN is exceedingly large, performing scalar multiplica-
tion by dividing in advance in stage 1 achieves better effi-
ciency. In addition, because the HN has one public key
pair that is used for a long time, the SIDF can be fixed and
configured without changes for each UE connection. In this
way, the scalar multiplication operation part multiplies Ri
transmitted by each UE by dT−1. The corresponding value
is the same as the value obtain by dividing the ephemeral
shared key by T . This part works on ECIES_KEY_AGREE-
MENT1 in Figure 7.

ECC points multiplied in this manner must be added
together once again to match the UE index to form an accu-
rate ephemeral shared key. Therefore, the ECC points calcu-
lated for each UE are stored after the scalar multiplication;
then, the ECC point addition operation is performed.
Because the ECC point addition operation is invariant and
the number of points added for each UE is fixed, it can pro-
ceed without processing each UE approach separately. If the
precomputation step is omitted, the Z value can be obtained
directly using the scalar multiplication operation by input-
ting only the existing d without the divided private key.
The corresponding contents works in ECIES_KEY_
AGGREMENT2 in Figure 7. And all this process satisfies
the equation in Figure 8. FUNC2 operates on the GPU as
shown in Figures 5 and 7.

7.1.3. Stage 3. In stage 3, the ephemeral shared key Z value,
which is the result of stage 2, is processed using the key der-
ivation function HMAC-SHA256 to obtain the encryption
and MAC keys. Then, the correct SUCI value is obtained
using the AES-128-CTR decryption algorithm and verifying
the MAC function. Unlike the other stages, the third stage is
not a public-key cryptography operation but a symmetric
key block cryptography operation. This stage has a simpler
operation process than the above two processes; hence, its
speed is rapid. Consequently, the operation can be per-
formed on the CPU or GPU. If the third stage is configured
using a GPU, in this case, the values must be derived for
each n number of UEs, and GPU source code must be
divided considering the entire key derivation and symmetric
key block cipher. The last step can also be confirmed with
FUNC3 in Figure 9.

When configuring the proposed 5G SIDF, the biggest
difficulty in the GPU configuration is the GPU’s operation
method, as mentioned in Background. Kernel functions
operate in warp units in all SMs within the GPU in the
GPU. This is the biggest advantage and characteristic when
implementing a cryptographic algorithm using GPU, but it
is also the biggest disadvantage. It is important that as many
warps as possible are simultaneously performing work on all
SMs that are components of the GPU. When an ECIES

GPU

Stage 3

…

CUDA cores

Global memory

n SUPI

n ephemeral shared keys

FUNC3 STAGE3_DECONCEALING_SUCI_TO_SUPI(SUCI, SUPI, EPH_SHARED_KEY,MAC_TAG)
BEGIN

HMAC_SHA256(EPH_SHARED_KEY, ENC_KEY, MAC_KEY)

AES_128_CTR < < < BLOCKNUM, THREADNUM > > > (SUCI, SUPI, ENC_KEY)

AES_128_CTR < < < BLOCKNUM, THREADNUM > > > (SUCI, TEMP_MAC_TAG,
MAC_KEY) 
IF

TEMP_MAC_TAG = = MAC_TAG
RETURN SUPI

END

Figure 9: Stage 3 procedure: obtain encryption key and MAC key using the ephemeral shared key, the result of step 2 in step 3. The block
cipher (AES) operation runs on the GPU.
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decryption request does not come with a warp multiple size,
the kernel function is terminated first in a specific SM, and
the final end time becomes the end time when the warp mul-
tiple size is the size. Therefore, it is necessary to consider
how to configure the SIDF when a request is made rather
than taking a multiple of the number of warps. The configu-
ration method presented in this paper performs the ECIES
decryption process without filling the number of warps even
when a request is received, which is not a multiple of the
number of warps. The second difficulty is selecting GPU
equipment and implementing GPU kernel functions. GPUs
are generally graphics devices and cannot be used on their
own. Therefore, in the 5G network, when AUSF or SIDF
receives an ECIES decryption command, there must be a
host PC that can give a command to the GPU again. Also,
as mentioned above, NVIDIA GPU was used in this paper.
However, the CUDA library cannot be used when using an
AMD GPU. Therefore, it has the disadvantage of not using
all GPUs. However, the CUDA library was only available
in C and C++ as the initial development languages, and of
course, the C language is optimized for implementation.
However, recently, by accommodating various languages
such as go, python, and Fortran, network design and inter-
operability with various open-source projects are good.
Therefore, if you use NVIDIA’s GPU, there is no difficulty
using the GPU in the 5G network.

Experiment start

Generate N ephemeral public key

Generate N
expected ephemeral shared key

(EESK)

Generate home network’s
public key pair

Divide home network’s
private key (Stage 1)

Generate N
ephemeral shared key

(Stage 2)

N EESK: N ESK

Start measuring execution time

End measuring execution time

Yes

No

Experiment finish

Preliminary step Main step

Figure 10: Experimental flowchart: the experiment was configured like the corresponding flowchart. The experiment is largely divided into
a preliminary step and a main step. In the preliminary step, all the preparation values necessary for the experiment are generated. Therefore,
EESK is generated, and the process of dividing the private key of the home network is performed. In the main step, N ESKs are generated,
compared with the EESKs, and the total time is measured.

Table 1: Device A target platform configuration.

Device A Contents

CPU Intel Core i7-9700

Clock 3.00GHz (800~4700MHz)

Core/thread 8 core/8 thread

RAM DDR4 16GB X 2 (32GB)

OS Ubuntu 18.04.3 LTS

Compiler gcc 7.4.0

Table 2: Device B target platform configuration.

Device B Contents

GPU NVIDIA GeForce GTX 1060

Architecture Pascal

CUDA driver version 11.3

CUDA capability 6.1

CUDA cores 1280

Warp size 32
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8. Experiment

8.1. Experimental Setup. By implementing the SIDF struc-
ture proposed in Chapter 3, we present the performance
values of the proposed method. The experiment in this study
is performed only for the X25519 key agreement process
using Curve25519, which denotes stage 2, 5G ECIES profile
A, except for the key derivation function and decryption
process of the symmetric key block cipher algorithm. The
reason for experimenting only with stage 2 is that it is based
on public-key cryptography operation, while stage 3 is based
on symmetric key block cipher operation. Symmetric key
block cipher has a simpler operation compared to public-
key cryptography. Thus, the operation speed is exceedingly
fast compared to public-key cryptography. However, many
studies have been published on this subject. Therefore, sep-
arate experiments were not conducted in this paper
[31–33]. In addition, the reason for testing only profile A
and not B is that the key agreement process using profile A
has a faster basic operation speed and uses less memory
compared to the key agreement process using the Secp256r1
curve, which denotes profile B [34–36]. Therefore, profile A
is likely used when many mobile carriers implement ECIES
as an actual key exchange algorithm without using the
NULL-scheme. The cryptography algorithm used in the
experiment is a modified version of OpenSSL V1.1.1g [37].
There are various implementation methods for the basic
operation of Curve25519, which may vary in speed, source
code size, and memory usage depending on the implementa-
tion method [34, 38–40]. Therefore, to achieve an unbiased
experiment, the Curve 25519 source code in OpenSSL,
which is used worldwide, was used as the basic source code.

The experimental process is carried out according to the
procedure described in Figure 10. In the preliminary exper-
imental stage, basic information regarding all experiments is
generated. Particularly, all values used as input parameters
are generated in the ECIES decryption process, which is
the main stage. When the UE accesses the 5G home net-
work, the UE ephemeral public key is generated along with
SUCI. Simultaneously, (d, Q), a public key pair used by the
home network to perform public-key operations is gener-
ated. To generate the expected ephemeral shared key, which
is the result of the main step, the ECIES encryption step is
performed for each terminal. In addition, the precomputa-
tion, which divides the home private key according to the
number of threads, is also carried out in the corresponding
stage. After the preliminary phase, the main experimental
phase proceeds.

During the main experiment, as the number of UEs
attempting to access the home network increases, the home
network load is examined and the effectiveness of the pro-
posed SIDF configuration that uses ECIES decoding calcula-
tion for each experimental device is tested. As mentioned
above, the number of UE terminals in this experiment, that
is, the number of ECIES decryption calculations, is set to
210, 215, 217, 219, and 220 for each iteration. Each device
receives d and Q generated in stage 1, the number of UEs
attempting to access the home network, and the ephemeral
public key of each UE. Each device calculates the ephemeral

shared key through the ECIES decryption using only the
received value and compares it to the expected ephemeral
shared key generated in stage 1. All calculation times are
measured if all values match when UE is compared. In the
process described above, Device A sequentially calculates
up to ephemeral shared keys, and device B calculates up to
ephemeral shared keys through GPU parallelization based
on the calculations performed in the precomputation pro-
cess. The experiment conducted using device A is called test
A, and the experiments conducted using devices B and C are
called tests B and C, respectively.

Experiments were performed using the three devices
specified in Tables 1–3. The first device (device A) is config-
ured using a general CPU. The second and third equipment
(devices B and C) are GPU configured for testing the pro-
posed implementation method and SIDF. The resources of
devices B and C only differ in the global memory size and
CUDA core, while the rest of the GPU resources remain
mostly the same. The experimental method is stated as fol-
lows: first, perform the experimental preliminary steps on
the host PC (device A).

8.2. Experiment Results. The superiority of the proposed
SIDF configuration is demonstrated by comparing the
results of the abovementioned experiments. In the test using
the three devices, the generation times for 210, 215, 217, 219
and 220 ephemeral shared keys were measured, respectively.
Moreover, because the experimental results measure the
time needed to generate ephemeral shared keys, each gener-
ation time is different depending on the length or value of
the input parameter. Therefore, to increase the measurement
accuracy, each test was performed twenty times, where each
generation time was measured in microseconds (ms). The
values reported in Tables 4–6 are the time it took to generate
each temporary shared key in each environment. Particu-
larly, in the experiment where each ephemeral shared key
is generated through a GPU parallelization, the time taken
to move the memory from the host device to the GPU device
was measured. In test A, generating 210 ephemeral shared
keys took approximately 79.00ms, 217 ephemeral shared
keys took approximately 10108.57ms, and 220 ephemeral
shared keys took approximately 80879.87ms. In other
words, it took approximately 81 sec for the SIDF to perform
ECIES decoding when roughly 1,000,000 UEs attempted to
access it simultaneously. However, when a GPU is used,
the SIDF processing speed increases dramatically. In test B,
it took approximately 8.43, 227.96, and 1788.13ms to gener-
ate 210, 217217 and 220 ephemeral shared keys, respectively.

Table 3: Device C target platform configuration.

Device C Contents

GPU TITAN Xp

Architecture Pascal

CUDA driver version 10.2

CUDA capability 6.1

CUDA cores 3840

Warp size 32
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In test C, it took approximately 10.84, 66.32, and 523.03ms
to generate 210, 217, and 220 ephemeral shared keys, respec-
tively. These results indicate that when SIDF is configured
using a GPU, the time taken for SIDF to perform ECIES
decryption operation is 1.8 and 0.5 sec, respectively, when
roughly 1,000,000 UEs attempt simultaneous access.
Figure 11 shows the average decryption speed and average
operation time of the corresponding result as a graph.

8.3. Analysis of Results. Several analyses can be performed on
the experimental results. First, observe that test A, an exper-
iment that does not perform parallel processing using a
CPU, requires 0.07ms to perform one ECIES decryption
operation. However, in tests B and C that perform parallel
programming using a GPU, the execution time of one ECIES
decryption operation was linearly reduced to that of ephem-
eral shared keys. After ephemeral shared keys, the operation
time was constant at approximately 0.0017ms and
0.0005ms. Second, based on the minimum consumption
time, notice that the parallelized tests B and C using a
GPU are at least 43 and up to 150 times faster than test A,
a nonparallelized test using a single CPU. Particularly, when
device C is used with numerous CUDA cores, when config-
uring one SIDF per UE or more, the SIDF configuration effi-
ciency using a GPU can improve by 150 times compared to
that achieved when configuring using a single CPU. Third, if

SIDF is configured through a GPU with device B specifica-
tions, up to 219 UEs can be processed within 1 second. As
mentioned earlier, this is crucial when configuring the
mMTC 5G network.

The mMTC 5G network requirement states that the net-
work should be configured to provide smooth access when
1,000,000 UEs per square kilometer access the network.
Notice that our results satisfy the mMTC 5G network
requirement. Therefore, even if it is not a URLLC 5G net-
work requirement, our proposed approach can satisfy the
mMTC requirement if a GPU is used. Test B and test C were
conducted using the same CUDA source code. Analysing
only the results of the two experiments, test C’s operating
time in ECIES decryption is 3 times faster than test B’s oper-
ating time. At this time, the number of CUDA cores of
device C used at this time is 3 times larger than the number
of CUDA cores of device B used in test B. Therefore, it can
be seen that the tests using GPU have a speed difference pro-
portional to the number of CUDA cores. Device B and
device C used in this experiment are not the latest graphics
cards. GPUs released in 2021 have 2.6 times more CUDA
cores than device C and are significantly ahead of memory
clocks. Therefore, it is expected that better results can be
obtained than the results of this experiment when the exper-
iment is performed using the latest GPU. Therefore, if GPU
having a specification of device B or higher is used alone or

Table 4: Results of test A (ms).

Iterate count
Number of ephemeral shared keys

210 215 217 219 220

1 78.97 2527.04 10109.66 40437.55 80880.75

2 79.03 2527.30 10110.96 40438.98 80877.55

3 78.98 2526.82 10106.96 40438.34 80877.09

4 78.98 2527.23 10107.18 40438.65 80880.36

5 78.96 2527.45 10107.79 40438.48 80877.43

6 78.94 2527.65 10107.00 40438.71 80878.13

7 78.95 2528.36 10107.42 40438.26 80880.73

8 79.12 2527.93 10106.78 40438.94 80883.68

9 78.98 2526.46 10106.68 40438.82 80877.36

10 78.98 2527.58 10106.36 40438.34 80882.59

11 78.96 2526.97 10106.27 40438.11 80879.48

12 78.96 2527.40 10110.58 40438.41 80876.11

13 79.00 2527.92 10110.07 40438.67 80877.60

14 78.95 2527.51 10110.87 40438.89 80880.26

15 79.10 2528.27 10110.67 40438.42 80882.32

16 78.96 2527.94 10110.72 40438.65 80883.53

17 79.01 2527.61 10107.49 40438.74 80880.35

18 78.96 2526.44 10108.16 40438.35 80879.56

19 79.13 2527.76 10111.22 40438.42 80880.52

20 79.15 2526.37 10108.59 40438.61 80881.88

Average 79.00 2527.40 10108.57 40438.52 80879.86

1 device consumed 0.07715 0.07713 0.07712 0.07713 0.07713
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multiple GPU is used simultaneously using a scalable link
interface technique, 5G SIDF function that satisfies the
mMTC requirement is configured.

Lastly, we would like to analyze the warp unit opera-
tion, which is a disadvantage of using GPU. In the case
of a small request of 210 or less, the difference between
device A and device B is approximately 10 times. In the
case of 1 warp unit, about 2.4 seconds is consumed by
the CPU, and if this is calculated again, it can be calcu-
lated that device A consumes about 0.07 seconds when
processing a single request. Similarly, in the case of device
B, about 0.26 seconds is consumed by the use of GPUs in
the 5G home network. Previously, the disadvantage of
GPU when the calculation is not performed in warp units
is that even if the calculation is terminated, the memory
and computing device cannot be used until all warps are
finished. However, looking at the above results, it can be
said that it is faster to use the GPU unconditionally when
the number of decryption requests is divided into warp
units, and decryption is performed sequentially when the
last remaining number is 4 or more. In other words, it
is concluded that it is faster to use a general CPU only
when there are a maximum of 3 decryption requests,
and it is better to use a GPU in all other cases. In partic-
ular, this paper is characterized by the use of GPUs in the
5G home network. Previously, in [18–22], GPU was used
to quickly operate only ECC cryptographic operations.
However, in this paper, the 5G SIDF configuration is

divided into three stages, and the GPU is used in all pro-
cesses. In particular, in stage 1, HN’s private key is divided
into warp units so that the ECIES key matching process
can be performed quickly in the subsequent stage. In addi-
tion, in stage 3 of decrypting the actual SUCI into SUPI, a
general and effective method using a GPU device in cryp-
tography was used. Therefore, the most important point in
this paper is that the GPU is used for all operations per-
formed by SIDF.

In addition, as suggested in this paper, when crypto-
graphic algorithms and cryptographic systems are newly
installed in the system, they should be evaluated through
various evaluation methods by comparing operation time,
power consumption, flexibility, financial cost, etc., with
other commercial equipment. This is because these evalu-
ation methods are items to consider when an encryption
algorithm or system is operated in actual equipment.
Firstly, I would like to compare it with other 5G commer-
cial products in terms of power consumption. Power con-
sumption of cryptographic algorithms becomes particularly
important in IoT equipment, embedded equipment, and
5G UE that are currently used in various environments.
IoT equipment, embedded equipment, 5G UE, etc., are
equipment in which equipment is operated through batte-
ries, not in an environment in which power is generally
supplied at all times. Therefore, power consumption when
a cryptographic algorithm or cryptographic system opera-
tion is added to the device is a very critical issue.

Table 5: Results of test B (ms).

Iterate count
Number of ephemeral shared keys

210 215 217 219 220

1 8.46 62.27 229.19 891.86 1756.89

2 8.19 61.71 227.29 893.98 1779.35

3 8.58 61.87 228.89 884.21 1781.72

4 8.23 62.66 225.74 890.49 1778.26

5 9.34 62.17 226.25 886.25 1797.18

6 8.24 61.56 230.06 887.2 1777.28

7 8.17 61.53 227.7 898.44 1781.34

8 8.41 62.4 227.06 885.77 1783.97

9 8.32 61.92 231.07 889.06 1778.21

10 9.04 63.61 227.98 885.33 1783.23

11 8.42 62.14 225.56 898.17 1817.36

12 8.23 62.19 224.99 893.3 1790.2

13 8.4 61.37 226.87 882.89 1806.54

14 8.15 61.46 228.26 890.03 1797.49

15 8.54 61.7 228.1 888.63 1780.03

16 8.15 61.57 227.79 882.48 1797.53

17 8.18 61.92 230.64 897.27 1798.12

18 8.37 62.62 228.52 890.18 1799.07

19 8.23 62.16 228.67 890.06 1777.16

20 9.11 61.71 228.67 892.14 1801.67

Average 8.438 62.02 227.965 889.887 1788.13

1 device consumed 0.00824 0.001893 0.001739 0.001697 0.001705
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However, the 5G core network environment that this
paper focuses on does not require low-power computation
and low-power cryptographic algorithms. 5G core network
is an environment that requires more high security level
(depending cryptographic algorithm key length) and com-
patibility of cryptographic algorithms than the advantages
obtained by using low-power computation and low-
power cryptographic algorithms [41]. In addition, the
maximum power consumption of device B and device C
used in the SIDF configuration method using GPU pre-
sented in this paper is about 260 watts [42, 43]. This value
is not an absolute comparison because it is the maximum
consumption of the GPU device, not the power consump-
tion of the cryptographic algorithm, but it does not show a
big difference when compared with the maximum power
consumption of 5G equipment.

The second is a comparison of operation time com-
pared to 5G commercial security product solutions. Most
5G network devices collaborate with the world’s leading
cryptographic equipment manufacturers such as Thales
and IDQ to provide security and encryption functions. If
we look at the cryptographic devices in these network
devices, they focus on many security functions. The cryp-
tographic function used in Ericssons's CCSM is provided
through Thales's 5G Luna Hardware Security Module
(HSM). All crypto operations and storing, generating,
and managing of encryption keys are performed within
the secure confines of the 5G Luna HSM FIPS 140-2 level
3 and Common Criteria EAL 4+, while ensuring the pro-

tection of subscriber identities, including the Subscription
Concealed Identifier (SUPI), user equipment, radio area
networks (RANs), and their core network infrastructure.
5G Luna HSM offers up to 1,660 transactions per second
(tps) for profile A Decrypt 25519 with a single HSM. In
case of High Availability Cluster 2 5G Luna HSMs rather
than single HSM, it supports up to 3,440 tps. The 5G Luna
HSM offers high assurance key protection and up to
6,070 tps for profile B Decrypt P-256 and 1,660 tps for
profile A Decrypt 25519 to meet security and throughput
and scalability requirements for 5G [44]. Tables 7 shows
the comparison values between test C and Thales 5G Luna
HSM tested in this paper.

Also, unlike Ericsson, Nokia’s SDM solution does not
mention the cryptographic algorithm. However, to config-
ure a key distribution system within the 5G network
through collaboration with SKT and IDQ, various security
functions such as quantum key distribution (QKD) tech-
nology have been added to build a 5G network security
system. However, we could not find specific information
about 5G primary authentication like SUCI deconcealing
mentioned in this paper. Even though the 5G core net-
work is built through collaboration with each mobile oper-
ator and equipment manufacturer, the functions that can
perform primary UE authentication when trying to access
many devices at once in an mMTC environment are still
lacking. According to the information disclosed by Erics-
son, when ECIES profile A is selected, the performance
is 1,660 tps. Of course, since the numerical values

Table 6: Results of test C (ms).

Iterate count
Number of ephemeral shared keys

210 215 217 219 220

1 11.27 19.69 66.1 262.72 518.48

2 11.24 19.12 66.58 264.77 518.96

3 11.24 18.37 66.71 262.61 521.15

4 11.24 18.67 66.2 263.47 521.29

5 11.24 18.30 66.05 264.77 518.90

6 11.24 18.41 66.09 263.54 525.26

7 11.24 18.13 65.81 264.13 524.52

8 11.24 18.28 65.69 263.81 521.95

9 11.24 18.58 66.65 263.82 523.49

10 11.24 18.15 66.32 263.42 525.21

11 11.24 18.15 65.67 263.82 522.53

12 11.24 18.21 66.04 264.18 522.01

13 10.91 18.60 66.4 263.66 525.47

14 10.13 18.50 65.93 262.78 525.26

15 10.13 18.32 65.77 262.49 523.02

16 10.12 18.81 66.87 264.30 522.45

17 10.13 18.35 67.12 262.10 523.5

18 10.13 18.60 67.26 262.07 523.62

19 10.13 18.28 66.67 260.84 525.54

20 10.13 18.35 66.56 262.27 528.03

Average 10.84 18.49 66.32 263.28 523.03

1 device consumed 0.01058 0.00056 0.00050 0.00050 0.000499
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presented by the equipment are measured based on net-
work transactions, it is difficult to directly compare them
with this thesis, which only performs ECIES decryption
calculations. However, considering the requirement to
cover 1,000,000 devices per square kilometer, which is
the standard of mMTC, it can be expected that it will con-
sume about 631 seconds. However, when the method pre-
sented in this paper is performed on device C, the ECIES
decryption processing time for the same 1,000,000 ECIES
is about 0.523 seconds, which is approximately 1200 times
faster. The third is financial cost comparison. In order to
satisfy the mMTC standard through the aforementioned
commercial products, AUSF/SIDF can be configured
through multiple devices instead of using one device.
However, as suggested in this paper, when a GPU is used,
the figure is up to 1000 times faster, and the network con-
figuration is much cheaper in terms of price, so I think the
price competitiveness is better than using the existing
solution.

9. Conclusion

In 5G telecommunication networks, SUCI is created and
used with an ECIES scheme to prevent IMSI information
for user identification from being exposed during the initial
access of a mobile communication terminal. However,
because the ECIES scheme includes a public-key operation
for key sharing, significant overhead may occur in the 5G
network when many terminals attempt simultaneous access,
such as the mMTC service for IoT environment, owing to a
large amount of required computation. We judged that it is
insufficient to support the current mMTC service for IoT
environment through surveys on 5G products and several
5G network open-source surveys. Therefore, in this study,
to solve this problem, a parallelization technique that uses
a GPU is proposed to configure the SIDF responsible for
SUCI deconcealing. In our experiments, a minimal source
modification was applied to operate the OpenSSL source
code on the GPU, and no separate optimization was
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Figure 11: Operation time: each graph means the time required for each number of operations. The graph on the left means one decryption
time consumed in each experiment. The graph on the right means the total decryption time consumed in each experiment.

Table 7: Comparison with 5G commercial product.

Test C Thales 5G Luna HSM

Power consumption 260 watts (GPU max power consumption) 84~100 watts

Operation time per 1,000,000 UE processing (profile A) 0.523 seconds 290 seconds (with clustering HSM)

Financial cost Under $1,500 Expensive

Features — FIPS 140-2 and CC EAL4+
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performed. Nevertheless, as the number of device access
requests increases, the key sharing time per device when
using a GPU is up to 150 times faster than that achieved with
a CPU. In addition, the method presented in this paper
showed superiority through a comparison of power con-
sumption and operation time with 5G products. Therefore,
the experiment presented here proves that the parallel
implementation method using GPUs for SIDF configuration
can be a countermeasure against the overhead that occurs
when numerous devices request access to multiple terminals.

In current experiments, a method of dividing the home
network private key used for ECIES according to threads
was used. Because GPU resource optimization was not
applied separately here, we will experiment with an optimi-
zation implementation suitable for the GPU environment
in future research. In addition, because this study only tested
profile A, a study on the parallelization of profile B needs to
be conducted. We plan to conduct research applying the
experimental results obtained here to 5G open-source
projects.
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