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Unmanned aerial vehicles (UAVs) confront various interference in the process of missions, and frequency hopping (FH)
technology is one of the effective means of anti-interference for UAV. The FH system can avoid interference frequency points
and possess certain anti-interference ability by making the carrier frequency continuously popping. However, the increasingly
complex electromagnetic environment of UAV swarms requires more efficient anti-interference measure. To further improve
the anti-interference ability of UAVs, this paper proposes a cognitive-based high robustness FH strategy. By adding a cognitive
module to FH system, UAVs can avoid the interference frequency points adaptively and sensitively. The proposed system can
identify typical suppressed interference and filter the interference frequency points. Cognitive FH system can avoid interference
points completely with accurate detections and enhance the robustness for UAV swarms in complex electromagnetic
environment compared to conventional FH system. Simulation results have shown that BER performance of proposed
cognitive FH strategy is better than conventional FH strategy for typical suppressed interference.

1. Introduction

The applications of unmanned aerial vehicles (UAVs)
become more and more extensive in both civil and military
fields due to advantages such as low cost, light weight and
ease of deployment [1–5]. As the missions become more
intricate, multiple UAVs as a swarm instead of one single
UAV obtain wider applications [6–8]. However, as informa-
tion technology and communication network are developing
rapidly [9], the electromagnetic environment confronted by
UAV swarms for wireless communication is more complex
[10]. Multiple drones will face different geographical
environment, weather environment, and electromagnetic
environment when performing tasks [11]. Therefore, a high
robustness system is the key of information transmission for
UAV swarms. To guarantee the reliability and security of
data transmission, the anti-interference ability of UAV
swarm is increasingly required [12].

The data link of UAV swarms can be divided into
uplink, downlink, and relay link due to the direction of
information transmission, as shown in Figure 1. Uplink is
mainly used to send control and command information.
The amount of uplink information is small, and the time
of transmission is short, which makes uplink data difficult
to interfere [13]. Different from the uplink, the transmission
of downlink data is easily interfered because downlink is pri-
marily used to transmit multimedia information from UAVs
such as high-definition images and videos, which occupy
more transmission time. Specially, remote UAVs employ
satellite relays to transmit data, which increases the risk of
interference. For example, RQ-170 Sentinel UAV was
captured by Iranian forces due to the interference signal on
December 4, 2011 [14]. The external interference faced by
UAVs can be divided into suppressed interference and
deceptive interference [15]. Suppressed interference sup-
presses the source information by sending high-power

Hindawi
Wireless Communications and Mobile Computing
Volume 2022, Article ID 4139345, 13 pages
https://doi.org/10.1155/2022/4139345

https://orcid.org/0000-0003-2228-6575
https://orcid.org/0000-0002-3902-841X
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://doi.org/10.1155/2022/4139345


interference, which is simple in implementation and has
become a widely applied interference method recently.
Therefore, the interference faced by downlink data of UAVs
is mostly suppressed interference, including broadband
noise (BN) interference [16], single-tone (ST) interference,
multitone (MT) interference [17], narrowband noise (NN)
interference [18], and linear frequency modulation (LFM)
interference [19].

The anti-interference of UAVs is to taking certain
measures to eliminate the influence of interference sources
on UAV communications, so that UAV can complete data
transmission [20]. Each anti-interference technology is effec-
tive to one or several certain interferences, and no existing
anti-interference technology can resist all types of interfer-
ence [21]. The anti-interference methods of UAVs mainly
include direct sequence spread spectrum technology, fre-
quency hopping (FH) technology, time hopping technology,
hybrid spread spectrum technology, and adaptive antenna
nulling technology [22]. Among them, FH technology is
generally applied due to its excellent anti-interference
performance and covert communication capability by con-
tinually changing the frequency point to avoid interference.
Identification and detection of interference signals is the
foundation of FH system. Improving the performance of
detection and identification can enhance the anti-
interference ability of the system [23, 24]. The authors in
[25] employ a differential FH communication system for
UAVs to confront interference and verify the performance
of the system in Rician channels. However, the Rician chan-
nel model is not universal in UAV systems. The authors in
[26] propose a reinforcement learning approach for antijam-
ming communications in UAV swarms. This method has
improved the communication quality, but the application

of the scheme is limited due to its high complexity. The
authors in [27] present a local reaction antijamming scheme
based on adaptive frequency hopping. The FH strategy of
the scheme is selected based on the node type without
considering the type of interference.

We can observe that FH technology is an effective
method for the anti-interference ability of one single drone.
However, the advantages of FH diminish as the increasing
number of UAVs due to the more complex electromagnetic
environment. Conventional FH system simply carries out
according to established rules without the ability of interfer-
ence detecting. To further promote the robustness of UAV
swarms, we propose a cognitive-based FH strategy for anti-
interference in complex electromagnetic environment. The
proposed strategy adds cognitive decision module compared
to the conventional FH system and avoid the interference
point in advance by interference detection algorithms. Cog-
nitive FH strategy conforms to the development trend of
UAV and provides crucial guarantee for the robustness of
information transmission, which can meet communication
requirements in complex electromagnetic environments.

The rest of the paper is organized as follows. Section 2
describes the interference detection algorithm, which is the
basis of cognitive FH strategy. Section 3 expresses the cogni-
tive FH strategy for UAV swarms, including the system
model and functional module. Section 4 introduces the
numerical results and analysis. Section 5 is the conclusions.

2. Interference Detection Algorithm

The interference of UAVs mainly comprises suppressed
interference and deceptive interference. Suppressed interfer-
ence is simpler to implement and becomes a common means
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Figure 1: Types of UAV communication links.
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of interference, including BN interference, ST interference,
MT interference, NN interference, and LF interference. For
the five kinds of interference above, the interference signal
model and interference recognition algorithm are intro-
duced in this section.

2.1. Interference Signal Model. BN interference generates
interference signals by employing random noise and applies
them to all hopping subchannels. Therefore, additive white
Gaussian noise (AWGN) is required to generate BN interfer-
ence, which is shown as follows:

xBN tð Þ ~N 0,
PJ

2Ws

� �
, ð1Þ

where Ws and PJ present the bandwidth of the system and
interference power. BN interference can be obtained by
filtering Gaussian white noise as follows:

JBN tð Þ =
ð∞
−∞

x τð Þh t − τð Þdτ, ð2Þ

where the filter function is hðtÞ and the Fourier transform of
hðtÞ is HBNðj2πf Þ, which can be expressed as follows:

HBN j2πfð Þ =
1, fj j ≤Ws,

0, else:

(
ð3Þ

Then, an amplifier is employed to generate BN interfer-
ence, which is used to suppress the entire frequency band of
the target system. The time domain diagram and frequency
domain diagram of BN interference is shown in Figure 2
when the interference power is 8 dBW. BN interference is
applied to the entire frequency band. Therefore, it is neces-
sary to expand the bandwidth to improve the anti-
interference performance.

NN interference uses narrowband filters to process
Gaussian white noise, which is the difference between NN
interference and BN interference. Gaussian white noise of
NN interference can be expressed as follows:

xNN tð Þ ∼N 0,
PJ

2WJ

� �
, ð4Þ

where WJ is the interfered bandwidth of the system. After
the filter, NN interference is depicted as follows:

JNN tð Þ =
ð∞
−∞

x τð Þh t − τð Þdτ: ð5Þ

HNNðj2πf Þ is the Fourier transform of hðtÞ, and HBN
ðj2πf Þ is related to the bandwidth of the interference
signal. HBNðj2πf Þ can be expressed as follows:

H j2πfð Þ = 1, f ± f J
�� �� ≤ WJ

2
,

0, else,

8<
: ð6Þ

where f J and WJ denote the centre frequency and the
bandwidth of the interference, respectively. The time
domain diagram and frequency domain diagram of NN inter-
ference are depicted in Figure 2 when interference power is
8 dBW and the value of interference factor k = 1. Inaccuracy
of threshold setting for forward consecutive mean excision
(FCME) with single thresholds will affect the detection perfor-
mance and FCME with double thresholds can avoid high
probability of false alarm. Therefore, FCME with double
thresholds is selected for NN interference.

ST interference and MT interference are both tone
interference. The domain expression of the ST interference
is as follows:

JST tð Þ = ffiffiffiffiffiffiffi
2PJ

p
cos 2πf J t + φ

� �
, ð7Þ

where f J and φ denote interference frequency and initial
phase. ST interference imposes all power on the frequency
point f J with energy concentration but limited interfer-
ence range. The time domain diagram and frequency
domain diagram of ST interference when the interference
power is 1 dBW are shown in Figure 2.

MT interference is the application of interference sig-
nal to some specific frequency points in the frequency
hopping band. The domain expression of theMT interference
is as follows:

JMT tð Þ = 〠
N J

i=1

ffiffiffiffiffiffiffi
2Pi

p
cos 2πf it + φið Þ, ð8Þ

where NJ is the number of interference points. The range of
MT interference is larger than ST interference, and its inter-
ference frequency ismore concentrated thanNN interference.
The time domain diagram and frequency domain diagram
when interference is 1 dBW are shown in Figure 2.

In addition, the domain expression of LFM interference
is shown as follows:

JLFM tð Þ = A exp j 2πf jt + πKt2 + φ
� 	h i

, 0 ≤ t ≤ T , ð9Þ

where A is the signal amplitude, f j is the centre frequency, φ
is the initial phase, T is the signal duration, BLFM is the fre-
quency modulation interference bandwidth, and K = BLFM/
T . The time domain diagram and frequency domain dia-
gram are shown in Figure 2. The sampling frequency f s =
1000Hz, the interference power is 1 dBW, and the sweep
bandwidth is frequency domain diagram of LFM interfer-
ence with 100M. For ST, MT, and LFM interference, to
reduce the detection delay and improve the real-time perfor-
mance of the detection algorithm, the single-threshold
FCME algorithm is selected.

2.2. Interference Detection Algorithm. The interference
detection algorithm is the basis and premise of FH. Rapid
detection and accurate judgment of interference signal types
can improve the efficiency of cognitive module. Time
domain energy detection algorithm can quickly detect the
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presence of interference without the requirement of any prior
information, which is easy to implement and widely applied.
However, in addition to detecting the existence of interference,
no more information can be obtained for time domain energy
detection algorithm. Therefore, we adopt frequency domain
detection algorithm to detect interference in this paper, which
can locate interference frequency accurately.

The schematic diagram of frequency domain detection
algorithm is shown in Figure 3. The signal was processed
by A/D sampling and fast Fourier transform (FFT). Then,
the sum square of the amplitude modulus of the frequency
point is calculated and compared with the judgment thresh-
old, in which way the position of interference frequency can
be obtained. The judgment threshold is obtained by
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Figure 2: Time domain and frequency domain diagrams of typical interference.
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multiplying the threshold factor by the mean value of the
noise spectral amplitude. However, the mean value of noise
amplitude contains interference signals, which leads to an
excessive threshold because the noise mean contains the
interference signal. FCME algorithm can eliminate interfer-
ence frequency points and constantly update the threshold
to obtain the final judgment threshold. FCME algorithm
improves the disadvantage of excessive threshold of fre-
quency domain energy detection algorithm. We illustrate
the detection performance of FCME algorithm with single
threshold and double thresholds, respectively.

When calculating the detection threshold for the first
time, FCME algorithm only considers a small part of the
frequency points with small amplitude as noninterference
signals. In this way, noise estimation accuracy is improved,
and the value of threshold is more accurate. A/D sampling
is performed on the received signal yðtÞ to obtain yðnÞ,
and FFT is performed to obtain YðnÞ. The square of ampli-
tude modulus at each frequency point of received signal can
be expressed as follows:

ϕ2 nð Þ = R2
e Y nð Þj j + I2m Y nð Þj j, n = 0, 1,⋯,N − 1, ð10Þ

where the minor M values of ϕ2ðnÞ are noise frequency
points, and the mean value is as follows:

Em =
1
M

〠
M

k=1
ϕ2 kð Þ: ð11Þ

The judgment threshold Tϕ is obtained by multiplying
Em with the threshold factor D as follows

Tϕ = Em ×D: ð12Þ

The square of amplitude modulus ϕ2ðnÞ of remaining
frequency points are compared with Tϕ, and the frequency

points greater than Tϕ are considered to be interference fre-
quency points. After eliminating the interference frequency
points, the residual noise frequency points form a new set
of noise frequency points. Repeating the algorithm above
can continuously update the judgment threshold until no
new interference frequency is removed. Therefore, the value
of final detection threshold AT is obtained. When the value
of ϕ2ðnÞ is greater than AT , it is determined as interference
points. However, when FCME algorithm with single threshold
detects discontinuous signals, such as NN interference, false
alarm probability will be high or misjudged due to inappropri-
ate threshold factors. Therefore, FCME algorithm with double
thresholds is applied to NN interference detections.

FCME algorithm with double thresholds adopts two
different threshold factors. The minor threshold factor is
employed to detect all frequency points so that possible
interference frequency points can be screened out. The set
of selected interference frequency points is defined as cluster,
using the larger threshold factor to detect the possible inter-
ference frequency in the cluster and ultimately determine
whether there is interference. Specifically, YðnÞ is obtained
by FFT of yðtÞ. Square of amplitude modulus ϕ2ðnÞ at each
frequency point of received signal are expressed as follows:

ϕ2 nð Þ = R2
e Y nð Þj j + I2m Y nð Þj j, n = 0, 1,⋯,N − 1: ð13Þ

The minor M points are considered as frequency points
which contain only noise and the average Em1 as follows:

Em1 =
1
M

〠
M

k=1
ϕ2 kð Þ: ð14Þ

The minor judgment threshold Tϕ1 is obtained by
multiplying the threshold factor D1 with the mean value
Em1 as follows:
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Tϕ1 = Em1 ×D1: ð15Þ

As mentioned above, the judgment threshold is continu-
ously updated until no new interference frequency points are
eliminated. The final judgment threshold is obtained as
AT−low . The higher threshold AT−high is obtained by multiply-
ing the larger threshold D2 with the mean square of the final
amplitude modulus. Comparing the maximum value of each
cluster with AT−high, if it is greater thanA, it is considered that
this cluster is an interference frequency band.

3. Cognitive FH Strategy for UAV Swarms

As demonstrated above, frequency points which are interfer-
ence can be screened out by FCME algorithms. Based on
interference detection technology, we apply cognitive FH
technology to the data link of UAV swarm. For UAV
swarms, different communication channels for each UAV
result in different and irregular interference frequency
points. Conventional FH technology is difficult to meet the
anti-interference requirements of each UAV. Cognitive FH
technology can avoid interference frequency actively and
possess excellent anti-interference effect. For cognitive FH
strategy of UAV swarms, the system model and functional
module will be introduced, respectively, in this section. The
data processing flow chart of cognitive FH system is shown
in Figure 3, including interference existence detection, inter-
ference type detection, interference frequency detection, FH
set update, and FH pattern generation. In recent years, signal
recognition based on deep learning has become a research
hotspot [28, 29]. In addition, the complexity of signal recog-
nition can be reduced by feature extraction [30]. Recognition
algorithm based on Sevcik fractal dimension and energy
aggregation degree obtains obvious advantages at low values
of JNR, such as the fast recognition speed and high recogni-
tion rate [12]. The selection of FCME algorithm with single/
double thresholds requires accurate interference identifica-
tion results. Therefore, we adopt and we select two-
dimensional feature interference recognition algorithm
based on Sevcik fractal dimension and energy aggregation
degree for the identification of signal type.

3.1. System Model. Cognitive FH strategy draws on the idea
of cognitive radio and adds cognitive units to the conven-
tional FH system. The data link employed for UAV swarms
in this paper refers to link16 data link, and the system model
for data link of UAV swarm based on cognitive FH is shown
in Figure 3. Information from the transmitter is processed by
Reed Solomon (RS) encoding, interleaving, cyclic code shift
keying (CCSK) spread spectrum, and minimum shift keying
(MSK) modulation. FH modulation is acquired by mixing
frequency with frequency synthesizer output controlled by
pseudorandom sequence. At the receiving terminal,
compared with conventional FH technology, cognitive FH
technology adds cognitive units for anti-interference. There-
fore, the receiver can filter out the interference frequency by
cognitive unit and update FH set. In addition, the receiver
will decode, demodulate, despread, and deinterleave the
received signal to get the original information.

As shown in Figure 3, the cognitive unit consists of
interference cognitive module, cognitive decision module,
and spectrum dynamic allocation module. Interference
cognition module consists of interference detection and
interference type recognition, which requires rapid and
effective detection of interference signals from complex
electromagnetic environment. Then, the interference type
is determined and submitted to the cognitive decision
module. Cognitive decision module makes corresponding
anti-interference strategy based on interference informa-
tion and filter interference frequency points. After obtain-
ing the available FH points, they are transmitted to the
dynamic spectrum allocation module to generate the avail-
able frequency hopping set. Finally, the updated FH
frequency set is transmitted to the transmitter and receiver
to optimize the FH system.

For the cognitive unit, the flow chart of signal processing
is shown in Figure 4. First of all, energy detection algorithm
is adopted to detect the presence of interference. Energy
detection algorithm possesses high detection efficiency for
preliminary screening of interference signals. Two character-
istic parameters are extracted to form two-dimensional
feature vector T when interference exists. T consists of
frequency domain Sevcik fractal dimension and fractional
Fourier domain energy aggregation degree, which is consid-
ered as the basis for interference identification. Then, recog-
nition results are passed to the cognitive decision module.
Cognitive decision module selects corresponding transmis-
sion strategy by interference type. When ST, MT, and LFM
interference are identified, FCME with double thresholds
obtains no obvious improvement compared to FCME with
single threshold. Therefore, to reduce the detection delay
and improve the real-time performance of the detection
algorithm, FCME, the single threshold algorithm is selected
to filter interference frequency. Similarly, when NN interfer-
ence and BN interference are identified, FCME algorithm
with double thresholds and FH bandwidth extension are
adopted, respectively.

3.2. Functional Module. In this paper, 51 frequency points
are selected and numbered as 1, 2, L⋯ , 51 to constitute
the initial frequency set. In addition, FH frequency range
is set as 969~1008MHz, 1053~1065MHz, and
1113~1206MHz, and frequency interval is set as 3MHz.

When interference is detected, including ST, MT, LFM,
NN, and BN interference, the system selects available fre-
quency points from all frequency points for FH and updates
the hopping frequency set. The flow chart of adaptive update
for cognitive FH strategy can be seen in Figure 3. According
to the results of interference identification, FCME algorithm
with single or double thresholds is adopted to detect whether
there is interference at each frequency point. If no interfer-
ence exists, the frequency point number is added to set A.
After all subband detection is completed, the FH frequency
set is updated adequately.

The flow chart of FH pattern generation is demonstrated
in Figure 5. Signals sent at the transmitter sðtÞ can be
expressed as follows:
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s tð Þ =
ffiffiffiffiffiffi
2P

p
m tð Þ cos ω0 + k tð ÞΔωð Þt + φ0½ �, ð16Þ

where sðtÞ is modulated signals, ω0 is minimum angular fre-
quency, Δω is the minimum interval of angular frequency,
φ0 is the initial phase, and kðtÞ varies with pseudorandom
sequence. In addition, signals received at the receiving termi-
nal rðtÞ can be expressed as follows:

r tð Þ =
ffiffiffiffiffiffiffi
2Pi

p
m tð Þ cos ω0 + k tð ÞΔωð Þt + φ tð Þ½ � + J tð Þ + n tð Þ,

ð17Þ

where JðtÞ and nðtÞ represent interference signals and
noise signals in channels, respectively. Pi is the power of
the receiving signal, and φðtÞ represents the phase of the
receiving signals.
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When the FH synchronization is completed, the output
of the mixer unit r′ðtÞ can be expressed as follows:

r′ tð Þ = r tð Þ × 2 cos ωc + k tð ÞΔωð Þt + φ1½ �f g
= 2

ffiffiffiffiffiffiffi
2Pi

p
m tð Þ cos ω0 + k tð ÞΔωð Þt + φ tð Þ½ � cos

� ωc + k tð ÞΔωð Þt + φ1½ � + 2 J tð Þ + n tð Þ½ � cos
� ωc + k tð ÞΔωð Þt + φ1½ �

=
ffiffiffiffiffiffiffi
2Pi

p
m tð Þ cos ωI t + φ tð Þ − φ1½ �

+
ffiffiffiffiffiffiffi
2Pi

p
m tð Þ cos ω0 + ωc + 2k tð ÞΔω½ �t + φ tð Þ + φ1f g

+ 2 J tð Þ + n tð Þ½ � cos ωc + k tð ÞΔωð Þt + φ1½ �,
ð18Þ

where 2 cos f½ðωc + kðtÞΔωÞt + φ1�g is output of the fre-
quency synthesizer, ωc is the central angular frequency, φ1
is phase deviation, ωI is intermediate frequency angular
frequency, and ωI = ωc − ω0. The output signal of band-
pass filter (BPF) m′ðtÞ can be expressed as follows:

m′ tð Þ =
ffiffiffiffiffiffiffi
2Pi

p
s tð Þ cos ωI t + φ tð Þ − φ1½ � + J ′ tð Þ + n′ tð Þ,

ð19Þ

where J ′ðtÞ and n′ðtÞ represent interference and noise at the
output end.

Different from the conventional FH technology which
selects the FH carrier frequency from all frequency points,
cognitive FH adopts frequency points from the updated
available hopping frequency set according to the results of
interference frequency selections. In addition, the interval
between adjacent frequency points is more than 30MHz.
As depicted in Figure 5, the blue part, grey part, and black
part represent interference frequency, available frequency,
and the selected frequency. The available frequency set A
can be expressed as follows:

A = AE − AI = f i f i ∈ AE , f ∉ AIjf g, ð20Þ

where A, AE , and AI express the available frequency set, the
entire frequency set, and the removed frequency set. After
completing the adaptive update of the FH set, a set of avail-
able frequency hopping points A is obtained. Then, the FH
sequence is generated by employing m sequence with length
of 63. The obtained FH sequence is taken as modulus 51 and
add 1, in which way the FH sequence between 1 and 51 can
be acquired. In order to make the interval between adjacent
FH points not less than 30MHz, the difference between
adjacent FH sequences should be guaranteed more than 10.

At the receiving terminal, cognitive unit of cognitive FH
strategy obtains the available FH set through perception,
analysis, and decision-making. Then, cognitive FH transmits
relevant information to both transmitter and receiver
through a reliable public communication channel. There-
fore, the transmitter and the receiver obtain the same
spectrum information and realize FH synchronization and
communication parameters adjustment.

4. Numerical Results and Analysis

In the cognitive FH strategy data link of this paper, trans-
mission slots of the system are divided into data transmis-
sion slot and interference cognitive time slots, which are
carried out alternately. The interference cognition takes up
one FH time slot, and the data transmission occupies 93
FH time slots. We assume that the cognitive FH strategy of
UAV swarm is applied in open plains with less obstacles,
such as mountains and buildings. Therefore, the Naka-
gami-m channel fading model is selected for simulations,
where the value of parameter m represents the severity of
fading. Specifically, it can be considered as Rayleigh fading
channel when m = 1, Rice channel when m > 1, and AWGN
channel when m⟶∞. Considering that the scenario for
UAV data link in this paper is a broad plain environment,
the value of m is set to 2. Other simulation parameters refer
to link 16 in this paper, and specific parameter settings are
shown in Table 1.

We have simulated BER performance of five typical
types of interference of different values of JNR, including
BN interference, NN interference, ST interference, MT
interference, and LFM interference. We adopt JNR = 12dB
, JNR = 8dB, JNR = 4dB, and JNR = 0dB for simulations.
BER performance of different values of JNR for BN inter-
ference is shown in Figure 6. BN interference is realized
by applying interference to the whole bandwidth of FH
communications. It can be seen that at the same value of
SNR, larger value of JNR leads to worse BER performance.
Larger values of JNR lead to greater interference power and
the interference power allocated to each frequency point is
greater, which generate greater damage to the communica-
tion system. Therefore, countering BN interference can be
achieved by extending hopping bandwidth because wider
bandwidth increases the difficulty of interference. In addi-
tion, BER performance of cognitive FH strategy is superior
to conventional FH system. For example, when BER = 10−3
and JNR = 8dB, cognitive FH strategy obtains 1 dB gains
compared to conventional FH system. Hence, cognitive
FH system improves the ability of UAV data link against
BN interference.

As mentioned above, FCME with double thresholds
obtains better detection performance for NN interference.
Therefore, FCME with double thresholds is selected to
remove the frequency points with interference and update
FH set for NN interference system. The BER performance
of different JNR for NN interference system is shown in
Figure 7. NN interference in simulations contains two inter-
ference bands. It can be seen that cognitive FH attains better
BER performance compared to conventional FH systems
when the value of JNR is fixed. Specifically, when the values
of BER and JNR are 10−4 and 4dB, cognitive FH strategy
obtains approximately 0.2 dB gains compared to conven-
tional FH system.

Tone interference includes ST interference and MT
interference. FCME with single threshold achieves satisfac-
tory detection results and filter out interference. Since FCME
with double thresholds does not obviously improve detec-
tion performance compared to FCME with single threshold,
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to reduce the detection delay and enhance the real-time
performance of the detection algorithm, FCME with single
threshold is adopted. BER performance of different JNR
for ST interference is depicted in Figure 8. For conventional
FH system, BER performance reduces as the value of JNR
decreases because it cannot avoid interference points. How-
ever, BER performance of cognitive FH strategy has no
obvious change with the different values of JNR. As a rou-
tine means of interference, tone interference can be
detected by FCME algorithm, and interference can be fil-
tered out easily. Therefore, cognitive FH strategy obtains
better BER performance compared to conventional FH
system for ST interference.

BER performance of different JNR for MT interference is
depicted in Figure 9. Similar to ST interference, MT interfer-
ence can also find interference frequency points accurately
through FCME algorithm and eliminate interference fre-
quency points. Simulation results indicate that cognitive

FH strategy attains better BER performance than conven-
tional FH system especially when the value of JNR is high.
Therefore, cognitive FH can obviously improve BER perfor-
mance for MT interference.

LFM interference is to scan the entire communication
frequency band with a signal with relatively narrow band-
width within a certain time. The instantaneous state of
LFM can be regarded as NN interference. Therefore, we
adopt FCME algorithm to detect and update FH set.
BER performance of different JNR for LFM interference
is shown in Figure 10, and the interference bandwidth is
set to 30MHz. BER performance of different JNR values
is obviously different for cognitive FH strategy because
FCME algorithm cannot detect all interference frequency
points. Cognitive FH obtains better performance com-
pared to conventional FH, but cognitive FH strategy
cannot remove all interference frequency since LFM is a
sweep interference.

Table 1: Parameters for simulations.

Frequency range 969~1008MHz, 1053~1065MHz, 1113~1206MHz

Coding mode RS (31, 15)

Modulation mode MSK

Spread Spectrum mode CCSK (32, 5)

Frequency interval 3MHz

FH interval 30MHz

FH points 51

BE
R

Cognitive FH JNR = 12
Cognitive FH JNR = 8
Cognitive FH JNR = 4
Cognitive FH JNR = 0

FH JNR = 12
FH JNR = 8
FH JNR = 4
FH JNR = 0

100

10–1

10–2

10–3

10–4

10–5

10–6

10–7

–14 –12 –10 –8 –6 –4 –2 0

Eb/N0/ (dB)

Figure 6: BER performance of different JNR for BN interference.
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10–2

10–3

10–4

10–5

–14 –12 –10 –8 –6 –4 –2 0

Eb/N0/ (dB)

Cognitive FH JNR = 12
Cognitive FH JNR = 8
Cognitive FH JNR = 4
Cognitive FH JNR = 0

FH JNR = 12
FH JNR = 8
FH JNR = 4
FH JNR = 0

Figure 7: BER performance of different JNR for NN interference.
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Figure 8: BER performance of different JNR for ST interference.
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Figure 9: BER performance of different JNR for MT interference.
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Figure 10: BER performance of different JNR for LFM interference.
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5. Conclusions

To improve the robustness for data link of UAV swarm, this
paper proposed cognitive-based high robustness frequency
hopping strategy in complex electromagnetic environment.
Through detecting and identifying the interference, the pro-
posed cognitive FH strategy can obtain the type of interfer-
ence and interference frequency points. Afterwards, the
cognitive FH strategy can actively avoid the interference fre-
quency points by updating the FH frequency set. Simulation
results show that BER performance of cognitive FH strategy
is improved compared to conventional FH system for five
different types of interference, including BN interference,
NN interference, ST interference, MT interference, and
LFM interference. For example, when the value of target
BER is 10−3, cognitive FH strategy obtains approximately
0.5 dB gains of NN interference for different JNR values
compared to conventional FH system. Cognitive FH strategy
can adaptively select anti-interference strategy according to
actual conditions, which enhances robustness for UAV
swarms. In the future, electromagnetic environment faced
by UAV swarms will be more complicated, which leads to
an increasing requirement for anti-interference ability of
the system. Therefore, cognitive FH strategy will become
an important component for the data link of UAV swarms.
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