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In this paper, we consider the IRS backscatter-assisted physical layer security, aimed at countering smart eavesdroppers capable of
sending jamming signals. Specifically, the eavesdropper increases the eavesdropping rate by sending jamming signals and is able to
adjust the transmission strategy according to the received beamforming. By using IRS backscatter communication, the jamming
signal sent by the eavesdropper is converted into a useful signal and transmitted. By designing the beamforming of the base station
and the IRS phase shift matrix, we established the original optimization problem. Since the eavesdropper’s sending strategy is
adjusted according to the received signal, we transform the original problem into two subproblems. In the first subproblem, we
obtain the eavesdropper’s transmit beamforming; in the second subproblem, we optimize the transmit beam alternately with
the IRS phase shift matrix. Simulation results demonstrate the superiority of our proposed scheme.

1. Introduction

With the widespread popularity of 5G technology, more and
more smart devices are flooding every aspect of people’s lives
[1, 2]. These smart devices usually require high-speed com-
munication rates to ensure user experience [3–5]. At this
time, an unavoidable problem is to ensure the user’s com-
munication security [6, 7].

The secure communication in the usual sense focuses
on the encryption and encoding of the signal, and the secu-
rity of the communication is ensured by the key and the
complex encryption algorithm [8, 9]. However, the encoding
and decoding of encrypted communication will take up extra
information, and it is impossible to judge whether the
encryption algorithm is decrypted by eavesdroppers [10].
Therefore, physical layer security has received more atten-
tion [11].

Early research on user security focused on potential
eavesdroppers, increasing the security rate by adding redun-
dant information to the signal [12–15]. However, adding
redundant noise will also bring more communication burden
to users. Therefore, in the literature [16], etc., it is proposed

to use the helper to interfere with the eavesdropper without
consuming the transmission power of the user [17, 18].

In recent years, the research on active eavesdropping has
also developed gradually [19, 20]. The main purpose of
active eavesdropping is not to protect the communication
process but to eavesdropper the communication of illegal
users. The eavesdropper can send jamming beams to reduce
the transmission rate of illegal users, so as to achieve the
purpose of successful eavesdropping [21, 22].

Fighting an eavesdropper that uses active eavesdropping
mode is a tough job because eavesdroppers can adjust the
transmit beam to slow down the communication rate [23].
In this paper, we consider the use of IRS backscatter com-
munication to convert the jamming signal sent by the eaves-
dropper into a useful signal, thereby increasing the security
rate for the user [24, 25].

IRS backscatter is a technique that combines IRS with
backscatter communications [26]. Specifically, IRS is a pro-
grammable smart material that can reconfigure the input
signal to achieve system goals by rewriting the phase and
channel [27]. It is worth noting that IRS is a passive device,
so it does not need continuous function, which solves the
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problem of excessive energy consumption in traditional
security communication.

There has been some progress in research on secure
communications using IRS backscatter. The authors of [28]
propose to use the IRS to assist secure communication,
using the jamming beam sent by the eavesdropper to reduce
the eavesdropper’s signal-to-noise ratio, thereby increasing
the security rate. The authors of [29] consider reencoding
the received signal by backscattering the IRS to improve
the user’s acceptance rate. In [30], it further considers the
multiuser case. However, none of these works consider the
situation where the eavesdropper is actively listening.

In this paper, we consider eavesdroppers to intelligently
send jamming signals based on received signals. Through
the joint design of the transmit beam of the base station
and the IRS phase shift matrix, the maximization of the user
security rate is realized. The contributions of this paper are
summarized as follows:

(1) We consider the security communication problem of
eavesdroppers under active eavesdropping and max-
imize the security rate by designing the transmit
beam of the base station and the phase shift matrix
of the IRS

(2) We first pay attention to the design of the eavesdrop-
per’s transmit beam under proactive eavesdropping
and design corresponding strategies according to
the eavesdropper’s transmit beam

(3) We use the alternate optimization method to jointly
optimize the transmit beam of the base station and
the phase shift matrix of the IRS

(4) The simulation results show that our proposed opti-
mization method has a great improvement com-
pared with the existing schemes

Notations: in this paper, we use uppercase letters for
matrices, lowercase letters for scalars, and lowercase bold let-
ters for vectors. C stands for the set of real numbers. For the
matrix A, AH represents its conjugate transpose. For the vec-
tor a, kak represents its norm.

The structure of this paper is as follows: In Materials and
Methods, we first introduce the system model of IRS-assisted
secure communication against intelligent listeners and then
formulate the optimization problem that maximizes the
secure rate. Then, we explore the transmission strategy of
the intelligent listener and design the transmission strategy
of the base station and the phase shift matrix of the IRS
accordingly. In Results and Discussion, we conduct simula-
tion experiments and discuss future work. Finally, we con-
clude this paper.

2. Materials and Methods

In this section, we first introduce the system model and then
analyze the working patterns of eavesdroppers and users to
establish an optimization problem. Next, we try to obtain
the eavesdropper’s transmit beam and then design the phase

shift matrix of the base station’s transmit beam and IRS
based on the beamforming of the eavesdropper.

2.1. System Model. The system model is shown in Figure 1,
including base station, legitimate receiver, and eavesdropper.
We consider that the eavesdropper is a function that can carry
out active eavesdropping; i.e., it can actively send interference
signals to reduce the reachable rate of legitimate recipients, so
as to achieve the purpose of eavesdropping. It is worth noting
that the eavesdropper can obtain the channel state informa-
tion between the emergency and legitimate receivers but can-
not obtain the transmission strategy of the base station. We
use IRS scatter communication to convert the jamming signal
sent by the eavesdropper into a gain signal.

We set the base station to configure N antennas, both
legitimate receivers and the illegitimate eavesdroppers are
single antennas to receive, and the illegitimate eavesdropper
takes K antennas to send jamming signals. Further, we
assume that the elements of the IRS is M. At the same time,
the eavesdropper configures multiple antennas to transmit
interference information.

The accepted signal at the receiver is

yt = hHst ws + hHrtΦ hsrw + hsrvð Þs + hetvz + nt , ð1Þ

where hst ∈ℂN×1 is the channel from the base station to the
user, w ∈ℂN×1 is the beamforming vector sent by base sta-
tion, s ∈ℂ is the symbol from the base station, hrt ∈ℂM×1

is the channel from the IRS to the user, Φ ∈ℂM×M is the
IRS phase shift matrix, v ∈ℂK×1 is the beamforming vector
sent by the eavesdropper, z ∈ℂ is the symbol from the eaves-
dropper, het ∈ CK×1 is the channel from the eavesdropper to
the user, and nt ∈ℂ is the additive noise with zero mean and
variance σ2t .

Similarly, the accepted signal at the eavesdropper is

ye = hHsews + hHreΦ Hsrw +Hsrvð Þs + ρheevz + ne, ð2Þ

where hse ∈ℂN×1 is the channel from the base station to the
eavesdropper, hre ∈ℂM×1 is the channel from the IRS to the
eavesdropper, Φ ∈ℂM×M is the IRS phase shift matrix, hee
∈ℂK×1 is the self-interference channel, and ne ∈ℂ is the
additive noise with zero mean and variance σ2

e .
According to (1) and (2), we calculate the signal-to-

interference-noise ratio of the receiver and the eavesdropper,
respectively, as

SINRt =
hHst w + hHrtΦ hsrw + hsrvð Þ�� ��2

σ2
t + ρhetvj j2

,

SINRe =
hHsew + hHreΦ hsrw + hsrvð Þ�� ��2

σ2e + ρheevj j2
:

ð3Þ
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Then, we obtain the rate of the user and the eavesdrop-
per as

Rt = log2 1 + SINRtð Þ,
Re = log2 1 + SINReð Þ:

ð4Þ

Then, we formulate the original problem in the following
subsection.

2.2. Problem Formulation. Our goal is to maximize the secu-
rity rate, which is defined as follows:

Rs = Rt − Rej j+, ð5Þ

where jxj+ = max ðx, 0Þ for any x.
Meanwhile, the sum energy is limited in the base station

and the eavesdropper. The original problem is formulated as

max
w,Φf g

Rs

s:t: wk k2 ≤ Pw

θmj j ≤ 1,m ∈M

ð6Þ

where M is the set of IRS elements. We assume that MIRS
elements in this set.

It is worth noting that the original problem is strongly
nonconvex since the optimization variables w and Φ are
coupled in the objective of this problem. Further, the beam-
forming vector sent by the eavesdropper would be changed if
we determine to send the beamforming in the base station
and the IRS phase matrix. Hence, we need to obtain the rela-
tionship between the beamforming v and fw,Φg. In the
next subsection, we would like to obtain the strategy of the
eavesdropper.

2.3. Beamforming Acquisition for Eavesdropper. In this sub-
section, we will obtain the eavesdropper’s transmit beam-
forming. It is worth noting that our purpose is not to

design the eavesdropper’s transmit beam but to simulate
the eavesdropper’s behavior pattern. We assume that the
eavesdropper can select the corresponding transmission
beam according to the transmission signal of the base sta-
tion, and its purpose is to maximize the eavesdropping rate
Ra, which is defined as

Ra =
Rt , if Rt ≤ Re,
0, otherwise:

(
ð7Þ

The goal of the eavesdropper is to maximize the eaves-
dropping rate Ra according to the received signal ye. Hence,
the problem need to be solved by the eavesdropper is pro-
posed as follows

max
v

Ra ð8Þ

s:t: vk k2 ≤ Pe ð9Þ
By substituting the definition of Ra into the objective of

(8), we obtain the following problem:

max
v

Rt ð10Þ

s:t: vk k2 ≤ Pe ð11Þ
Rt ≤ Re ð12Þ

The objective of (10) is replaced as the transmission rate
of the user with an additional constraint Rt ≤ Re. For any
given fw,Φg, (10) can be solved via Lagrangian dual
method. In specific, we define that the optimal v∗ in (10)
can be decomposed as

v∗ = αhee + βhe,0, ð13Þ

where he,0 is orthogonal to hee and maximum ratio to Hsr .
(13) reveals that when the transmission rate is less than the
eavesdropping rate. The beamforming vector in the eaves-
dropper would be zero. When the transmission rate is larger
than the eavesdropping rate, the eavesdropper would firstly
send jamming signals in the zeros mean of the self-
interference channel to improve the eavesdropping rate as
possible. When the transmission rate is too large or the max-
imum power of the eavesdropper is much too small, the
eavesdropping rate would be decreased to reduce the trans-
mission rate as much as possible. The results in (13) would
be applied in the eavesdropper. Further, when the beam-
forming vector sent by base station is changed, the corre-
sponding parameters in (13) would be also changed. But
the structure of (13) is fixed.

However, since our goal is not to design the beamform-
ing vector in the eavesdropper, we thus transform (10) into a
feasibility analysis problem.

findw,Φ ð14Þ

s:t: vk k2 ≤ Pe ð15Þ

Base station

User

Eavesdropper
Transmission link
Interference link

Figure 1: System model with IRS backscatter.
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Rt ≥ Re ð16Þ
When (14) is solvable, the eavesdropping rate would be

zero. Hence, we can use the results in (13) and substitute it
into the original problem.

2.4. Proposed Solution of Original Problem. According to the
beamforming design of the eavesdropper, we can obtain that
the beamforming vector in (13) is the sending beamforming
vector of the eavesdropper. Then, we obtain the following
problem:

max
w,Φf g

Rs ð17Þ

s:t: wk k2 ≤ Pw ð18Þ
θmj j ≤ 1,m ∈M ð19Þ
= αhee + βhe,0 ð20Þ

Problem (17) is still a nonconvex problem since w and Φ
are coupled. Then, we first try to obtain the optimal beam-
forming vector for any given Φ.

We transform (17) into the following problem:

max
w

hHst w + hHrtΦ hsrw + hsrvð Þ�� ��2
hHsew + hHreΦ hsrw + hsrvð Þ�� ��2 ð21Þ

s:t: wk k2 ≤ Pw ð22Þ
v = αhee + βhe,0 ð23Þ

(21) is still nonconvex; we need to apply semidefinite
relaxation method to solve it. In specific, we define a new
variable W =wwH with a rank-1 constraint. Then, we define
other parameters in the eavesdropper as

He = diag hHre
n o

hsr , ð24Þ

f e = diag hHre
n o

hjrv, ð25Þ

G 1ð Þ
e = HH

e ; hse
� �

, ð26Þ

f 1ð Þ
e = f 1ð Þ

e , 0
h i

, ð27Þ

Ge = G 1ð Þ
e ; f 1ð Þ

e

h i
: ð28Þ

Similarly, we define the parameters in the user as

Hu = diag hHru
n o

hsr , ð29Þ

f u = diag hHru
n o

hjrv, ð30Þ

G 1ð Þ
u = HH

u ; hsu
� �

, ð31Þ

f 1ð Þ
u = f 1ð Þ

u , 0
h i

, ð32Þ

Gu = G 1ð Þ
e ; f 1ð Þ

e

h i
: ð33Þ

It is worth noting that Ge and Guare both the nonlinear
function with respect to the matrix W. By substituting (24)
and (29) into (21), we obtain the following expression:

max
W

Tr WGuð Þ
σ2
u

−
Tr WGeð Þ

σ2e
ð34Þ

s:t:Tr Wð Þ ≤ Pw ð35Þ
v = αhee + βhe,0 ð36Þ
Rank Wð Þ = 1 ð37Þ

We ignore the rank-1 constraint in (34) and use succes-
sive convex approximation (SCA) method to obtain the
suboptimal solution of (34). Finally, we apply the rank-1
constraint by Gaussian random method.

Then, we solve the IRS phase matrix for fixed beamform-
ing vector. We first reformulate the following problem:

max
W

Tr ΦG 1ð Þ
u

� �
σ2u

−
Tr ΦG 1ð Þ

e

� �
σ2
e

ð38Þ

Input:k = 0, Φð0Þ = I, wð0Þ = 1/2Pul
Output:Φ∗, w∗

Repeat:
Obtain the beamforming vector v;
For fixed ΦðkÞ, obtain the optimal WðkÞ in (34);
Recover rank-1 approximation solutions wðkÞ;
For fixed wðkÞ, obtain the optimal Φðk+1Þ in (38);
Set k = k + 1;
If norm ðwðk+1Þ −wðkÞÞ ≤ ε:

Break;

Algorithm 1: Beamforming and phase matrix design.

Base station

Eavesdropper

User

Figure 2: Simulation setup.
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s:t:Tr Φð Þ ≤ 1 ð39Þ

v = αhee + βhe,0 ð40Þ

Rank Φð Þ = 1 ð41Þ

Similar as the solution of (34), (38) can be solved by SCA
method with ignoring the rank-1 constraint.

The overall algorithm is proposed in Algorithm 1.
Algorithm 1 reveals that the objective function in (34)

and (38) does not increase in each iteration, which means
that the proposed method will converge to a local optimal
solution.

3. Results and Discussion

In this section, we first show the numerical results in the first
subsection. We apply the simulation in MATLAB. All results
are obtained via Monte Carlo method for 1000 times. We
provide the specific parameters and show the superiority of
the proposed scheme. Further, we discussed about the fin-
ished work and outlook for future work.

3.1. Numerical Results. The specific scenario of our simula-
tion is shown in Figure 2. We assume that the base station
is located at the origin (0, 0, 10), the user is located at
(200, 100, 0), the IRS is located at (100, 50, 5), and the eaves-
dropper is located at (100, -50, 0). All signals are empirical

Table 1: Temperature and wildlife count in the three areas covered by the study.

Location Variable Value

Location of base station Lb (0, 0, 10)

Location of user Lu (200, 100, 0)

Location of eavesdropper Le (100, -50, 0)

The channel power gain at a reference distance of d0 = 1m
Maximum power in user

ρ0
Pu

-30 dB
20 dB

Maximum power in eavesdropper
Power of noise
Number of antennas in base station
Number of elements in IRS
Number of antennas in eavesdropper

Pe
σe
N
M
K

20 dB
-60 dB
20
30
50
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Figure 3: Security rate versus number of IRS element.
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Figure 4: Security rate versus maximum power in eavesdropper.
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Figure 5: Security rate versus maximum power in base station.
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fading channels, and we use Rayleigh fading model. The spe-
cific setting of Rayleigh fading channel is formulated as fol-
lows:

f vð Þ = v
σv

exp −
v2

2σ2
v

� �
: ð42Þ

All parameters are reflected in Table 1.
In this section, we provide four schemes for comparison.

The first one is our proposed scheme, the second one is the
security transmission without IRS, the third one is the IRS
with silent eavesdropping, and the fourth one is the IRS with
reflecting noise.

In Figure 3, we show the curve of the security rate versus
the number of IRS elements. It can be seen that our pro-
posed scheme outperforms existing schemes. When IRS is
not used, its performance does not change with the number
of IRS elements. For the other three schemes, an increase in
the number of IRS elements brings a significant performance
improvement. Further, it can be observed that IRS with
reflecting noise would get better performance with respect
to IRS with silent eavesdropping since reflecting noise would
not only increase the transmission rate but also decrease the
eavesdropping rate. For our proposed scheme, the transmis-
sion rate would be much larger than the transmission rate in
other scheme, which explain the superiority.

We further show the relationship between the security
rate and the maximum power at the eavesdropper in
Figure 4. It can be observed that when the maximum power
at eavesdropper is limited, the security rate for our proposed
scheme is better than other schemes, since we transform the
jamming noise into useful information for user, which

increase the transmission rate. In the scheme of IRS with
reflecting noise, the transmission rate is limited by the max-
imum power in base station. If the eavesdropper’s rate is
large enough, it must be able to eavesdrop. A possible situa-
tion is that the communication rate at this time is close to 0,
but this is obviously not what we want to see. Therefore, in
order to increase the secure communication rate, a common
means is to increase the maximum power of the base station,
as we show in the next figure.

Figure 5 shows the variation of the security rate with the
power of the base station. When the power of the base sta-
tion increases, the security rate also increases. In an extreme
case, we can send the signal in the null space of the eaves-
dropping channel and set the corresponding phase of the
IRS to the null space as well. At this time, the eavesdropping
ability of the eavesdropper can be completely eliminated.
However, it is more common that we add some redundant
information to improve the overall security performance.
When the maximum power in the base station is quite small,
our proposed scheme would obtain better performance since
the IRS would tend to transform the signal to user but not to
the eavesdropper. When the maximum power in the base
station is large, the security rate would be better.

In Figure 6, we simulate the performance of the proposed
iterative algorithm. It can be found that the convergence speed
of the algorithm is very fast for different initial point, and the
convergence is achieved in the second or the third iteration. It
has been provided that the convergence of the proposed algo-
rithm is not related to the original point selection. Further,
although we have proved the convergence of the algorithm
in the article, the simulation results intuitively show the con-
vergence speed of our proposed algorithm, which will greatly
improve the efficiency of the algorithm.
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Figure 6: Security rate versus number of iterations.
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Figure 7 shows the curve of the security rate as a func-
tion of noise power. As the noise power increases, the secu-
rity rate decreases. Although the increase of noise will also
reduce the eavesdropping ability of the eavesdropper, we
set the background noise power are the same. The increasing
of the power of noise would decrease the eavesdropping rate.

It can be obtained from the definition of the security rate,
and the security rate depends on the transmission capacity
of the channel. When the transmission rate is quite small,
the security rate would be very small. However, the proposed
algorithm can still maintain good performance when the
noise power is large, which shows its robustness.

Base station

User 2

Eavesdropper

User K

User 1

User 2

User 

Figure 8: System model with multiuser.
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Figure 7: Security rate versus power of noise.

8 Wireless Communications and Mobile Computing



4. Discussion

In this paper, we consider the use of IRS backscatter to
enhance secure communications. Our innovations focus on
the way eavesdroppers use active eavesdropping and the abil-
ity to modify the transmit beam based on environmental fac-
tors. We suppress the eavesdropping ability of eavesdroppers
through the joint design of the transmit beam of the base sta-
tion and the phase shift matrix of the IRS.

It is worth noting that we consider the single-user sce-
nario, where it is feasible for the IRS to reencode the informa-
tion into useful information, but the single-user scenario is
relatively rare in practical applications. If there are multiple
pairs of users in the same communication area, as shown in
Figure 8, the IRS recoding will cause interference to other
users, thereby reducing the overall communication efficiency.
How to apply IRS backscatter communication to multiuser
scenarios requires our further research.

On the other hand, IRS backscatter communication has
better performance compared to IRS reflection noise. How-
ever, this result cannot be verified theoretically; i.e., we can-
not formulate a theorem about this. Therefore, we will also
try to prove the optimality condition of backscattering in
the follow-up work.

5. Conclusions

In this paper, we use IRS to assist secure communication, and
we propose a method for the joint design of base station beam
vectors and IRS phase shift matrices, aiming to improve the
security rate for users. For the proposed optimization prob-
lem, we first consider the case where the eavesdropper sends
beams and substitutes its results into the original problem.
Further, we carry out an alternate optimization design of the
beam vector of the base station and the IRS phase shift matrix.
The simulation results show that our proposed algorithmhas a
better performance improvement compared to the existing
benchmark algorithms.
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