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Several security tools have been described in recent times to assist security teams; however, the effectiveness and success remain
limited to specific devices. Phishing is a type of cyberattack that uses fraudulent emails and websites to obtain personal
information from unsuspecting users, such as passwords and credit card numbers. Hackers can gain access to your
information through a variety of methods, and the most common of which are king, phishing, spear phishing, social
engineering, and dictionary attacks. Each of these techniques is unique, but they all have the same goal: to obtain your
personal information. Nevertheless, there is the potential to exploit this problem in terms of security. In this paper, we used
the Bash Bunny (BB), a new tool designed to assist military, law enforcement, and penetration tester teams with their work to
conduct exfiltration without privilege escalation through T1200, T1052, and T1052.001 techniques in air-gapped networks with
effectiveness/success 99.706%.

1. Introduction

The T1200 is a high-performance multirole aircraft that can
carry out a variety of missions. It is the most recent addition
to the US Air Force fleet and represents a significant upgrade
over previous models [1]. The T1200 is intended to improve
flexibility and capability in a variety of roles, including air-
to-air combat, air-to-ground attack, intelligence, surveil-
lance, reconnaissance (ISR), and search and rescue (SAR)
[2]. The T1200 ATT&CK® model is based on the Cyber Kill
Chain model and is tailored to enterprise networks. It
includes a comprehensive set of attackers’ tactics, tech-

niques, and procedures (TTPs) for targeting and
compromising an organization, as well as the mitigations
and defenses that can be used to prevent or detect those
attacks. The T1200 MITRE ATT&CK is a threat-based ana-
lytical framework for identifying, assessing, and forecasting
cyber threats. This framework enables an organization’s
security posture and the effectiveness of its security controls
to be evaluated and analyzed.

The T1200 MITRE ATT&CK can be used to: identify
cyber threats and threat actors, understand an organization’s
security posture, predict cyberattacks, and assess the effec-
tiveness of security controls. In recent years, there has been
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an increased focus on cybersecurity and the various threats
that exist [3].

One of the techniques included in the MITRE ATT&CK
for Windows suite is known as the T1052. This technique
makes use of an executable file in order to carry out a script
or command on a computer that is located elsewhere. The
file can be sent to the remote system via a variety of different
techniques, such as by attaching it to an email and down-
loading it from the web or by sharing it over a network.
The code that is contained in the file will be run on the
remote system when the file is executed [4].

Attackers have the capability of gaining access to distant
systems and running arbitrary code through the use of the
ATT&CK T1052 technique. Because of this, it is a potent
weapon that can be utilized in a diverse array of different
assaults. On order for businesses to protect themselves from
this tactic, they should limit users’ abilities to execute script
files that are attached to emails, downloaded from websites,
or stored in network shares [3, 5–11].

The MITRE ATT&CK T1052.001 covers techniques
used by adversaries to gain remote access to systems.
The techniques in this techniques group may be used in
conjunction with other techniques groups to enable an
adversary to fully compromise a system. Some of the tech-
niques in this group may require compromised systems or
user accounts to already be present within an environment
to be successful [3, 5–11].

As such, various organizations have developed frame-
works to help identify and mitigate these threats. One such
framework is the MITRE ATT&CK framework [5]. The
MITRE ATT&CK framework is a comprehensive list of
common adversary tactics and techniques [12]. This frame-
work is utilized by organizations in order to ascertain weak
points in their security measures and gain a deeper compre-
hension of the dangers they confront. In this article, we are
going to take a look at the MITRE ATT&CK framework
and discuss the various ways in which it may be utilized to
strengthen the security posture of your company [11]. The
framework is broken up into fourteen different categories,
and each of these categories corresponds to a different stage
of an assault. The categories are as follows: reconnaissance,
weaponization, delivery, exploitation, installation, command
and control, persistence, privilege escalation, defense eva-
sion, credential access, discovery, lateral movement, collec-
tion, and exfiltration [13].

Of course, Bash Bunny is a USB attack device made by
the American company Hak5. If you look at this little
USB, it looks like no different from any other USB. But when
we examine its internal components, we will find that it con-
tains many important components that work based on a
quad-core ARM processor Cortex A7, 8GB SLC NAND
Disk, 512MB DDR3 Memory, and 32KL1/512KL2 Cache.
In addition to the USB port, the Bash Bunny has a small
switch that can be changed to three different positions and
is located on the side of the LED lamp (booting, update,
and arming mode) as shown in the figure [14]. Figure 1
depicts the RGB and switch positions of the BB.

Air-gapped network is a network that has a physical sep-
aration from other networks that are not secure, such as the

Internet. This allows the network to be more secure. Air-
gapped networks are used to prevent attackers from
compromising classified or sensitive information [15].
(Note: air-gapped networks are also known as sandboxes.)
The military, the government, and the financial sector all
frequently use networks that have air gaps between them.
On the other hand, air-gapped networks can be found in
any company that needs to prevent its data from being made
available to the general public and uses those companies as
their customers. There are a few different approaches one
may take to physically divide a network. The use of firewalls
and routers to physically isolate a network is the approach
that is most frequently utilized. Another way is to use an
air gap, which is a physical separation that is placed between
the network and unprotected networks. It is possible to
generate an air gap by physically isolating classified and
unclassified networks on separate levels inside the same
building [16].

2. Problem Statement

There are two parts to the problem. The first stage occurs
when some criminals are apprehended by security personnel
(army or police). These criminals have computers, and the
security services must gain access to them as soon as possible
in order to obtain evidence. If they use traditional methods
to obtain passwords to unlock these devices, they will waste
a lot of time and may not be successful. This tool can cir-
cumvent passwords and copy any data from those devices.

The second stage occurs when the penetration testing
team requires strong and immediate proof of the attack sce-
narios that APT groups can use against the organization. In
addition to demonstrating the disastrous extent of
employees’ and administrators’ lack of security awareness,
this tool is used to demonstrate it.

2.1. Related Work and Motivation. The use of ransomware
as a method of attack has become increasingly common
over the course of the previous few years. Ransomware is
a type of malicious software that restricts access to a user’s
files or device until the attacker receives a payment known
as a ransom. Attackers have begun to exfiltrate data from
their targets before encrypting their devices or files in
order to make ransomware attacks more effective [17].
This is done in order to enhance the amount of money
that can be extracted from victims. The purpose of this
paper is to provide a concise overview and describe how
one may carry out exfiltration without elevating their priv-
ileges through BB (in order to carry out exfiltration, we

RGB LED indicator

Switch position 1: Custom payload
Switch position 2: Custom payload
Switch position 3: Arming mode

Figure 1: Bash Bunny using T1200, T1052, and T1052.001
techniques.
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first need to acquire initial access). Access To Start With
When it comes to cyberattacks, the phase where the
attacker first gains access to the system is likely the most
crucial [5]. This is due to the fact that an attacker would
be unable to get a foothold on a target system and carry
out their payload if they were denied early access to the
system. The strategies used for first access are perpetually
undergoing change, and the creation of brand new proce-
dures is ongoing at all times [18]. It is essential, in order
to maintain a competitive advantage in this arena, to
maintain awareness of the most recent tendencies and
advancements in this field [18]. In this piece, we are going
to take a look at some of the most common methods of
initial access that are being utilized by cybercriminals in
the modern era. In addition to this, we will offer some
advice on how you can protect yourself from these assaults
[3, 5–8, 13, 19, 20]. Phishing by email or physical access
through USB is one of the most common ways used by
attackers to get initial access [13]. Phishing is a form of
social engineering assault that relies on fooling users into
giving sensitive information such as passwords or credit
card numbers. Phishing is also known as spear phishing
and email phishing. Attackers will frequently send faked
emails that appear to originate from a legitimate entity,
such as a financial institution or an online retailer [18].
These emails will frequently contain links to malicious
websites that are created with the express purpose of steal-
ing the victim’s personal information [20]. Phishing
attacks are notoriously difficult to detect, yet they fre-
quently succeed in subverting security measures and
compromising systems. One more common method of
first access is the employment of viruses and worms.
These forms of malicious software are created with the
purpose of propagating themselves throughout an entire
network by copying themselves [3, 5–11, 13, 21–23]. After
a computer has been infected by a virus or worm, the
malware can then begin to carry out its intended function,
known as its payload. This function could involve any-
thing from the theft of sensitive data to the deletion of
files or the formatting of disks. Attachments to malicious
emails are a common vector for the propagation of viruses
and worms, as is the practice of downloading malicious
files from websites that cannot be trusted. The act of
extracting information from a computer system is referred
to as exfiltration. The information may come in the form
of files, emails, or credentials for the user [3, 5–11, 13,
16, 21–25]. Exfiltration might be purposeful or inadver-
tent. Hackers that are aiming to steal confidential informa-
tion will frequently perform intentional exfiltration as part
of their attack. When an employee transfers company data
to their personal email account or saves it to a USB
device, this opens the door to the possibility of accidental
data exfiltration [5]. Data can be extracted from a target
system using a method known as exfiltration, which is a
computer security approach. This can be accomplished
either locally, by doing something like removing media
from the location, or remotely, by making use of some
kind of clandestine communication route [3, 5–11, 21,
22]. The latter has garnered a significant amount of inter-

est in recent times due to the fact that it provides a num-
ber of benefits that are not offered by physical exfiltration.
In this article, we will take a high-level look at the history
and evolution of remote exfiltration techniques, with a
special focus on recent improvements [16, 26].

Exfiltration has been around for as long as information
has been passed from one location to another. With the
advent of digital information, however, the method of
exfiltration has taken on new forms [26]. In its most basic
form, exfiltration is the unauthorized transfer of data out
of a secure network or system. This can be done in several
ways but is typically accomplished by taking advantage of
security vulnerabilities to copy or extract data undetected.
Exfiltration may use social engineering techniques to con-
vince [27]. The Bash Bunny is a device that allows for data
exfiltration from a target network. It operates as a key-
stroke injection USB device, and once inserted into a com-
puter, it can be used to send keystrokes and commands at
will. This makes it an ideal tool for gaining access to or
extracting data from a target network [16]. In this poster,
we will discuss how it can be used for data exfiltration [3,
6–11, 21–23]. Finally, regarding the motivations of using
Bash Bunny, the Bash Bunny is a powerful USB device
created for penetration testers and security professionals.
It can be plugged into a computer’s USB port, and once
it is in, the user can remotely execute commands on the
machine [26]. This makes it an excellent tool for stealing
data, as it can be used to bypass security measures that
would ordinarily prevent such activity. In addition to its
data-stealing capabilities, the Bash Bunny can also be used
to install malware on computers, making it a very power-
ful and dangerous tool [6–11, 16, 21–25].

2.2. Objectives. The main aim of this research is: to infect the
target machine/network, to gain access to the target system,
to produce evidence that demonstrates the capability of BB
to aid law enforcement and military personnel in expedi-
tiously removing evidence from devices used by criminals,
to contribute to the penetration testing team’s efforts to
show how the importance of security awareness in compa-
nies may help protect against and uncover potential threats
which is carried out by sophisticated attack groups (APT),
and to transfer sensitive data from the target system without
privilege escalation.

2.3. Methodology. There are a few ways that an attacker can
get their initial access onto a company’s network. The most
effective way in our method will works through a social engi-
neering attack. In this type of attack, the attacker tries to gain
information about the company or its employees by pre-
tending to be someone they are not [28]. Social engineering
is the process of manipulating people into performing
actions or divulging confidential information. One of the
most common social engineering techniques is to use USB
Bash Bunny to spread malware [29]. When someone inserts
a USB Bash Bunny into their computer, they may be
prompted to run a program or open a document. If the user
does so, they may be unwittingly installing malware on their
computer. Exfiltration over physical media (EoPM) is a
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technique that can be used to exfiltrate data from a secure
network across an insecure medium [6–11, 21]. The term
was coined in 2006 by security researcher Michael Ossmann
and has been used primarily in the context of computer
security [7]. EoPM can take many forms, but typically
involves the installation of a covert communications channel
between two systems. Data is transferred between the sys-
tems by physically transporting removable storage media
through a USB Bash Bunny between them. Because the data
is physically transported, it is not subject to the security
measures [8].

Exfiltration is the process of extracting data from a sys-
tem, and a Bash Bunny through applying T1200, T1052,
and T1052.001 techniques can be an effective tool for this
purpose [9–11, 16, 21–28]. The first step is to connect the
Bash Bunny to the target system. Once the Bash Bunny is
connected, we will use the BunnyHop payload to hop onto
the target system. This payload will allow us to gain access
to the target system and begin extracting the data we need.
Now that we have access to the target system, we will use
the exfiltrate payload to extract the data we need [8, 9]. This
payload will allow us to save the data we need to a USB drive
or other external storage device. We can then remove the
Bash Bunny and take our data with us. The methodology
steps are as follows:

(1) Achieve initial access and bypass all windows
defender through using T1200 technique over hard-
ware addition

(2) Bypassed recon, exploit, privilege escalation, and lat-
eral movement tactics through BunnyHop payload

(3) Use simple-USB-extractor payload to extract the files
from the target system

(4) Conduct exfiltration through using T1052 technique,
which is exfiltration over physical media, and
T1052.001 technique which is exfiltration over USB

2.4. Kill Chain Method Used in Bash Bunny (BB). The stan-
dard procedure for achieving exfiltration consists of recon-
naissance, exploit, privilege escalation, lateral movement,
and then exfiltration. However, the BB method, which uses
T1200, T1052, and T1052.001 techniques, will give us gain
access and exfiltration without privilege escalation technique
using MITRE ATT&CK framework. Additionally, all stages
will be achieved automatically by BB through T1200,
T1052, and T1052.001 techniques in the initial access and
exfiltration stages. BB approach that utilizes the MITRE
ATT&CK framework as its foundation. This framework is
a knowledge base that contains adversary tactics and

Reconnaissance

It can be broadly divided into two types:
Active reconnaissance.
Passive reconnaissance.

BB

Exploit

Take advantage of a security vulnerability
in order to cause unintended
or unauthorised behaviour.

BB

Privilege escalation

Any underlying reasons why the user
might want to escalate their privileges

(e.g. to access a file or to perform a
action).

BB

Lateral movement

Lateral movement is a tactic used to
describe the tactics attackers use to
spread throughout an organization.

BB BB BB

Evade

Action

Figure 2: Kill Chain method.

Initial access
Execution 
Persistence
Privilege escalation
Defense evasion
Credential access
Discovery
Lateral movement 
Collection
Command & control
Exfiltration
Empact

T1200:
Hardware addition

T1052:
Exfiltration over physical media 

T1052.001:
Exfiltration over USB

Figure 3: Employ T1200, T1052 and T1052.001 techniques to conduct exfiltration without privilege escalations.
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techniques that are employed in cyberattacks. It acts as a
resource for understanding how adversaries work, thereby
alerting cybersecurity defenders of the many hazards they
are up against. Additionally, the framework serves as the
foundation for a variety of security-related endeavors,
including research, training, and product development. The
MITRE ATT&CK matrix is a framework that may be used
to describe cyberattacks as well as ways to protect against
them [28]. The matrix provides a standard vocabulary for
professionals in the field of cyber security to use when
exchanging information regarding the strategies and proce-
dures utilized by attackers. In addition to that, it is also uti-
lized in the training and assessment processes. The MITRE
ATT&CK matrix is founded on the experiences of cyber
security professionals from both the private sector and the
public sector that have worked in the real world. The Kill
Chain outlined in the figure begins with reconnaissance,
then moves on to exploitation, then privilege escalation, then
lateral movement, then evidence, and finally, action or exfil-
tration [29]. BB’s Kill Chain method is described in Figure 2.

2.5. Exfiltration without Privilege Method. One of the most
important steps in adversary engagement is initial access.
This is the process or technique that an adversary uses to
gain the first foothold in a targeted environment [7–11].
There are many ways to gain initial access, and the method
used will often depend on the adversary’s objectives and
capabilities.

The initial access phase of an engagement is often con-
sidered the most critical, as it sets the stage for everything
that follows. This is why it’s important to have a good under-
standing of the initial access techniques used by adversaries.
In this paper, initial access used by BB before moving to
achieve exfiltration to compromise the target machine then
using T1200 technique over hardware addition, and finally
exfiltration through T1052 technique, which is exfiltration
over physical media, and T1052.001 technique which is exfil-
tration over USB to achieve the entire mission as shown
below in exfiltration method. Figure 3 shows BB employ

Figure 4: Simple-USB-extractor payload (http://Github.com).

Figure 5: Our BB that was used in real scenario.

Table 1: Linear regression of each attempt.

X −Mx Y −My X −Mxð Þ2 X −Mxð Þ Y −My
� �

-0.0067 0.0133 0 -0.0001

-0.1067 0.1133 0.0114 -0.0121

0.0933 -0.0867 0.0087 -0.0081

-0.1067 0.1133 0.0114 -0.0121

-0.2067 0.1133 0.0427 -0.0234

0.1933 -0.1867 0.0374 -0.0361

0.0933 -0.0867 0.0087 -0.0081

0.1933 -0.1867 0.0374 -0.0361

-0.0067 0.0133 0 -0.0001

-0.1067 0.1133 0.0114 -0.0121

0.1933 -0.1867 0.0374 -0.0361

-0.0067 0.0133 0 -0.0001

-0.2067 0.2133 0.0427 -0.0441

-0.1067 0.1133 0.0114 -0.0121

0.0933 -0.0867 0.0087 -0.0081

SS: 0.2693 SP: -0.2487
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T1200, T1052 and T1052.001 techniques to conduct exfiltra-
tion without privilege escalations.

2.6. Expected Results Based of Using Some Exfiltration
Payloads. Exfiltration payloads are malicious files or codes
that are used to secretly transfer data from one system to
another without the knowledge of the system’s owner. In

order to provide attackers with a means to steal sensitive
data, they are frequently utilized in conjunction with other
types of malware, such as remote access tools (RATs). Exfil-
tration payloads come in a wide range of forms, and each of
those forms has the potential to serve a distinct set of func-
tions. The keylogger is by far the most prevalent kind, and its
purpose is to record everything that the user types on their
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keyboard. This can contain credit card numbers, passwords,
and any other sensitive information. Other sorts of exfiltra-
tion payloads include programs that take screenshots of
the user’s activity and audio recorders that record the user’s
chats. These programs are known as screen capture pro-
grams and audio recorders, respectively. The fact that exfil-
tration payloads are so risky is due to the fact that they can
be utilized to steal virtually any kind of information imagin-
able. It is imperative that you perform a security scan as

soon as possible if you have any reason to believe that mal-
ware may have been installed on your system. Payloads such
as SmartFileExtract Exfiltrator, browser data, dropbox-exfil-
trator, FTP exfiltrator, optical-exfiltration, simple-USB-
extractor, SMB exfiltrator, and USB exfiltrator are the ones
that are utilized for exfiltration the most frequently. Black-
Backup, FileInfoExfil, MacPDFExfil, Powershell TCP
Extractor, and SmacAndGrab are the programs that are
being discussed here [16, 26–31].
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One of the most popular payloads to conduct exfiltration
is simple-USB-extractor payload which is written by author
DanTheGoodman. As shown in the figure, simple-USB-
extractor payload is a strong payload that allows you to eas-
ily extract files from target machine. This payload is
designed for use to attack air gap network, protected sys-
tems, and collect evidence for by police and military units
[31]. Figure 4 depicts the simple-USB-extractor payload.

In this paper, we have provided how to employ T1200,
T1052, and T1052.001 techniques to conduct exfiltration
without privilege escalations.

2.7. Real Scenario. We made a purchase of BB hardware
from the company known as Hak5, which is the BB manu-
facturer. Then, we put it to use against three Windows com-
puters; we gave each device five chances to circumvent
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passwords and copy data from the victim’s device, and it was
successful in all cases with an accuracy of 99.706%. Figure 5
shows our BB that was utilized all the way through this
actual scenario.

We determined the effectiveness/success of each attempt,
linear regression by utilizing Python libraries known as Mat-
plotlib, SciPy, and NumPy, as indicated in Table 1, as well as
analyzing what the graphs (Figures 6–13) depict in addition

to the equations numbered 1 through 10.

〠X = 1495:6, ð1Þ

〠Y = 4:3, ð2Þ

X = 99:7067, ð3Þ

99.9 10099.7
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Figure 12: Plot of BB effectiveness, success, and regression.
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Figure 13: Plot of BB effectiveness, success, and regression.
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Y = 0:2867, ð4Þ
〠 SSXð Þ = 0:2693, ð5Þ

〠 SPð Þ = 0:2487, ð6Þ

Regression = ŷ = bX + a, ð7Þ
b = SP/SSX = −0:25/0:27 = −0:92327, ð8Þ

a =MY − bMX = 0:29 − −0:92∗99:71ð Þ = 92:34257, ð9Þ
ŷ = −0:92327X + 92:34257: ð10Þ

3. Conclusions

We have described in this paper how to employ a Bash Bunny
to conduct exfiltration using the T1200, T1052, and T1052.001
approaches that are based onMITRE ATT&CK. Exfiltration is
the process of taking data from a system that is not intended to
be accessible by a third party, as we have already stated. Exfil-
tration is frequently carried out with nefarious intentions, such
as the theft of sensitive data or intellectual property, in the
majority of cases. Exfiltration, on the other hand, can be put
to lawful purposes, such as the retrieval of data from a system
that is no longer accessible or the acquisition of specific evi-
dence against criminals (used by police and military units).
And as we have discussed previously, exfiltration can be car-
ried out in a variety of different methods; however, one tech-
nique is to make use of a Bash Bunny. Bash Bunnies are
little devices that may be programmed to carry out a variety
of functions, one of which being the exfiltration of data with
a success rate of 99.706%. In the beginning, you will have to
set up it so that it can connect to the target system. After it
has been connected, you will be able to use Bash Bunny to
retrieve the information you require.

We strongly encourage researchers to focus their future
efforts onMITREATT&CK and TTPs, and we encourage them
to try to implement additional tactics on the victim’s devices
and machines. These tactics can easily be studied as the actual
tactics that sophisticated attackers like advanced persistent
threats (APT) use to infiltrate public and private institutions.
This will have a big influence on both our ability to understand
these tactics and design solutions that are strong against them.

Data Availability

The data supporting the conclusions of the study is available
upon request via contacting the corresponding author.
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