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Quantum Key Distribution (QKD) is a promising paradigm for Internet of Things (IoT) networks against eavesdropping attacks.
However, classical quantum-based mechanisms are overweight and expensive for resource-constrained IoT devices. That is, the
devices need to frequently exchange with the QKD controller via an out-band quantum channel. In this paper, we propose a
novel Quantum-based Secure and Lightweight Transmission (QSLT) mechanism to ease the overweight pain for IoT devices
against eavesdropping. Particularly, the mechanism predistributes quantum keys into IoT devices with SIM cards. Using one of
the keys, QSLT encrypts or decrypts IoT sensitive data. It is noting that an in-band key-selection method is used to negotiate
the session key between two different devices. For example, on one IoT device, the in-band method inserts a key-selection field
at the end of the encrypted data to indicate the key’s sequence number. After another device receives the data, QSLT extracts
the key-selection field and decrypts the data with the selected quantum key stored locally. We implement the proposed
mechanism and evaluate its security and transmission performances. Experimental results show that QSLT can transmit IoT
data with a lower delay while guaranteeing the security performance. Besides, QSLT also decreases power usage by
approximately 58.77% compared with state of the art mechanisms.

1. Introduction

Internet of Things (IoT) booms with the development of
smart homes, cities, and factories [1, 2]. International Data
Corporation (IDC) predicts that there will be 41.6 billion
IoT devices in 2025 [3]. With this increment, oceans of data
(79.4 zettabytes predicted by IDC) will be generated from
actuators, sensors, vehicles, and other IoT devices [4]. This
massive amount of data brings a secure transmission chal-
lenge for IoT networks [5]. For example, attackers could
eavesdrop on transmission channels established between dif-
ferent IoT devices, intercept the traffic data, and steal sensi-
tive information with brute-force cracking [6, 7].

Various mechanisms have been proposed to deal with the
transmission challenge [8–10]. Particularly, a long and com-
plicated encryption key can be used to increase difficulties of
eavesdropping for the IoT systems [11]. Besides, a program-
mable network immune mechanism, which is equipped with

three lines of defenses, is proposed to provide a softwarized
network immunity against the intractable eavesdropping
[12]. These encryption-based mechanisms are powerful, but
they could be bypassed by the advances in computation capa-
bilities [13]. That is, cryptographic-based secure transmis-
sion mechanisms are powerful but never total.

Quantum mechanics provides a new research direction
for transmitting IoT data securely against eavesdropping
attacks [14–16]. For example, a novel eavesdropping defense
mechanism to transmit the data between IoT devices with
Quantum Key Distribution (QKD) [17]. Besides, a QKD-
enhanced IoT architecture is designed and provides a key
provisioning mechanism to ensure the security of data trans-
mission [18]. However, state of the art quantum-based
mechanisms are not applicable for IoT devices due to two
drawbacks: (1) the mechanisms increase the overhead bur-
den for IoT devices because the devices frequently exchange
with QKD controller via an out-band channel. (2) It is
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expensive to establish quantum channels between IoT
devices [19].

To deal with the drawbacks above, this paper introduces
a quantum IoT framework and proposes a novel Quantum-
based Secure and Lightweight Transmission (QSLT) mecha-
nism for IoT networks against eavesdropping attacks. Partic-
ularly, QSLT first predistributes quantum keys into IoT
devices. Then, QSLT chooses one quantum key to encrypt
IoT data and ‘tells’ other devices the key’s sequence number
via an in-band key-selection method. The in-band method
inserts a key-selection field at the end of the encrypted data
to indicate the key’s sequence number. Finally, QSLT
extracts the key-selection field after receiving the data and
decrypts the data with the selected key stored locally on
IoT devices. The main contributions of this paper can be
summarized as follows:

(1) This paper detailly introduces a quantum-based IoT
framework to ensure secured IoT data transmission,
processing, and sharing. The framework comprehen-
sively includes four classical quantum applications in
IoT domain: QKD, quantum secret sharing, quan-
tum communication, and quantum signature

(2) This paper novelly proposes a quantum-based secure
and lightweight transmission mechanism for IoT
networks against eavesdropping attacks. The mecha-
nism can encrypt or decrypt IoT data by using quan-
tum keys without a centralized QKD controller and
decreases the communication overhead for IoT
devices

(3) This paper implements the QSLT and conducts
experiments in our data center rooms. Experimental
results show that QSLT can transmit IoT data with a
lower delay while guaranteeing the security perfor-
mance. Besides, QSLT also decreases the power
usage by ~58.77% compared with QKD-based
mechanisms

The remainder of this paper is organized as follows. Sec-
tion II presents related works. Section III introduces the
quantum-based IoT framework in detail. Section IV intro-
duces the principle of QSLT mechanism. Section V evaluates
the security and transmission performances of QSLT mech-
anism. Section VI discusses the limitations of QSLT mecha-
nism. Section VII concludes this paper.

2. Related Works

It is a long ‘war’ between IoT devices and eavesdroppers.
Traditionally, IoT data is encrypted by various crypto-
graphic mechanisms against eavesdropping attacks. For
example, a novel key management mechanism is presented
to encrypt the secret data against eavesdropping in wireless
links [20]. The mechanism encrypts secret data with the ran-
domness characteristics of wireless channels, i.e., according
to instantaneous channel gain between a sensor and an ally
fusion center. The location-based properties of wireless
channels enable the sensor and ally fusion center to share

keys secretly, which are difficult for eavesdroppers to inter-
cept. Experimental results show that the proposed mecha-
nism outperforms other mechanisms over a broad range of
signal-to-noise-ratio values without compromising the secu-
rity goals—perfect secrecy. An encoding scheme, i.e.,
encrypting the packet header and trailer information, is pro-
posed to use service-oriented routers for providing secure
data transmission against eavesdropping attacks [21]. The
experimental results demonstrate that the average delays of
encrypting total combined packets are with range from
180.14μs to 235.48μs using various cryptographic algo-
rithms. Besides, an enhancing Internet Protocol Security
(IPsec) mechanism is presented to mitigate eavesdropping
attacks [22]. An IPsec-based scheme is proposed to secure
the software-defined mobile network communication [23].
Moreover, a lightweight in-network anonymity solution is
proposed against eavesdropping within the memory and
processing constraints of hardware switches [24]. The solu-
tion conceals IP addresses in packet headers to hide the
addresses from the destination server without requiring ter-
minal modification or cooperation from networks. The solu-
tion is implemented on the Barefoot Tofino switch and can
protect user identity against public domain name system
and other services.

Recently, quantum mechanics have attracted many
researches to power IoT networks. For example, a new
authentication and encryption protocol based on quantum
walks are proposed to build a blockchain framework for
secure data transmission [25]. Instead of using classical
cryptographic hash functions, the proposed protocol uses
quantum hash functions to help IoT devices to effectively
share their data and full control of their records. The analy-
sis results show that the proposed protocol can effectively
defend against impersonation and eavesdropping attacks. A
novel quantum swarm optimization algorithm is proposed
for IoT deployments to provide enhanced connectivity,
reduced energy consumption, and optimized delay [26].
The algorithm uses multiple inputs from heterogeneous
IoT using a hybrid approach based on quantum and bioin-
spired optimization techniques for optimal routing. The
experimental results demonstrate that the proposed algo-
rithm costs a minimum of 30.30% lesser energy and
improves the throughput by a minimum of 29.87%. A quan-
tum cryptography mechanism is proposed to secure IoT-
based healthcare systems [27]. The mechanism uses quan-
tum cryptography to encrypt patient’s privacy data against
various attacks. Besides, image-encryption mechanisms are
proposed using quantum mechanics for privacy-preserving
medical images in IoT domain [15, 28]. The mechanisms
use the features of quantum walk to construct a new s-box
method, which plays a significant role in block cipher tech-
niques. Based on this, the mechanisms have a novel encryp-
tion strategy for secure transmission of sensitive medical
images. The experimental results show that the proposed
mechanisms have better security properties and efficacy in
terms of cryptographic performance. To mitigate security
breaches of classical cryptographic algorithms in the era of
quantum computing, quantum cryptographic algorithms
are introduced in terms of the pros and cons of
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implementing quantum cryptography for IoT security [29].
Moreover, a quantum-powered algorithm is proposed to
detect attackers between a IoT transmitter and IoT receiver
by using machine learning techniques [30]. The algorithm
combines artificial neural network and deep learning tech-
niques to detect the presence of an attacker without disrupt-
ing quantum key distribution process. The results show that
the proposed algorithm can effectively detect attackers with
an accuracy of 99%.

To defend eavesdropping attacks, various quantum-
based mechanisms have been proposed for IoT networks.
For example, a novel communication authentication mecha-
nism with QKD technology is proposed for RFID system
against eavesdropping attacks [31]. The proposed mecha-
nism distributes quantum keys to the RFID tags and readers
via weakly coherent photons transmitted through optical
fiber. The proposed mechanism also includes the RFID sys-
tem’s initialization, the transmission, reception, and acquisi-
tion of random quantum keys. The analysis results prove
that the proposed mechanism can mitigate eavesdropping
attacks with solid security. A software-defined IoT and opti-
cal fiber QKD are integrated to realize the selection of quan-
tum keys for IoT devices [32]. The software-defined IoT
network with fiber-based QKD can provide IoT devices with
quantum keys to enhance their battery lifetime, i.e., serve a
significant number of IoT devices with the same level of
security while drastically improving energy savings for the
IoT infrastructure. The experimental results demonstrate
that the proposed scheme saves an 18% energy efficiency
compared with the standard key generation scheme. Besides,
a secure transmission mechanism is proposed to secure the
communication between smart grid users and servers
through QKD technology [33]. The proposed mechanism
achieves a mutual authentication between smart grid users
and servers and provides solid security against eavesdrop-
ping attacks by generating secret quantum keys which con-
sist of qubits. The verification results show that the
proposed mechanism works well in the presence of an eaves-
dropper. Moreover, a QKD-enhanced IoT architecture is
designed and provides a key provisioning mechanism to
ensure the security of data transmission [17, 18]. The key
provisioning mechanism is residual-adaptive and can effi-
ciently utilize the quantum key resources. Simulation results
show that the performance of key distribution success rate is
highly influenced by factors such as the capacity of each
quantum node pair and key generation rate of access nodes,
as well as key requirement of services. In general, these
mechanisms are novel but not applicable for IoT devices,
because they increase the burden and the cost of establishing
quantum channels.

3. Quantum-Based IoT Framework

This section introduces a preliminary quantum-backed IoT
network framework. As shown in Figure 1, quantum appli-
cations have been equipped into the IoT network in terms
of the smart house, the industry 4.0, the high-speed rail,
and other IoT scenarios. Particularly, the IoT network
includes various nodes such as quantum servers, satellites,

phones, routers, and smart watches. It is noting that quan-
tum servers could connect to other nodes via quantum and
classical channels. To the best of our knowledge, the quan-
tum channel is very little in the current network. The quan-
tum applications typically involve four parts: QKD,
quantum secret sharing, quantum communication, and
quantum signature. The detail of each part is introduced in
the following paragraphs.

QKD is a secure mechanism for sharing and exchanging
secret quantum keys that are necessary for cryptographic
protocols. Typically, if an eavesdropper steals cryptography
keys, the eavesdropper will be detected by the communica-
tors with appropriate quantum mechanics. There are various
use-cases for QKD in IoT domain. For example, a novel
RFID communication authentication protocol is proposed
for sensors to mitigate eavesdropping attacks [31]. A provi-
sion mechanism of quantum keys is proposed to save the
battery usage for IoT devices [32]. A smart grid authentica-
tion mechanism is proposed to provide secure data trans-
mission between users and servers by using quantum
keys [33].

Quantum Secret Sharing (QSS) is a procedure for split-
ting a message into several parts so that multiparties could
share the message securely. The quantum keys in QSS are
very useful to create private keys for every party, such that
the message could only be retrieved through the cooperation
of all parties. Typically, in a three-party QSS system, a party
named Alice sends private parts to two other parties named
Bob and Charlie, separately. In this way, Bob and Charlie
can get the complete message only if they bring their private
parts together. There are various use-cases for QSS in IoT
domain. For example, a novel quantum steganography pro-
tocol is proposed in fog and mobile edge computing [34].

Quantum Communication (QC) is a new communica-
tion technology that directly transmits secret information
via quantum channels without setting any cryptography
keys. Typically, QC only requires a single quantum channel
and natively prevents eavesdropping attacks with quantum
mechanics. There are various use-cases for QC in IoT
domain. For example, a quantum secure data transfer mech-
anism is proposed by using pulse shape-encoded optical
qubits [35]. A quantum tunneling RFID tag is designed to
minimize battery waste of IoT devices and improve the
range of backscattering systems [36].

Quantum Signature (QS) is a quantum mechanical
equivalent of a digital signature on a paper document. QS
can provide a secure method of signing messages so that
the signer can neither deny the messages nor forge recipients
or possible attackers of the messages. Typically, classical sig-
nature mechanisms depend on computational complexity
assumptions, and QS is a better alternative mechanism
because it can provide native unconditional security. There
are various use-cases for QS in IoT domain. For example,
an arbitrated quantum signature mechanism with cluster
states [37] and a multiproxy strong blind quantum signature
mechanism [38].

This paper focuses on designing a quantum-based secure
and lightweight transmission mechanism for IoT networks.
To the best of our knowledge, quantum channels are very
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few in the current network, and it is very expensive for IoT
devices (e.g., sensors) to establish quantum channels. There-
fore, how to generate and distribute quantum keys for
resource-constrained devices is introduced in the following
paragraphs. Besides, a secure and lightweight transmission
mechanism is also proposed in this paper so that IoT devices
could transmit sensitive data securely and effectively.

4. QSLT Principle

This section introduces the principle of QSLT mechanism.
First, the quantum random number is theoretically analyzed
to provide a fundamental theory for quantum keys. Second,
how to generate quantum keys with the quantum random
number is introduced in detail. Finally, the secure transmis-
sion algorithm and lightweight transmission policy are
introduced for IoT networks against eavesdropping attacks.

4.1. The Quantum Random Number. This paper introduces
Quantum Random Number Generators (QRNGs) which
are truly random compared with Pseudo Random Number
Generators (PRNGs). The reason of using a truly random
number is that randomness affects the security performance
of cryptography keys. Typically, PRNGs are computer algo-
rithms designed to simulate randomness and are reversible
in the sense that the results of computer algorithms could
be predictable. QRNGs are based on the inherent random-
ness in quantum mechanics (e.g., the radioactive decay of
an atom or the detection of a photon having passed through
a beam splitter) and are strongly irreversible due to quantum
physical attributes. Quantum mechanics are out of the scope
of this paper. The details can be found in [39].

QRNGs are highly relevant to the basis state of a qubit
(quantum bit). Particularly, the classic quantum basis state
can be represented using a 2-dimensional system. For exam-
ple, the basis states can be denoted as j0i and j1i with a
Bloch sphere (which is a 2-dimensional system). By input-
ting these basis states, a logical gate of quantum computers

can classify qubits into logical 0 and 1. To get QRNGs, the
following state is prepared in a quantum computer:

φij =
1ffiffiffi
2

p
����0i + 1ffiffiffi

2
p
����1i: ð1Þ

There is a 50% chance to measure the aforementioned
state as 0, and vice versa. By continually repeating the mea-
surement, we can get as many truly random bits as required.
This paper adopts the truly random numbers for generating
quantum keys to transmit data securely in IoT networks.
The generation details can be found in the following
subsection.

4.2. The Generation of Quantum Keys. By using the QRNGs,
this paper generates quantum keys to encrypt IoT sensitive
data. Particularly, a 128-bit random string is first generated
by the QRNGs and is denoted as S1, S2,⋯SN ,N = 16. Then,
a subkey can be generated by using the following equations:

W1

W2

W3

W4

8>>>>>><
>>>>>>:

9>>>>>>=
>>>>>>;

=

S1 S5 S9 S13

S2 S6 S10 S14

S3 S7 S11 S15

S4 S8 S12 S16

8>>>>>><
>>>>>>:

9>>>>>>=
>>>>>>;
,

skey = Wi ⊕Wi+1,Wi+1 ⊕Wi+2,Wi+2 ⋯⋯⊕Wi+3, G Wi+4 ⊕Wið Þ ∣ i = 1, 2, 3, 4f g,

ð2Þ

whereas fWi ∣ i = 1, 2, 3, 4g is a set of 8-bit random strings,
skey represents the subkey, Gð•Þ denotes a function that
reverses and replaces the 8-bit random strings. Finally, the
quantum key can be generated by combining all the subkeys
which can be denoted as:

key = skeyj ∣ j = 1, 2,⋯, 11
n o

: ð3Þ
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Quantum
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Quantum key
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Figure 1: The quantum-based IoT framework.
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It is noting that the generated quantum keys are predis-
tributed into SIM cards, because quantum communication
channels are not integrated in this paper. A quantum key
distribution mechanism will be proposed in the future when
the quantum communication channels are equipped. Typi-
cally, a SIM card (as shown in Figure 2) includes four parts:
CPU, ROM, RAM, and EEPROM. The CPU part performs
basic logic and control instructions. The ROM part is a type
of nonvolatile memory used in electronic devices. The RAM
part is typically used to store working data and machine
code. Besides, the EEPROM part stores quantum keys that
are used to encrypt sensitive data transmitted between IoT
devices.

4.3. The Secure Transmission Algorithm. By using the afore-
mentioned quantum keys, this paper introduces a secure
algorithm to encrypt IoT sensitive data. Particularly, there
are four steps to transform the plaintext of IoT data into a
ciphertext. Step 1 adds a plaintext and a quantum key. The
length of each plaintext is 128-bit length. If the length is
larger than 128-bit, then the plaintext will be cut into multi-
ple substrings. Step 2 maps the result of step 1 with an s-box
matrix. The s-box matrix can be generated by using the fol-
lowing equations:

x − 1ð Þ y − 1ð Þf g ⟶
GF 28ð Þ

x − 1ð Þ′ y − 1ð Þ′
n o

,

bi ′ = bi ⊕ b i+4ð Þ mod 8 ⊕ b i+5ð Þ mod 8

⊕ b i+6ð Þ mod 8 ⊕ b i+7ð Þ mod 8 ⊕ ci
,

ð4Þ

whereas fx − 1gfy − 1g represents the xth row and yth col-
umn element in the s-box matrix. GFð28Þ is a finite field
and it has 256 elements. Besides, bi and ci denote the ith bit
of a byte element. Step 3 executes a left shift operation with
the result of step 2. Step 4 gets the result of step 3 and mixes
each column of the result in the finite field GFð28Þ. Step 5
repeats step 1-4 for 10 times and gets the ciphertext of IoT
data. Algorithm 1 shows the pseudocode of encrypting IoT
data from a plaintext into a ciphertext.

4.4. The Lightweight Transmission Policy. To ease the over-
head burden for IoT networks, this paper promotes the
quantum-based transmission mechanism in terms of light-
weight performance. Particularly, quantum-based transmis-
sion mechanisms have a centralized controller to select
cryptography keys for IoT nodes and increase the overhead
burden for IoT nodes, because the nodes have frequent
out-band communication exchanges with the controller.
Therefore, the QSLT mechanism introduces an in-band
key-selection method for IoT nodes. As shown in Figure 3,
the in-band method inserts a key-selection field into traffic
packets on the IoT node N1, transmits the packets to the
IoT node N2, and extracts the key-selection field on the
IoT node N2. After IoT nodes N1 and N2 finish the key-
selection process, both the nodes ‘know’ how to encrypt/
decrypt transmission data for IoT networks. The proposed
mechanism is lightweight for IoT nodes and without an
extra out-band control channel.

Figure 4 depicts the workflows of the lightweight trans-
mission mechanism. There are three steps: (1) the IoT node
N1 selects a quantum key from its local SIM card; (2) the
IoT node N1 encrypts a traffic packet and inserts a key-
selection field; and (3) the IoT node N2 receives the packet,
extracts the key-selection field, and decrypts the packet with
the selected quantum key. It is noting that whereof the
packet to insert the key-selection field is different for various
IoT network protocols. For example, the Type of Service
field for IPv4 protocol, the Next Header field for IPv6 proto-
col, and the variable length header field for MQTT protocol.
As shown in Figure 4, the lightweight transmission mecha-
nism is in-band and saves communication exchanges com-
pared with out-band key-selection method. That is, the
proposed mechanism is more lightweight for IoT nodes.

5. Performance Evaluation

This section evaluates the performance of QSLT mechanism
in our data center rooms. We conduct a series of experi-
ments to evaluate the security and transmission perfor-
mances. The security performance is evaluated by using
NIST-800-22 tests [40] and machine learning model tests
[41]. The NIST-800-22 is a statistical test suite for evaluating
the randomness of cryptographic keys. The transmission
performance is evaluated by measuring the transmission
delay and power usage. For comparison, state of the art
mechanisms are also implemented in our experiments as
the baseline mechanisms. To ensure a fair comparison, both
the proposed and baseline mechanisms have the same exper-
imental parameters, e.g., CPU and RAM resources. Besides,
each experiment is repeated many times to eliminate the
effect of uncontrollable environmental factors, e.g., tempera-
ture and humidity variations.

“#1-#15” denotes the NIST-800-22 test name listed in
Table 1. “QSLT-1K” denotes that generating a 1 Kbytes
key using QLST mechanism and so on. “Baseline-1K”:
denotes that generating a 1 Kbytes key using the baseline
mechanism and so on.

5.1. The Security Performance. To evaluate the security per-
formance of QSLT mechanism, this paper experimentally
tests the randomness of cryptography keys. There are two
reasons for evaluating the randomness of cryptography keys:
(1) the security performance is difficult to quantize; and (2)

CPU

EEPROM

Quantum keys

ROM RAM

SIM card

1. VCC

2. RST

3. CLK

4. GND

5. VPP

6. IO

Figure 2: The SIM card block diagram.
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the security performance is very relevant to the key random-
ness [42]. Typically, QSLT and traditional symmetric/asym-
metric cryptography mechanisms have keys generated by
QRNGs and PRNGs, separately. Therefore, this paper takes
PRNGs as a baseline for comparing the security perfor-
mance with the QSLT. Besides, there are two classical
methods to evaluate the randomness of QRNGs and PRNGs:
NIST-800-22 tests [40] and machine learning models [41].

5.1.1. NIST-800-22 Tests. The NIST-800-22 test suites are
standard suites of statistical tests. Particularly, there are 15
independent tests to evaluate the performance of QSLT
and the baseline mechanisms. As shown in Table 1, the
monobit test is the proportion of ones and zeroes for the
entire sequence, its purpose is to determine whether the
number of ones and zeros in a sequence is approximately
50%-50% chance. The frequency test within a block is the
proportion of ones within M-bit blocks, its purpose is to
determine whether the frequency of ones in an M-bit block
is approximately M/2. The runs test is the total number of
runs in the sequence, where a run is an uninterrupted

sequence of identical bits. Besides, each test has a quantized
metric (P value) whose detail is listed in Table 1.

In our experiments, the quantum random number of
QSLT is generated by using the IBM quantum platform
[43], and the pseudo random number of baseline mecha-
nism is generated by using a Mersenne Twister algorithm
[44]. The algorithm can generate uniform pseudorandom
numbers and provides a super astronomical period of
219937 − 1 and 623-dimensional equidistribution up to 32-
bit accuracy, while using a working area of only 624 words.
The Mersenne Twister algorithm is selected as a baseline
in this paper because the algorithm is popular and classical
for generating uniform pseudorandom numbers. It is noting
that any other variant of the algorithm can also be an alter-
native of general baseline. Besides, both the quantum and
pseudo random numbers are evaluated by using the NIST-
800-22 tests listed in Table 1. For comparison, both QSLT
and the baseline mechanisms generate 1K-, 5K-, and 25K-
bits sequences, separately. All the source codes can be found
via GitHub (The codes can be found via: https://github.com/
KB00100100/paper-QSLT). The experimental results are
shown in Table 2, in which the P value is computed by a
series of statistics rules. Typically, a high P value could indi-
cant a better randomness for the QSLT and baseline
mechanisms.

As shown in Table 2, QSLT mechanism has a better per-
formance in terms of 1K-, 5K-, and 25K-bits sequences.
Particularly, regarding 1K-bits sequence, the #2, #3, #4, #6,
#13, and #15 experimental results of QSLT are 0.69, 0.56,
0.48, 0.67, 0.11, and 0.15, separately. Both of the values are
larger than the P values of baseline mechanism, that is,
QSLT is more random than the baseline mechanism.
Regarding the 5K-bits sequence, QSLT has larger P values
than the baseline mechanism. Regarding 25K-bits sequence,
the #2, #4, #5, #11, #14, and #15 experimental results of

Input:PIoT(plaintext data) and QK (quantum keys)
Output:CIoT(ciphertext data)
1 iflengthðPIoTÞ > 128then
2 PIoT:multi stringðfsub1PIoT ,⋯, subNPIoT

gÞ ;
3 else
4 R1 = PIoT mod QK ;
5 end
6 R2 =mapðR1, s − boxÞ ;
7 R3 = left shiftðR2ð: ,NÞ, 1 byteÞ ;
8 CIoT = mix colðR3Þ ;
9 fori⟵ 1to 10 do
10 Repeatðlinesð1, 8ÞÞ ;
11 end

Algorithm 1: Encrypt IoT data with quantum keys.

Out-Band

In-Band

Quantum Key
Controller

IoT Node
N1

IoT Node
N2

I T N d T d

1. Select . Select 1. Select . Select

2. Encrypt and transmit the data

Ciphertext

IoT Node N1 IoT Node N2
1. Transmit the data and the

key selection field

Ciphertext
Plaintext

The key selection field

Figure 3: The lightweight policy against eavesdropping.

Quantum key
controller

IoT Node
N1N1

IoT Node
N2N2

(1) Select the key 
(2) Select the key 

(3) Encrypt 

(4) Transmit 

(5) Decrypt Baseline

(1) Encrypt and insert

(2) Transmit 

(3) Extract and decrypt
QSLT

Figure 4: The workflows of QSLT and baseline mechanisms.
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QSLT are 0.20, 0.50, 0.54, 0.39, 0.08, and 0.05, separately.
Both of the values are larger than P values of baseline mech-
anism. Therefore, we could conclude that QSLT is more ran-
dom than the baseline mechanism, that is, QSLT is more

secure for transmitting IoT data compared with the baseline
mechanism.

To intuitively evaluate whether QSLT mechanism is
more secure, this paper compares the randomness pass ratio

Table 1: The NIST-800-22 tests.

— Test name P value Accept P value

1 Monobit erfc
Sobsffiffiffi
2

p
� �

>0:01

2 Frequency igamc
N
2
,
χ2 obsð Þ

2

� �
>0:01

3 Runs erfc
Vn obsð Þ − 2nπ 1 − πð Þj j

2
ffiffiffiffiffi
2n

p
π 1 − πð Þ

 !
>0:01

4 Longest run igamc
K
2
,
χ2 obsð Þ

2

� �
>0:01

5 Binary matrix rank e−χ
2 obsð Þ/2 >0:01

6 Discrete Fourier transform erfc
dj jffiffiffi
2

p
� �

>0:01

7 Nonoverlapping template matching igamc
N
2
,
χ2 obsð Þ

2

� �
>0:01

8 Overlapping template matching igamc
5
2
,
χ2 obsð Þ

2

� �
>0:01

9 Maurer’s universal statistical erfc
f n − expectedValue Lð Þffiffiffi

2
p

σ

����
����

� �
>0:01

10 Linear complexity igamc
K
2
,
χ2 obsð Þ

2

� �
>0:01

11 Serial
igamc 2m−2,∇ψ2

m

À Á
igamc 2m−3, ∇2ψ2

m

À Á >0:01

12 Approximate entropy igamc 2m−1,
χ2

2

� �
>0:01

13 Cumulative sums 〠
n/4zð Þ− 1/4ð Þð Þ

k= −n/4zð Þ+ 1/4ð Þð Þ
Φ

4k + 1ð Þzffiffiffi
n

p
� �

−Φ
4k − 1ð Þzffiffiffi

n
p

� �� �
>0:01

14 Random excursions igamc
5
2
,
χ2 obsð Þ

2

� �
>0:01

15 Random excursions variant erfc
ξ xð Þ − Jj jffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
2J 4 xj j − 2ð Þp

 !
>0:01

Table 2: The NIST-800-22 test results.

Mechanism
Test name
P value

#1 #2 #3 #4 #5 #6 #7 #8-10 #11 #12 #13 #14 #15

QSLT-1K 0.10 0.69↑ 0.56↑ 0.48↑ — 0.67↑ 0.99 — 0.06 0.08 0.11↑ — 0.15↑
Baseline-1K 0.77↑ 0.23 0.44 0.34 — 0.63 0.99 — 0.46↑ 0.63↑ 0.09 0.36↑ —

QSLT-5K 0.84↑ 0.61↑ 0.73↑ 0.63↑ 0.85↑ 0.65↑ 1.00↑ — 0.26↑ 0.67↑ 0.67↑ 0.01↑ 0.01↑
Baseline-5K 0.73 0.37 0.69 0.34 0.74 0.10 0.99 — 0.19 0.37 0.43 — —

QSLT-25K 0.11 0.20↑ 0.59 0.50↑ 0.54↑ 0.24 0.99 — 0.39↑ 0.38 0.06 0.08↑ 0.05↑
Baseline-25K 0.20↑ 0.04 0.79↑ 0.34 0.45 0.50↑ 0.99 — 0.26 0.50↑ 0.17↑ — 0.01
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within QSLT and the baseline mechanisms. Particularly, the
pass ratio represents the number of passed tests among all
NIST-800-22 tests, it can be achieved by dividing the num-
ber of passed tests by 15. In our experiments, both QSLT
and the baseline mechanisms generate 100 random
sequences whose lengths are 1K-, 5K-, and 25K-bits, sepa-
rately. For each random sequence, this paper performs all
NIST-800-22 tests, computes the pass ratio, and compares
the pass ratio between QSLT and the baseline mechanisms.
It is noting that a larger pass ratio means the tested sequence
is more random, that is, it is more secure to use that
sequence as a cryptography key.

The experimental results are shown in Figure 5. As
shown in Figure 5(a), the pass ratio is fluctuant from 0.68
to 0.72, and the average value of QSLT and the baseline
mechanisms are 0.71 and 0.69, separately. It is obvious that
QSLT has a higher pass ratio than the baseline mechanism,
that is, QSLT mechanism is more secure to generate a cryp-
tography key. As shown in Figure 5(b), the pass ratio is fluc-
tuant from 0.76 to 0.80, and the average values of QSLT and
baseline mechanisms are 0.79 and 0.78, separately. QSLT is
more secure than the baseline mechanism in terms of the
5K-bits sequence. Besides, in terms of the 25K-bit sequence,
we can achieve that QSLT has a higher average pass ratio
(0.78 in Figure 5(c)) compared with the average value of
baseline mechanism (0.77 in Figure 5(c)). Therefore, we
could conclude that QSLT mechanism is more secure to
generate a cryptography key for IoT networks.

5.1.2. Machine Learning Model Tests. This paper also evalu-
ates the security performance of QSLT and the baseline
mechanisms by using machine learning models. Particularly,
the QRNGs and PRNGs, which are used by QSLT and the
baseline mechanisms, affect the performances and behaviors
of various machine learning models (e.g., support vector
machines) that require a random input [41]. Therefore, this
paper selects the classical Support Vector Machines (SVM)
classification model [45] to evaluate the randomness of
QSLT and baseline mechanisms, i.e., the security perfor-
mance of quantum keys and classical cryptography keys.
The SVM is a supervised machine learning algorithm that
learns by example to assign labels to objects, i.e., uses classi-
fication algorithms for two-group classification problems.
For instance, an SVM algorithm can learn to recognize
fraudulent credit card activity by examining hundreds or
thousands of fraudulent and nonfraudulent credit card
activity reports.

The classification algorithm is a supervised machine
learning technique that is used to categorize new observa-
tions. In classification, a program makes use of the dataset
or observations that are provided to learn how to categorize
fresh observations into various classes or groups. For exam-
ples, spam or not spam and cat or dog. Typically, The clas-
sical SVM classification algorithm includes four steps: 1)
reduce data dimensions by applying the principal compo-
nent analysis if necessary, this is because a model trained
with too many dimensions of data is likely to overfit the
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Figure 5: The security results of NIST-800-22 tests.
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training dataset and therefore may not perform well on new
data. 2) Balance the amount of data and use cross-validation.
We separate the data into two groups: one for training and
the other for model validation which can be divided in a
ratio of 70%/30%. 3) Initialize the weights of the SVM model
randomly and train the model using the training dataset. 4)
Evaluate the SVM model using the validation data. If the

accuracy is less than or equal to 50%, that model will not
be useful. If the accuracy reaches 90% or more, that model
could be useful.

In our experiments, QSLT and the baseline mechanisms
are compared in terms of the iris, breast cancer, and wine
datasets [46]. Particularly, the iris dataset has four features
(i.e., sepal length, sepal width, petal length, and petal width)
and 150 samples total. The breast cancer dataset has 32 fea-
tures, 569 rows, and a classification for each row of either a
malignant cancer tumor or a benign cancer tumor. The wine
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dataset has 13 features, 178 rows, and a classification of one
of three types of wine. It is noting that each dataset is split
into the train (70%) and test sets (30%) for the cross-
validation. Besides, two different SVMs, i.e., the classical
SVM and quantum-based SVM, are implemented by using
the Python sklearn [47] and qiskit libraries [48], separately.
The sklearn is a module integrating a wide range of state
of the art machine learning algorithms for medium-scale
supervised and unsupervised problems. The qiskit is an
open-source software simulator for quantum computing
provided by IBM. Moreover, each experiment is repeated
100 times to eliminate the effect of uncontrollable environ-
mental factors, e.g., temperature and humidity variations.
All the source codes can be found via GitHub (The codes
can be found via: https://github.com/KB00100100/paper-
QSLT). All the experiments are run on a computer that
has 6-core 3.59GHz CPU and 24GB RAM resources.

Figure 6 depicts the experimental results. Particularly,
the dots marked with ‘V’ and ‘∗’ are raw data of classification
accuracies, and the (dash) lines are average accuracy values
of different machine learning algorithms. Regarding the iris
dataset, the accuracies of all mechanisms are varied from
0.75 to 1. The average accuracy of QSLT is 94.35%, which
is larger than the average accuracy of baseline mechanism
(94.12% in Figure 6(a)). Regarding the breast cancer dataset,

the accuracies of all mechanisms are varied from 0.78 to 1.
QSLT also performs better than the baseline mechanism,
because the average values of QSLT and baseline mecha-
nisms are 93.88% and 93.14%, separately. Regarding the
wine dataset, the accuracies of all mechanisms are varied
from 0.75 to 1. QSLT has an average 97.48% accuracy and
performs better than the baseline mechanism (97.26% in
Figure 6 (c)). Therefore, we could conclude that QSLT has
a better randomness. That is, QSLT is more secure than
the baseline mechanism.

5.2. The Transmission Performance. To compare the effec-
tiveness of QSLT with QKD-based mechanisms, this paper
also evaluates the transmission delay and power usage.
Figure 7 depicts the experimental topology. Particularly,
there are 10 IoT nodes deployed in our DC rooms, and an
IoT gateway deployed in the central cloud. Each node has
a 4G module to communicate with the gateway. Besides,
the QSLT mechanism is implemented and installed on both
IoT gateway and nodes. For comparison, the classical QKD-
based mechanism is also simulated as a baseline mechanism
[17]. In our experiments, each node collects and uploads
temperature data to the gateway every 10 minutes and con-
tinues the process for one week. Both QSLT and baseline
mechanisms are used to upload the data, and the power
usage and transmission delay of all mechanisms are evalu-
ated during the experiments. It is noting that only experi-
mental programs can be run on IoT nodes to make a fair
comparison between QSLT and baseline mechanisms.
Besides, each experiment is repeated 1,000 times to eliminate
the effect of uncontrollable environmental factors, e.g., tem-
perature and humidity variations.

Figures 8–10 show the experimental results. In particu-
lar, QSLT and the baseline mechansims cost around
4.35mW and 10.55mW power, separately. It is obvious that
QSLT decreases the power usage by approximately 58.77%
compared with the baseline mechanism. That is, QSLT is
more lightweight and has less power usage than the baseline
mechanism. Regarding the transmission delay, as shown in
Figure 9, the experimental values of QSLT and the baseline
mechanisms are around 18.98ms and 68.65ms, separately.
Besides, this paper also demonstrates the temperature data
collected by IoT nodes, and the results are shown in
Figure 10. The temperature is fluctuant whose value is from
10°C to 40°C. The average temperature of N1 and N2 nodes
are about 30.77°C and 25.19°C, separately.

6. Limitations

This section discusses the limitations of QSLT mechanism in
terms of the security, storage, and efficiency performances.

(1) The Security Limitation. QSLT has an in-band key-
selection field to negotiate session keys between dif-
ferent IoT devices. The key-selection field is impor-
tant because it indicates which quantum key is used
for traffic sessions. However, in this paper, the field is
in the form of plaintext and might be a vulnerability
for eavesdroppers to launch attacks. Although
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eavesdroppers do not know the quantum keys stored
locally on IoT devices via SIM cards, they might suc-
cessfully guess what the quantum key is by using the
key-selection field. In the future works, we will con-
sider to encrypt the key-selection field using symme-
try/asymmetry cryptographic algorithms

(2) The Storage Limitation. To avoid establishing expen-
sive quantum channels among IoT devices, QSLT
stores quantum keys locally on IoT devices via SIM
cards. The SIM cards have small and fixed memory
storage space which leads to a limited number of
quantum keys. In terms of our engineering practice,
a typical SIM card can store 100,000 quantum keys.
In other words, these limited quantum keys can sup-
port secure communications for only 100,000 traffic
sessions. Any other traffic sessions can only use
second-handed and outdated quantum keys. Recy-
cling the quantum keys introduces security vulner-
abilities, which might be cracked by eavesdroppers

(3) The Efficiency Limitation. Although QSLT mecha-
nism does not need to establish quantum channels
compared with traditional QKD-based solutions, it
costs a variable-length field in each packet header
to indicate which quantum key is used to encrypt/
decrypt the packet payload. In other words, QSLT
inserts a key-selection field into the headers of traffic
packets and costs variable bits of the headers whose
lengths depend on the pool size of quantum keys.
For example, a typical SIM card can store 100,000
quantum keys based on our engineering experience,
i.e., QSLT costs a 14-bit key-selection field to negoti-
ate quantum keys among IoT devices

7. Conclusion

This paper has proposed a novel lightweight transmission
mechanism (named QSLT) against eavesdropping attacks
for secured data exchanges in IoT networks. QSLT has three
steps to ensure secure IoT data transmission: (1) chooses one
quantum key to encrypt IoT data; (2) inserts a key-selection
field at the end of the encrypted data to ‘tell’ other devices
the key’s sequence number; and (3) extracts the key-
selection field after receiving the data and decrypts the data
with the selected quantum key stored locally on IoT devices.
We have implemented the QSLT mechanism and compared
its performance with state of the art mechanisms. Experi-
mental results show that the QSLT’s quantum keys have a
better security performance for IoT devices against eaves-
dropping attacks. Besides, QSLT can also transmit IoT data
with a lower delay and decreases the power usage by around
58.77% compared with QKD-based mechanisms.

In the future work, we will further integrate the QSLT
mechanism with more other IoT narrow-band protocols
(e.g., Zigbee). Besides, we will intend to establish quantum
communication channels for IoT devices and design a quan-
tum key distribution mechanism against eavesdropping
attacks. Moreover, we will also evaluate the effectiveness

for QSLT mechanism using high performance hardware
devices.
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