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The development of computer network technology not only brings convenience to people’s life but also has many information and
data security problems and threats. The performance and problems of traditional intrusion detection system make it insufficient to
resist intrusion attacks effectively and with high quality. Therefore, this paper proposes an intrusion detection system based on the
combination of genetic attribute reduction algorithm based on rough set and neural network. Based on the traditional BP neural
network, this paper combines the genetic attribute reduction algorithm based on rough set to optimize the structure and
performance of the system. The experimental results show that the genetic attribute reduction algorithm based on rough set
has faster convergence speed and can effectively shorten the running time of the system and improve the efficiency of the
algorithm. At the same time, the intrusion detection system based on the combination of genetic attribute reduction algorithm
based on rough set and neural network has significantly improved the detection rate of five intrusion attacks compared with
the traditional algorithm and achieved the purpose of optimizing the real time and effectiveness of intrusion detection.

1. Introduction

The development of computer network technology and
mobile intelligent terminal equipment and their wide appli-
cation in various fields not only promote social progress and
development but also change the way people work, live,
study, and entertainment. The scale of network users is con-
stantly expanding, and the connection between human and
computer network has reached an unprecedented level. At
present, with the support of computer network technology,
people can make online shopping, order meals, buy train
and air tickets, book hotels, etc., in life, which greatly saves
people’s time cost and provides great convenience [1]. At
the same time, the development and application of computer
network technology has also become an important prerequi-
site for the construction and development of modern soci-
ety. It is one of the symbols to measure the strength of a
country in all aspects. In addition to the various conve-
niences brought to people by the development of computer

network technology, there are also various network security
problems, such as the leakage of user information, the tam-
pering of relevant information or the publication of personal
private information, the disturbance of personal information
in the database, and the destruction of user computer hard-
ware, resulting in the paralysis of user network. These exist-
ing security problems seriously affect the confidentiality,
controllability, availability, and auditability of network data
and information, which is also a network problem that net-
work users are increasingly concerned about [2]. Therefore,
the research on various efficient security technologies and
products to ensure the security of the Internet and computer
system has become the focus of computer network security
research. Common technologies in the field of network secu-
rity include VPN technology, antivirus software technology,
data secret key technology, firewall, and identity authentica-
tion technology. These network security technologies have
played an important role in network security and personal
privacy protection, but they are not perfect in themselves,

Hindawi
Wireless Communications and Mobile Computing
Volume 2022, Article ID 5031236, 10 pages
https://doi.org/10.1155/2022/5031236

https://orcid.org/0000-0002-6142-8743
https://orcid.org/0000-0003-4836-5407
https://orcid.org/0000-0002-9989-1477
https://orcid.org/0000-0002-0056-4522
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://doi.org/10.1155/2022/5031236


and there are many defects that cannot be ignored. For
example, firewall technology cannot take effective measures
against internal attacks. At the same time, with the update
of attack methods, its resistance to new attack forms is rela-
tively weak, and even some new attack methods can easily
bypass the firewall [3]. VPN technology can statically protect
the data in the transmission process, but it cannot actively
detect and track the intrusion. Although the traditional
intrusion detection system makes up for the problems of
other network security technologies to a certain extent, its
lack of effectiveness, adaptability, and scalability makes it
unable to meet the continuous development of computer
network technology and people’s demand for security
network.

Aiming at the problems of traditional intrusion detec-
tion system, many researchers propose to optimize its sys-
tem and performance through rough set, particle swarm
optimization, and other algorithms. Some researches have
introduced rough set theory into intrusion detection tech-
nology to predict the prediction rule set in system sequence,
but it can only be carried out in a small scale [4]. In addition,
genetic algorithm and particle swarm optimization algo-
rithm are introduced to optimize the rough set algorithm
based on the rough set theory, but if its parameters are not
set properly, it is easy to make the algorithm enter the local
optimization, resulting in the stagnation of the algorithm
[5]. With the development and application of machine
learning technology, artificial intelligence, support vector
machine, neural network, and other algorithms are intro-
duced into intrusion detection technology to improve the
performance of intrusion detection system and its degree
of automation and systematization [6]. Some literatures have
introduced support vector machine into intrusion detection
and found a better solution to the problems such as the
reduction of detection and classification accuracy in the case
of small samples [7]. On the basis of this research result,
other literatures compare the accuracy and effectiveness of
real-time intrusion detection combined with neural network
and further study the research on the sorting and selection of
intrusion detection attribute features. The experimental
results not only maintain the accuracy of intrusion detection
but also reduce the time of intrusion detection [8]. In addi-
tion, the literature combines fuzzy clustering algorithm and
immune theory to improve the recognition efficiency of
intrusion detector [6].

This paper proposes an intrusion detection system based
on genetic attribute reduction algorithm of rough set and
neural network. The research and innovative contributions
include the following: (1) introduce the genetic attribute
reduction algorithm of rough set into neural network.
Through the combination of various algorithms, the advan-
tages complement each other, so as to improve the effect of
intrusion detection. (2) The intrusion detection system has
fast convergence speed, which can effectively shorten the
time span of the system run time and improve the efficiency
of the algorithm. (3) Compared with the traditional algo-
rithm, it significantly improves the detection rate of five
intrusion attacks and achieves the purpose of optimizing
the real time and effectiveness of intrusion detection.

2. Principle and Classification of Intrusion
Detection System

Intrusion detection is to detect the strategies and behaviors
that can threaten the system security in the network. It is a
dynamic security detection technology with detection, record-
ing, alarm, and response. Intrusion detection mainly detects
unauthorized activities from inside or outside by analyzing
the computer system information and network behavior
obtained from the security log audit data and identifies the
threat of intrusion, so as to send corresponding alarms and
take active protective measures before the network system is
not endangered [9]. Intrusion detection is a real-time and
active attack technology, which can strengthen the security
of data information and ensure the integrity of the structure
without affecting the network performance [10]. Therefore,
the main tasks of intrusion detection are two aspects. One is
to monitor and analyze the user’s behavior activities, count,
and analyze the characteristics of abnormal activities. The
other is to carry out alert identification of various intrusion
activities, timely convey the alarm information to relevant sys-
tems, complete audit tracking andmanagement archiving, and
facilitate subsequent analysis [11].

Intrusion detection has different classification results
according to different classification standards, mainly from
three standards: intrusion detection object, intrusion detec-
tion method, and real-time performance of intrusion detec-
tion system. According to the different objects of intrusion
detection, it can be divided into network-based intrusion
detection, host-based intrusion detection, and hybrid intru-
sion detection. Network-based intrusion detection is to
obtain the required relevant data information by monitoring
data packets at a key point and analyze the existing attacks in
the current network with the help of statistical analysis, fea-
ture matching, and other methods. Host-based intrusion
detection is based on log files and audit records in the host
as abnormal data sources, combined with other information
in the host to detect network attacks [12]. Hybrid intrusion
detection system reduces the error rate of intrusion detec-
tion system by checking the host log file and network infor-
mation in parallel.

According to the intrusion detection methods, it can be
divided into anomaly detection and misuse detection. In
anomaly detection, it is necessary to build an intrusion
detection model that can be updated and normally active
and compare the current activity behavior of network users
with the model. If the difference between the user’s current
activity and normal activity does not exceed the preset
threshold, it indicates that it is not a network attack; other-
wise, it is a network attack [13]. Anomaly detection can
detect new and unknown network attacks, but its intrusion
detection accuracy is low. Misuse detection is to extract the
possible attack characteristics of different attack behaviors
based on the analysis results of different types of attack
methods and then analyze and match the current network
data with the extracted feature set. If the conditions of fea-
ture matching are met, it is an attack behavior; otherwise,
it is not. Misuse detection has high detection accuracy for
known attacks, but it cannot find unknown attacks.
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According to the real-time performance of intrusion
detection system, it can be divided into timing system and
implementation system. The timing system processes the
stored network data regularly and implements intrusion
detection and alarm through post analysis method. It can
reduce the resources occupied by intrusion detection system
in CPU resources, but due to the lack of real-time perfor-
mance of timing system, it does not have enough necessary
preventive measures [14]. The real-time system can deal
with abnormal activities and events in real time, which is
also the way used by most intrusion detection systems. The
speed of computer hardware is the guarantee for the imple-
mentation of intrusion detection system to deal with attacks
in real time. The rapid development of computer hardware
conditions has a great impact on the calculation speed and
accuracy. The faster the real-time attack response of intru-
sion detection system, the faster the speed of computer hard-
ware. If the hardware platform cannot keep up with the
computing speed, there will be many loopholes in intrusion
detection. In the actual operation, intrusion detection com-
bines real-time processing and timing processing; that is,
first analyze the relevant data with the real-time system
and monitor the suspicious network attacks with intrusion
signs, and then process and analyze the relevant data in
detail through timing processing.

As shown in Figure 1, it is a hacker intrusion flow chart
and a typical intrusion detection deployment diagram.

3. Construction of Intrusion Detection System
Model Based on Rough Set Genetic Attribute
Reduction Algorithm and Neural Network

3.1. Intrusion Detection System Model Based on Rough Set
Genetic Attribute Reduction Algorithm and Neural
Network. The importance of different knowledge attributes
in rough set knowledge base is different, and the existing
knowledge redundancy will affect the correctness and sim-
plicity of decision-making. Attribute reduction is to delete
irrelevant or unimportant attributes on the basis of ensuring
that the classification and decision-making ability of knowl-
edge base are not affected. Because the search for the mini-
mum reduction of rough set has been proved to be a NP
problem, the search direction or structure of genetic algo-
rithm is diverse, taking multiple individuals as the possible
solution, and its sampling range is in the global range of
the search space, which improves the possibility of converg-
ing to the global optimal solution. The definition knowledge
expression system is composed of four tuples, expressed as
S = ðU , R, V , f Þ, in which U is the universe containing mul-
tiple data objects, V = ∪

r∈R
Vr , the value domain of attribute r

is expressed as Vr , f is the information function of U × R
⟶V , R is all sets of attributes, and R = C ∪D, C ∩D =∅,
in which the conditional attribute set and decision attribute
set are C and D, respectively. There is a subset B and B ⊆ R
in the attribute set R. Let the indiscernibility relationship
be expressed as INDðBÞ, as shown in

IND Bð Þ = x, yð Þ x, yð Þ ∈U2, ∀b ∈ B b xð Þ = b yð Þð Þ��� �
: ð1Þ

S is the decision table, and the lower approximation and
upper approximation of each subset X ⊆U in the equiva-
lence relationship R level are shown in

R− Xð Þ = xi ∈U xi½ �R ⊆ X
��� �

, ð2Þ

R− Xð Þ = xi ∈Uf xi½ �R ∩ X ≠∅
�� �

: ð3Þ
In practice, when R is equivalent, its upper approxima-

tion and lower approximation will become as shown in

R− Xð Þ = ∪ Y ∈U/Rf Y ⊆ Xj g, ð4Þ

R− Xð Þ = ∪ Y ∈U/Rf g Y ∩ X ≠∅j g: ð5Þ
P and Q are defined as two equivalent relation clusters

on the universe U , and the P positive domain of Q is
expressed as POSPðQÞ and POSPðQÞ = U

r∈U/Q
PðXÞ. If the Q

independent subset G ⊆ P of P is POSGðQÞ = POSPðQÞ, then
the Q of P is reduced to G.

The principle of genetic attribute reduction algorithm
based on rough set is to encode the individuals in the algo-
rithm through binary, and each individual corresponds to
a conditional attribute in the decision table. Secondly, two
principles are followed for attribute reduction. One is the
condition reflecting the reduction degree. The less the attri-
bute reduction, the better. The other is that the more the
number of attribute classification ability distinguishes in
the dye body, the better. Therefore, adding the attribute
importance factor to the appropriate function can improve
the classification ability on the basis of ensuring attribute
reduction, as shown in

F Xð Þ = 1 − 1
2

n − Card Xð Þ
n

+ x1p1 + x2p2+⋯+xnpnð Þ
Card Xð Þ

� �
:

ð6Þ

In the formula, the number of current condition attri-
butes is n, the number of 1 in the current individual is
CardðXÞ, the value of the n bit of the current individual is
xn (0 or 1), and the ratio of the value equal to 1 after the n
attribute coding is pn, and pn is as shown

pn = In/l: ð7Þ

The number of individuals in the current population is l,
and In is the number equal to 1 in the n attribute.

Third, genetic selection is carried out by roulette. The
population with the scale of l is expressed as G = fx1,
x2,⋯, xlg, xk ∈G, and the individual fitness is expressed
as FðxkÞ. The probability of individual selection is shown in

gk = 1 − F xkð Þ/〠
l

k=1
F xið Þ, ð8Þ

where k = 1, 2,⋯, l; there is an inverse relationship between
the value of fitness function and individual adaptability;
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that is, the smaller the value, the better the adaptability.
Formula (8) ensures that the individual with better fitness
will have a greater probability of being selected.

Fourth, carry out crossover and mutation operations.
The individuals in the middle group are randomly selected
and paired for crossover operation. According to the cross-
over probability, that is, pc, some genes of the two parents
are exchanged at the exchange point, so as to produce two
new individuals. Then, calculate the fitness of the new indi-
vidual and compare it with the corresponding parent fitness.
If its fitness is greater than the parent fitness, a new individ-
ual will replace the parent individual. The mutation opera-
tion first uses the integer randomly generated between [1,
n] to specify the mutation location and then reverses the
gene at the specified location according to the mutation
probability, that is, pm, so as to obtain a new individual.
Since the crossover probability pc will become smaller and
smaller in the whole evolution process of the population,
and the mutation probability pm will gradually increase
slightly with the decrease of population diversity in the algo-
rithm, the crossover and mutation probabilities are shown in

pc =
f ′ − f avg

1 + eαGð Þefmax−f ′
+ β, f ′ ≥ f avg,

k1, f ′ < f avg,

8>><
>>:

ð9Þ

pm =
f − f avg
1 + e−αG

+ β, f ≥ f avg,

k2, f < f avg:

8><
>:

ð10Þ

In the formula, β, α, k1, and k2 are the constant coeffi-
cients, and k1 ∈ ð0:5, 1Þ, and k2 ∈ ð0, 0:5Þ; the evolutionary
algebra is expressed as G, the average individual fitness value
of the current population is expressed as f avg, the individual
with higher fitness in the two crossover individuals is
expressed as f ′, the maximum fitness value in the current
population is expressed as fmax, and the fitness value of var-
iant individuals is expressed as f .

Fifth is the termination condition; that is, the evolution
will stop automatically after the T generation, or the fitness

(a) Hacker intrusion flow chart

Firewall Router
Internet

Intrusion
detection

system
Network

data
Data

analysis
Administrators

�e server

(b) Intrusion detection system deployment diagram

Figure 1: Hacker intrusion flow chart and typical intrusion detection deployment chart.
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of the optimal individual has been maintained N times with-
out improvement.

The traditional BP neural network algorithm back prop-
agates through gradient descent and modifies the weight and
threshold. Its excitation function may exist in the flat satura-
tion interval of the surface. Due to the small gradient of the
saturation interval, the number of iterations of the neural
network increases, which affects the operation efficiency of
the algorithm. At the same time, the surface of the error
function is complex, and there are often many minimum
points, which is easy to cause the gradient descent algorithm
to fall into local minimum points and reduce the conver-
gence accuracy of the algorithm. The combination of genetic
attribute reduction algorithm based on rough set and neural
network can avoid these problems. Figure 2 shows the global
search diagram of the algorithm combining genetic attribute
reduction algorithm based on rough set and neural network.

It can be seen from the figure that the combination of
genetic attribute reduction algorithm based on rough set
and neural network searches from point a, point B is the
local minimum point, and the algorithm gradually converges
to this point, but the algorithm does not meet the stop con-
dition at this time. Therefore, the algorithm increases the
step size to make the search jump directly from point B to
point C and finally converge to the global minimum point
D. Let the average error of consecutive m samples be �E
and �E = ðEn+1 + En+2+⋯+En+mÞ/m; s represent the number
greater than En+1 in En+2 + En+3,⋯, En+m. The rules for
determining local minimum points are shown in

�E − En+m+1
�� �� < φ, ð11Þ

s ≥ m − 1ð Þ/2orEn+1 < En+m+1: ð12Þ
If and only if the above two conditions are met at the

same time, it is considered that the algorithm has fallen into
the local minimum. At this time, En+m+1 is the minimum

point; increase the step size and jump out of the local
minimum.

The combination of genetic attribute reduction algo-
rithm based on rough set and neural network improves the
structure and gradient descent method in traditional BP
neural network. The weight and threshold of the network
are optimized by genetic attribute reduction algorithm based
on rough set, and then, the training samples are input into
the optimized neural network. It carries out the secondary
optimization of weight and threshold with the help of gradi-
ent descent method. This can not only give play to the
advantages of good global search ability and fast conver-
gence speed of genetic attribute reduction algorithm based
on rough set but also overcome the problems of slow conver-
gence speed and easy entry into local minimum through the
strong generalization ability of neural network. As shown in
Figure 3, it is the algorithm flow chart of the combination of
genetic attribute reduction algorithm based on rough set and
neural network.

3.2. Evaluation Criteria of Intrusion Detection System. There
is no unified evaluation standard for intrusion detection sys-
tem. According to the existing relevant literature, the evalu-
ation standards of intrusion detection system in this paper
are mainly four, namely, accuracy, completeness, fault toler-
ance, and processing performance. Accuracy is the ability of
intrusion detection system to correctly distinguish attack
behavior in various behaviors. It includes three indicators:
alarm accuracy, false alarm rate, and detection reliability.
The calculation of alarm accuracy is shown in

pA = Nr

Nt
: ð13Þ

The alarm accuracy is expressed as pA, the number of
correctly alarmed intrusions is expressed as Nr , and the total
number of intrusions is expressed as Nt .

A

B

C

E

D

F

Increase step size

Er
ro

r

Sample

Figure 2: Global search diagram of genetic attribute reduction algorithm based on rough set and neural network.
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The false alarm rate is calculated as shown in

pF =
Nf +Nm

Nt
: ð14Þ

The false alarm rate is pF , the number of false alarms is
Nf , and the number of missed alarms is Nm.

Completeness is the ability of intrusion detection system
to detect all attacks, which includes the completeness of
attack means and methods. The calculation is shown in

pC =
Nd

Na
: ð15Þ

The completeness is expressed as pC , the total number of
detected attacks is expressed as Nd , and the total number of
possible attack methods is expressed as Na.

Because intrusion detection system has its own security
vulnerabilities, it needs to have fault tolerance. In addition,
intrusion detection itself should be able to resist attacks from
the outside, especially denial of service attacks. It can delib-
erately make the computer or network in an abnormal oper-
ation state and cannot continue to provide corresponding
services for legitimate users, or the quality of service pro-
vided is reduced. Processing performance is the efficiency
of audit data processing by intrusion detection system. If
the processing performance of intrusion detection system
is low, it cannot carry out real-time intrusion detection.

Reduced data

Data normalization

Generate initial
population

Selection, crossover,
variation

Decoding generates
weights and thresholds

Input neural network
calculation error

Reach the maximum
 evolutionary algebra
or the weight meets 
the rough accuracy

requirements

Output network
weights and
thresholds

�e overall sample error meets
the accuracy requirements

Is it a local
minimum

point

Reach the maximum
number of 

cycles or converge to the
previous extreme point

Meet the accuracy
requirements Select next

sample

Adjust weights
and thresholds

Increase step size

Select a sample
randomly in the

training set

Input samples into
neural network

Calculate the output
of each node

Calculate sample
error

Figure 3: Flow chart of genetic attribute reduction algorithm based on rough set and neural network.
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4. Simulation Experiment of Intrusion
Detection System Based on Rough Set
Genetic Attribute Reduction Algorithm and
Neural Network

Genetic algorithm is a general algorithm to solve search
problems, which can be used for all kinds of general prob-
lems. Advantages of genetic algorithm are as follows: inde-
pendence of the problem domain and fast and random
search ability. Search starts from the group, has potential
parallelism, and can compare multiple individuals at the
same time. In order to illustrate the effectiveness and feasi-
bility of the genetic attribute reduction algorithm based on
rough set, this paper selects the simple genetic algorithm as
a reference. As shown in Figure 4, the operation results of
the genetic attribute reduction algorithm based on rough
set and the simple genetic algorithm are compared.

From the running results of the algorithm in the figure, it
can be seen that the running time of the genetic attribute
reduction algorithm based on rough set is significantly
reduced than that of the simple genetic algorithm, and the
reduction efficiency is also significantly improved. The
genetic attribute reduction algorithm based on rough set
starts to converge after 200 generations, while the simple
genetic algorithm starts to converge after 900 generations.
In the genetic attribute reduction algorithm based on rough
set, the optimal individual appears in 242 generations, and in
the simple genetic algorithm, the optimal individual appears
in 894 generations. It can be seen that the genetic attribute
reduction algorithm based on rough set not only has a great
improvement in the operation effect, but also its reduction
result is better than the simple genetic algorithm.

In this paper, five intrusion attacks are selected to simulate
the combination of genetic attribute reduction algorithm
based on rough set and neural network, and the simulation
results are compared with those of traditional algorithms. In
order to accelerate the convergence speed of the neural net-
work, the relevant data are normalized and then input into
the neural network for training. As shown in Figure 5, the con-
vergence comparison of the traditional algorithm and the
genetic attribute reduction algorithm based on rough set and
the neural network algorithm is shown. It can be seen from
the figure that the combination of genetic attribute reduction
algorithm based on rough set and neural network has faster
convergence speed and shorter running time.

As shown in Figure 6, the comparison results of false
detection rates of five intrusion attacks by the combination
of genetic attribute reduction algorithm based on rough set
and neural network and traditional algorithm are shown. It
can be seen from the figure that the false detection rate of
the genetic attribute reduction algorithm based on rough
set combined with neural network is significantly lower than
that of the traditional algorithm, which shows that the
improvement of the intrusion detection performance of the
algorithm is effective.

As shown in Figures 7 and 8, the detection rates of five
intrusion attacks by the traditional algorithm and the genetic
attribute reduction algorithm based on rough set and the

neural network are shown, respectively. It can be seen from
the demerit in the figure that the combination of genetic
attribute reduction algorithm based on rough set and neural
network algorithm can significantly improve the detection
rate of DOS type, probe type, and u2r and r2l type attack
behavior.

To sum up, the genetic attribute reduction algorithm
based on rough set in the intrusion detection system based
on the combination of genetic attribute reduction algorithm
based on rough set and neural network can effectively
improve the operation efficiency of the system, reduce the
operation time, reduce the false detection rate of attack
behavior, and significantly improve the detection efficiency.
Thus, the intrusion detection system has an effective and
obvious optimization effect in terms of real time and
effectiveness.

5. Conclusion

The development of computer network technology and
information network technology provides convenience for
people in all aspects and fields of life and greatly improves
people’s dependence and tightness on intelligent mobile
devices and networks. At the same time, network security
has become an important issue in the research of computer
network technology. Although the traditional intrusion
detection technology has laid the foundation for network
security, in the face of constantly updated attack behaviors
and methods, the resistance of the traditional intrusion
detection technology is becoming weaker and weaker.
Therefore, this paper proposes an intrusion detection system
based on the combination of genetic attribute reduction
algorithm based on rough set and neural network. Based
on the traditional BP neural network, the genetic attribute
reduction algorithm based on rough set is introduced to
optimize the structure and performance of the system. The
experimental results show that the genetic attribute reduc-
tion algorithm based on rough set can improve the operation

R2L
U2R

Probe
Dos

Normal

98.19%
99.06%
95.34%
72.51%
78.27%

Figure 8: The detection rate of five intrusion attacks by the
combination of genetic attribute reduction algorithm based on
rough set and neural network.
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efficiency of intrusion detection system and shorten the
operation time. At the same time, the intrusion detection
system based on the combination of genetic attribute reduc-
tion algorithm based on rough set and neural network sig-
nificantly reduces the false detection rate of five attack
behaviors and effectively realizes the optimization purpose
of real time and effectiveness of the system intrusion
detection.

Data Availability

The experimental data used to support the findings of this
study are available from the corresponding author upon
request.
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