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Network data is distributed data on electricity, with the explosive growth of network data, and it has become an inevitable trend of
network development to synergized and shared crossdomain scattered data and enhances the value transmission of network data.
Federated learning, as a technology that combines data value delivery and data privacy security, is widely concerned in the process
of data sharing. However, currently federated learning is used within a single business system. In the process of crossdomain data
sharing, how to ensure the data trust, model trust, and result trust of federated learning is still an urgent problem to be solved. To
this end, we designed to use blockchain structure to record each behavior of data sharing. Based on its tamper-proof and
traceability, combined with cryptography technology, we constructed an endogenous trusted architecture for crossdomain data
sharing. In addition, a reverse auction node incentive mechanism based on high credit preference is designed to solve the
common problems in data sharing, such as low enthusiasm of users in sharing, unstable data quality of contributions, and
unreasonable distribution of data sharing benefits. Through theoretical analysis and experimental verification, it can be seen
that the incentive mechanism designed in this paper can meet the authenticity, user rationality, and budget feasibility. On this
basis, it can motivate users to participate in data sharing, improve the average quality of data shared by users, and ensure
security and trustworthiness and resist malicious attacks to a certain extent.

1. Introduction

International Data Corporation (IDC) issued a white paper
entitled Data Age 2025 and predicted that the global data
volume would grow dramatically in the future, from 45ZB
in 2019 to 175ZB in 2025 [1]. The explosive growth of net-
work data promotes the development and prosperity of data
industry. Take electric power data as an example. In the pro-
cess of production, transportation, distribution, and electric-
ity consumption, power grid companies and consumers will
generate power data of various types and huge volume with
high authenticity and value. And the power data informa-
tion will gradually develop with the development of power
Internet of Things and the intelligence of power system.
However, in the current development process, there are
many isolated islands of data, resulting in limited scope of
data use and difficulty in realizing repeated utilization, and

data value is not fully utilized [2–4]. Although the data shar-
ing mechanism with centralized structure is simple in design
and easy to implement, it still has many problems, such as
prone to single point of failure, difficulty in ensuring data
privacy, inability to verify data authenticity, difficulty in
equitable income distribution and ensuring data quality,
and low enthusiasm of users for sharing [5–7].

In order to solve the above problems and explore a more
secure and efficient data sharing mechanism, many relevant
studies have been published recently. In [8], the author pro-
posed a distributed machine learning technology—federated
learning technology. By using federated learning technology,
the global data model can be learned without uploading the
original data, which not only protects the user’s data privacy
but also greatly reduces the communication cost. It has
become an inevitable trend to solve the problem of data pri-
vacy protection in the process of data sharing through
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federated learning technology [9–11]. But at present, feder-
ated learning is used in single business system, and there is
no mechanism to guarantee data reliability, model reliability,
and result reliability in the crossdomain untrusted data shar-
ing environment. Blockchain has attracted wide attention
due to its decentralized, traceable, and tamper-proof charac-
teristics, and many scholars are working on using blockchain
to solve the trusted problem of federated learning data shar-
ing across domains [12–14].

In [15], the author proposed BlockFL, a federated learn-
ing structure combined with blockchain, which uses block-
chain network to replace the central server to realize the
exchange and update of the device’s local model. In [16],
the author proposed the use of federated learning technology
combined with differential privacy to further strengthen the
protection of data privacy and designed a consensus mecha-
nism based on the quality of data model training, which
combined the consensus mechanism with federated learning
process to save computing resources and improve work effi-
ciency. At the same time, the theory of zero trust has been
gradually enriched and formed a standardized framework,
and the concept of endogenous security has also been grad-
ually developed. The endogenous security based on mimicry
[17], endogenous security based on organic immunity [18],
endogenous security architecture based on NEW IP, and
other ideas and concepts have been formed [19]. These
advanced security ideas and architectures are also affecting
the development direction of mobile communication net-
work security. Paper [20] analyzes the application of endog-
enous security theory in mobile communication network
and gives the application method and practical scheme.

The above research has laid a good foundation for solv-
ing the privacy security problem in data sharing and design-
ing a reliable data sharing environment. However, although
the protection of privacy security has been further improved,
the enthusiasm of data provider nodes to participate in data
sharing and provide high-quality data is still not high. This is
because they often consume certain resources in the process
of participating in data sharing, which makes most nodes
unwilling to provide free data sharing services [21, 22].

In the incentive mechanism of the study, the author of
the paper [23] for networked data sharing scenario designed
a data quality driven the auction model of incentive mecha-
nism. Through the expectation maximization algorithm to
evaluate data quality and actual task condition, guarantee
the quality and credibility of data on the chain. However,
the credibility of the algorithm depends on the data provider
to truthfully upload and share the cost, and the system is
vulnerable to attacks by malicious nodes. In [24], the author
designed an incentive mechanism based on data quality for
the mobile crowd perception scene. And it encourages the
data provider to upload higher quality data through the
additional reward mechanism based on credibility. However,
the evaluation mechanism of node credit value is not fully
considered. For example, it did not consider the changing
range of credit value and the changing trend of the speed
of credit value.

Based on the existing research, this paper designs a node
incentive mechanism in an endogenous trusted sharing

environment. With the decentralized, traceable, and
tamper-proof characteristics of license chain, a decentralized
and trusted trading environment is established. And the fed-
eral learning technology combined with differential privacy
is used to strengthen the protection of user privacy security
and realize data security sharing. In addition, this paper
designs a reverse auction incentive mechanism based on
high credit preference, which can not only improve the
enthusiasm of users to participate in data sharing but also
encourage users to submit higher quality data.

The arrangement of the remainder of this paper is as fol-
lows: chapter 2 introduces the building of the endogenous
trusted environment, chapter 3 introduces evaluation mech-
anism of node credit value, chapter 4 introduces the reverse
auction incentive mechanism with high credit preference,
chapter 5 introduces the performance test results of the
incentive mechanism designed in this paper, and chapter 6
summarizes and prospects for this paper.

2. System Model

This article is written for a common distributed data sharing
scenario, the system involved in the data sharing nodes has
certain types of data in the local store, and by participating
in data sharing can help participants gain a more complete,
but due to the problem of resource depletion and the risk of
privacy [25], in the system node, it tends not to be active and
free of charge for data sharing. Therefore, on the one hand,
the system needs to strengthen security, and on the other
hand, it needs to reward nodes for their contributions in
data sharing [26]. This scenario is more common in practi-
cal applications. For example, in intelligent traffic, the actual
traffic situation can be described more completely through
information such as location and running speed shared by
all vehicles. However, most vehicles are not willing to
actively and freely share their own data due to concerns
about privacy disclosure and resource consumption [23].
The goal of this paper is to design a reverse auction node
incentive mechanism based on high credit preference in an
endogenous trusted sharing environment. Virtual currency
is used as a reward to motivate nodes in the system to
actively participate in data sharing and provide high-
quality data.

According to existing research work [27, 28], we design a
two-tier endogenous trusted sharing architecture based on
license chain. We build it as follows.

The upper level is the license chain layer, which is com-
posed of the license chain nodes. They only store the license
chain, but do not store original data, do not directly partici-
pate in data sharing, and do not conduct federated learning.
The license chain stores two types of transactions, one that
records the registration information of device nodes and
the other that records the transaction information generated
during the various steps of data sharing. The license chain
node is selected during the system initialization and will
maintain a relatively stable state in the follow-up work and
will not exit at will; so, it is considered to be credible.

The lower layer is the device layer, which is composed of
device nodes. Generally, device nodes store certain types of
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data locally and do not store license chain nor can they carry
out license chain retrieval. According to different demands
in data sharing tasks, device nodes can be divided into data
request nodes and data supply nodes. Device nodes must
be registered and verified by all license chain nodes before
joining the system. The registration information includes
the IP address and data of the node, including locally stored
data names and keywords of the node. This information is
recorded on the license chain for retrieval. The structure dia-
gram of the system is shown in Figure 1.

When a node generates a data sharing request, it will first
send the request information to its superior license chain
node to retrieve relevant nodes and data. The nodes that
meet the requirements through screening become federated
learning nodes of this data sharing task, and they together
form a federated learning node set. The federated learning
node will train the local data model based on the local rele-
vant data according to the training requirements and send
the local data model to other federated learning nodes after
the training is completed. After receiving the local data
model trained by other nodes, the federated learning node
obtains the global data model through iterative training
and sends it to the data requesting node. By avoiding direct
transmission of raw data, the data provider firmly maintains
ownership of the data.

Take the system with N data providing nodes as an
example and assume that the number of data providing
nodes in the system is sufficient. Each data provider node
Pi has a local data set Di, and all agree to participate in data
sharing with compensation on the premise of not disclosing
data privacy. The basic flow of a data sharing process is as
follows.

(1) Data sharing request: when a node in the system
generates a data sharing request, it will send the
sharing request and related information to its supe-
rior license chain node, including the data type
requirements and task indicators requirements of
the data sharing task (such as data source diversity,
working time, etc.).The license chain node receiving
the data sharing request will first retrieve the request
through the license chain to determine whether there
is already a data sharing for the request. If the
retrieval is successful, the data sharing request will
be sent to the original federated learning node set,
the global model will be returned to the data request
node after the agreement is obtained, and the income
will be distributed. If the retrieval fails or the feder-
ated learning node does not agree to share data, the
multiparty data retrieval process will be entered

(2) Multiparty data retrieval process: after entering the
multiparty data retrieval process, the license chain
node receiving the data sharing request will conduct
relevant node retrieval through the license chain to
obtain the node set Tr related to the data sharing
task. The system will select some nodes from set Tr
to participate in this data sharing task according to
the node selection mechanism designed in this

paper, and the selected nodes form the federated
learning node set T f of this task

(3) Node selection based on node credit: according to
the node selection mechanism with high credit pref-
erence designed in this paper, the system selects
some nodes from the relevant node set Tr to partic-
ipate in the data sharing task and form the federated
learning node set T f of this task

(4) Federated learning process: the federated learning
process will unfold between federated learning
nodes. Taking node Pi in set T f as an example, local

data model m_i can be trained through the following
steps: first, select relevant data sets for training. The
federated learning node Pi will select the local related
data subset di in the local data set Di according to the
requirements of the data sharing task. Second, data
encryption is based on differential privacy. By adding
Laplacian noise, we can obtain the encrypted local

relevant data subset d
_

i based on the local relevant
data subset di. Third is local model training. The
local data model m_i can be obtained by using
machine learning algorithms on the encrypted local

data subset d
_

i. The above training process is per-
formed locally by node Pi. After the training, node
Pi will send the local data model m_i to other feder-
ated learning nodes. At the same time, node Pi will
also train other local data models it receives with
m_i until it receives local data models of all federated
learning nodes and trains global data model M

(5) Incentive mechanism: after the federated learning
process, the credit value of federated learning nodes
can be updated and rewarded according to the work
quality of the nodes. The revenue ci obtained by the
node consists of two parts, namely, basic revenue cbi
and additional reward c+i . cbi is the quotation of
nodes, which is available to all nodes involved in this
work. c+i is a reward based on the quality of work
earned by nodes, and only nodes with high quality
of work are awarded

(6) Consensus mechanism: after the consensus process
begins, the node with the highest credit in the com-
mittee will be appointed as the leader of the commit-
tee through the voting mechanism based on credit. If
there are multiple nodes with the same credit value
in the committee at the same time, one of the nodes
will be randomly selected as the leader of the com-
mittee. Leaders need to drive consensus mecha-
nisms, collect all transaction records, and write
them into a temporary block. The leader then broad-
casts the provisional block to all members of the
committee. In members of the commission after
receiving a temporary block to block in the record
of the transaction information verification, valida-
tion includes not only the content of the transactions
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of the basic information (e.g., block head) but also
the quality of the model (i.e., local test results and
the records in the trade gap is within a certain
range), if the verification through, trading argues
that this is legal. If the provisional block is approved
by more than two-thirds of the committee, the leader
sends the block with its signature to all the nodes,
and the block is then recorded on the blockchain

3. The Evaluation Mechanism of Node
Credit Value

The credit value of nodes is a long-term observation index
which can reflect the past behavior of nodes and predict
the future performance of nodes to a certain extent. It is
accumulated from the work quality of nodes in each data
sharing task [16, 29].

In this paper, it is considered that in a data sharing task,
and the variation of the credit value of node Pi depends on
two factors [22]: the data model quality contributed by
nodes in this data sharing task qi and the initiative of nodes
to participate in data sharing wi. The evaluation results of
the above two indicators are expressed as values within the
range of [0, 1].

In this paper, the accuracy of model prediction results is
used to measure the quality of the model. For example, abso-
lute mean error MAE can be used to measure the training
quality of the model for regression tasks.

In a specific data sharing process, a subset T f of device
nodes can be obtained through retrieval, which is called
the federated learning node set of the data sharing. Each
node in T f will train the local data model and participate
in the consensus process.

After the federated learning process, node Pi will take the
subset of local related data set di as the test set, test the
received local data model, and score the model quality
according to the test results. Taking node Pi as an example,
the local data model m_ j is tested, and the score qi,j can be

obtained. Each federated learning node Pi will obtain a
model quality evaluation matrix Qi through testing:

Qi = qi,1, qi,2,⋯,qi,nf

h i
: ð1Þ

Since the node cannot test the local data model trained
by itself, let qi,i = 0. The average model quality of each node
can be calculated based on the model quality qi evaluation
matrix of each node, which can be used as the model quality
score of node Pi in this data sharing task. The calculation
formula is as follows:

qi =
∑m=1,2,⋯nf

Qm i½ �
nf − 1 : ð2Þ

In a data sharing task, the credit value variation of node
Pi can be expressed as

rfi = f qi, �q,wi, �wð Þ: ð3Þ

In order to facilitate analysis and calculation, the range
of node credit value is set as [0, 1], where 0 represents abso-
lute distrust, 1 represents absolute trust, and 0.5 is a neutral
value. By default, the initial credit value for joining device
nodes to the system is set to 0.5.

The credit updating algorithm of the node is as follows:

rmi =max min rm−1
i + β ⋅ r fi , 1

� �
, 0

� �
, ð4Þ

rtmp
i =

r fi ∧ 1 − rm−1
i

À Á
, r fi ≥ 0,

− −r fi
� �

∧rm−1
i , r fi < 0,

8<
: ð5Þ

r fi =
4
π
× arctan 1

2 × qi
�q
+ wi

�w

� �� �
− 1: ð6Þ
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Figure 1: System structure diagram.
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The range of rfi is (-1, 1), and the range of r fi is [0, 1].
After the end of a data sharing task, the credit value rmi of

node Pi will be affected by two factors, one is the credit value
rm−1
i of node Pi in the previous stage, and the other is the

credit value variation rfi of node Pi in this data sharing task.
As the data requester is generally more likely to forgive the
errors of good nodes than malicious nodes, the larger the
node credit value is, the greater the impact of the incremen-
tal in credit value of the node on the node credit value is, and
the smaller the impact of the decrement in credit value of the
node on the node credit value is. The smaller the node credit
value is, the smaller the impact of the increment in credit
value of the node on the node credit value is, and the greater
the impact of the decrement in credit value of the node on
the node credit value is.

4. The Reverse Auction Node Incentive
Mechanism with High Credit Preference

The credit value of a node is constantly updated based on its
performance in data sharing tasks [30]. The better the qual-
ity of the data model provided by the node, the higher the
initiative of participating in the data sharing, and the higher
the credit value of the node. On the contrary, the worse the
quality of the data model provided by the node, the lower the
initiative of participating in data sharing, and the lower the
credit value of the node [31, 32]. The credit value of nodes
is a value accumulated according to the long-term perfor-
mance of nodes, which can reflect the past performance of
nodes and predict the future performance of nodes to a cer-
tain extent. Although the work quality of high credit value
nodes is not necessarily higher than that of low credit value
nodes in a particular data sharing process, statistically speak-
ing, high credit value nodes are more likely to provide high
quality work. Based on this, a reverse auction node incentive
mechanism with high credit preference is designed.

In a specific data sharing task, the data request node will
send the data sharing request to its superior license chain
node, which contains the requirement D for the diversity
of data sources.

Through the multiparty data retrieval process, the
related node set Tr can be obtained, and the nodes in Tr
are divided into two groups according to the size of the
credit value, namely, the high credit value node set Tr and
the low credit value node set L.

Pi ∈
H, if rm−1

i ≥ rmed,
L, otherwise,

(
ð7Þ

rmed = 0:5, ð8Þ

F =
H, if H> =D,
H + L′, otherwise,

(
ð9Þ

where L′ is the D −H nodes randomly selected from the
set of low credit value node set. Set F is a set of federated

learning nodes, and only the nodes in F will receive the data
sharing task sharing request.

The node receiving the data sharing request chooses
whether to participate in the data sharing according to the
specific requirements of the task and its own situation. If
the node agrees to participate in the data sharing, it will
make a quotation. According to the quoted price cbi of the
node and the requirement of the data-requesting node for
the diversity of data sources, the node set that will participate
in federated learning can be screened out, and the cost C of
this data sharing task can also be calculated. The cost of data
sharing task consists of two parts: base cost Cb and reward
cost C+.

C = Cb + C+, ð10Þ

Cb = 〠
i=1,2,⋯,nh

cbi , ð11Þ

C+ = β ⋅ Cb: ð12Þ

β is the ratio of reward cost C+ to base cost Cb, where
β = 1 − rmr , which means that the ratio of reward cost to base
cost in this data sharing task is negatively correlated with the
credit value of data request node. The higher the credit value
of the data request node is, the lower the reward cost of the
data sharing task will be, otherwise, the opposite, but it will
not exceed the base cost at most. Since nodes in the system
generally need to share data, this mechanism to some extent
encourages nodes to provide high-quality work in order to
obtain a higher credit value.

After the data provider Pi participates in the data sharing
task issued by the data request node Pr , it can obtain a
reward ci. ci consists of two parts, namely, the basic reward
cbi and the additional reward c+i .

ci = cbi + c+i : ð13Þ

cbi is the quote of the node, which can be obtained by all
nodes participate in the data sharing task. c+i is the reward
assigned to the node according to the work quality of the
data provider, which only the well-behaved nodes can get.
The reward c+i obtained by a node in a data sharing task is
related to two factors, one is the reward cost C+, and the
other is the work quality of Pi in this data sharing task.
The service quality evaluation standard of the node in this
data sharing task is determined by the specific requirements
of the data request task. For example, the quality of the
model trained by the node, the working time of the data
model of the node, etc.

The higher the quality of the work of the federated learn-
ing node Pi in this data sharing task, the more rewards, and
vice versa.

5. Experiment Analysis

5.1. Mechanism Performance Analysis. This paper mainly
focuses on a data sharing scenario in which a data requesting
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node and multiple data providing nodes jointly complete a
data sharing task. There are three types of objects in the sce-
nario, namely, the platform side, the data requester, and the
data provider. Both the data requester and the data provider
are considered untrustworthy.

(1) Authenticity: due to the decentralized structure
based on the permissioned chain, each step of the
mechanism can be automatically executed through
smart contracts, and any member of the system can
check and trace the transaction information on the
chain, ensuring that the platform works honestly
according to the request of the data requester and
the data provider

(2) Individual rationality: according to the reverse auc-
tion incentive mechanism based on high credit pref-
erence designed above, the income that the data
provider can obtain during a data sharing process is

ci = cbi + c+i : ð14Þ

cbi is the quote of the node, which can be obtained by all
nodes participate in the data sharing task. c+i is the reward
assigned to the node according to the work quality of the
data provider. Since the node cannot make an offer that is
lower than the cost, it is guaranteed that the node’s benefit
in a data sharing process cannot be lower than its cost.

(3) Budget feasibility: according to the reverse auction
incentive mechanism based on high credit prefer-
ence designed above, the cost of the data requester
in a data sharing process is

C = Cb + C+, ð15Þ

Cb = 〠
i=1,2,⋯,nh

cbi , ð16Þ

C+ = β ⋅ Cb: ð17Þ
The cost of the data sharing task consists of two parts,

namely, the basic cost Cb and the reward cost C+. The basic
cost is the quotation made by the data provider, which can
be known before data sharing. The reward cost is a variable
related to the credit value of the data requester. In this paper,
let

β = 1 − rmr : ð18Þ

That is, the total cost of the data requester will not
exceed twice the basic cost, and the data requester can start
data sharing after agreeing to this budget.

(4) Security and reliability: since both the data requester
and the data provider are untrustworthy, it is neces-
sary to consider some attack behaviors that the node
may take to maximize its own interests. This paper

focuses on three types of attacks: first, the data
requester may speculate on the private data of the
data provider through the shared data, resulting in
the leakage of the privacy of the data provider. By
the differential privacy-based federated learning
technology, the data model can replace the original
data to participate in the sharing, which greatly
strengthens the data privacy protection for the data
provider. Second is data spoofing attacks, that is,
deliberately providing some irrelevant data in the
process of data sharing, disrupting the normal work
of the system. By adding high credit preference to
the incentive mechanism, nodes that constantly pro-
vide high-quality service can be selected, thereby
avoiding the occurrence of data spoofing attacks.
Third is slander attack, that is, malicious evaluation
of other users, deliberately uploading unfair evalua-
tion, etc. By listening to and adopting the evaluation
of the majority of nodes, the impact of slander
attacks can be reduced to a certain extent

5.2. Simulation Design. This paper mainly simulates data
spoofing attacks and observes the impact of attack behavior
on the normal operation of the mechanism. Since it is not
necessary to observe the influence of node enthusiasm on
node credit value, it is assumed that all nodes actively partic-
ipate in the sharing task.

In order to facilitate the calculation, the model quality,
working time, and quotation range of the node are set to
[0, 1]. Honest nodes train local data models based on locally
relevant data; so, the quality range of their models is set to
[0.5, 1]. The malicious nodes intend to conduct data spoof-
ing attacks; so, the real data model is not obtained through
model training, which leads to a large change in its model
quality; so, the range of its model quality is set to [0, 1]. Sim-
ilarly, the working time of the honest nodes includes the
communication time and the training time; so, the variation
range of working time is set to [0.2, 1]. The working time of
the malicious node only includes the communication time;
so, the variation range of working time is set to [0.1, 0.5].
In the same way, the work cost of honest nodes includes
communication cost and training cost; so, the variation
range of price is set to [0.2, 1]; the work cost of malicious
node is only related to communication cost; so, the variation
range of the quotation is set to [0.1, 0.5].

In this simulation, the malicious node will not adjust the
attack strategy intelligently and will definitely make the
attack behavior.

5.3. Simulation Results and Analysis. First, the initial credit
value of the node in the system is set to a neutral value 0.5,
and the initial account balance of the node is set to 1. The
number of data providing nodes is set to 1000, of which
malicious nodes account for 10%, that is, 100. The variation
range of the credit value of the data requester is set to [0.5,
1], the variation range of the expected data model quality
is set to [0.6, 1], and the variation range of the diversity of
data sources is set to [50, 100]. 500 data sharing tasks are
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simulated in MATLAB, and the simulation results are shown
in Figure 2.

Compared with the traditional data trusted federated
learning system model, the data trusted sharing mechanism
proposed in this paper can reduce the number of malicious
nodes and the credit value of malicious nodes with the
increase of sharing times, improve the average quality of
the model, and is relatively stable within a certain range.

Figure 2(a) shows the variation curve of the average
value of node model quality, which reflects the change of
the average value of local model quality trained by nodes
in different data sharing tasks. Figure 2(a) demonstrates that
the average value of node model quality is not high at the
initial stage due to the participation of malicious nodes,
but it increases rapidly and changes within a certain range.

Figure 2(b) shows the variation curve of the number of
nodes in the data sharing task, reflecting the number of hon-
est nodes and malicious nodes in federated learning nodes in
each data sharing task. Because different data haring tasks
have different requirements for the diversity of data sources,

the sum of the number of honest nodes and malicious nodes
is not a fixed value. However, it can be seen that malicious
nodes only participate in the first few data sharing tasks.
This is because the quality of the data model provided by
malicious nodes is unstable; so, the credit value of malicious
nodes will gradually decline, and the possibility of being
selected to participate in data sharing tasks will become
lower.

Figure 2(c) shows the variation curve of node credit
value, which reflects the change of the average value of credit
value of all nodes including honest nodes and malicious
nodes. It demonstrates that the credit value of a malicious
node will decline rapidly and eventually tend to a certain
value. After the credit value of a malicious node decreases,
it is less likely to be selected to participate in the data sharing
task and not participate in the data sharing task; so, the
credit value will not change.

Figure 2(d) shows the variation curve of node average
account balance, reflecting the changes of account balance
at honest nodes and malicious nodes. Malicious nodes only
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Figure 2: Simulation result 1.
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Figure 3: Simulation result 2.

7Wireless Communications and Mobile Computing



participated in the previous data sharing tasks; so, their
account balance only increased slightly at the beginning.
The account balance of honest nodes will continue to grow
with their continuous participation in data sharing tasks.

Figure 2(e) shows the variation curve of the number of
effective nodes, reflecting the change of the number of effec-
tive nodes and the number of honest nodes and malicious
nodes with the progress of data sharing task. It demonstrates
that both honest nodes and malicious nodes do not produce
invalid nodes because there are enough data providing
nodes. When the credit value of the node drops to a certain
value, it will not be selected to participate in the data sharing
task. After that, it will maintain the fixed value; so, it will not
become invalid nodes.

In order to further test the ability of the mechanism
designed in this paper to resist data spoofing attack, keep
other initialization values unchanged, increase the number
of malicious nodes to 33%, that is 333, and simulate 500 data
sharing tasks in MATLAB. The simulation results are shown
in Figure 3. Compared with the simulation results in
Figures 2 and 3, the change curve of the variation value of
node model quality is more stable in simulation result 2, that
is, when the number of malicious nodes reaches 33%. The
variation curve of the number of nodes in the data sharing
task in simulation result 1 and simulation result 2 is basically
the same. It suggests that even the number of malicious
nodes is increased, the mechanism designed by this paper
can also be very good to exclude malicious nodes in the data
sharing tasks, also can quickly reduce the chances of mali-
cious nodes participate in data sharing tasks, and can deceive
attack resistance data. The variation curve of the average
value of node model quality of the two simulation results is
basically the same, because simulation result 2 sets more ini-
tial malicious nodes; so, the average value of all nodes is
lower than simulation result 1. The variation curve of node
average account balance shows the same trend in Figures 2
and 3, indicating that the increase in the number of mali-
cious nodes will not affect the continuous growth of the
account balance of honest nodes as they keep participating
in data sharing tasks.

At the same time, compared with the traditional incen-
tive mechanism and the paper [33], which did not consider
the malicious nodes and data storage security and privacy,
the incentive mechanism designed by this paper on the basis
of improving the nodes involved in data sharing is able to
quickly reduce the chances of malicious nodes participate
in data sharing tasks. And it can share data security and pri-
vacy through the endogenous and reliable security system.

6. Conclusion

Based on the previous research results on data sharing
mechanism, this paper designs a node incentive mechanism
in the endogenous trusted sharing environment. Through
the credit value evaluation mechanism based on the work
quality of nodes, the work performance of nodes is accumu-
lated and quantified, which provides a reference index for
predicting the future work performance of nodes. By adding
high credit preference into the incentive mechanism, the

work quality of nodes is guaranteed to a certain extent,
and it is helpful to eliminate malicious nodes. Through the
reverse auction mechanism, the data-providing node is
prompted to make a reasonable quotation, which ensures
that the data requester can complete the data sharing at a
lower price. In addition, reward the data providing nodes
based on their performance in the current data sharing task
and promote the nodes to provide high-quality data as much
as possible. Through theoretical analysis and simulation
experiments, the rationality and feasibility of the incentive
mechanism designed in this paper are verified.

With the development of Internet of Things, big data,
and other technologies, data sharing will become the key
technology to meet these challenges. The data security shar-
ing method based on blockchain and federated learning has
broad development prospects. However, due to the need to
use data model to replace the original data to participate in
sharing, how to improve the effect of mapping the original
data to the data model is a key problem. In addition, most
incentive methods need to take into account the data model
quality of the data provider. How to more reasonably quan-
tify the quality of the data model is still a problem to be
solved. In addition, the incentive mechanism in the data
sharing scenario mostly involves the transaction between
the two sides of data sharing. How to realize the transaction
safely and efficiently remains to be studied.
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