
Research Article
Cloud Platform Credibility Assessment System Based on D-S
Theory and Blockchain Technology

Ming Yang , Li Jia, Tilei Gao , Yuanyuan He, Bin Gui, and Tao Zhang

School of Information, Yunnan University of Finance and Economics, Kunming 650221, China

Correspondence should be addressed to Tilei Gao; gtllei@ynufe.edu.cn

Received 17 May 2022; Revised 1 July 2022; Accepted 7 July 2022; Published 1 August 2022

Academic Editor: Yin Zhang

Copyright © 2022 Ming Yang et al. This is an open access article distributed under the Creative Commons Attribution License,
which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.

Even well-known cloud platforms will have sudden credibility problems in the long-term application process. Effectively
evaluating the credibility of the cloud platform and providing users with scientific evaluation results can help users reasonably
choose a trusted cloud platform. However, there are often conflicting opinions or malicious assessments in the process of
assessment. In addition, the personal privacy information of the users participating in the assessment is at risk of being leaked,
and the data that the users have evaluated is also easy to be modified. In order to solve the above problems, this paper defines
the credibility category and confidence interval of cloud platform, puts forward a quantitative assessment method combined
with fuzzy theory, and realizes the fusion of different users’ assessment results based on D-S theory. On this basis, this paper
further proposes an effective cloud platform credibility assessment system combined with blockchain technology. Finally,
through experimental analysis, this paper shows that the credibility assessment system proposed in this paper is feasible and
illustrates the characteristics of the system through method comparison. The system solves the problem of conflicting
information in the assessment process, can effectively assess the credibility of the cloud platform, and effectively protects user
privacy and the security of assessment data with blockchain technology.

1. Introduction

According to “the first quarter 2020 global data center infra-
structure revenue data” released by synergy research group,
benefiting from the significant growth of cloud computing
demand during the epidemic, the revenue of the global cloud
computing market in the first quarter increased by 37%
year-on-year. According to “2020 cloud status report” pub-
lished by Flexera [1], 59% of enterprises expect cloud usage
to exceed previous plans. The above report shows that the
demand for cloud services in the global market is gradually
increasing. However, due to the cloud platform characteris-
tics such as improper management, complex network trans-
mission, huge data storage demand, large number of tenants,
and diverse services of cloud platform, there are large credi-
bility problems in the cloud platform. According to the
report of Amazon which is the largest cloud computing
provider, its company’s cloud platform and services had 22
sudden failures during 2010-2019. The report shows that
even well-known platforms will have credibility problems.

Therefore, when choosing a cloud platform, users need to
understand the credibility of the platform. The most effective
way is to refer to the comments of users who have used it.
However, in the absence of effective evaluation methods
and tools, the value of the assessment results given by users
who do not have professional knowledge will be greatly
reduced. In addition, when users participate in the assess-
ment process, there is bound to be the problem of privacy
information being leaked, and the users’ assessment results
will also have the possibility of being tampered with or
deleted. Therefore, in order to effectively assess the cloud
platform credibility and give scientific assessment results,
it is necessary to establish special assessment systems,
methods, and tools.

Shen [2] pointed out that credibility includes reliability
and safety. Yang [3] pointed out that credibility includes
ability credibility, integrity credibility, predictability, correct-
ness, privacy, and loss cost. As a kind of credibility evalua-
tion, the credibility evaluation process of cloud platform is
bound to be affected by human subjective factors [4]. In
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the process of assessment, due to the influence of human
subjective factors, conflict information is bound to appear.
In addition, in the process of assessment, it is difficult to give
an accurate credibility assessment result due to the influence
of users or experts’ own complex psychology.

Therefore, how to ensure the objectivity of the assess-
ment, solve the problem of conflicting information in the
assessment process, and reduce the scoring difficulty of users
are the problems that need to be solved to realize the credi-
bility assessment of cloud platform. In order to ensure the
objectivity, relevant studies at home and abroad include
the assessment method based on AHP (Analytic Hierarchy
Process) [5–11] and the uncertainty assessment method
based on information entropy [12–16]. These relevant stud-
ies establish an effective credibility assessment system, and
realize the quantitative assessment of multi-index system
through pairwise comparison, which effectively reduces the
impact of human subjective factors on the assessment
results. In order to solve the conflict information in the
assessment process, scholars at home and abroad have
carried out many studies based on D-S evidence theory
[17–22]. These related studies point out that using D-S
fusion method can effectively solve the problem of conflict-
ing information in the assessment process. In order to
ensure the accuracy of the assessment results and reduce
the scoring difficulty of users in the assessment process,
Wang et al. [23, 24] proposed effective solutions based on
fuzzy theory. It can be seen that the comprehensive use of
the above methods will effectively solve the problems exist-
ing in the cloud platform credibility assessment.

However, in addition to solving the above problems, the
cloud platform credibility assessment also faces the prob-
lems of privacy security and how to ensure data integrity.
It is known that when participating in the assessment, users
will leave relevant transaction information and personal
information. This leads to the risk that the user’s privacy will
be stolen or leaked. In order to protect the privacy informa-
tion of users during evaluation, Shi [25] and Yang [26] both
proposed an assessment mechanism based on blockchain,
which effectively protects the privacy of users participating
in assessment through blockchain technology and can trace
the responsibility of malicious users through blockchain
traceability technology [27]. In addition, the tamper-proof
characteristics of blockchain can also ensure the integrity
of assessment data and provide users with continuous and
real assessment results in time.

Therefore, in order to realize the effective cloud platform
credibility assessment, this paper comprehensively uses the
above-mentioned methods to carry out the analysis. Firstly,
combined with fuzzy theory, this paper defines the credibil-
ity category of cloud platform and its corresponding confi-
dence interval, puts forward the assessment method of
cloud platform credibility, and realizes the fusion of different
users’ assessment results based on D-S theory. On this basis,
in order to ensure the privacy of users participating in the
evaluation and ensure that the generated evaluation results
cannot be tampered with, this paper combines the block-
chain technology with the proposed credibility assessment
method, proposes an effective assessment block generation

method, designs the corresponding consensus mechanism,
smart contract and incentive mechanism, and finally pro-
poses a credibility evaluation system based on blockchain
technology and D-S theory. The system integrates the char-
acteristics of blockchain technology and D-S theory and
provides an effective scheme for the cloud platform credibil-
ity assessment.

This paper can be divided into the following parts: in
Section 1, this paper introduces the research background
and content; in Section 2, the credibility category and confi-
dence interval of cloud platform are defined based on fuzzy
theory, and a credibility assessment result fusion method
based on D-S theory is proposed to realize the effective eval-
uation of cloud platform credibility; in Section 3, based on
the proposed cloud platform credibility assessment method,
this paper further proposes a cloud platform credibility
assessment system combined with blockchain technology;
in Section 4, in order to verify the effectiveness of the pro-
posed credibility evaluation system, this paper carries out
relevant experimental analysis and compares the proposed
assessment method with other methods in many aspects;
in Section 5, the authors summarize the research work of
this paper and point out the future research direction.

2. Cloud Platform Credibility Assessment
Method Based on D-S Evidence Theory

Cloud platform generally refers to cloud service platform,
which provides users with computing, network, and storage
capabilities through distributed processing technology.
Because the cloud platform has the characteristics such as
large number of tenants, huge data storage demand, com-
plex network transmission, and diverse service functions,
its credibility will be affected by many factors in the actual
application process, as shown in Figure 1.

These factors include infrastructure credibility, service
function credibility, network credibility, service provider
management credibility, and platform internal environment
credibility. Their meanings and examples are shown in
Table 1.

Therefore, to assess the credibility of cloud platform, we
need to focus on the credibility category βi described in
Table 1 and carry out comprehensive assessment from mul-
tiple aspects.

For example, the infrastructure credibility in Table 1 can
be judged by users through the infrastructure information
published by the platform. Common information includes
number of global acceleration nodes, number of servers,
number of data centers, and coverage areas. Users can make
basic judgments and give scores through this information. In
addition, with the operation of the cloud platform, users
who have participated in the assessment can also add scores
according to relevant reports or infrastructure failure
problems during use. If the platform does not publish the
relevant infrastructure information and the user cannot
obtain the infrastructure information of the platform, the
user can consider the platform’s infrastructure credibility
as untrusted.
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Next, this paper will focus on these 5 credibility catego-
ries βi and put forward effective assessment methods from
the perspective of users.

2.1. Confidence Interval of Cloud Platform and Its Assessment
Method. It is known that for users who do not have profes-
sional knowledge, it is difficult to give an accurate assess-
ment when evaluating the credibility of cloud platform.
They can only give a general assessment according to their
own use experience, that is, ordinary users can only give a
vague assessment. Therefore, this paper will assess the cred-
ibility of cloud platform based on fuzzy theory.

Fuzzy theory [28] is based on Fuzzy Set, and its research
goal is to deal with uncertain things with fuzzy concepts.
Fuzzy Set refers to the set with uncertain boundaries. Since

the cloud platform credibility is also a fuzzy concept that is
difficult to describe, its credibility can be described by Fuzzy
Set.

Firstly, according to the fuzzy theory, this paper sets 5
fuzzy confidence intervals of cloud platform, which are
defined as shown in Table 2.

According to the division of Table 2, users can give a
fuzzy assessment result according to their use experience.
There are 5 possible arbitrary sets of the result, namely, f1,
2, 3g, f3, 4, 5g, f4, 5, 6, 7g, f6, 7, 8g, f8, 9, 10g. Among them,
A3 = f4, 5, 6, 7g indicates that the credibility level of the
cloud platform is between 4 and 7. The greater the credibility
level, the more credible the cloud platform is.

As mentioned above, when judging the credibility of the
cloud platform, users do not need to give an accurate value,
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Figure 1: Multiple factors affecting the credibility of cloud platform.

Table 1: Cloud platform trustworthiness category.

βi Credibility category Meaning Example of credibility problems

β1 Infrastructure credibility
It refers to the credibility of the platform

physical infrastructure.
Such as dilapidated infrastructure, damaged

infrastructure, and data center disaster

β2 Service function credibility
It refers to the credibility of the platform service in

terms of function.
Such as lack of function, poor usability, and difficulty

in function expansion

β3 Network credibility
It refers to the credibility of the platform in terms

of network transmission.

Such as unstable network transmission, lack of
effective network defense support, and vulnerable to

DDoS attack or CC attack

β4
Service provider

management credibility

It refers to the credibility of the platform provider
in the management of platform environment,

services, infrastructure, network, etc.

Such as untimely maintenance and updating and no
clear responsibility attribution agreement

β5
Platform internal

environment credibility
It refers to the credibility of the platform

internal environment.
Such as the mandatory function of the platform and
the attack of other cloud tenants in the same platform
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but only need to select one of the confidence intervals. Using
the above methods can reduce the difficulty of scoring and
obtain the effective assessment results given by users.

2.2. Assessment Result Fusion Method Based on D-S Theory.
Next, after collecting the assessment results given by multi-
ple users, these assessment results can be fused with the
fusion rules of D-S theory, so as to obtain a more accurate
credibility assessment result.

D-S evidence theory [21] is an uncertain reasoning
method, which is often used for multi-information fusion.
It can effectively deal with the problem of conflict informa-
tion in the fusion process and fuse the relevant information
through calculation.

Suppose that the assessment results given by user 1 and
user 2 for a certain platform are shown in Table 3, and the
fusion process is as follows.

Step 1: the trust degree mðAjÞ of cloud platform confi-
dence interval.

Assessment 1 and Assessment 2 in Table 3 represent the
assessment results of the two users, respectively. miðAjÞ rep-
resents the trust degree of Aj given by user i. The greater the
value of mðAjÞ, the greater the possibility that the credibility
level of the cloud platform belongs to Aj. The calculation
formula of mðAjÞ is as follows.

m Aj

� �
= 〠

∀lev βið Þ∈Aj

W βið Þ: ð1Þ

In formula (1), levðβiÞ indicates the confidence interval
of βj, and levðβjÞ ∈ Ai indicates that the user assesses the
confidence interval of βj as Ai.

WðβjÞ represents the assessment weight of the credibility

category βj, ∑
5
j=1WðβjÞ = 1. The greater the value of WðβjÞ,

the greater the influence weight of credibility category βj on
the credibility of the whole cloud platform. In order to ensure
the effectiveness of the assessment, this paper proposes to use
the entropy weight method to update the weight value of each
credibility category in real time. According to the entropy
weight method [29], for a credibility category βj, the greater
the difference between the assessment results, the higher
the value of WðβjÞ. Conversely, the lower the value of
WðβjÞ. With the increase of user assessment data, the

weight value WðβjÞ of each credibility category will grad-
ually change.

As shown in the following example, assume that the
assessment weights of the 5 credibility categories of a cloud
platform are equal, WðβjÞ = 0:200, j = 1, 2,⋯, 5. The 5 cred-
ibility category assessments given by user 1 and user 2 are
shown in Table 4.

By substituting the user assessment data of Table 4 into
formula (1) for calculation, the trust degree miðAjÞ of the
cloud platform’s confidence interval can be obtained. The
results are as follows.

m1 A5ð Þ =W β1ð Þ = 0:200,m2 A5ð Þ = 0:000, ð2Þ

m1 A4ð Þ = 〠
4

j=2
W βj

� �
= 0:600,m2 A4ð Þ = 〠

3

j=1
W βj

� �
= 0:600,

ð3Þ

Table 2: The 5 fuzzy confidence intervals of cloud platform.

Confidence interval Meaning
The arbitrary sets of

credibility level

A1 completely credible The platform has few credibility problems and can be fully trusted. A1 = 8910f g
A2 more credible During the use of the platform service, the credibility problem occasionally occurs. A2 = 678f g
A3 basically credible The platform has potential credibility problems and belongs to a general trusted platform. A3 = 4567f g
A4 basically untrusted The platform has obvious credibility problems and is basically untrusted. A4 = 345f g
A5 completely untrusted The platform is completely untrusted. A5 = 123f g

Table 3: Assessment results given by two users.

The arbitrary set Ai Assessment 1 Assessment 2

A5 = 8910f g m1 A5ð Þ m2 A5ð Þ
A4 = 678f g m1 A4ð Þ m2 A4ð Þ
A3 = 4567f g m1 A3ð Þ m2 A3ð Þ
A2 = 345f g m1 A2ð Þ m2 A2ð Þ
A1 = 123f g m1 A1ð Þ m2 A1ð Þ

Table 4: The 5 credibility category assessments given by user 1 and
user 2.

Credibility category βj

User 1’s assessment

of lev βj

� � User 2’s assessment

of lev βj

� �

β1 A5 A4

β2 A4 A4

β3 A4 A4

β4 A4 A3

β5 A3 A3
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m1 A3ð Þ =W β5ð Þ = 0:200,m2 A3ð Þ = 〠
5

j=4
W βj

� �
= 0:400,

ð4Þ
m1 A2ð Þ = 0:000,m2 A2ð Þ = 0:000, ð5Þ

m1 A1ð Þ = 0:000,m2 A1ð Þ = 0:000: ð6Þ
The above results represent the trust degree of the

cloud platform’s confidence interval, m1ðAjÞ represents
the assessment result given by user 1, m2ðAjÞ represents
the assessment result given by user 2, and the two users
give different assessment results, respectively. Next, in
order to integrate the views of the two users, this paper
will fuse the assessment results of the two users combined
with the fusion rules of D-S theory.

Step 2: fuse different assessment results based on D-S
fusion rules.

Taking the data of Table 3 as an example, in order to
reduce the complexity of calculation before fusion, set Aj

and its trust miðAjÞ can be simplified according to Bayes
approximation method [30], and the calculation method is
shown in

mi Að Þ = ∑A⊆Ami Að Þ
∑A⊆Θmi Að Þ ∗N

: ð7Þ

In formula (7), A is the simplified set of A, Θ Represents
the complete set, and N is the total number of factors con-
tained in A. As described above, the data in Table 3 can be
substituted into formula (2) for calculation, and its calcula-
tion process is as follows.

〠
A⊆Θ

mi Að Þ ∗N = 3mi A1ð Þ + 3mi A2ð Þ + 4mi A3ð Þ

+ 3mi A4ð Þ + 3mi A5ð Þ,

mi 1ð Þ =mi 2ð Þ = mi A1ð Þ
∑A⊆Θmi Að Þ ∗N

,

mi 3ð Þ = mi A1ð Þ +mi A2ð Þ
∑A⊆Θmi Að Þ ∗N

,

mi 4ð Þ =mi 5ð Þ = mi A2ð Þ +mi A3ð Þ
∑A⊆Θmi Að Þ ∗N

,

mi 6ð Þ =mi 7ð Þ = mi A3ð Þ +mi A4ð Þ
∑A⊆Θmi Að Þ ∗N

,

mi 8ð Þ = mi A4ð Þ +mi A5ð Þ
∑A⊆Θmi Að Þ ∗N

,

mi 9ð Þ =mi 10ð Þ = mi A5ð Þ
∑A⊆Θmi Að Þ ∗N

:

ð8Þ

Through the above calculation method, the simplified A
and its trust degree miðAÞ can be obtained. Among them, A

is the simplified set of A. A is different from set A, it contains
only one element. A = fA1, A2,⋯,A10g = f1, 2,⋯,10g.

As mentioned above, after simplifying the assessment
results of two users in Table 3, m1ðAjÞ and m2ðAjÞ can be
obtained, j = 1, 2, 10. Next, by substituting them into the
fusion formula of D-S theory shown in formula (9), the final
fusion result can be obtained.

m Að Þ = m1 ⊕m2ð Þ Að Þ = 1
k

〠
Ai∩Aj=A

m1 Aið Þm2 Aj

� �
: ð9Þ

In formula (9), K is the normalization factor, and its
calculation method is shown in

k = 〠
Ai∩Aj≠∅

m1 Aið Þm2 Aj

� �
: ð10Þ

The final fusion results are shown in Table 5.
In Table 5, mð6Þ =mð7Þ = 0:377, and the values of mð6Þ

and mð7Þ are the largest, indicating that the cloud platform
credibility level is most likely to be 6 and 7.

2.3. Method Improvement. Through the above method, the
two results can be fused to update the current credibility
assessment results of the cloud platform. However, this
method of pairwise integration has defects in the actual
assessment process. As shown in Table 5, in the process of
fusion, if the value of mjðA1Þ given by user j is equal to 0,
the value of the fusion result mðA1Þ will always be equal to
0 in all subsequent fusion processes. This situation is not
consistent with the actual assessment. Therefore, this paper
will improve the above method. The improved method is
as follows.

Step 1: add the complete set U on the basis of Table 2.
U is the complete set of cloud platform credibility level,

U = f1, 2,⋯, 10g. It contains all possible values of cloud
platform credibility level. In order to solve the problem men-
tioned at the beginning of this section, this paper sets the
value of mjðUÞto the average value, that is, mjðUÞ = 0:1.

Step 2: recalculate mjðAiÞ according to formula (7).
When the complete set U is added, according to the

method of D-S theory, the value of mjðAiÞ needs to be recal-
culated before fusion. Taking the data of Table 2 as an exam-
ple, when the complete set U is introduced, mjðAiÞ is
recalculated according to formula (7). The results are shown
in Table 6.

Step 3: refuse users’ assessment results according to
formula (9).

After obtaining the assessment resultm1ðAiÞ andm2ðAiÞ
of the two users according to step 2, fuse them according to
formula (9), and the obtained results are shown in Table 6.

As shown in Table 6, the results of the improved method
are consistent with those before the improvement. mð6Þ and
mð7Þ are still the largest, indicating that the cloud platform
credibility level is most likely to be 6 and 7. On the premise
of ensuring the correctness of the results, this method retains
all possibilities of the cloud platform credibility level, so as to
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effectively solve the problems mentioned at the beginning of
Section 2.3.

So far, based on D-S theory, this paper puts forward an
effective assessment method for the credibility of cloud
platform. This method has low requirements for users’ pro-
fessionalism and can effectively integrate the assessment
results of different users, so as to solve the conflict informa-
tion between different users in the assessment process.
Although this method reduces the scoring difficulty of users
and solves the problem of conflicting information in the
evaluation process, this method still has many defects, such
as the risk of user’s privacy information exposure, the risk
of the assessment results be changed, malicious users, and
the low user assessment enthusiasm. In order to solve these
problems, this paper will make further study combined with
blockchain technology and integrate blockchain technology
and D-S theory to improve the assessment method.

3. Design of Cloud Platform Credibility
Assessment System Based on
Blockchain Technology

In order to realize the system, based on the architecture of
Ethereum, this paper will combine the blockchain technol-

ogy with the assessment method proposed in Section 2 to
establish a cloud platform credibility assessment system.

It is known that there are 6 layers in Ethereum structure.
The 6 layers from bottom to top are data layer, network
layer, consensus layer, actuator layer, contract layer, and
application layer, as shown in Figure 2.

Among them, the application layer refers to the applica-
tion scenario of blockchain technology. In this paper, it
refers to the assessment of the cloud platform credibility.
Like most blockchains, the network layer of the system to
be established in this paper adopts a typical P2P network,
including data dissemination and verification. Therefore, in
order to integrate blockchain technology into the research
process of this paper, in addition to the above application
layer and network layer, it is also necessary to clarify the
meaning of the other 4 layers and put forward effective con-
struction schemes for these 4 layers.

3.1. Data Layer. The data layer refers to the data structure in
the blockchain, that is, the “block + chain” structure. In
order to ensure the privacy security of users participating
in the assessment and ensure the assessment results cannot
be modified, this paper intends to encrypt the corresponding
assessment data with the encryption technology of block-
chain, so as to generate the corresponding block, as shown
in Figure 3.

The block header includes the hash value “PreHash” of
the previous block, the Merkle root generated by the assess-
ment data contained in this block after layer-by-layer
encryption, timestamp, and the random parameter “Nonce”
of workload proof. The block body stores the detailed data of
this block. In this study, it refers to the assessment data of
the cloud platform credibility. The assessment data is com-
posed of the unique address of the user, the trust degree m
ðAÞ of the cloud platform credibility level, and the assess-
ment weight WðβiÞ of the 5 credibility categories of the
cloud platform.

Example: a user’s address is 0x6c19a33efc41a1bedd-
c91133a8422e89f041b7, the assessment weight WðβiÞ =
f0:200,0:200,0:200,0:200,0:200g, and the trust degree of the
cloud platform credibility level obtained by the assessment
method proposed in Section 2 is mðAÞ = f0:000,0:000,
0:176,0:294,0:294,0:118,0:000,0:000,0:000,0:000g. Accord-
ing to the encryption method of blockchain, this series of
values can be spliced together into a string, which is
recorded as Assessment Data1. Next, encrypt the Assess-
ment Data1, we can get the encrypted value, namely,
Hash1. Similarly, we can get another encrypted value
Hash2 generated by another user’s assessment data. Then,
the Merkle root can be obtained by encrypting Hash1 and
Hash2. The Merkle root can be used to verify the data
contained in the block and ensure that the block data can-
not be modified.

According to the privacy protection technology of Ether-
eum blockchain, the nonpublic data of the block can only be
viewed by the data owner. Therefore, compared with the
scoring method proposed in Section 2, the combination of
blockchain technology can further effectively protect the
user’s hidden information.

Table 5: The fusion results of two assessment results in Table 3.

A m1 Aið Þ m1 Aið Þ m Að Þ
10f g 0.063 0.000 0.000

9f g 0.063 0.000 0.000

8f g 0.250 0.176 0.214

7f g 0.250 0.294 0.357

6f g 0.250 0.294 0.357

5f g 0.063 0.118 0.036

4f g 0.063 0.118 0.036

3f g 0.000 0.000 0.000

2f g 0.000 0.000 0.000

1f g 0.000 0.000 0.000

Table 6: The fusion results calculated by the improved method.

A m1 Aið Þ m1 Aið Þ m Að Þ
{10} 0.071 0.023 0.010

{9} 0.071 0.023 0.010

{8} 0.214 0.159 0.210

{7} 0.214 0.250 0.330

{6} 0.214 0.250 0.330

{5} 0.071 0.114 0.050

{4} 0.071 0.114 0.050

{3} 0.024 0.023 0.003

{2} 0.024 0.023 0.003

{1} 0.024 0.023 0.003
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3.2. Consensus Layer. Consensus mechanism is mainly to
solve the problem of data consistency and correctness in
unreliable networks. If there is no consensus mechanism,
whoever calculates the block can be regarded as an effective
block, and the consistency of data cannot be guaranteed.
Therefore, only the blocks that meet the requirements can
be regarded as effective blocks, and then be added to the
chain as new blocks.

At present, the consensus mechanism of Ethereum is a
workload proof algorithm based on Ethash (consensus
engine) [25]. The algorithm will set the target hash value
in the block header. Only when the hash value of the new
block is less than or equal to the target hash value, the block
can be regarded as a valid block and added to the block-
chain. The schematic diagram is shown in Figure 4.

If the hash value of the new block does not meet the
conditions, the random number Nonce needs to be changed
continuously until the hash value of the new block meets the
conditions. For example, when calculating the hash value of
a new block, we can return the value of Nonce to zero. When
the calculated hash value does not meet the conditions, the
value of Nonce can be incremented by 1 until the new
block’s hash value is less than or equal to the target hash
value. The greater the value of Nonce, the greater the diffi-
culty of calculation. Therefore, the workload can be proved
according to the value of Nonce.

The cloud platform credibility evaluation system pro-
posed in this paper is based on Ethereum architecture.
According to the current Ethereum workload proof algo-
rithm diff = 2256/difficulty, the block is valid only when the
hash value of the new block is less than diff . The greater
the number of difficulty, the more difficult the calculation
is and the slower the block output speed is. On the contrary,
the smaller the value of difficulty, the lower the calculation
difficulty and the faster the block output speed. Therefore,

in order to ensure the calculation speed of the whole assess-
ment system, the value of difficulty needs to be set to a
smaller value in Genesis block.

3.3. Actuator Layer. In order to improve the enthusiasm of
users and punish malicious users, the system will set up a
special mechanism which includes reward mechanism and
punishment mechanism. As described below, in order to
support this mechanism, the system will set a certain num-
ber of initial reputation points for authenticated users, which
can be used for scoring and query.

(i) Reward mechanism: when a new score is generated,
all users in the system can participate in the calcula-
tion of new blocks. The system will reward the first
user who successfully calculates the effective block
and give the user a certain reputation point

(ii) Punishment mechanism: on the contrary, if the user
has malicious behavior and is identified as a mali-
cious user, the system will find the user and deduct
a certain reputation point of the user according to
the traceability method of the blockchain. When
users’ reputation point is insufficient, they will no
longer be able to participate in the assessment.

The above incentive mechanism and punishment mech-
anism will be written into the smart contract and automati-
cally executed by the system.

3.4. Contract Layer. Combined with the assessment method
proposed in Section 2, this paper will set the smart contract
of the system according to the reward mechanism and pun-
ishment mechanism. The execution process of the whole
system is shown in Figure 5.

Several important smart contract functions are involved
in the system, as shown below.

(1) Initial.sol: this function is mainly used to grant users
the initial reputation point. When the user becomes
a contract user and obtains the account address,
the system will automatically perform the contract
and remit a certain initial reputation point to the
account address

(2) ScorePayment.sol: this function is mainly used to
deduct a certain number of users’ reputation points
before scoring, and the deducted reputation points
will be used as collateral. When the system judges
that the user’s reputation score is insufficient,
according to the contract, the user will not be able
to participate in the scoring. When the new effective
block is be calculated, the user’s mortgaged reputa-
tion points will be returned

(3) PayAndGetInfo.sol: this function is mainly used to
deduct the user’s query fee and return the queried
block information to the user

(4) Reward.sol: this function is mainly used to reward
users who successfully calculate new blocks. When

Application
layer

It refers to the application scenario of
blockchain technology

Smart contract is automatically executed by
computer system, which stipulates the rights and

obligations of users

Reward
mechanism

Punishment
mechanism

Used to mootivate or punish user behavior

Consensus mechanism is mainly used to ensure
the consistency and correctness of data

P2P
network

Data block Chain
structure

Time stamp

Encryption
technologyMerkle treeHash

function

Dissemination
mechanism

Verification
mechanism

Contract
layer

Actuator
layer

Consensus
layer

Network
layer

Data
layer

Figure 2: The 6 layers of blockchain.
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the user calculates a new effective block, the system
will give the user a certain reputation point as a
reward according to the reward mechanism

(5) Punish.sol: this function is mainly used to punish
malicious users. When a user is identified as a mali-
cious user, the system will trace back to the user
through the traceability method of blockchain and
deduct the user’s reputation points according to the
punishment mechanism

As mentioned above, this paper proposes a cloud plat-
form credibility assessment system based on blockchain
technology and D-S theory. The blockchain node of the sys-
tem performs scoring operation through the smart contract
and uses the privacy protection technology in blockchain
technology to realize the anonymity of scoring process and
protect the user’s personal privacy.

At the same time, in order to prevent users from scoring
maliciously on the platform, the system will deduct a certain
number of users’ reputation points as collateral before scor-
ing according to the contract. When a new effective block is
generated, the system will automatically return the users’
mortgaged reputation points. In addition, with the help of
blockchain traceability technology, the system can also find

users or organizations with malicious behavior and punish
them accordingly.

The consensus algorithm in the assessment system
ensures the reliability of the blockchain system. After the
blockchain nodes reach a consensus, the system will fuse
the user’s assessment results according to the credibility
assessment method based on D-S theory proposed in Section
2, so as to update and record the credibility assessment
results of the cloud platform. The result will be uploaded
to the blockchain for users to access and query. The results
include the current block address, the previous block
address, the address of the user who participating in the
assessment, the assessment date, the trust degree mðAÞof
the cloud platform credibility level, the assessment weight
WðβiÞ of the 5 credibility categories of the cloud platform,
and the random parameter Nonce of workload proof, as
shown in Table 7.

4. Experimental Design and Analysis

4.1. Experimental Analysis of D-S Fusion Method in This
Paper. Before the experimental analysis of the credibility
assessment system, this paper first verifies the effectiveness
of the proposed fusion method. Suppose that for a cloud
platform, the assessments given by 3 different users is shown
in Table 8.

As shown in Table 8, there is a big conflict between
Assessment 2 and other assessments. In this case, the results
obtained by traditional D-S fusion method and the results
obtained by the improved D-S fusion method proposed in
this paper are shown in Table 9.

It can be seen from the results in Table 9, when there are
occasional conflicts or malicious assessments in the assess-
ment process, the assessment results obtained by the tradi-
tional D-S fusion method will be greatly affected. However,
the fusion results obtained by this paper method will not
be greatly affected and can still reflect the views of most
effective assessments. The above experiments show that the
proposed fusion method is effective and feasible.

4.2. Experimental Analysis of the Credibility Assessment
System. After verifying the effectiveness of the proposed
fusion method, this paper will verify the effectiveness of
the proposed assessment system.

Previous
block

Next
block

Block head Block head

Block body Block body

PreHash

Hash1 Hash2 Hash2

Assessment
data1

Assessment
data2

Hash1

Assessment
data1

Assessment
data2

timestamp Nonce

Merkle Root

PreHash timestamp Nonce

Merkle Root

Figure 3: The blocks of the system proposed in this paper.

Block head

PreHash

Change the value
of nonceCurhash ≤

Target hash

Yes

No

Complete Proof-of-Work, and
get a valid block

timestamp Nonce

Merkle root

Figure 4: The schematic diagram of blockchain workload proof
algorithm.
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4.2.1. Experimental Design. The consensus mechanism of
this experiment adopts the workload proof algorithm based
on Ethash. The test framework is Remix provided by Ether-
eum, the experimental server is configured with CPU 5.0ghz
and Ram 32g. After setting up the environment required for
the experiment, the initial weight of the 5 credibility catego-
ries of the platform is set to 0:200, namely, WðβjÞ = 0:200,
j = 1, 2,⋯, 5. Then, this experiment convened 10 experts to
score a cloud platform and generated the initial block data
according to the method proposed in this paper. Next, this
paper has visited and consulted users who have used the
platform and asked them to assess the platform in the form
of questionnaire. Finally, this experiment substitutes the
assessment data of all users into the system and obtains the
data of more than 300 blocks.

Through the system, the user can obtain the block infor-
mation returned by the system after paying according to the
contract. According to the address of the block, the user will
be able to further query the weightWðβiÞ of the 5 credibility
categories of the cloud platform and can also query the trust
degree mðAÞ of the cloud platform credibility level.

4.2.2. Experimental Result Analysis. Using the expert account
to query, the following results can be obtained.

According to contract,
transfer the initial credit

points to the user address
(only once)

According to contract,
deduct a certain credit

score before scoring

According to contract,
pay and then query the

credibility assessment results

According to this paper
method, integrate the 

assessment results

According to contract,
reward users

User

Update and
record

Cloud platform credibility
assessment results

Scoring

Recalculate
Its Hash

No

Yes

Is it a valid block?
(Consensus mechanism)

Figure 5: The process of cloud platform credibility assessment system proposed in this paper.

Table 7: Data uploaded to blockchain.

Data Example

User address 0x6c19a33EF2cc41a1bedDC91133a8422e89f041B7

m Að Þ 0:001,0:001,0:162,0:389,0:389,0:027,0:027,0:0002,0:00006,0:00006
W βið Þ 0:180,0:223,0:107,0:242,0, 248
BlockNumber 101

The previous block address 0xa13782ab4bcb6e9670d315fb341ebbc95d45a2bdb0ea5034ef432b74f30b1b4f

The current block address 0x78dacc2af60900d2e4cae90b71e27446e6e883df36c53f21cbc9e071f7a586f4

Assessment date 20220407

Nonce 4

Table 8: The assessments of 3 different users.

Assessment 1 Assessment 2 Assessment 3

A5 = 8910f g 0.500 0.000 0.600

A4 = 678f g 0.300 0.000 0.200

A3 = 4567f g 0.200 0.000 0.200

A2 = 345f g 0.000 0.400 0.000

A1 = 123f g 0.000 0.600 0.000

Table 9: The assessments of 3 different users.

Results obtained by
traditional D-S
fusion method

Results obtained by the
improved D-S fusion method

proposed in this paper

{10} 0.00000 0.12353

{9} 0.00000 0.12353

{8} 0.00000 0.23824

{7} 0.00000 0.08824

{6} 0.00000 0.08824

{5} 0.50000 0.13235

{4} 0.50000 0.13235

{3} 0.00000 0.03235

{2} 0.00000 0.02059

{1} 0.00000 0.02059
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(1) Changes in the Assessment Weight WðβiÞ of the 5 Credi-
bility Categories. In Figure 6, t represents the generation time
of the first block, that is, the time of the first assessment. As
can be seen from Figure 6, in the initial stage, the assessment
weight WðβiÞ of each credibility category changes greatly.
However, with the increase of the number of user assess-
ments, the assessment weight WðβiÞ of the 5 credibility
categories will gradually stabilize. Finally, the assessment

weight sorting result is Wðβ4Þ >Wðβ3Þ >Wðβ2Þ >Wðβ5Þ
>Wðβ1Þ. According to the entropy weight method, the
sorting results show that β4 has the greatest impact on the
credibility of the whole platform, and users have the greatest
difference in the assessment of “service provider manage-
ment credibility β4”; on the contrary, the value of Wðβ1Þ is
the lowest, indicating that β1 has the lowest impact on
the credibility of the whole platform, and users have the
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smallest difference in the assessment of “infrastructure
credibility β1”.

(2) Changes in the Trust Degree mðAÞ of the Cloud Platform
Credibility Level. Through query, the change of mðAÞ is
shown in Figure 7.

Starting from the initial assessment records, the query is
conducted every 20 blocks. A total of 11 assessment records
are queried in this experiment.

In Figure 7, t represents the generation time of the first
block, that is, the time of the first assessment. As can be seen
from Figure 7, the platform credibility level is 6 and 7,
followed by 4 and 5. However, from the change trend, the
values of mð6Þ and mð7Þ show a downward trend, while
the values of mð4Þ and mð5Þ show an upward trend, indi-
cating that the credibility level of the platform shows a
downward trend with the increase of the number of user
assessments.

In addition, on the whole, the possibility of the platform
credibility level belonging to other levels is low, indicating
that the platform is relatively stable. The values of mð10Þ
and mð1Þ are close to 0, indicating that the platform is nei-

ther a highly trusted platform nor a low trusted platform
and is always in a generally trusted state.

4.3. Method Comparison. The above experiments show that
the assessment method proposed in this paper is effective
and feasible. Next, this paper compares the proposed
method with other similar methods.

The methods proposed in this paper are mainly aimed at
assessing the credibility of cloud platforms. In order to illus-
trate the advantages of the methods proposed in this paper,
it is necessary to compare it with other similar assessment
methods, such as method based on AHP, method based on
entropy, method based on D-S theory, and method based
on fuzzy theory.

Suppose a cloud platform contains n credibility catego-
ries, and the above methods are used to assess the platform.
The comparative analysis of each method is shown in
Tables 10 and 11.

Summarizing the above comparison, the results are
shown in Table 12.

In Tables 10–12, cost represents the cost required for
assessment when using this method; comprehensiveness

Table 10: Cost comparison and comprehensive comparison.

Cost Comprehensiveness

This paper method

The cost required includes the following:
(1) Assessment weight W βið Þof each credibility category

given by users
(2) Confidence interval lev βið Þ of each credibility

category given by users
(3) D-S fusion method is required in the assessment

process, and its average time complexity is O n2
� �

(4) In addition, this method also needs to build a
blockchain system

The output assessment results include the following:
(1) The change of W βið Þ
(2) Cloud platform credibility level and its trust

degree m Að Þ
(3) The change of m Að Þ

Method based on AHP

The cost required includes the following:
(1) Weight judgment matrix of credibility categories
(2) Asymptotic normalization coefficient (ANC) is

required in the assessment process, and its average
time complexity is O n2

� �

The output assessment results include the following:
(1) Assessment weight W βið Þ of each credibility

category calculated by ANC

Method based on entropy

The required input data include the following:
(1) Risk frequency of each credible category
(2) Risk loss severity of each credible category
(3) Entropy weight method is required in the assessment

process, and its average time complexity is O n2
� �

The output assessment results include the following:
(1) Entropy weight of each credibility categories,

namely, the assessment weight W βið Þ
(2) The uncertainty degree of cloud platform risk,

namely, cloud platform credibility level

Method based on
D-S theory

The required input data include the following:
(1) The confidence interval and trust degree of each

credibility category
(2) D-S fusion method is required in the assessment

process, and its average time complexity is O n2
� �

The output assessment results include the following:
(1) Cloud platform credibility level and its trust

degree m Að Þ

Method based on
fuzzy theory

The required input data include the following:
(1) The confidence interval and trust degree of each

credibility category
(2) Directly assess the cloud platform credibility level and

its trust degree according to Fuzzy Sets. The average
time complexity is O 1ð Þ

The output assessment results include the following:
(1) Cloud platform credibility level and its trust

degree m Að Þ
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means the comprehensiveness of the evaluation results. The
more assessment results this method can provide to users,
the more comprehensiveness this method; privacy security
refers to the security degree of the method in user privacy
protection; data stability indicates the stability of the evalua-
tion results. The higher the stability, the less likely the assess-
ment results will be modified by malicious users; objectivity
means the objectivity of the assessment results. The higher
the objectivity, the lower the impact of human subjective
factors on the assessment results.

5. Conclusion

This paper integrates blockchain technology and D-S theory
and carries out a series of research on the credibility assess-
ment of cloud platforms. Firstly, based on D-S theory and
fuzzy theory, this paper proposes an effective cloud platform
credibility assessment method, which solves the conflict
problem in the assessment process by integrating the user’s
assessments and reduces the difficulty of user scoring. On
this basis, combined with blockchain technology, this paper
regards the fused assessment results as effective blocks on
the blockchain, proposes an effective block generation
method, and designs the corresponding consensus mecha-
nism, smart contract, and incentive mechanism. As men-

tioned above, combined with D-S theory and blockchain
technology, this paper designs and proposes an effective
cloud platform credibility assessment system. Through the
encryption technology and traceability technology of block-
chain, the system makes up for the defects of the assessment
method based on D-S theory, effectively protects the privacy
of users participating in the assessment process, ensures the
assessment results cannot be tampered with, and improves
the assessment enthusiasm of users. Finally, the experimen-
tal analysis results show that the assessment system pro-
posed in this paper is effective and feasible.

However, as an assessment system, the assessment
results that the system can provide to users are not compre-
hensive enough. In the follow-up research, we also need to
sort out the specific impact indicators based on the cloud
platform credibility categories divided in this paper and
carry out the assessment combined with the specific credibil-
ity evidence, so as to improve the objectivity of the assess-
ment results.

Data Availability

The data used to support the findings of this study are
available from the corresponding author upon request.

Table 12: Comparison between this paper method and other methods.

Cost Comprehensiveness Privacy security Data stability Objectivity

This paper method High High High High Medium

Method based on AHP [5–11] Medium Low Low Low Medium

Method based on entropy [12–16] Medium Medium Low Low Medium

Method based on D-S theory [17–22] Medium Medium Low Medium Medium

Method based on fuzzy theory [31–33] Low Medium Low Low Low

Table 11: Comparison of privacy security, data stability, and objectivity.

Privacy security Data stability Objectivity

This paper method
Adopt blockchain

technology for privacy
protection

The assessment result cannot
be tampered with

D-S fusion method can effectively solve the conflict
information in the assessment process and ensure

the objectivity of the assessment results.

Method based on AHP No privacy protection
The assessment result is easy to

be tampered with

In weight assessment, the method of pairwise
comparison can effectively reduce the impact of

human subjective factors.

Method based on entropy No privacy protection
The assessment result is easy to

be tampered with

Describing the credibility level by the risk
uncertainty can effectively reduce the impact of

human subjective factors on the assessment results.

Method based on
D-S theory

No privacy protection

Because the assessment result is
the fusion of different users’

assessment results, the result is
not easy to be tampered with

D-S fusion method can effectively solve the conflict
information in the assessment process and ensure

the objectivity of the assessment results.

Method based on
fuzzy theory

No privacy protection
The assessment result is easy to

be tampered with

The assessment results are obtained by human
subjective assessment. There is no effective method
to improve the objectivity of the assessment results
in the assessment process. Compared with other

methods, its objectivity is low.
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