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At present, many companies have many problems such as high financial costs, low financial management capabilities, and redundant
frameworks; at the same time, the SASAC requires that the enterprise’s financial strategy transfer from “profit-driven” to “value-driven”,
finance separate from accounting to improve the operational efficiency of the company. Under this background, more and more
enterprise respond to the call of the SASAC; in order to achieve the goals of corporate financial cost savings and financial
management efficiency improved, we began to provide services through financial sharing. The research of information fusion theory
involves many basic theories, which can be roughly divided into two large categories from the algorithmic point of view: probabilistic
statistical method and artificial intelligence method. The main task of artificial intelligence is to realize the computer for some
learning, thinking process, and wisdom formation of simulation, and an important goal of information integration is the human
brain comprehensive processing ability simulation, so artificial intelligence method will have broad application prospects in the field
of information fusion; the common methods have D-S evidence reasoning, fuzzy theory, neural network, genetic algorithm, rough
set, and other information fusion methods. The purpose of this paper is to proceed from the internal financial situation of the
enterprise, analyze data security issues in the operation of financial shared services, and find a breakthrough in solving problems.
But, with constantly expanding of enterprise group financial sharing service scale, the urgent problem to be solved is how to ensure
the financial sharing services provided by enterprises in the cloud computing environment. This paper combines financial sharing
service theory and information security theory and provides reference for building financial sharing information security for similar
enterprises. For some enterprise that have not established a financial shared service center yet, they can learn from the establishment
of the financial sharing information security system in this paper and provide a reference for enterprise to avoid the same types of
risks and problems. For enterprise that has established and has begun to practice a financial shared information security system,
appropriate risk aversion measures combined with actual situation of the enterprise with four dimensions related to information
security system optimization was formulated and described in this paper. In summary, in the background of cloud computing,
financial sharing services have highly simplified operational applications, and data storage capabilities and computational analysis
capabilities have been improved greatly. Not only can it improve the quality of accounting information but also provide technical
support for the financial sharing service center of the enterprise group, perform financial functions better, and enhance decision
support and strategic driving force, with dual practical significance and theoretical significance.

1. Introduction

Information in the physical world often comes from a wide
number of all kinds of perceptual equipment, and a variety
of forms, information capacity, information relationship is
complex; the human brain information comprehensive
processing ability is far from meet the needs of timely and
accurate processing of the information, so there was a need

to use machine comprehensive processing analysis, so also
produced the information fusion technology. At the begin-
ning, information fusion mainly targets multisensor data,
so also known as multisensor data fusion four or data fusion.
In the 1980s, due to the urgent military and civilian require-
ments, the concept of “data integration” quickly became one
of the hot issues of the world, and further research was
quickly carried out quickly. Multisensor data fusion
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technology has now been combined with a variety of
cutting-edge technologies such as expert systems, fuzzy
mathematics, and wavelets and has attracted a lot of atten-
tion in China and abroad. The financial sharing in the era
of cloud computing is based on modern information tech-
nology and the business processes of financial business per-
sonnel through different enterprises and different locations.
It effectively organizes and shares, separates complex and
trivial financial services, and establishes standardized finan-
cial business management methods [1]. Financial data is
the most important and largest data information in enter-
prise management. As the scale of the enterprise grows, the
financial activities of the enterprise become more and more
complex, and the level of financial data management is also
higher [2]. Improving the level of financial data processing,
improving financial management efficiency, and strengthen-
ing financial security management are important guarantees
for the healthy and effective development of enterprises.
Facing the cloud-based big data era sharing model, it can
help companies accurately manage financial processes and
improve the efficiency of financial processing.

The advantage of AI-based information fusion methods
is that such methods have strong learning ability and adap-
tive ability to realize the fusion process of information not
affected by the supervisor; the disadvantage is relatively large
operation volume, difficult rule establishment or long learn-
ing time, difficult to meet the timeliness and space-time
sensitivity to information integration, real-time control for
timely decision making, and not easy to achieve. Cloud com-
puting observation of the same thing object may be multian-
gle and layered, through different attributes, so the type of
sensing device may be different, and the same type of sensing
device may realize the perception, but the corresponding
data types are different and oneself. The data corresponding
to these properties used to characterize things may be regu-
lar data of a character or numerical type, or time type data,
location information, etc. Therefore, it is necessary to study
a set of methods that can solve the collaboration and fusion
of multi-source heterogeneous data information in the cloud
computing. The financial sharing model under the back-
ground of the big data era can improve the scale efficiency
of enterprises and bring the knowledge concentration effect,
the influence of enterprise expansion, the goal of integrating
knowledge resources within the enterprise, and the ability to
expand the financial management of enterprises. It can be
seen that financial sharing in the context of the era of big
data has certain significance for the survival and develop-
ment of enterprises [3]. It can not only improve the eco-
nomic benefits of enterprises but also enhance the social
benefits of enterprises, thereby promoting the sustainable
development of enterprises. Drawing on existing accounting
cooperation models, such as the accounting cooperation
mechanism of China, Japan, and South Korea, accelerate
the establishment of the “Belt and Road” accounting cooper-
ation mechanism. China should play a leading role and con-
centrate accounting scholars and experts from the “Belt and
Road” countries to seriously analyze and study the account-
ing convergence of the “Belt and Road.” Through the estab-
lishment of the “Belt and Road,” accounting cooperation

mechanism, the coordination between the accounting
standard-setting and supervisory bodies of each country
should be strengthened to enhance the accuracy, reliability,
and comparability of accounting information, which is con-
ducive to the protection of investors and the promotion of
regional economic development [4].

Ali et al. proposed the secure data sharing (SeDaSC)
method in the cloud, which provides (1) data confidentiality
and integrity; (2) access control; (3) data sharing (forward-
ing), without computationally intensive reencryption; (4)
internal threat security; and (5) forward and backward
access control. The SeDaSC method encrypts files using a
single encryption key. Two different key shares for each user
were generated, and the user gets only one share. Having a
part of a key allows the SeDaSC method to combat internal
threats. Another key share is stored by a trusted third party,
which is called an encryption server. The SeDaSC method is
suitable for both traditional and mobile cloud computing
environments [5, 6]. By using key agreement and group sig-
nature, Jian and other scholars proposed a new traceable
group data sharing scheme to support anonymous multiple
users in the public cloud. On the one hand, group members
can communicate anonymously with group signatures and
can track the true identity of members as necessary. On
the other hand, public conference keys are derived based
on a key agreement to enable group members to securely
share and store their data [7]. In practical applications, we
must solve more challenging problems, such as attribute rev-
ocation and data search. How do data users search the vast
amounts of data they need? When users leave the system,
they will lose the right to decrypt shared data [8]. In this
case, how do we ensure that the revoked user cannot decrypt
the shared data? In this paper, Axin and other scholars suc-
cessfully solve these problems by proposing a hidden data
sharing scheme based on policy attributes and direct undo
and keyword search. In the proposed solution, the direct rev-
ocation of an attribute does not require updating the private
key of the user who has not been revoked during revocation.
In addition, keyword search is implemented in our scheme,
and the search time is constant as the attribute increases
[9]. Nada et al. investigated the problem of estimating wheel-
chair position with noise measurements in an indoor envi-
ronment. The data from the sensors are combined and
used as input to the unscented Kalman filter (UKF). Two
data fusion architectures are proposed: measurement fusion
(MF) and state vector fusion (SVF) to merge the available
measurement data. A comparative study of these two archi-
tectures shows that the MF architecture provides relatively
less uncertainty in the state estimates compared to SVF.
However, the uncertainty in the position determined by
the odometer measurements is relatively high, followed by
the accelerometer measurements. Therefore, fusion in the
navigation system is needed. The simulation results obtained
show the effectiveness of the proposed architecture [10].

Throughout the literature at home and abroad, there
have been many research results in cloud computing, finan-
cial sharing, and information security. Domestic and foreign
scholars mainly analyze the concept, feasibility, and advan-
tages of cloud computing. The core concept of cloud
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computing is its virtualized resource pool and pay-as-you-go
model. Cloud computing can bring low-cost and wide-access
advantages to enterprises. Moreover, the emergence of cloud
computing has transformed corporate financial manage-
ment into financial sharing. Foreign studies have been
earlier, but Chinese scholars have proposed to localize finan-
cial sharing services, pointing out that the advantages of
financial sharing services provide a good foundation for
the development of management accounting and promote
the improvement of corporate performance. Emphasis is
placed on the direction of financial sharing and the refactor-
ing of financial processes. Most of the literature is based on
the evaluation of information security. The method of
empirical research is generally the design evaluation index
of the information system. Information security risks mainly
occur during the storage, transmission, and use of account-
ing information. Finally, how to conduct information secu-
rity assessment under the new technology environment is a
major challenge facing the current financial sharing infor-
mation security issue. Establishing a set of financial sharing
information security assessment system in cloud computing
environment has certain practical significance for China’s
financial sharing information security management.

In this paper, by analyzing the privacy protection issues
in industry financial data sharing, static data blocks can be
traditionally encrypted using the RSA algorithm and
dynamic data blocks are encrypted using CP-ABE algorithm,
carrying out the basic theories and key technologies related
to cloud computing information fusion, constructing a set
of information security evaluation system for financial shar-
ing, and realizing enterprise financial based on information
fusion cloud computing environment data sharing based
on the information fusion cloud computing environment.

2. Proposed Method

2.1. Cloud Computing Security. Security is an important fac-
tor affecting the promotion of cloud computing and the core
of ensuring special financial sharing issues. This topic
describes privacy protection issues in enterprise financial
data sharing, including data sharing and research. At pres-
ent, the data storage scheme in cloud computing can solve
the problem of trust concentration to a certain extent, but
the data partitioning mode and computational overhead
are flawed. In the process of data sharing, there is an urgent
need to propose an effective encryption scheme to ensure the
confidentiality of shared data and the ability to resist collu-
sion attacks. When the user completes the sharing of the
attribute revocation, it is necessary to continue to optimize
the immediacy and efficiency of the user attribute revoca-
tion. In response to the above problems, this article trusts
the decentralized storage strategy from the following points.
First, the uploaded data is divided into dynamic data and
static data by using a fixed value extraction method, wherein
the dynamic data is a data portion that is encrypted only
when the encryption algorithm is canceled. The ciphertext
is often dynamically changing; static data is part of the data
that is not reencrypted each time it is revoked, so part of the
data changes less frequently in the cloud. Then, the two

pieces of data are, respectively, encrypted, the static data is
encrypted by the RSA algorithm, and the dynamic data is
encrypted by the CP-ABE (ciphertext-policy attribute-
based encryption) algorithm. Finally, the encrypted two data
is stored on two different cloud servers. Decentralized
storage and encryption processing not only increases the
security of shared data but also reduces computational over-
head during encryption and decryption, while taking into
account security and applications. The technical roadmap
for the study is shown in Figure 1 below.

2.2. Data Trust Decentralized Storage Policy CP-ABE
Algorithm Encrypts Dynamic Data. Trusted storage policies
include data segmentation, data encryption, and data
decryption. The fixed data extraction method is used to
divide the raw data into dynamic data and static data and
then store the static data and the dynamic data in different
clouds. The enterprise financial data sharing encryption part
needs to ensure the security and efficiency of data sharing in
the process through variable encryption. Encrypt dynamic
data using the CP-ABE algorithm. In the case of multiple
sensors periodically acquiring multiple encrypted measure-
ments, the process of obtaining each target trajectory by
analysis. The data sharing decryption module is mainly used
to verify data integrity and manage data decryption and
authorization work and then obtain decryption authority
to successfully obtain enterprise financial data sharing data.
If the data sharing verification cannot be completed, the user
cannot obtain the shared resource.

Encryption is performed on the divided data blocks, and
a flexible encryption strategy is adopted according to the
characteristics of the data blocks. Static data blocks can tra-
ditionally be encrypted using the RSA algorithm, and the
dynamic data blocks are encrypted using the CP-ABE algo-
rithm. The advantage of the RSA algorithm is that the
encryption overhead is low, and the disadvantage is that
the flexibility and confidentiality are not high; the advan-
tages of the CP-ABE algorithm are flexibility, privacy, and
dynamics. Dynamic data blocks have higher privacy require-
ments and smaller data blocks, so they are encrypted using
the CP-ABE algorithm. Static data blocks have lower confi-
dentiality requirements and larger data blocks than dynamic
data blocks. If the two types of data blocks use a consistent
encryption strategy, the dynamic data requirements for secu-
rity and static data cannot be met. For example, if static data
blocks are also encrypted by the CP-ABE algorithm, there
are a large number of bilinear operations in the data encryp-
tion and decryption process. For more and more mobile
devices, there is an additional burden on data sharing.

A trusted third-party TTP performs CP-ABE encryption
on dynamic data. The specific process is as follows:

(1) Setup: the algorithm sets TTP to generate parameter
0 as the input of the Setup algorithm, Let u = f1, 2,
⋯, ng be the system attribute set space, optionally
two p-order cyclic groups G, GT , bilinear map to
e : G1 ×G2 ⟶GT , and select the anticollision hash
function H : G⟶ Z∗

p , optionally α ∈ Z∗
p , β ∈ Z∗

p ,

input parameters Y = eðg, gÞα and generate random
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values gβ is assigned to each attribute, where ti,j ∈ Z∗
p

ð1 ≤ i ≤ n, 1 ≤ j ≤ niÞ, the output master key Ti,j =
gti ,j, and the public key PK = ðG, g, gβ,H, YÞ, and
the cloud storage system generates the attribute set
Ω = fλ1, λ2, λ3,⋯, λn,g

(2) The KeyGen algorithm cloud storage system gener-
ates unique identification information gui and attri-
bute set A = fλ1, λ2, λ3,⋯, λj,g for each registered
user in the group. The user sends the corresponding
parameter gui and sends A = fλ1, λ2, λ3,⋯, λj,g as
an input to the KeyGen algorithm to the trusted
third party TTP

SK = D = guie/βgα/β;∀λj ∈ A : Dk = geuiH λj

� �r j,Dk′ = grj
� �

, ð1Þ

SKk′ = D = gα+uie/β;∀λj ∈ A : Dk = geuiH λj

� �r j,Dk′ = grj
� �

: ð2Þ

The trusted third party TTP calculates the private key SK
with the global identification information for the user, and
the calculation formula of the user private key SK is
Equation (3). The GSK is obtained as the group private key
u0 ∈ Z

∗
p and sent to the user in the group synchronously.

The group public key is as shown in Equation (4):

SKui = D = gα+uie/β;∀λj ∈ A : Dk′ = geuiH λj

� �r j� �
, ð3Þ

GSK = gu0 , vn = 0 ð4Þ

(3) The Encrypt algorithm data belongs to the master
DO. The attribute access structure is W = ½W1,W2,
⋯,Wn�. The dynamic data is selected as the plain

text data to be encrypted, that is, m ∈GT is the input
of the Encrypt algorithm. The C0 and C0, C1, C2
formulas are calculated and output as follows:

C0 =mYse g, gð Þus =me g, gð Þαs+us, ð5Þ

C1 = gβ⋅s, ð6Þ

C2 = gδ⋅s: ð7Þ

Extract s ∈ Z∗
p arbitrarily. Set the root part node of the

dynamic data block access structure to s. If the root part
node s is the acquisition identifier and the child node is
not acquiring the identification status, the part that is not
the identifier that is not the leaf can be calculated by budget.
Select any s ∈ Z∗

p ð1 ≤ si ≤ p − 1Þ and give the tail node a value
of sj and calculate sj as shown in the formula to set the status
of this node as identified.

sj = s − 〠
j−1

i=1
si mod p: ð8Þ

When it is an “OR” gate, it changes any node value
under the node and changes the state of the node to recog-
nized. For leaf node s, the cipher text is calculated by the fol-
lowing formula:

Ci,j,1 = gsi ,

Ci,j,2 = Tsi
i,j:

(

ð9Þ

Then, the ciphertext CT can be calculated and output
by the formula (10), wherein i and j have a value range
of 1 ≤ i ≤ n, 1 ≤ j ≤ n:

�eoretical support

Solve the problem

Relevant theoretical basis

Optimized System of 
Financial

Sharing Information 
Security in Cloud 

Computing Environment

Conclusion

Cloud computing
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Information Security

Information security 
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Information security 
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Organization optimization 
of information security

Information security 
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Figure 1: Technical road map.
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CT = C0, C1, C2, Ci,j,1, Ci,j,2
� �

: ð10Þ

2.3. Risks of Enterprise Financial Sharing in the Age of
Cloud Computing

(1) System’s own risk: due to the high investment cost of
financial shared service center construction, the
financial risk of enterprises engaged in financial
sharing construction in the era of big data is high.
When the financial shared service center is in the
early stage of construction, more human investment,
capital investment, and equipment investment are
needed. At the same time, it is necessary to provide
financial support for personnel travel expenses,
engineering construction costs, and personnel equip-
ment transfer costs, resulting in relatively high
investment in the financial center construction. After
the enterprise financial sharing in the era of big data
enters the postconstruction, it needs to provide cor-
responding financial support for equipment mainte-
nance, information system update, and technical
personnel management. And under the high capital
input cost, financial sharing does not necessarily bring
about the expected target benefits, and it is also likely to
cause the debt crisis of the enterprise group. In addi-
tion, after implementing a centralized management
approach to financial sharing, financial personnel
changed from a business front end to a back end.
Under the influence of such business sensitivity and
subjectivity, it is inevitable that business data is incom-
plete, information data is inaccurate, and false informa-
tion is generated. There are too many management
loopholes in the financial sharing management center

(2) Personnel management risk: in the era of big data,
the enterprise financial sharing service center adopts
a centralized financial management method. Will
not continue to work in the front-end of the line,
and the specific business with the various depart-
ments of the enterprise is gradually decreasing, so
that the financial management personnel can not
grasp the specific business data, can only rely on
the relevant data for analysis and integration, and
thus the staff. The first-line business capability has
gradually declined. Compared with the financial
management work of the front-end frontline, the
standardized management mode of the financial
sharing center makes the financial sharing workflow
very strict and boring. Under the long-term work of
high-complexity financial data, documents, and
reports, the financial staff will inevitably lose
patience and enthusiasm for work. There is a situa-
tion in which the work attitude is not serious and
the job is changed. The phenomenon of high turn-
over ratio of financial personnel makes it difficult
for enterprises to reselect new employees for man-
agement, because of the unskillful business of new
employees, and the integration of financial data of
enterprises is wrong

(3) Information security risk: under the mode of
centralized management of financial business, the
information transmission and processing traffic of
enterprises will increase correspondingly. As the
amount of information rapidly expands, it will inev-
itably lead to congestion of enterprise information
channels, leading to corporate finance. Information
processing efficiency is affected. Since the processing
capacity of the enterprise financial shared service
center is generally 100,000TB, the efficiency of the
data filtering, screening, and analysis functions of
the financial shared service center becomes more
and more important. At present, enterprises are in
a semi-intelligent state in the filtering, analysis, and
screening of information data, failing to achieve fully
intelligent management, making it difficult to effec-
tively handle complex information and exchange
requirements. In order to facilitate financial sharing
management, some enterprises have developed and
shared the financial sharing network, which makes
the enterprise financial network vulnerable to infor-
mation leakage and virus intrusion, resulting in sys-
tem flaws and data theft

2.4. Construction of Information Security Evaluation System
for Financial Sharing. When evaluating financial shared
information security systems, the following principles
should be followed when designing assessment indicators.
The design of the indicators should be carried out on the
premise of scientific basis. It must have a theoretical basis
as a support. According to the specific situation of informa-
tion security of the financial sharing center, the selection of
indicators should be representative. If the scientific princi-
ples are not followed, the evaluation results of the selected
indicators will mislead the actual situation. There are many
indicators that can evaluate the financial security center
information security system. If too many indicators are
selected, the economic benefits are not high, and we cannot
evaluate all aspects of the information security system.
Therefore, it is necessary to select representative indicators
that reflect the operation and internal laws of the financial
shared information security system based on the importance
of importance. When design indicators evaluate the system,
if the selected indicators only value the results, the actual
selection of the data is not good, and the choice of indicators
is not reasonable. Therefore, when you design indicators,
you need to refine each of them in terms of development
quality, development capability, and suitability. In these
aspects, an information security assessment indicator system
for financial sharing is proposed.

Financial sharing mainly relies on the advantages of
information technology and data technology and interac-
tively sharing data to implement financial sharing reform
within the enterprise through the implementation of the
new management model concept. When financial sharing
is implemented in the era of big data, it is basically to inte-
grate different enterprises or different accounting units, so
that decentralized financial work can be integrated and inte-
grated and then the centralized financial analysis, analysis,
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and utilization of complex financial data. The earliest enter-
prises in China that began to use the concept of financial
sharing to carry out internal financial management reforms
were Haier Group and China Telecom. And with the in-
depth development of the concept of financial sharing, the
financial sharing level of Haier Group and China Telecom
has been continuously improved. Affected by the trend of
large-scale enterprises using financial sharing to carry out
financial reforms, small- and medium-sized enterprises have
also begun the construction and reform of financial sharing.
Compared with other financial management methods,
financial sharing can effectively integrate and analyze differ-
ent types of accounting work data of the enterprise. This
enables companies to form a correct understanding of
accounting data and propose a rationalized corporate devel-
opment strategy.

3. Experiments

3.1. Experimental Data Set. The data comes from the com-
mon word database of Sogou input users and used to simu-
late and upload corporate financial data and stored data. The
data is mainly in text form. The common word file for each
user is small, but the number of files is large due to the large
user base. In an actual cloud computing environment, not
only large files are stored but also a large number of small
files are stored. The DBMS divides the data into n shares,
each stored in a different service provider (DAS). The data
here is the value of the attribute that the user wants to hide
on an untrusted server, and the DBMS is responsible for
generating a random polynomial function of the same
degree for each valuable attribute value. This polynomial is
not stored in the data source but is generated by the DBMS
when the user’s query is accepted.

3.2. Experimental Environment and Conditions. The hard-
ware configuration uses the CPU as the Intel Core i5-
7120M 2.50GHz, the memory is 16.00GB, and the operating
system is a Win7-64 bit computer for the analog data shar-
ing process. In the simulation experiment, Cloud Server1 is
used as a cloud server, and Enterpise is used as a client on
a computer at one end. The data sharing process was simu-
lated by performing information exchange between the
cloud server and the client user. The simulation platform is

NetBeans8.0 platform, JDK1.6, and the simulation is imple-
mented by Java programming. The encryption algorithms
used are based on the open source code base JDBC2.0.0 (Java
pairing-based cryptography library), which is used to imple-
ment repetitive linear matching and functions such as the
CP-ABE algorithm and PRE encryption and decryption
algorithm in cryptography. On the software NetBeans 8.0
platform, the data segmentation part is simulated using the
commonly used Java object-oriented programming lan-
guage. The same method is used for the data encryption part
and the data decryption part.

3.3. Experimental Procedure. In the cloud computing, the
security of enterprise financial data security storage requires
not only users with only permission to access shared data
but also for cloud servers and users without permissions.
The solution uses ciphertext for cloud storage, which makes
it difficult for an attacker to obtain complete shared data and
ensures that illegal visitors cannot obtain shared resources.
Not only that, if there is a data leak on the cloud server that
uses the PRE secondary proxy reencryption technology to
change or update the active data for a trusted third-party
TTP when a key leak is discovered or the administrator user
does not exist to request the user to be revoked, users who
revoke after undoing cannot continue to share data. Even
if a revoked user throws access to and can view the
decrypted Jintai data, due to the lack of a dynamic data file,
the integrity of the file cannot be verified and all file infor-
mation cannot be viewed. The revoked user cannot continue
to access the shared data to ensure the confidentiality of the
shared data, and the experimental steps are shown in
Figure 2.

The plaintext attack game was selected to set the game
character, cloud server Cs was defined as challenger s in
the system, and user A was defined as the opponent User
access system. The security of a trusted storage strategy
was demonstrated. ① Start phase Start. Challenger s selects
parameter η of the secure partition file and a sufficiently
large CP-ABE algorithm parameter λ to encrypt the
dynamic data plain text m and hand the dynamic public
key and static key to the opponent A. ② Query phase Step1.
The attacker A submits the challenge plain text W0 and W1,
and the access tree w and asks the challenger s about the user
dynamic attribute private key SK corresponding to the

Data object

Enterprise

Data 
initialization

Decrypted 
Information 

a�er user 
authentication

Cloud 
Server A

Cloud Server 

Trusted third 
party

Encrypted 
data

User property revocation

Figure 2: Experimental steps.
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dynamic data attribute set. If the queried dynamic data
attribute set does not satisfy the requirements of the dynamic
data access tree, attacker A sends the plain text W0 and W1
and access treew to challenger s. Challenger s performs a coin
flip experiment to randomly generate parameter β ⊂ f0, 1g
and segmentation parameter β ⊂ f0, 1g, encrypt plain text
Mβ, and send dynamic cipher text c to opponent A.③ Query
phase Step2. Attacker A continues to query the challenger’s
dynamic data attribute set. ④ Guess stage Guess. The chal-
lenger s guesses the dynamic data cipher text c, and the
response result is only two β′ = 0 or β′ = 1 equal. At that time,
β′ = β determines that the enemy A wins, and at this time, the
probability of winning the enemy A is defined as the winning
probability AdvðAÞ = jPr ½β′ = β� − 1/2j. Under normal cir-
cumstances, the probability of an enemy successfully decrypt-
ing the game is about zero, which is negligible, indicating that
the proposed trusted distributed storage strategy can guaran-
tee the security of shared data.

4. Discussion

4.1. Experimental Results and Comparison. The experiment
uses the JAVA language to simulate data retrieval and data
encryption and decryption processes. A comparable assess-
ment was made between shared NetDB2 using the com-
pany’s private sharing algorithm and NetDB2 using the
Blowfish encryption algorithm. This comparison shows a
comparison between three types of queries, namely, exact
queries and aggregated queries.

Table 1: Accurate query time comparison chart.

Contrast algorithm 20.50 20.00 19.20 18.00 21.00

The algorithm in this paper 16.84 15.34 14.10 13.98 15.10

0

5

10

15

20

25

1 2 3 4 5
Contrast algorithm
�e algorithm in this paper

Figure 3: Algorithm comparison chart.

Table 2: The main financial index of the company.

Contrast
algorithm

Total number
of listed

companies

Disclosure of the
number of XBRL

companies
Percentage

Shanghai
stock
exchange

963 919 95.43%

Shanghai
stock
exchange A

909 909 98%

Shanghai
stock
exchange B

1339 10 18.52%

Shenzhen
City A

1009 1325 98.95%

Table 3: The staffing requirements of project implementation.

Post Role Require
Staffing
needs

Project management and
business analysis

Project
manager

Advanced 1

Demand
management

Advanced 1

System
engineer

Advanced 2

Software framework
design, market software
integration, performance
optimization

Configuration
engineer

Intermediate 1

Software
engineer

Advanced 1

Software
engineer

Intermediate 2

Table 4: The cost of the cloud computing model is analyzed with 3
years as a construction cycle and the analysis.

Cloud computing mode Traditional mode

The first
year

The
ensuing
year

The
third
year

The first
year

The
ensuing
year

The
third
year

988 988 988 33800 0 0

0 0 0 60000 0 0

0 0 0 2400 2400 2400

0 0 0 6000 6000 6000

0 0 0 5000 0 0

300
320
340
360
380 1

2

34

5

Query time (ms)

Contrast algorithm
�e algorithm in this paper

Figure 4: Range query time comparison chart.
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4.1.1. Accurate Inquiry. The experiment compares the data
retrieval time cost of the shared NetDB2 model established
by the secret sharing algorithm and the NetDB2 model
established by the blowfish algorithm in the process of exact
matching algorithm. Table 1 and Figure 3 show that the
algorithm consumes more time than the private sharing
algorithm because of the time loss of the blowfish algorithm
during decryption.

The results of the data retrieval in the case of different
copies of the secret sharing algorithm in the shared NetDB2
were also evaluated. As the number of copies of data
increases, the time for data retrieval is also increasing. On
the other hand, as the number of copies of data increases,
the security level of the data increases, because DAS needs
to obtain more values to see the data hidden on the DAS.
The main financial index of the company is shown in
Table 2.

The staffing requirements of project implementation are
shown in Table 3.

The cost of the cloud computing model is analyzed with
3 years as a construction cycle, and the analysis results are
shown in Table 4.

4.1.2. Scope Query. Set the two algorithms to search within
the same data range (1000~9000). Figure 4 shows that the
decoding operation in NetDB2 and the process of retrieving
different values from the data source take longer than
retrieving the same value from different shares in shared
NetDB2. From the experimental results in Table 5, the
shared NetDB2 model has higher retrieval efficiency than
the NetDB2 model for different data retrieval methods,
but the shared NetDB2 model also has certain drawbacks,
that is, the retrieval time will follow the number of copies
in the secret sharing algorithm. Increases and increases,
but as mentioned earlier, the increase in the number of
copies also increases the security of the system to a certain
extent, which allows the attacker to obtain more copies to
obtain data.

4.2. Experimental Conclusions. From the above chart, finan-
cial security is very important to the enterprise. According to
the trust allocation policy, the solution does not trust any
cloud servers and opens and stores encrypted data, which
solves the problem of trust concentration during data stor-
age. By using the data segmentation method, the original
data is divided into dynamic data and static data according
to certain rules and are stored in different cloud servers.
For dynamic data, the CP-ABE encryption method can
make the access structure of the entire sharing process more
flexible and meet the “one-to-many” requirements of data
sharing in the cloud environment. The static data uses the
traditional RSA encryption method, so that the calculation
of encryption and decryption is lower than the complete

CP-ABE encryption and decryption as shown in Figure 5.
Data is divided into dynamic data and static data, which
are encrypted using attribute-based encryption and symmet-
ric encryption, respectively, and stored in different cloud
environments. It not only reduces the risk of cloud servers
leaking shared data but also reduces the amount of comput-
ing and decryption of the system as shown in Figure 6.

But, we still have to establish a risk assessment system. In
order to ensure risk reduction and avoid financial sharing
systems, companies should establish a corresponding evalu-
ation system to make full use of the data information on the
platform. A comprehensive assessment of the risks that the
company can generate, enabling the company to develop

Table 5: Range query time comparison table.

Contrast algorithm 362.36 359.00 361.41 364.22 359.83

The algorithm in this paper 340.801 322.32 343.10 342.23 341.12
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Figure 5: Different file size encryption time consumptions.
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Figure 6: Data segmentation and computational cost change
diagram.

Table 6: The evaluation results.

Secondary One-level Section

Like Two stage (4,5]

It’s better Three-level (3,4]

Beyond compare Level four (2,3]

Appraise Pyatyi (1,2]
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effective measures to avoid losses caused by risk issues. After
the completion of the construction of the financial sharing
center, the enterprise shall conduct corresponding perfor-
mance evaluation, evaluate the investment efficiency of the
enterprise and improve the operational efficiency of the
enterprise. When using the system, senior leaders should
establish a management system and interpret their process-
ing procedures. We coordinate the relationship between
employees in each link, reduce the risk of using the system,
and strengthen the management of financial personnel.
When the company expands, the financial staff should also
keep up with the development trend and improve the pro-
fessional level. Finance personnel must delve into the knowl-
edge of the sharing center and become familiar with other
knowledge related to the center to ensure that the financial
sharing center can proceed smoothly. The financial position
of an enterprise is the assets and equity of the enterprise at a
certain time and is an expression of the movement of funds
at a relatively static state. We grasp the financial status of the
company’s subsidiaries, pay attention to its changes, respond
in a timely manner, and promote the smooth operation of
the financial sharing center. Relevant staff members should
also communicate with the local tax authorities in a timely
and effective manner to ensure that the company scientifi-
cally handles tax-related issues, thereby avoiding losses
caused by legal problems. Cloud service QoS evaluation
metrics such as “Service Credit” indicators generally indicate
a comprehensive service request evaluation of a service
provider after the end of the service transaction. This section
divides the evaluation level into five levels: “very good,”
“better,” “general,” “medium,” and “relatively poor.” The
evaluation results are shown in Table 6.

The company income after the implementation of this
study scheme is shown in Figure 7.

5. Conclusions

The purpose of financial sharing information security evalu-
ation is to improve the information security in the process of
financial sharing of enterprise groups and improve the level
of financial sharing information security management.
Therefore, we must pay attention to the use of financial shar-
ing information security evaluation results. For the differ-
ence between the result and the target, it is necessary to
carefully analyze the cause of the difference and the reason
for the low level of information security and provide refer-
ence for the next year’s financial shared information security
management. The financial sharing information security
evaluation reflects the real implementation of the financial
sharing information system security, and based on the prin-
ciple of information security, reasonably evaluates the infor-
mation security situation of the financial sharing center, and
judges whether the financial sharing information security
optimization has achieved the expected effect. Whether the
resources used to optimize the information security system
are valid. The investigation is divided into two aspects. On
the one hand, whether the configuration of the information
security protection system of the financial sharing center
meets the actual needs of financial sharing information secu-
rity; on the other hand, whether the efficiency of resource
utilization is maximized. By constructing a financial shared
information security evaluation index system, comprehen-
sively evaluate the specific situation of the information secu-
rity system of the financial sharing center in the cloud
computing environment and the impact on the long-term
development of financial sharing. The evaluation results of
the financial shared information security system can not
only serve as an assessment basis for the implementation
but also provide suggestions for the optimization of the
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Figure 7: The company income after the implementation of this study scheme.
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information security protection system in the future, thus
improving the information security protection system of
the financial sharing center.

This paper to build thorough information perception,
comprehensive intelligent service cloud computing system
as the goal, to cloud computing information multisource
heterogeneous, noncertainty, massive features as the starting
point, analyzed the new problems facing intelligent informa-
tion processing in cloud computing environment, new
needs, combined with the current development of sensor
network, and carry out the cloud computing information
fusion-related basic theory and key technology. This paper
focuses on the thorough analysis of the nature of cloud com-
puting from the perspective of data information, and with
the information resource development chain “a information
data a knowledge a wisdom” high-level data information
evolution mechanism discusses the information complete
state evolution of cloud computing and its law, its goal is
to achieve a complete effective intelligent information pro-
cessing system in the cloud computing environment. The
structure will play a reference and guiding role in the future
development of cloud computing information integration.
This paper combines the theory of financial shared services
and information security theory to provide a reference for
the construction of financial sharing information security
for the same type of enterprises. For some enterprises that
have not yet established a financial sharing service center,
we can learn from the establishment of the financial sharing
information security system in this paper and provide
reference for enterprises to avoid the same types of risks
and problems, for the financial sharing information that
has been established and has begun to be implemented.
For the enterprises of the system, the four dimensions
related to the optimization of the information security sys-
tem described in this paper can be combined with the actual
situation of the enterprise to formulate corresponding risk
aversion measures. In summary, this paper is devoted to
the analysis of the security problems existing in the opera-
tion of financial shared services from the actual financial
situation of the enterprise and finds a breakthrough point
to solve the problem, which has dual practical significance
and theoretical significance.

The problem of information fusion in the cloud comput-
ing environment is a basic scientific problem in the intelli-
gent information processing of cloud computing. Its basic
task is to synthesize the information flow of a large variety
of perceptual devices to form an intelligent model with
higher characteristics of monitoring and control environ-
ment. Its research level directly determines the ability of
cloud computing intelligent services. Among them, the key
lies in the architecture and algorithm of information integra-
tion. Under the cloud computing environment, it should
realize the effective integration of the information collected
in the physical world and the information world, provide
better decision-making, achieve the purpose of comprehen-
sive intelligent services, and meet its spatial and temporal
sensitivity and timeliness. In the past, the research on finan-
cial sharing of enterprise groups was mainly based on the
financial process reengineering and the construction of

financial sharing centers. There were few researches on
how to implement financial sharing, and the security of
financial shared information resources has become a part
that cannot be underestimated. This paper proposes infor-
mation security protection under the new situation of finan-
cial sharing, which has certain practical significance. The
financial sharing information security assessment system is
results-oriented and strengthens the information security
construction of enterprise groups. We create a safe and
secure environment for financial sharing of corporate
groups. Although there are a large number of enterprises
that have begun to practice financial sharing services in
China, financial sharing is still a new type of industry. In
order to study the development of financial sharing in depth,
it is not enough to have management and finance. It also
needs the support of many disciplines, especially informa-
tion technology. The financial shared information security
system constructed in this paper needs to be further
strengthened through practice. The research in this paper
may not be comprehensive enough and needs further in-
depth refinement.
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