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Based on 5G wireless communication technology, this paper proposes a secure online banking payment scheme using a password
algorithm and identity authentication+SMS verification code. We use the lightweight block cipher algorithm to construct a
numeric permutation table. Then, we use the digital permutation table to perform the permutation encryption operation to
obtain the digital ciphertext data. Finally, we connect 5G radiofrequency identification, identity authentication, and other
modules to the trusted computing platform. The research found that the online banking security encryption algorithm
proposed in the paper has the characteristics of high security and high efficiency.

1. Introduction

Online banking has developed rapidly under its unique
advantages of convenience and low cost. At the same time,
some criminals on the Internet took the opportunity to find
new shortcuts to make a living. In the 5G era, the security
problems of online banking have become more and more
serious, and attackers have emerged one after another.
Attackers mainly commit crimes by stealing online banking
account passwords through Trojan horses and viruses [1].
They remotely control the “broiler” computer to transfer
money directly. The thieves make full use of the bad usage
habits of online banking users to steal funds from online bank-
ing user accounts. These problems cause varying degrees of
financial loss to customers and damage the bank’s reputation.
According to the investigation by relevant departments, nearly
30% of users decided to reduce the use of online banking due
to concerns about the safety of online banking after the infa-
mous scene of online banking theft at the CCTV 3.15 party
was exposed. All in all, online banking security issues are very
important. It is the foundation of the bank’s online banking
business to strengthen the security construction of the online

banking system and provide a relatively safe online banking
operating environment for most users.

2. Security Analysis of Each Link of the Online
Banking System

From the current cases in online banking, online banking
cases are mainly divided into the following categories:
hacker intrusion, Trojan horse virus, fake website, fake
server, online banking information leakage, etc. Many
experts and critics believe that the security awareness of
online banking users is not high enough. The fundamental
reason is that there are indeed loopholes in some aspects
of the online banking system, allowing attackers to take
advantage [2]. The online banking system mainly involves
identity authentication and transaction processes. The sys-
tem includes several main links such as client, data transmis-
sion, and online banking server system (Figure 1).

2.1. Bank Client. At present, the bank client is mainly threat-
ened by the following aspects: (1) There are many vulner-
abilities in the Windows operating system and its browser
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FIGURE 1: Online banking workflow.

commonly used by users. Customers with little awareness of
prevention are prone to be hacked into the system with Tro-
jan horses and viruses [3]. After the system is infected with
Trojan horses or viruses, private information such as cus-
tomer accounts and passwords will no longer be safe. (2)
Some online banking customers are used to saving digital
certificates on soft and hard disks. Once a Trojan is installed
in the system, it is easy for hackers to copy the certificate,
bank account number, and password together. This causes
customers to suffer financial losses. (3) It is easy for users
to be “phished” during the process of logging in to the page.
Hackers often trick users into logging into a fake website
that looks like a bank’s official website and entering authen-
tication information. Hackers indirectly obtain user authen-
tication information in this way.

2.2. Online Banking Server System. Banks have done a lot to
prevent attacks on their online banking server systems. First
of all, most banks have built several firewalls between the
Internet and online banking servers. This makes it impossi-
ble for hackers to break through the firewall and enter the
bank’s internal network. Secondly, the web application
server-side uses a trusted, reliable operating system. With
its unique architecture and security checks, the system
ensures that only legitimate users’ transaction requests can
be sent to the application server for subsequent processing
through a specific agent program.

Furthermore, banks mostly use international advanced
network security detection and monitoring systems [4].
The system conducts 24h real-time monitoring, alarming
and blocking common operations in and out of local area
networks at all levels. At the same time, the system regu-
larly conducts security analysis on the network system to
discover and correct vulnerabilities in time. The passwords
used by customers in online banking are stored in the
database through irreversible encryption algorithms. Even
if hackers break into the database system, the original
password cannot be deciphered. The online banking server
system is more secure than the client after various layers
of risk defense.

2.3. Data Transmission Process. Banks generally use 128-bit
key SSL for secure encrypted communication transmission.
The current commonly used version is SSL3.0. SSL3.0 real-
izes mutual authentication between browser and web server
through digital signature and certificate. The verification
method has the functions of confidentiality, message integ-
rity, and freedom from replay attacks [5]. Although the pro-
tocol can provide security services such as encryption and
authentication, it is not flawed. In recent years, SSL vulner-
abilities have been exposed frequently. These security risks
may expose users to various highly destructive network
attacks. One of the most typical is the SSL man-in-the-mid-
dle attack. The sslstrip mentioned at the latest black hat con-
ference is to deceive users and steal account passwords
through man-in-the-middle attacks without changing the
SSL encryption state. From this point of view, there is also
a security risk in the data transmission process.

3. Technical Features and Defects of E-Token
and USBKey Authentication

3.1. The Working Principle of E-Token and Its
Technical Defects

3.1.1. The Working Principle of E-Token. E-token is a
dynamic token of the size of a key. Inside is a built-in chip,
clock, power supply, and an LCD window. It is a one-time
dynamic password authentication technology (OTP) based
on a time synchronization mechanism. The main idea is to
add uncertainty to the login process. In this way, the pass-
word information transmitted for each login is different to
increase identity authentication security. Banks establish a
one-to-one correspondence with online banking users when
distributing E-tokens. We initialize it with a unique 128-bit
seed. Its internal chip changes a different algorithm every
minute. Combine the seed with the current time to generate
a random 6-digit number [6]. At present, the E-token dis-
tributed by the bank is updated with a dynamic password
every 60s. The authentication system on the bank side and
the E-token on the client side have both the symmetric key
and the same symmetric key algorithm. The system updates
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and calculates a new random number at the same set time.
This ensures the single authentication of the dynamic port
token and the online banking server to ensure online bank-
ing security. Figure 2 shows the login and transaction pro-
cess of the online banking system using the E-token
identity authentication technology.

3.1.2. E-Token Technical Defects. In just 60s, the only possi-
ble way for an attacker to break through is to use MITM
(man-in-the-middle attack). This intercepts user transfer
operations and transmits login information, including
OTP. Hackers pretend to be users and manipulate accounts
at will. At this time, the online banking server cannot judge
whether the user or the Trojan horse sent the transfer
instruction [7]. Therefore, the online banking server exe-
cutes the operation instruction impersonating the customer.
It turns out that the man-in-the-middle real-time attack
method is feasible. Hackers once successfully broke through
the Citibank website through MITM and stole the accounts
and passwords of Shanda Mibao and Netease General. The
principle of man-in-the-middle attack is shown in Figure 3.

In addition, the OTP technology based on E-token does
not support the electronic signature and public key calcula-
tion. It does not have the confidentiality, integrity, and

nonrepudiation of information. The token can only provide
one-way authentication and cannot prove whether the other
party is indeed the authentication system on the bank side.
Therefore, this secure encryption method is vulnerable to
phishing. In early 2007, a hacker group invented a phishing
tool and sold it online [8]. This tool can copy existing online
banking pages and generate fake URLs. Phishing tools send
back login information to hackers in real-time. Users will
suffer economic losses if they are not careful.

3.2. The Working Principle of USBKey and Its
Security Vulnerabilities

3.2.1. Working Principle of USBKey. Once a computer is
hacked, the certificates and private keys on its hard drive
can be stolen. USBKey is a hardware-based security technol-
ogy that uses digital certificates for identity authentication.
USBKey is different from general U disk. It uses an IC
card containing a CPU to store user certificates and private
keys. The CPU has certain computer functions. It needs to
enter a PIN code when using it. The smart card manufac-
turer burns the program for generating the public-private
key pair and the cryptographic algorithm program in the
ROM of the IC card chip [9]. The public key can be exported
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off the card. The private key is stored in the key area of the
chip and does not allow external access. Online banking
users are required to insert a USBKey when initiating busi-
ness instructions. At this time, you also need to enter the
corresponding PIN code. After successful verification, USB-
Key will digitally sign the business instruction to be sent.
The system encrypts the signature with the original instruc-
tion with a randomly generated DES key and encrypts the
DES key with the public key. Then, the system transmits
the encrypted instruction, signature, and DES to the online
banking server for verification by the other party.

The private key in the whole process can be out of the
smart card medium [10]. At this point, there is no way for
hackers to intercept the private key. This encryption method
is safer than putting certificates and private keys on floppy or
hard disks. The client USBKey workflow is shown in
Figure 4. After receiving the client information, the online
banking server uses its private key to decrypt the encrypted
DES. Then, the client uses DES to decrypt the encrypted dig-
ital signature and instruction. The system then verifies the
digital signature with the public key. This method can effec-
tively prevent the instruction from being tampered with in
the middle and ensure the nonrepudiation of the user’s iden-
tity. The identity authentication process based on USBKey is
shown in Figure 5.

3.2.2. USBKey Security Features and Its Defects. The security
of the USBKey authentication method is that the USBKey
adopts the PKI public key system. The digital certificate in
it makes the transaction process relatively safe. And the dig-
ital certificate and private key in the USBKey are calculated
and encrypted in the card. Hackers can never take out
encrypted digital certificates. Furthermore, the existence of
the PIN code can prevent the USBKey from being accidentally
lost or stolen by others [11]. Although USBKey looks perfect,
it has some security problems that OTP does not have. The
USBKey authentication system has the following two loop-
holes: First, the hacker is fully capable of intercepting the static
PIN code entered from the computer. When the user does not
take out the USBKey in time, hackers can use the PIN code to
obtain false authentication for transfer operations. The second
is a security vacuum period after the user sends a transaction
instruction and before the USBKey encrypts it. Hackers can
tamper with user instructions silently at this time. The USB-
Key will also firmly protect the tampered instructions.

4. Improvement of Online Banking Identity
Authentication Process

In the process of E-token authentication, the message integ-
rity and nonrepudiation of USBKey technology are lacking.
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4.3. P Replacement. P permutation transformation is that state TabLE 1: Attack analysis of PRESENT cipher.
performs every 1b shift operation. Each bit of the permutation Attack types Rounds Time Data
layer is permuted by the formula [13]. This operation does not VLG p” = g
consume resources in the hardware implementation process:
TDC 26 276 263.16
bj - b4><j’ FFT-MLC 27 274 262
BC 31 279.34 222
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The structure of the round function is shown in Figure 7.
The key expansion function is described in detail as follows. ke—k<<<6l. (4)



4.3.2. Constant Plus Transformation. The constant plus
transformation is k XORing a constant (round_count) for
5b rounds:

k «— k@ round_count. (5)

The S-box in the key expansion and encryption round
functions share the same S-box. The S-box replacement only
replaces 4b in the 80b key once. The latest PRESENT crypt-
analysis results are shown in Table 1.

The attack types in Table 1 include multidimensional
linear attack (MLC), truncated differential attack (TDC),
FFT-multidimensional linear attack (FFT-MLC), and Bicli-
que attack (BC). The dataset of the plaintext message space
numeric type is X =0.1, :--,9. We keep the ciphertext mes-
sage dataset the same as the plaintext message dataset. The
dataset of the permutation table constructed in the algo-
rithm is also X =0.1, ---, 9. The construction of an efficient
and low-resource-oriented digital conformal encryption
algorithm is implemented in six steps:

(1) Encrypt with Lightweight Block Cipher. We load 10 num-
bers from 0 to 9 into the register. At the same time, we use
the lightweight block cipher to encrypt the 10 numbers with
Ep operation. The lightweight block cipher key is k and the
resulting tuple I:

I= (Ep(0, K), Ep(1, K),-+-Ep(9, ), (6)

where each component tuple I; = (Ep(j,k))(0<j<9). The
length of these component tuples is the same as the block
length of the lightweight block cipher algorithm. We gener-
ally take the value 64b.

(2) Tuple Data Sorting. We sort each component tuple I; =
(Ep(j, k)) in step 1 according to the size of binary numbers
from high to low. In this way, a numeric permutation table
sequence T is obtained.

(3) Add Plaintext, Modulo 10. We load the plaintext M into
the register. M and the encryption key of the lightweight
block cipher perform a one-to-one addition, modulo 10
operations:

(M + k) mod 10. (7)

(4) Plaintext Encryption Replacement. We perform the per-
mutation table permutation operation obtained in step 2
on the result data of the operation in step 3 to obtain the
ciphertext C. This permutation is encrypted as E;.

C=E;((M + k) mod 10). (8)

(5) Construct Inverse Permutation Table. Based on the
positive permutation table, we construct an inverse per-
mutation table for decrypting the ciphertext. The inverse
permutation table is also a numeric permutation table
sequence T~
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(6) Ciphertext Decryption Permutation. We first perform the
inverse permutation table permutation operation on C.
Then, we perform a one-to-one correspondence subtraction
modulo 10 operation between C and the lightweight block
cipher key to obtain M.

M = (E7!,(C) - k) mod 10. (9)

5. Security Analysis of the Improved Online
Banking Identity Authentication Process

The improved online banking identity authentication system
requires reentering the dynamic PIN code every time the
USBKey is used to encrypt the command. The system incor-
porates the uncertainty of E-token into the USBKey digital
certificate. Compared with the system that uses E-token
alone, the system adds the message integrity and antirepu-
diation functions of digital certificates. The improved
authentication process draws on the strengths of the two
current authentication technologies. The identity authenti-
cation encryption method greatly reduces the possibility of
illegal transfer of users’ online banking. At the same time,
it significantly improves the security of the online banking
system.

6. Conclusion

This paper analyses the entire workflow of the current online
banking system. We believe that one of the security bottle-
necks of the online banking system lies in the connection
between the client and the data transmission. This connec-
tion is the online banking identity authentication process.
We have investigated the two popular authentication tech-
nologies, USBKey and E-token. We combine the advantages
of these two identity authentication technologies and pro-
pose a new online banking identity authentication scheme.
The improved scheme combines the dynamic and unique-
ness of E-token and the message integrity and nonrepudia-
tion of USBKey to realize mutual authentication between
client and server. It greatly reduces the risk of users being
phished and attacked by a man-in-the-middle. At the same
time, the scheme greatly improves the security of the online
banking system.

Data Availability

The data used to support the findings of this study are avail-
able from the corresponding author upon request.
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