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With the rapid development of the Internet of Things, ultra-high frequency (UHF) passive radio frequency identification (RFID)
technology plays a vital role in various fields. UHF RFID faces unauthorized access attacks due to its long identification distance.
Unauthorized readers can hide within a certain distance and use standard commands to read or modify tags. However, existing
methods require additional equipment or are susceptible to environmental influences. In this paper, we make a novel attempt to
counterattack unauthorized access. We propose a new method for Unauthorized Reader Detection based on Tag’s Energy, called
URDTE, to detect unauthorized readers by observing the energy of the tag. The competitive advantage of URDTE is that it is fully
compatible with the RFID standard EPCglobal Gen 2, which makes it more applicable and scalable in practice. Besides, it takes the
electrical energy stored in a tag’s resistor-capacitor (RC) circuit as the detection principle, which is robust to environmental
changes such as tag position, communication distance, and transmit power. We implement URDTE using commercial off-the-
shelf (COTS) RFID devices without requiring firmware or hardware modifications. Extensive experiments show that URDTE
can detect unauthorized readers with an accuracy of up to 99%.

1. Introduction

Radio frequency identification (RFID) is a noncontact auto-
matic identification technology widely used in commercial
automation, industrial automation, transportation, and
many other fields, such as intelligent traffic control systems,
access control systems, and warehouse management [1].
This technology uses the backscattering characteristics of
radio frequency signals to achieve automatic identification
[2] and mainly relies on two devices: tags (which can emit
radio signals encoding identifying information) and readers
(which detect the signals emitted by tags). RFID technology
realizes item identification, inventory, and positioning by
sticking tags on different items and placing the reader in
the appropriate position. RFID tags are divided into active
tags and passive tags. Active tags are expensive and only
used in a few scenarios. Passive tags are widely used in all

walks of life because they do not need a built-in power sup-
ply and have the advantages of low price, small volume, and
long service life.

Due to the simple internal structure of the passive elec-
tronic tag chip and the weak computing power, the security
protection ability of the RFID tag is poor. Many intrusion
attacks against RFID systems are conducted against RFID
tags. The most common attack is the unauthorized reading
attack. The root cause of this problem is that there is no stip-
ulation for tag-reader authentication in the existing RFID
communication specification (i.e., EPCglobal Class 1 Gener-
ation 2 protocol [3, 4], referred to as EPCglobal Gen 2 in the
following). In other words, RFID tags do not have the ability
to authenticate the reader’s identity, causing the tag to
respond to any reader that accesses itself, which will lead
to the following two risks. On the one hand, RFID tags send
data in clear text. When a malicious reader compatible with
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this protocol get close to the tag, the plaintext information of
the tag can be obtained, resulting in the risk of privacy leak-
age. On the other hand, attackers use malicious readers to
impersonate legal RFID readers and create tags with the
same tag code, resulting in the risk of data tampering. As
an example, the commercial spy may use the high-power
reader to read the commercial rival warehouse’s RFID tags
to understand the rival situation and its business decision [5].

Meanwhile, security experts put forward protection mea-
sures to prevent unauthorized reading attacks, including
data encryption, security protocol design, and RFID air
interface intrusion detection. The data encryption method
encrypts the communication data between the RFID tags
and the readers so that the malicious RFID readers cannot
parse the data. However, this requires a higher power excita-
tion signal to drive the tag circuit, which dramatically
shortens the reading distance of the tag and limits the usage
scenarios [6]. Regarding RFID security protocols, scholars
have proposed a series of improved security protocols for
the security loopholes of existing protocols [7, 8], but these
protocols are not universal. In the research of RFID air inter-
face intrusion detection, Razm and Alavi [9] proposed a
watchdog reader method to find the abnormal data when
the system is working. However, the cost of this method is
high due to the need to add additional RFID readers. Ding
et al. [10] utilized USRP devices to monitor electromagnetic
signals and proposed a fingerprint matching method to
detect unauthorized readers. However, this method is not
compatible with COTS RFID devices and lacks practicality.
In addition, the electromagnetic fingerprint will change con-
tinuously with the changes in the environment, resulting in a
decrease in detection accuracy.

To solve the unauthorized reading problem, we propose
an unauthorized reader detection method based on the tag’s
power. The core idea is to observe the internal energy of the
tag. Passive electronic tags use the electromagnetic signal
emitted by the reader antenna to couple with its own
antenna to generate electricity. Electrical energy is stored
in the tag’s internal capacitors to power the tag’s internal
volatile storage [11]. The energy stored in its internal capac-
itor lasts for a short period after the tag is accessed. There-
fore, when it is detected that the internal circuit of the tag
is abnormally charged, it means that the tag has been read
without authorization. We designed URDTE (Unauthorized
Reader Detection based on Tag’s Energy) to detect unautho-
rized readers based on EPCglobal Gen 2, combined with the
scenario of unauthorized reader detection. The specific
approach is first to collect the tag’s persistence time. Then,
we construct models to calculate the persistence time and
estimate the best model parameters. Finally, we carry on
the real-time unauthorized reader detection. The final exper-
imental results show that URDTE can detect unauthorized
reading with a high accuracy rate. The main contributions
are as follows:

(1) We explore a new method for malicious reader
detection based on the tag’s energy, called URDTE.
The competitive advantage of URDTE is that it is

fully compatible with the RFID standard, which
makes it more applicable and scalable in practical
applications. Besides, it is based on the power of
the tag and is robust to various environmental
conditions

(2) We propose a new metric called persistence time to
detect malicious readers indirectly. Furthermore,
we measure the persistence time by flipping and
observing the flag in the tag’s volatile memory

(3) We implemented a URDTE prototyping system
based on the EPCglobal Gen 2 standard. Extensive
experiments show that our method has high detec-
tion accuracy on average of 99%

The main structure of this paper is organized as follows:
Section 2 describes the related work. Section 3 presents some
background knowledge necessary to understand the meth-
odology of this paper, including the EPCglobal Gen 2 proto-
col, persistence time, and the reading behavior model for
unauthorized readers. Section 4 presents the basic principles
and the overview of URDTE. Section 5 describes the design
of URDTE in detail. Section 6 evaluates the effectiveness of
URDTE. Finally, Section 7 concludes the paper.

2. Related Work

Through extensive research, we found that the unauthorized
reading problem is mainly solved from two perspectives:
defense and detection.

There are two main categories of defensive methods. The
first category is to increase the access control protocols to the
tag. The reader can only read the tag if it is authenticated by
the tag. Burmester and Munilla, Qian et al., and Fan et al.
[12–14] propose a lightweight RFID authentication protocol
providing powerful authentication capabilities for authenti-
cation between tags and readers. Ma and Saxena [15] pro-
pose an authentication method based on scene context,
where tags only allow access if they have sensed a specific
scenario to defend against unauthorized reading. However,
whether it is the authentication between the tag and the
reader or the authentication with the environmental context,
all the methods need to modify the RFID communication
protocol or tag construction, which is very difficult for the
already large-scale commercial used passive RFID system.
Another defense category is to interfere with or intercept
the unauthorized reading at the physical layer. Juels et al.
[16] proposed a “blocker tag” concept. This “blocker tag”
can be a kind of advanced tag or special radio frequency
equipment. Such equipment will simulate the behavior of
the real tag to interfere with the tag responding to the reader.
Although this method can prevent unauthorized readers
from accessing the real tag, the “blocker tag” also prevents
legal readers from reading the tag and even turn into a
DoS attack on the RFID system.

The approach from the detection perspective is to warn
when unauthorized reading occurs. There are two main cat-
egories of this method. The first type of detection is based on
physical layer signal characteristics. Ding et al. and Zhang
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et al. [10, 17] utilize USRP devices to monitor electromag-
netic signals in the physical space continuously and uses
physical layer signal characteristics to detect the presence
of unauthorized readings. The second category is the use of
application layer data for detection. Sun et al. [18] use the
changes in throughput to determine whether there is an
unauthorized reading. However, the detection based on
physical layer signal characteristics requires additional
USRP devices, which leads to system costs increasing. In
addition, the use of application layer data for detection is
susceptible to interference from various factors, including
the environment, which results in poor stability.

In contrast, our method follows the EPCglobal Gen 2
standard and does not require modification of the RFID
communication protocol or additional dedicated equipment.
As a result, URDTE can run directly on commercial RFID
devices, is not easily affected by the environment, and has
high detection accuracy and robustness.

3. Preliminaries

To help better understand URDTE, we present some prelim-
inaries to the URDTE approach in this section, mainly
including the EPCglobal Gen 2 protocol, the persistence
time of RFID tags, and the modeling of unauthorized read-
ing behavior.

3.1. EPCglobal Gen 2 Protocol. The EPCglobal Gen 2 (Gen 2)
protocol is a worldwide UHF RFID standard that defines the
physical interactions and logical operating procedures
between the readers and tags [4]. We highlight the relevant
functions involved by URDTE below based on Gen 2.

3.1.1. Session and Inventoried Tag. The EPCglobal Gen 2
standard stipulates that the reader can communicate with
the tag through four sessions, respectively S0, S1, S2, and S
3. Under each session, there will be A or B two kinds of
inventory flag. The inventory flag is actually a one-bit indi-
cator of the tag’s volatile memory. Volatile memory requires
power to maintain stored information. Once the power falls
below a certain threshold, the stored data is quickly lost and
reverts to the default state A on each power-up. Tags can use
only one session in each round of inventory, and the states
under each session do not interfere with each other. Each
session needs different power levels to maintain its state, so
the persistence time of each inventoried flag is different.
Table 1 shows the persistence time of different sessions.

The table shows that in sessions S2 and S3, the inventory
flag will be maintained when the power is applied and main-
tained for a persistence time greater than 2 seconds after
charging has stopped.

3.1.2. Select. Select is a command that is executed first in
each round of inventory. This command allows the reader
to select the tags to be inventoried. Aside from tag selection,
the Select command can also assert or deassert a tags
selected (SL) flag, or set a tags inventoried flag to either A
or B. These flags determine whether a tag may respond to
the reader or not. There are three core parameters of the
Select command, which are as follows:

(1) Mask. Mask is used to match with the target tag and is
often set to the EPC of the target operation tag.

(2) Target. Target determines whether the Select command
operates on SL or four session flags. 0, 1, 2, 3, and 4 represent
the operation objects of Session0, Session1, Session2, Ses-
sion3, and SL, respectively.

(3) Action. The Select command selects the tags according to
the rules. It performs different actions on the tags that match
and do not match the rules. The specific actions are deter-
mined by the parameter Action, which is shown in Table 2.

3.1.3. Query. The Query command is used to initiate a round
of inventory. This command is used on the set of tags
selected in the previous Select step, or can be used individu-
ally. After the reader sends out the Query command, the tag
that receives the command will send its information to the
reader. After the reader queried the tag using the Query
command, it will automatically flip the flag in its current ses-
sion (from A to B or B to A). The Query command mainly
consists of three core parameters:

(1) Session. Session determines the session to be used for this
round of inventory.

(2) Target. Target determines which status of tags will partic-
ipate in this round of inventory, where 0 indicates the tags
with the session flag being A and 1 indicates B.

(3) Sel. This parameter is represented by two binary digits
and determines which SL state the tag can reply to. 002
and 012 indicate all matching tags in the previous Select
command; 102 indicates tags with deasserted SL flag ( ~ SL);
and 112 indicates tags with asserted SL flag (SL).

3.2. Persistence Time. When the voltage of the internal
energy storage capacitor of the RFID tag reaches above the
operating voltage V0 of the chip circuit, it can supply power
to the tag [11]. When the storage capacitor starts to supply
power, its supply voltage drops. When it drops below the
chip’s operating voltage V0, the storage capacitor loses its
power supply capability, the chip will not continue to work,
and the data saved in its internal volatile storage area will be
lost and reverted to its default value. The period from the
decay of a fully charged capacitor to the voltage operating

Table 1: Persistence time under different sessions.

Session Required persistence time

S0
Tag energized: indefinite

Tag not energized: none

S1
Tag energized: 500ms-5 sec

Tag not energized: 500ms-5 sec

S2
Tag energized: indefinite

Tag not energized: >2 sec

S3
Tag energized: indefinite

Tag not energized: >2 sec
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threshold V0 is defined as the “persistence time” [19].
Figure 1 shows the persistence time of tag charging and dis-
charging. During this time, the tag’s internal capacitive
power supply continuously charges the internal volatile
memory, maintaining its internal data. According to the
EPCglobal Gen 2 standard, the time of the process from
charging to the full charge of the tag is no more than 2ms
[3, 4]. The inventory flag under the four sessions and the
SL flag are kept by the tag’s internal volatile storage area.
They will be lost due to power outages and reverting to the
default state (state A or state ~ SL) upon the power supply.
Chen et al. [19] propose various methods to measure the
tag charging duration using this property. To capture the
tag’s persistence time efficiently and accurately, we present
an optimized method for stepwise capturing persistence
time.

3.3. Unauthorized Readers Behavior. This subsection ana-
lyzes the reading behavior of unauthorized readers. The core
parameters of the Query command mainly have three
parameters: Session, Target, and Sel, which control the ses-
sion used in this round, the state of the tag, and the tag
SL flag, respectively. For example, the command Query :
fSession = 2, Target = A, Sel = ~ SLg is to query the tags with
state A under Session 2 and Selected Flag ~ SL. Since the Sel
parameter can be ignored, we perform a Cartesian product
combination of Session and Target to obtain the full read pat-
tern of the reader, as shown in Table 3.

4. URDTE Overview

4.1. Basic Idea. The core idea of detecting unauthorized
readings is to detect whether there is an unauthorized reader
to access (charge) the tag by taking advantage of the tag’s
feature of sustained power after charging. The core detection
process of URDTE is divided into three parts: first, we start
the reader and launch the radio frequency signal to charge
the tag. Second, we close the reader to stop the signal trans-
mission. Third, we check the tag’s power status after waiting
for tgap seconds. tgap is the time it takes for the tag to run out
of power. If the tag still has the remaining power after the
tgap, it means that unauthorized readers have carried out
the charging process to the tag. It is not easy to detect the
voltage and current information of the internal capacitance

Table 2: Eight actions of Select.

Action Tag matching Tag not-matching

000 Assert SL or inventoried ⟶A Deassert SL or inventoried ⟶B

001 Assert SL or inventoried ⟶A Do nothing

010 Do nothing Deassert SL or inventoried ⟶B

011 Negate SL or (A⟶B, B⟶A) Do nothing

100 Deassert SL or inventoried ⟶B Assert SL or inventoried ⟶A

101 Deassert SL or inventoried ⟶B Do nothing

110 Do nothing Assert SL or inventoried ⟶A

111 Do nothing Negate SL or (A⟶B, B⟶A)

t

V

V0

Charging stage

Discharging stage

Persistence time

Figure 1: Persistence time.

Table 3: Unauthorized readers’ behaviors.

Num Session Target

1 0 A

2 0 B

3 1 A

4 1 B

5 2 A

6 2 B

7 3 A

8 3 B
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of the tag. We use the concept of persistence time to measure
the ability of the tag to store power internally and use the
inventory flag defined in the EPCglobal Gen 2 standard to
detect whether the tag is in a state of power. The tag’s elec-
trical energy can be obtained by flipping this flag and contin-
uously checking its status.

In practical implementation, selecting the waiting inter-
val tgap has a decisive influence on the detection perfor-
mance. The best choice for tgap is to make it consistent
with the actual persistence time of the tag. In theory, the per-
sistence time of a tag is only related to the capacitive cir-
cuitry inside the tag and is a stable value. However, when
we collect the persistence time of the tags, the data collected
each time will be slightly different. The model of the reader
and external factors during the acquisition process will
slightly affect the accuracy of the persistence time. To elim-
inate the effects caused by random factors during the acqui-
sition process, we collected persistence time several times
and constructed a Gaussian model to describe persistence
time as accurately as possible to select the optimal waiting
interval tgap.

4.2. URDTE Overview. The unauthorized reader detection
method based on the tag’s energy consists of three main
phases. Figure 2 shows the general framework of URDTE.

The first phase is the data acquisition. This part collects
the persistence time of the tag for subsequent modeling. It
mainly includes the tag attached to the object, the reader
reading the tag, the antenna to transmit the RF signal, and
the terminal to handle the collected data.

The second phase is the model construction. In this
phase, to cope with the variability of the actual environment,
a distribution test of the collected persistence time data is
required before the Gaussian model is constructed. By
counting the data collected in the previous phase and using
the Shapiro-Wilk test, we test whether the collected persis-
tence time data conformed to the Gaussian distribution. If
they do not match, we return to the first stage for data col-
lection again. If they match, we accept this data and use it

to construct a Gaussian model. After constructing the
Gaussian model, we calculate the tolerance factor Δt to esti-
mate the minimum discharge time. The false negative rate
will increase when increasing Δt. Whereas Δt decreases,
the false positive rate will increase. Therefore, the determina-
tion of Δt is critical. We will provide a detailed theoretical
analysis of the selection of Δt.

The last phase is the online unauthorized reader detec-
tion stage, which is the core part of URDTE. In this phase,
the reader carries on the charge to the tag. After waiting
for the predicted time when the tag power should be
exhausted, it detects whether the tag power is exhausted. If
it detects the tag still has the remaining power, it indicates
that the tag is read by the unauthorized reader and has com-
pleted the charging process. URDTE keeps repeating the
above process to judge whether there is an unauthorized
reader.

5. URDTE Design

5.1. Data Acquisition. The first module of the URDTE is the
data acquisition module, whose primary function is to col-
lect the persistence time of the tag. The primary basis for
the persistence time collection is the change of the tag’s
inventory flag. The tag’s inventory flag is stored in an inter-
nal volatile memory area, which causes the tag to lose inven-
tory flag data when the battery is depleted and automatically
reset to its initial state when recharging. As we introduced in
Section 3, there are four session modes within the tag, each
with its independent flag, and the flag exists in two states,
A or B. The default state is A. Therefore, we can first set
the tag inventory flag to B. After waiting for tgap seconds,
the Query command is used to inventory the tag in state B,
and if a tag response is received, it means that the tag is still
in state B, i.e., there is still power to maintain its inventory
flag. Keep increasing tgap until there is no tag response,
where tgap is the persistence time of the tag.

The selection of the time interval tgap is crucial. We use a
stepwise approach to collect it. The specific approach is to

Tag

Tag

Tag

...

Reader Terminals

Antenna Data acquisition

Shapiro-Wilk test Gaussian model
construction

Parameter
determination

Model construction

Detection of
unauthorized reader

Online unauthorized 
reader detection!

Figure 2: Framework of URDTE.
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use a large granularity time interval to collect rough persis-
tence time in the initial stage, lock the range, and then grad-
ually reduce the time granularity. The specific algorithm
pseudocode is shown in Algorithm 1.

5.2. Model Construction. This section introduces the con-
struction of the detection model with three core parameters:
the Gaussian model of the persistence time, the maximum
persistence time PTmax, and Δt. First, we perform Gaussian
model using the persistence time. Then, the Shapiro-Wilk
test is used to check whether the data conforms to the
Gaussian distribution [20]. Finally, we describe the determi-
nation of parameters Δt.

5.2.1. Shapiro-Wilk Test. The Shapiro-Wilk test tests the null
hypothesis that a sample fpt1,⋯, ptng comes from a nor-
mally distributed population. We use n to denote the
amount of persistent time data. First, we arrange the col-
lected persistence time in order.

pt1 ≤ pt2 ≤⋯≤ pti ≤⋯ ≤ ptn: ð1Þ

Then, we calculate the value of the statistic W according
to Formula (2).

W =
∑ n/2ð Þ

i=1 ai ptn+1−i − ptið Þ
� �2

∑n
i=1 pti − �ptð Þ2

: ð2Þ

The coefficients ai are given by

a1, a2,⋯, anð Þ = mTV−1

C
, ð3Þ

where C is a vector norm,

C = V−1m
�� �� =mTV−1m 1/2ð Þ, ð4Þ

and the vector m,

m = m1,⋯,mnð ÞT , ð5Þ

where m is constructed from the anticipated values of the
order statistics of independently distributed random vari-
ables selected from the standard normal distribution, and
V is the covariance matrix for those statistics.

Finally, we obtain the critical value Wα at the signifi-
cance level α = 0:1 and compare the magnitude of the calcu-
lated W with the critical value Wα. If W ≥Wα, then the
original data conform to the normal distribution. Otherwise,
it is necessary to return to the acquisition phase to recollect
the persistence time.

5.2.2. Gaussian Model Construction. When the persistence
time PT = fpt1,⋯, ptng accords with a Gaussian distribu-
tion, it can be expressed as follows:

PT ~N μ, σ2
À Á

: ð6Þ

The mean of the persistence time data can be expressed
as

μ =
1
n
〠
n

i=1
PTi: ð7Þ

In addition, we also need to record the maximum data
PTmax in the persistence time data sample, which determines
the waiting time tgap together with the tolerance factor Δt.

5.2.3. Parameter Determination. In order to better describe
the setting of Δt, Figure 3 shows the model of the tag state
changing with time. The tag state is set to B and the SL state
is set to positive at t1 and reaches time t3 after Tgap seconds
have elapsed. The algorithm detects whether there is a tag

Input: Whether the Query command get tags: True or False
Output: The persistence time: pt
s = rand (2 or 3)
step =1//the step value in current iteration
pt =0//the persistence time
tgap =1//the waiting time in this round
While step > 0:01 do
Reader: Selectðsession = s, action = 1002Þ
Stop the reader
Sleep tgap
If reader: Queryðsession = s, target = B, Sel = 002Þ
Get tags then

tgap = tgap + step
Else

pt = tgap − step
step = step ∗ 0:1

End if
End while
Return pt

Algorithm 1:Persistence time acquisition algorithm.
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with state B at this time. After detecting that there is no tag
with state B, it detects whether there is a tag with state SL as
positive. If the tag power is not consumed at t3, it will cause
false positives. The setting of the tolerance factor Δt ensures
that the tag power has been exhausted.

The probability of false positive alarm probFP caused by
the tag’s power not being consumed at t3 is

probFP = P PT > PTmax + Δtð Þ: ð8Þ

However, if Δt is too large, it will lead to a longer tgap and
affect the detection accuracy. For example, the unauthorized
reader reads the tag immediately after t1. Due to the long tgap,
although the tag is read by an unauthorized reader and com-
pletes charging during this process, it may still run out of
power before the detection at t3, resulting in a missed alarm.
That is, if an unauthorized reader reads within the time
range of ðt1, t3 − ptÞ, it will run out of power before the

detection at t3. The probability of a false negative probFN
in this case is

probFN =
PTmax + Δtð Þ − μ

PTmax + Δt
: ð9Þ

To strike a balance between the two false alarm rates, we
take the intersection of the false negative rate curve and the
false positive rate curve as the value of Δt, as shown in
Figure 4.

Therefore, we use the following equations to solve the
Δt.

probFP = P PT > PTmax + Δtð Þ,

probFN =
PTmax + Δtð Þ − μ

PTmax + Δt
,

probFP = probFN:

8>>><
>>>:

ð10Þ

Timet1 t2 t3

PTmax
Δt

State: A

Tgap

State: B

Figure 3: Model of tag state.
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5.3. Unauthorized Reader Detection. The basic idea is that
the tags are inventoried (charged) at regular intervals, and
after a specific interval, the tags are checked to see if they
have been inventoried (charged) during this interval. We
found that the state under S2 and S3 sessions in the tag,
as well as SL, rely on the power saved by the capacitor
inside the tag to maintain its state and will revert to the
default state after the tag runs out of power. We detect
whether an unauthorized reader accesses the tag through
the state change of these flags. The steps are as follows:

(1) Start the reader, adopt the Select command to
change the tag status under Session 2 to state B,
and state SL is set to positive, finish charging, and
stop the reader

(2) After waiting for Tgap seconds, use the Query com-
mand to query whether there is a tag with Session
2 state B. If a tag response exists, it indicates the pres-
ence of the unauthorized reader. Otherwise, con-
tinue to the next step

(3) Use the Query command to query whether there is a
tag whose SL flag is true to indicate the presence of
an unauthorized reader

When the unauthorized reader adopts S0, S1, or S3 session
to carry on the tag inventory (unauthorized reader mode as 1-
4, 7-8 in Table 3), it will charge the tag and directly increase
the tag’s flag persistence time after successfully communicat-
ing with the tag. Therefore, it can be detected by step 2.

When an unauthorized reader uses an S2 session for
unauthorized reading (unauthorized reader mode is 5-6 in

Table 3), since the unauthorized reader uses the same ses-
sion as the legal reader, this affects our flag state and needs
to be discussed in detail. On the one hand, when the unau-
thorized reader adopts the S2 session and reads the tag of
state A (unauthorized reader mode corresponds to 5 in
Table 3), the tag will not respond because the tag state has
been modified to state B. However, since other Query com-
mands charge the tag, this read increases the persistence time
of the tag. On the other hand, when the unauthorized reader
uses the S2 session and reads the tag in state B (the unautho-
rized reader mode corresponds to 6 in Table 3), the unautho-
rized reader can successfully read the tag because the tag state
has already been modified to state B, and the tag state is auto-
matically flipped to state A at this time. The second step of
URDTE cannot effectively detect this situation because it will
query the tag of state B, and if there is no state B tag, it is con-
sidered that there is no unauthorized reader. This situation
needs to go to the third step to detect.

The third step detects the SL flag. Although the unautho-
rized reader mode 6 uses the same session with legal readers,
the read operation does not affect the SL flag so that the
unauthorized reader mode 6 can be detected accurately.

In addition, we can randomly choose to use S2 or S3 to
enhance the randomness of the detection algorithm and
reduce the probability of collision with the read session used
by unauthorized readers. The pseudocode for the detection
process is shown in Algorithm 2.

6. Device Deployment and Experimental Result

In this section, we implement a prototype of URDTE in a com-
modity RFID system. Besides, we evaluate the performance of

Input: The maximum value of the persistence time: PTmax
Tolerance factor: Δt
Output: The result of unauthorized reader detection: res
s = rand (2 or 3)
Tgap = PTmax + Δt
While True do

Reader:Selectðsession = s, action = 0012Þ
Reader:Queryðsession = s, Target = A, Sel = 002Þ
Stop the reader
Sleep tgap
If reader:Queryðsession = s, target = B, Sel = 002Þ
Get tags then

res = True
Else if reader:Queryðsession = s, target = A, Sel = 112Þ get tags then

res = True
Else

res = False
End if
If res = True then

Return res and alarm
Else

Return res
End if

End while

Algorithm 2: Unauthorized reader detection algorithm.
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URDTE through extensive experiments in terms of robustness
to environmental changes and detection accuracy.

6.1. System Deployment. The system prototype is shown in
Figure 5(a), where the equipment and tags used are shown
in Figure 5(b). The reader used in the system is Alien
ALR-9900+, and the tags of three manufacturers are
selected: Impinj, Alien, and NXP. We follow LLRP [21]
(Low-Level Reader Protocol for EPCglobal Gen 2 standard)
for reader development and do not need to make any
changes to the reader hardware or firmware. The back-end
computer is equipped with an Intel Core i5-8250U 1.6GHz
CPU and 8GB RAM.

6.2. Detection Performance. In the experiment, we tested the
influence of tag chip, angle, power, and distance of unautho-
rized reader on URDTE detection effectiveness. The detec-
tion of unauthorized readers is essentially a binary
classification problem. Therefore, we evaluate URDTE using
classical metrics from machine learning. Our prototype sys-
tem feeds back the detection results at a fixed frequency with
positive or negative to indicate the presence of unauthorized
readings. There are four cases as follows:

(1) If there is an unauthorized reader intrusion, and
URDTE detects this intrusion, it is a true positive
(TP)

(2) If there is an unauthorized reader intrusion, but it is
not detected by URDTE, it is a false negative (FN)

(3) If there is no unauthorized reader intrusion, and
URDTE feedback results in a normal state, it is a true
negative (TN)

(4) If there is no unauthorized reader intrusion, but
URDTE feedback results in unauthorized reader
intrusion, that is a false positive (FP)

False positive (FP) and false negative (FN) in these mis-
classifications are our focus, where false positive (FP) can
cause false alarms, while false negative (FN) can cause
missed alarms for intrusions, resulting in a security risk. In
addition, the accuracy rate is also the focus of our attention.
Therefore, we will use these three metrics to evaluate the

effectiveness of the prototype system, which are defined as
follows:

FPR =
FP

TN + FP
, ð11Þ

FNR =
FN

TN + FP
, ð12Þ

Accuracy =
TP + TN

TN + FP + FP + FN
: ð13Þ

6.2.1. Effect of Tag’s Chip on Accuracy. UHF RFID reader
and tag follow the specifications of the EPCglobal Gen 2 pro-
tocol for communication. Although the EPCglobal Gen 2
protocol specifies that the tag should have four communica-
tion sessions, the requirements for session 2 and session 3
are vague and only require a persistence time greater than
2 seconds. Through experiments, we found that different
brand tags’ persistence times are different, even if the chips
of different models of the same brand are different. There-
fore, we tested different tag chips for their accuracy.

We, respectively, place each kind of tag 0.5 meters
directly in front of the legal reader, and the unauthorized
reader antenna is placed at 0.5 meters at the back of the
tag, and carry out 500 times unauthorized reading for each
kind of tag, respectively.

The results are shown in Figure 6. The detection accu-
racy of all tags was high (>97%), and the false negative rate
was low (<3%), indicating that URDTE has a high detection
rate and is not affected by the tag chip type.

6.2.2. Effect of Tag Angle on the Accuracy.We place the tag at
0.5 meters in front of the legal reader and change the angle
between the tag and the reader. We set the angle between
the tag and the legal reader antenna to 0, 45, 90, 135, 180,
225, and 270, respectively. The unauthorized reader per-
forms illegal readings in front of the tag 500 times for each
angle separately.

The experimental results are shown in Figure 7. At the
90 and 270, the RF signal emitted from the antenna cannot
successfully activate the tag due to the specificity of the
angle, resulting in the system not being able to read the
tag, i.e., the charging process of the tag cannot be completed.

(a) (b)

Figure 5: Experimental scene. (a) System prototype. (b) Equipment and tags.
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For the other angles, it can be found that the error rate and
accuracy do not change much with the change of angle, and
both have good detection results. Therefore, when we deploy
and apply the system, we should pay attention to the legal

antenna should try to form a parallel angle with the tag to
get the best detection effect, and if the tag signal is found
to disappear during the detection process, the angle between
the tag and the antenna should be adjusted appropriately.
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6.2.3. Effect of Unauthorized Reader Power on Accuracy. In
this experiment, we investigate the effect of unauthorized
reader transmit power on detection accuracy. We place the
tag between legal and unauthorized readers, and the tag is

0.5 meters away from both legal and unauthorized readers.
Unauthorized readers perform unauthorized readings
from16 dBm to 30dBm. The experimental results are shown
in Figure 8. We found that the detection accuracy will be
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high at the appropriate power. However, the detection accu-
racy will be suppressed to a certain extent under small or
large power. The results show that the URDTE can detect
the intrusion with high accuracy regardless of the power of
the unauthorized reader.

6.2.4. Effect of Unauthorized Reader Distance on Accuracy. In
this experiment, we move the unauthorized reader and
change the distance between the unauthorized reader and
the tag to investigate the effect of distance on the detection
accuracy. We first place the unauthorized reader at a dis-
tance of 2.5 meters from the tag and constantly reduce the
transmit power of the unauthorized reader. We found that
when the power is less than 18 dBm, the unauthorized reader
will no longer read the tag. We deliberately set the transmit
power of the unauthorized reader to 18 dBm. That is, at 2.5
meters, 18 dBm is the minimum power to be able to read
the tag. We keep the distance between legal readers and tags
at 0.5 meters, then move unauthorized readers to distances
of 0, 0.5, 1, 1.5, 2, and 2.5 meters from the tags for testing
and perform 500 reads at each distance.

Figure 9 shows that even if the unauthorized reader per-
forms unauthorized reading at low power at a remote loca-
tion, our system can still accurately detect this intrusion
and still has a high accuracy rate. Regardless of the distance
and the power of the unauthorized reader, as long as the
unauthorized reader can read the tag, it will complete the
charging of the tag, which makes our detection method
extraordinarily stable and robust. However, if the distance
is too large or too small, it will slightly impact the detection
accuracy. The reason is that the charging and discharging
times of the tags are slightly different at different distances.

In summary, the experimental results show that the
URDTE algorithm has extremely high detection accuracy
and robustness for unauthorized readers with different
chips, powers, and distances on the premise that legal
readers can read tags. Moreover, the algorithm does not rely
on special detection equipment. The detection method is low
cost and has high practical application value for discovering
unauthorized readers and protecting the security of air inter-
face data of the RFID system.

7. Conclusion

This paper proposes a method for detecting unauthorized
reading based on the tag’s power. The core idea of this
method is to determine whether an unauthorized reader
has accessed a tag by detecting the tag power. We imple-
mented this method on a commercial reader following the
EPCglobal Gen 2 standard. Extensive experiments have
shown that URDTE has high accuracy and strong robustness
in detecting unauthorized reading, and this method effec-
tively enhances RFID system security, which is essential for
preventing air interface intrusion.

Data Availability

The data used to support the findings of this study are avail-
able from the corresponding author upon request.
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