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The network security situation is grim, and the problem of “information isolated island” is becoming increasingly prominent. In
view of the low efficiency and insufficient security of data cross-domain sharing in the open network environment, a searchable
data sharing scheme supporting cross-domain is proposed based on attribute encryption technology. Firstly, different types of
nodes on the blockchain are used to realize the data sharing of users in different domains. Secondly, the flexible ciphertext-
search function is realized through the search form of keyword strategy. Moreover, the scheme adopts the mode of storage
under the chain, which reduces the operation pressure of the blockchain. At the same time, according to the characteristics of
the blockchain, the traceability and tamper-proof of the access process can be realized. Finally, the analysis shows that the
scheme can resist quantum attack and collusive attack while avoiding complex bilinear operation and meet the security of
trapdoor search and indistinguishability under chosen-plaintext attack. Compared with other searchable attribute-based

encryption schemes, the scheme has certain advantages in function and performance.

1. Introduction

With the increasing data resources in cyberspace, the secu-
rity and efficiency problems have attracted much attention.
How to use information safely and efficiently to create
greater value has become one of the urgent issues to be
solved in this era. With the increase of the amount of indi-
vidual data, there are more and more network attacks, and
the data security situation is severe, which makes the
cross-domain access that is already difficult to maintain per-
missions and low access efficiency more difficult. The failure
to share data safely and efficiently will greatly reduce the
value of data, resulting in a waste of resources and restrict-
ing development. However, traditional access control
models, such as Discretionary Access Control, Mandatory
Access Control model, and Role-Based Access Control
model, have some limitations on the face of current needs.
In order to ensure that the data in cyberspace can be shared
more safely and efficiently, more and more scholars begin to
study new access control models that are more in line with
the actual needs.

Wang et al. proposed a cross-domain access control
method for large organizations by applying ABAC model
in distributed authoritative domain [1]. Yang and Wang
proposed a new cross-domain access control model based
on trust measurement [2] that can realize dynamic authori-
zation and fine-grained access in a simple way. Shuang and
Chen had built an efficient trusted cross-domain access con-
trol system by combining role mapping technology and
blockchain [3]. Blockchain is used to record user roles, map-
ping rules, and access policies and rely on efficient smart
contracts to make access decisions; Bai et al. proposed a mul-
tidomain access control service for intelligent city service
system [4], which transmits data based on attribute encryp-
tion and improves the mapping efficiency through the com-
bination of digital attribute table and B + tree. The scheme
can also rely on third-party outsourcing to reduce the com-
putational burden. Ullah et al. designed a lightweight prov-
able cross-domain access control scheme based on the
wireless body area network on the Internet of Things [5];
the computing and communication costs are reduced under
the condition of ensuring security.
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As a new functional public key encryption technology, it
has unique advantages in data security sharing, the biggest
feature of attribute-based encryption is to integrate data con-
fidentiality and access control and determine the object of
data sharing through the matching of attributes and policies.
The concept of attribute-based encryption was first pro-
posed by Sahai and Waters on the basis of identity-based
encryption in 2005 [6]. Later, it is usually divided into
ciphertext-policy attribute-based encryption (CP-ABE) and
key-policy attribute-based encryption (KP-ABE) [7]. The
ciphertext-policy is formulated by the data owner, and it is
more flexible in data sharing and more widely used in
research and application compared with the key-policy. In
2007, Bethencourt et al. proposed the first CP-ABE scheme
[8], but it does not have provable security; in the same year,
Cheung et al. proposed the first scheme that can prove secu-
rity under the standard model [9], but the expression ability
of access structure of AND gate is limited; Waters con-
structed a CP-ABE scheme with flexible strategy based on
linear secret sharing scheme (LSSS) in 2011 [10]. After that,
many scholars put forward schemes with more perfect func-
tions, but most of these schemes are based on bilinear map,
and the complex bilinear pairing operation restricts the effi-
ciency of the scheme. Therefore, some scholars began to try
to construct attribute-based encryption schemes based on
other mathematical systems. In 2012, Agrawel et al. dis-
cussed the possibility of constructing attribute-based encryp-
tion on lattice scheme [11]; in 2013, Wang proposed the CP-
ABE scheme based on the learning with errors (LWE) prob-
lem on the basis of Agrawel’s theory [12]. In 2015, Tan and
Azmasn proposed the CP-ABE scheme based on the learn-
ing with errors over ring (RLWE) problem [13], which is sig-
nificantly improved in size and efficiency compared with the
scheme on the LWE problem. The research of ABE on lattice
has been paid more and more attention by scholars, and the
traditional problems such as access structure [14], attribute
revocation, and key abuse have been deeply discussed.

With the deepening of the research on attribute-based
encryption, its potential in data protection and access control
has gradually attracted extensive attention in the academic
community. Basu and Tripathy improved the efficiency by
using CP-ABE scheme based on the security multicast require-
ments in the Internet of Things (IOT) [15]. In 2019, Yao and
Wang protected the security of data exchanged with IOT
devices based on ABE and equality testing technology [16];
Challagidad and Birje proposed a multiauthority access control
scheme [17], which combined the Role Hierarchy Algorithm
with the ABE, and the hierarchical access structure significantly
improves the efficiency. Tian et al. applied ABE to blockchain
to protect transaction privacy and realize traceability informa-
tion sharing [18]. Sandoval et al. proposed a data storage
method based on ABE in the cloud [19], which supports the
sharing and search of encrypted data. Niu et al. used the char-
acteristics of blockchain to improve the security of CP-ABE
scheme [20]; Zhang et al. proposed an accountable data sharing
model combining blockchain and ABE [21]. Based on the need
of medical data, Niu et al. designed a data sharing scheme that
can protect users’ privacy by using ABE [22]. Kanimozhi and
Victoire proposed a scheme for data sharing of the IOT based
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on attribute-based encryption [23]. By performing clustering
and the collected data and then encrypting it in the cloud, the
confidentiality and integrity of the data are guaranteed. Li
and Tan proposed an electronic certificate sharing scheme
based on blockchain and attribute-based searchable encryption
to achieve fine-grained access control [24].

L.1. Security and Function Requirements. A complete access
control system should provide corresponding functions
and security services to ensure data sharing among entities.

(1) Fine-grained access control. Users can freely decide
who can access the data they own and can also access
the data shared by other users as needed

(2) Data security and user privacy protection. Users’
data in the process of data sharing should be safe
and effective, and their personal identity information
should be in a safe state

(3) Security of index and trapdoor. During the search
process, the index and trapdoor should be safe and
reliable. Attackers cannot obtain more information
through the index and trapdoor, nor can they
destroy the system through the search process

(4) Tailored forensics. The system shall provide certain
evidence collection mechanism to ensure that the
transaction has certain integrity and traceability

1.2. Contribution. In order to solve the problem of data shar-
ing between different domains, this paper proposes a cross-
domain access control scheme, which is based on CP-ABE
to ensure data security and fine-grained access control. The
cross-domain sharing of data is realized by connecting
blockchains of different domains through cross-domain
nodes. At the same time, the scheme also supports flexible
ciphertext-search function. The main contributions of this
paper are listed as follows.

(1) Through the combination of blockchain and CP-
ABE, users in the same domain and users in different
domains can share data safely

(2) The scheme supports ciphertext-search function
before data access. By generating search traps in
the form of keyword policy, the search of multiple
keywords can be realized while ensuring privacy,
which improves the flexibility of search

(3) Using the way of ciphertext off chain storage, only a
small part of the data needs to be uploaded to the
blockchain, which reduces the calculation and storage
pressure of the blockchain. Through encrypted stor-
age, even if there is data leakage, it can ensure the secu-
rity of information, and according to the
characteristics of the blockchain, the traceability and
tamper-proof of the access process can be realized

(4) The scheme is constructed based on RLWE, without
complex bilinear pairing, and has the characteristics
of antiquantum attack
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1.3. Paper Structure. The remainder of this paper is orga-
nized as follows. In Section 2, we review some mathematical
knowledge and define the security model. In Section 3, we
give the system model, definition of scheme, and construc-
tion. The scheme is analyzed in Section 4, mainly including
security analysis and performance analysis. Finally, we con-
clude our paper in Section 5.

2. Preliminaries

2.1. Lattice

Definition 1 (lattice). A is called lattice if there are m linearly
independent n-dimensional vectors in A, such that any vec-
tor in A is an integer linear combination of B={b;, b,, -+,
b, }, that is, A=A(b;, by b,,)={>" sbys; € Z}, n is
the dimension of lattice A, m is the rank of lattice A, and
B is a set of bases of lattice A.

Definition 2 (ideal lattice). There is a ring R = [x]/(f) and an
ideal I € R; a lattice A € Z" is an ideal lattice if A is associated
with I.

Definition 3 (Decision R-LWE, . Problem [25]). Given the
security parameter A, select the integer d, q based on A, let
R=Z|[x]/f(x), where f(x)=x%+1 and R, =R/q. Given dis-
crete distribution x C R, based on A, there is an unspecified
challenge model O in the Decision R-LWE, ;| Problem, that
is, to determine whether the challenge model is a noisy pseu-

dorandom sampler O, or a real random sampler O, for ran-
dom secret key, K €R,, which perform, respectively, as
follows:

O,: outputs (w,v) = (w, wK +e) € R, x R,. The element
w is uniformly random from R, where w «— R, and the K
«— R, fixed for all samples. The element e —— R_ is a small
error term that generated with a distribution y.

O

" outputs truly random samples (w, v) € R, xR,

2.2. Access Control Structure

Definition 4 (Monotone Access Structure). Let U = {u,, u,,
---,u,, } be a set of attributes. A collection D € U is monotone
if VB,C:BeD,BCC= CeD. The sets in A are called as
authorized sets, and the sets not in D are called as unautho-
rized sets.

Definition 5 (linear secret sharing scheme (LSSS) [13]). The
] is a secret sharing scheme over a set of attributes U if
the following properties are met:

(1) All sharers have a secret sharing vector based on R,

(2) There is a share-generating matrix F € R;’X’” for T,
with row labels p(i) € U,Vi e [n]. Given a column
vector, v = (s, 7,1, ), Where s € R, is the secret to
be shared and r), -+, r,, «<— R, are randomly chosen.

Let §; = F; x v € R, i € (1, n) represent attribute p(i),
where p(i) is a function from i to U

Linear secret sharing scheme has linear reconstruction
characteristics. Suppose that [] is an LSSS that represents
the access structure A. Let A € A be an authorized set, and
Ic{l,-,;n}, I={i:p(i)eD}. There exist constants
{w; € R}, then Y ;8;w; =s such that of §; are valid shares
of a secret s according to [ [. Furthermore, these constants w;
can be calculated through the share-generating matrix F in
polynomial time. For unauthorized sets, it cannot be calcu-
lated, that is, any information of secret sharing value cannot
be obtained.

3. Attribute-Based Searchable Encryption
Scheme Supporting Cross-Domain Sharing
on Blockchain

3.1. System Model. The model in this scheme can be divided
into three layers, such as storage layer, blockchain service
layer, and application layer from bottom to top. The model
is shown in Figure 1.

The storage layer is responsible for providing data stor-
age, which is divided into blockchain data storage and IPFS
(Inter Planetary File System) data storage. Blockchain data
mainly includes system initialization parameters, relevant
information applied by users, indexes, and initial ciphertext,
etc., and these data will be stored in the form of transactions;
IPFS mainly stores the encrypted data uploaded by users. In
the blockchain service layer, it is mainly divided into Unit-
chain and Region-chain, in which Unit-chain is mainly
responsible for internal data services, including data record-
ing and access services; The Region-chain is mainly respon-
sible for cross domain data services between different units.
Based on the weak credit environment, this model is based
on the Consortium Blockchain, and only licensed nodes
can operate. At the same time, the credit consensus mecha-
nism is adopted, and the nodes with violations will be
revoked and removed from the system. The nodes in this
model are mainly divided into general nodes and cross
domain nodes. General nodes mainly maintain blockchain
services within their own units, and cross domain nodes
are responsible for connecting blockchains between two dif-
ferent domains, providing cross domain access services, and
deploying the authority on cross domain nodes to improve
work efficiency and resource utilization. The application
layer provides various functional applications.

The proposed system includes five entities: Authority,
Data Owner (DO), Inter Planetary File System (IPFES), Data
User (DU), and Blockchain. The Authority is deployed on
the Blockchain. The relationship among the entities is shown
in Figure 2.

(1) Authority. The authority generates the system’s pub-
lic parameters and master key, manages the users in
the system, and constructs the private key for each
user according to the user’s identity and authority,
then the authority generates temporary keys for
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users in other domains and search traps for users
during cross-domain access. We assume that the
authority is completely trusted, will faithfully per-
form various operations, and will not disclose users’
personal information. In order to facilitate operation
and data processing, we deploy the authority to the
cross-domain nodes of the blockchain

(2) Data Owner (DO). The data owner generates keyword

index I, based on data and encrypts data with symmet-
ric key k, then uploads encrypted data to the IPFS. After
that, DO sets the access policy of the data and encrypts
the symmetric key and address, then DO uploads this
ciphertext ¢t and index I, to blockchain

(3) Inter Planetary File System (IPFS). The IPES is

responsible for storing data and returning an
address. IPFES is honest but curious, always correctly
implement the requirements put forward by all enti-
ties in the scheme, but attempts to decrypt the
ciphertext content

(4) Data User (DU). The data user can access data

according to their needs. Apply to the authority for
a search trapdoor as needed and send it to the block-
chain node. After obtaining the returned initial
ciphertext, DU decrypts the ciphertext according to
private key. After obtaining the address, download
the corresponding data from IPFS, then DU can
decrypt the data according to the symmetric key

(5) Blockchain. The blockchain performs smart contract

and runs algorithm, and important events in the
access process will form blocks in the form of transac-
tions and be saved in the blockchain. Due to the guar-
antee of trust proof of work, the node will faithfully
perform operations. We assume that the entity is not
completely trusted and may try to decipher user’s data

3.2. Overview of the Scheme. Based on ABE and blockchain,
the scheme realizes the data access control of users in the
same domain or between different domains and can also pro-
vide ciphertext-search function. In order to ensure the trace-
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ability and tamper-proof of the search process, important
events in the access process will be formed into blocks in the
form of transactions and stored in the blockchain. The infor-
mation contained in the release record can be determined
according to the specific situation. If the privacy is strong, it
can be released in the form of pseudo-ID or other forms,
which is not the focus of the scheme and will not be discussed
too much. The access process of the scheme is shown in
Figure 3. The specific contents of the scheme are as follows.

(1) Initialize accounts, deploy smart contracts, and ini-
tialize systems

(2) The user submits the registration information to
authority, which verifies and generates the corre-
sponding private key

(3) DO extracts keywords from the data to be shared
and generates an index I, then encrypts the data
through a symmetric algorithm, and uploads the
encrypted data to IPFS, then gets address L, then
encrypts the address and symmetric key k according
to own strategy to get the initial ciphertext ct, and
finally, embeds ct and I, into a transaction, and pub-
lishes it to the blockchain

(4) When DU needs to access the data in their own
domain, DU sends an application to their authority,
which contains the visitor’s information, keyword
combination, and signature. The authority first ver-
ifies the user’s identity. If the user is forged or illegal,
it will refuse access; if the identity is valid, the trap-
door T is generated through keyword combination
and is sent to the node for search

(5) When DU needs to access the data of other domains,
they first apply to their authority. After receiving the
application, the cross-domain node, as the user’s
agent, submits a temporary access application to
the authority of the target domain. After verification,
the authority of the target domain assigns a tempo-
rary private key. The private key has time or times
limit when used, and then follow step (4)

(6) According to the incentive mechanism, after receiving
the search trapdoor T s, the node runs the algorithm
for matching search that to get reward. When the key-
words match, the node will return the corresponding
initial ciphertext ct; otherwise, it will return L

(7) When DUs receive the initial ciphertext ct, they
decrypt it with their own private key. If their own
attributes meet the policies formulated by the DO,
it can be decrypted smoothly to obtain the address
L and symmetric key k. Once decrypted successfully,
the user’s “wallet” will publish the access record to
the blockchain; otherwise, it will return L

(8) Finally, DU submits the address to IPFS, downloads
the corresponding encrypted data, and then,
decrypts it with symmetric key k to obtain the data
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The scheme consists of the following eight algorithms.

Setupl (A, U) — PK, MSK. The algorithm is executed
by authority. Given the security parameter A,, and the col-
lection of all attributes U in the system, this algorithm out-
puts public parameters PK and master secret key MSK.

Setup2 (A,, W) — PP, MK. The algorithm is executed
by authority. Given the security parameter A,, and the col-
lection of all attributes W in the system, this algorithm out-
puts public parameters PP and master key MK.

IGen(PP,D,,) —> I,,. The algorithm is executed by DO.
Input public parameters PP, a set of keywords D,, used to
describe data. This algorithm outputs index I,,,.

Enc(PK, M, A) — ct. The algorithm is executed by DO.
Input public parameters PK, the message M about address
and symmetric key M = k||L, and user’s access policy A. This
algorithm outputs the ciphertext ct.

keyGen(MSK, D) — sk. The algorithm is executed by
authority. Input master secret key MSK and user’s attribute
set D. This algorithm outputs the secret key sk for the user.

TGen(MK, A ) — T,. The algorithm is executed by
authority. Input master key MK and user’s keyword policy
A, This algorithm outputs a trapdoor T, .

Search(PP,1,, T, ) — ct. The algorithm is executed by
a node of blockchain. Input public parameters PP, index I,
and a trapdoor T ; if keywords match the corresponding
data, the ciphertext ct is returned; otherwise, it return L.

Dec(PK, ct, sk) —> M. The algorithm is executed by DU.
Input public parameters PK, ciphertext ct, and user’s secret
key sk. This algorithm outputs M = k||L, then the DU can
download the data through the address L and decrypt it with
the symmetric key k to obtain the data.

3.3. Security Model. It is assumed that the authority is a fully
trusted entity. IPFS and blockchain are semitrusted entities.
They will faithfully perform operations, but they may try
to decipher user data; IPFS and blockchain may collude with
attackers. Assuming that the channel between users and
authority is a secure channel, consider the following attacker
and security models.

(1) The scheme should meet the basic data security
requirements and ensure the confidentiality of the
data in the sharing process. The attacker 1 mainly
focuses on the security problems in the system of
ABE and attempts to decrypt the encrypted data

(2) Based on the characteristics of ABE, the scheme
should be able to resist collusion attack. We define
attacker 2 as malicious legitimate users, who can
obtain any number of keys and attempt to collude
to expand their decryption ability. It is defined that
if the advantage of attacker 2 can be ignored in any
polynomial time, the scheme meets the security of
anticollusion attack

(3) The scheme should meet the privacy security of the
index, and the attacker should not be able to distin-
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guish the index corresponding to different keywords.
Define that attacker 3 attempts to obtain information
from the index

(4) The scheme should meet the privacy security of the
trapdoor, and the attacker should not be able to dis-
tinguish the trapdoor corresponding to different key-
words. Define that attacker 4 attempts to obtain
information from the trapdoor

Definition 6 (IND-CPA security). The definition is given by
describing the game between adversary & and simulator 9.
The scheme satisfies the security of chosen-plaintext attack if
all polynomial algorithm adversaries’ advantage is negligible
in the game. The specific process of the game is as follows.

Initialization. The adversary of selects an access struc-
ture A* and sends it to 3.

Setup. The simulator 98 generates public parameters PK
and master key MSK and sends PK to <.

Inquiry Phase 1. The adversary & asks the simulator 93
for the private key, but &/’s attribute set does not meet the
access structure. The simulator runs the KeyGen algorithm
to generate the private key and send it to /.

Challenge. The adversary &/ chooses two messages M,
M, €{0,1} and sends them to simulator 9, then % ran-
domly selects b € {0, 1} to calculate the challenge ciphertext
and sends it to .

Inquiry Phase 2. o asks for the key as in phase 1.

Guess. Adversary o outputs his guess b’ about b. The

advantage of &/ in this game is defined as adv?” = Pr[b’ = b]
~(1/2).

Definition 7 (IND-CKA security). The definition is given by
describing the game between adversary o/, and simulator ;.
The scheme satisfies the security of chosen-keyword attack if
all polynomial algorithm adversaries’ advantage is negligible
in the game. The specific process of the game is as follows.

Initialization. The adversary &/, selects D,,* and D, * as
two keywords with the same length and sends them to ;.

Setup. The simulator 98, generates public parameters PP
and master key MK and sends PP to /5.

Inquiry Phase 1. 95 sends D,;* keywords to 95, then
%, runs the IGen(PP,D,)— I, algorithm to generate
I,,; and send it to &/;. Note that the keyword set of the query
cannot be the same as the keyword set of the challenge.

Challenge. %, randomly selects b€ {0,1} to calculate
the challenge index I,;, and send it to &/,.

Inquiry Phase 2. 4l 5 asks for the index as in phase 1.

Guess. Adversary &/, outputs his guess b about b. The
advantage of &/, in this game is defined as adv”® = Pr[b’ =
bl - (1/2).

Definition 8 (IND-IKGA security). The definition is given by
describing the game between adversary &, and simulator
AB,. The scheme satisfies the security of internal-keyword
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guessing attack if all polynomial algorithm adversaries’
advantage is negligible in the game. The specific process of
the game is as follows.

Initialization. The adversary </, selects A, and A, as
two keyword policies with the same length and sends them
to AB,.

Setup. The simulator 98, generates public parameters PP
and master key MK and sends PP to .

Inquiry Phase 1. o/, sends A,;" keyword policy to %B,,
then 9B, runs the TGen(MK,A, ) — T, algorithm to
generate T, and send it to &/,. Note that the keyword set
of the query cannot be the same as the keyword set of the
challenge.

Challenge. %, randomly selects b€ {0,1} to calculate
the challenge keyword-policy A, and send it to &,.

Inquiry Phase 2. o, asks for the trapdoor as in phase 1.

Guess. Adversary o/, outputs his guess b’ about b. The
advantage of &/, in this game is defined as adv”* = Pr[b’ =
b] - (1/2).

3.4. Construction of the CD-ABSE Scheme

3.4.1. Initialization Phase. This phase mainly includes the
initialization of the authority and the blockchain system, in
which the blockchain system completes the setting of the
corresponding accounts and nodes, etc. The initialization
of the authority mainly includes the following two
algorithms.

Setupl(Ay, U) — PK, MSK. Given the security parame-
ter A, and the collection of all attributes U in the system,
randomly select a large prime number ¢, =1 mod (21,)
and a small positive integer p,, where p, < q, and ged (p;,
q,) = 1. Let f(x) = (x® + 1), where d is a power of 2. Let R,
=Z, [x]/<f(x) > be the ring of integer polynomials modulo
both f(x) and q,. Let x, = x,(A) be an error distribution
over R, . Select a uniformly random SK, «— R, and ran-

dom element a; «<— R, , then choose a small noise term ¢,
«— X;- Compute PK,, = aSK|, + pe, € R, . Next, select a pair
of uniformly random (SK;, SK;~
in U, where SK;*

small noise term e; «— x,, then compute PK; = SK; + pe; €

D e— R, for each attribute
is the inverse of SK; in R, , and select a

R, . Lastly, output the public parameters PK = {a, PK,,
{PK;}.,} and the master secret key MSK = {SK,, {SK;}.,
ASKTL )

Setup2(A,, W) — PP, MK. Given the security parame-
ter A,, and the collection of all keywords W in the system,
randomly select a large prime number g, =1 mod (21,)
and a small positive integer p,, where p, < g, and ged (p,,
q,) = 1. Let f(x) = (x® + 1), where d is a power of 2. Let R,
=Z, [x]/<f(x) > be the ring of integer polynomials modulo
both f(x) and g,. Let x, = x,(A) be an error distribution
over R, . Select a uniformly random pk, < R, and ran-

2 9
then choose a small noise term
€R, . Next, select a

dom element a, —R,,
e o < X,- Compute sk, = a,pk, + pe ,

pair of uniformly random (pk;, pk;”") «— R, for each key-

word in W, where pk;
a small noise term e_; «— x,, then compute sk; = pk; + pe_;

! is the inverse of pk; in R, ,and select

€R, . Lastly, output the public parameters PP = {pk,
{pk}7,, {pk; "}, } and the master secret key MK = {a,,
skos {ski}ii }-

3.4.2. Registration Phase. This phase mainly refers to that the
user submits a registration application to the authority, and
the authority runs the following algorithm to generate a key
for the user.

keyGen(MSK, D) —> sk. Input master key MSK, user’s
attribute set D, then choose small noise term e”, ¢;'" «— y,,
and select a pair of uniformly random (¢, t™!) «— R, foreach

attribute in D. Compute K, = SK,t ™! + pe” € R, K; = SK; 't

+pei" R, Vi€ D; output the secret key sk = (Ko K;)).
3.4.3. Data Preparation Phase. This phase mainly refers to
the operation when the data owner shares the data, includ-
ing symmetrically encrypting the data, sending the
encrypted data to IPFS and obtaining the address, and then,
encrypting the address and the symmetric key to obtain the
ciphertext. In addition, the user also needs to generate a
ciphertext index for this data. The algorithm for index gen-
eration and encryption is as follows:

IGen(PP,D,,) — I,,. Input public parameters PP and a

keyword set D, of data. Select a pair of uniformly random

1ol . ! /
(t,t" )e—R,, and choose small noise term e e’

«—— x, for each keyword in D,. Compute I, = pk,t™' + pe_
"eR,, I;=pk't+pe,' €R,,VieD,;
I, =(Ip, I;).

Enc(PK, M, A) — ct. Input public parameters PK, the
message M € {0, 1}" about k||L, and set access policy A = (
F,p), FeRy™ with row labels p(j) € H, Vj€[n], H€A.
Generate a vector v = (sy,7,,-+,1,,), where 7, --
»and s € R, is the secret to be shared. §;= F; xveR, i€
(1, n), where F, is the vector correspondmg to ith row of F

. Then, choose a umformly random element r; «— R, and
noise terms e, e, «— X1> compute ¢, = PKyr,s; + M +p e'
€R,, ¢;=ar PKJ, +pe, € R, » and output ct = (¢, ¢;).

After completing the above steps, DO embeds the
ciphertext ct and index I, into the transaction Ty and signs
it to Ty, then broadcasts T to the whole blockchain. After

the transaction is verified, it is recorded on the blockchain
by the miner. The data structure is as shown in Table 1.

output an index

Ty, <—R1

3.4.4. Access Preparation Phase. The user sends the data key-
words to be accessed to the authority, and the authority exe-
cutes the following algorithm to generate a search trapdoor
for the user.

TGen(MK, A ) — T, . Input master key MK, a key-
word set D,, of data, and set keyword policy A/ = (F,, p),
F,, € RP with row labels p(j) € H, Vj € [n], H € A . Gener-
“T)> where 75, -+

ate a vector v =(s,, 75, Ty <— R, , and

s, €R, s the secret to be shared. 8, = F,; i XVER, ,ze(
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TasBLE 1: Blockchain data structure in data preparation phase.

Identification From To Action Timestamp Signature Transaction

ID_1 DO BC Publish Timestamp1 Sigl Ty, Ty

n), where F,; is the vector corresponding to ith row of F,,.
Then, choose a uniformly random element r," «— R, and

. !
noise terms e .e ;

" x,; compute T, = skyr,s, +pe ' €
R, T;= a,sk;r,0;' +pe ;€ R, , and output trapdoor T,

= (To’ Ti)'

3.4.5. Search Phase. The search phase mainly involves two
parts. The first is that DU embeds trapdoor T, into Ty,
then publishes it to the smart contract address of the block-
chain, and then invokes the search contract for calculation
and retrieval. After the search is completed, the blockchain
returns the data to DU through the user address. The two
data structures are shown in Table 2.

Search(PP,1,, T, ) — ct. Input public parameters PP,
index I, and trapdoor T . If the set of keyword meets
the keyword policy A » and I c {1,---,n}, I={i: p(i) €A,
}, compute a set of constants {w;€R, } =~ with a linear

reconstruction algorithm of LSSS, then ¥, ,8,'w; =s,, and
compute J =T, — 1Y L;w,T; mod p; if =0, the search is
successful, and ct is returned; otherwise, it return L. The cor-
rectness of the successful search of the scheme is explained
as follows.

J'=Ty- IozliwiTi =Ty- Iozliwi (aZSkirz(Si/ +Pe_il>

iel iel
!
=T, - IoaerSZZskili - IoPZ (e_i a)ili)
i€l iel

=T)— IouerSZZ(pki +pe_;) (Pki_lt +Pe_i”)

i€l
!
- IOPZ (e_i wiIi) =T, - Ioazrzszz
iel iel

‘ (t + pe_pk;"'t + pk;pe "’ +p26_ie_i”)

- IOPZ (e_i'wili) =Ty —Iya,r,s,t

i€l
_Ploazrzszz <e_ipki71t +kpe ;" +Pe_ie_i”)
iel
- IoPZ (e_i/wi1i> =sky7,5, +pe_’
i€l
- (pkot_1 +pe_")a2r252t —pTOazrzszz
i€l
: (e_ipki’lt +kpe ;! +pe_ie_i”) - Topz (e_i’wili)
i€l
= pe_or,5, +pe_ | —pe "ayrys)t _PToazrzszz
i€l

) (e_ipki_lt +kpe ! +pe_ie_i") - TOPZ (e_i'wili).
i€l
(1)

If the conditions are met, then J =]’ mod p=0. Other-
wise, there will be ¥,,8,'w;#s, and J=]' mod p #0; the
access will be terminated.

The above algorithm will be executed in the smart con-
tract, and the design of smart contract is shown in Table 3.

3.4.6. Decryption Phase. After receiving the ciphertext, the
user decrypts it according to his own key. The decryption
algorithm is as follows.

Dec(PK, ct, sk) — M. Input public parameters PK,
ciphertext ct, and user’s secret key sk. If the DU meets the
access control policy A, I c {1,---,n}, I={i: p(i) € A}, com-
pute a set of constants {w, € R, }id with a linear reconstruc-
tion algorithm of LSSS, then },,0; -w;=s; compute
M'=Cy-K,Y,.;Ciw;K;, M=M' mod p; the DU can down-
load the data through the address L and decrypt it with the
symmetric key k to obtain data.

The correctness of the successful decryption of the
scheme is explained as follows.

M'=Cy-K,Y CwK;=Co~ K, Y. (aerl.a,. + pe/) wK
i€l i€l

= Cy ~ Koar;sY (PK; - K;) ~ Kopy. (e,.’wiK,.)

iel fel
= Cy - Kgar,sy. (K + pey) (SK, "t +pe,"))

iel

- KOPZ (ei'wiKi) =C, - Koarlslz

i€l i€l

i

: (t +SKpe;'" + pe,SK; 't +pzeiei”)
!
- KOPZ (ei wiKi) =C, - Kyar;s;t - Koarlslpz
i€l i€l

. (SKiei” +e,SK; 't +peiei") - Kopz (ei'wiKi)
i€l
=PKr;s; + M +pe' - Kyar;s;t - Koarlslpz
i€l
: (SKie,” +e,SK; 't +peie,-") ~Kop). (ei'w,-Ki>
i€l

= (aSK, + pey)rys; + M +pe’ — (SKOt_1 +pe">arlslt

- Koarlslpz (SKiel-" +e,SK; 7't +peiei")
i€l
- KOPZ (ei'wiKi) =peyris; + M +pe' —pe”arlslt
iel
K I -1 I
- 05‘7151PZ (SKiei +¢;SK;" 't + peje; )
i€l

- KOPZ (ei'a)iKi).

i€l
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TaBLE 2: Blockchain data structure in search phase.

Identification From To Action Timestamp Signature Transaction

ID_2 DU BC Calculation Timestamp?2 Sig2 Ty, Ty

ID_3 BC DU Publish Timestamp3 Sig3 Ty, Ty

TaBLE 3: Implementation process of contract.

Search contract
User ID, trapdoor, DU address

Ciphertext set (ct.row) or L
While (true) do
Calculate J by executing ..
If (J ==0) then
Add ct to ct.row
Else
Return (L)

End if
Continue
End while

Input
Output

¥ NN W

Then, M=M' mod p, and in order to ensure the cor-
rectness of the scheme, the noise term in the scheme must
be small enough compared to the ratio of g to p.

After successful decryption, the user obtains the data
address and the symmetric key and decrypts the data with
the symmetric key after obtaining the data from IPFS to
obtain the original data.

4. Analysis

4.1. Security Analysis. This section will discuss the security of
the scheme from four aspects according to the security defi-
nition in Section 3.3.

(1) Analysis of IND-CPA security

Theorem 9. If there exists a Probabilistic Polynomial Time
(PPT) algorithm adversary of, with the advantage € to win
the game in Definition 6, then there exists a PPT simulator
% which can decide Decision R-LWE,, —Problem with

advantage /2.

Proof. The Decision R-LWE,,  Problem is to determine
whether the oracle O is a noisy pseudorandom O, or a truly

random O,’, then the simulator & differentiates O by adver-
sary &f. First, B queries the oracle and receives (¢ + 1) sam-
ples (wy, vy) € Ry x Ry, where k € {0, 1, 2,--,t}, then proceed
as follows. O

Initialization phase. Given a set of attributes U, the
adversary & selects an access structure A* that wishes to
be challenged and sends it to 9.

Setup. % runs Setup(A, U) — PP, MSK, let PK, = pw,
€R,, and select a pair of uniformly random (SK, SK, 1)
«— R, for each attribute in U. Let PK; =pw; € R, if i€ A™;
otherwise, let PK; = SK; + pe; € R,. Then, % sends PK = {a
,PKg, {PK} ) to of.

Inquiry Phase 1. & sends private key queries for D* = {
D", Dz*,m,Dj* }, where D* does not meet the access policy
A*. % runs KeyGen, computes K, =SK,t! +pe" €R, K;
=SK, 't +pe;,'' € R, Vi e D*, and sends K = (K, K,) to 4.

Challenge. of chooses two messages M, M, € {0,1} and
sends them to simulator 9, then % randomly selects b € {
0,1}, if =0, % randomly chooses x «— R, and lets C, =
pxg€R, Ci=px;e Ry if b=1, let Cy=pvy+ MeR,, C;=
pv;€R, for je A"

Inquiry Phase 2. of asks for the key as in phase 1.

Guess. Adversary o/ outputs his guess b about b to %. If
b' =b, output O' =0, otherwise, output O’ =0,’. The
advantage of &/ in this game is defined as adv?” = Pr[b’ = b]

—(1/2), so the oracle O has the following two cases.
O is a noisy pseudorandom O,. The advantage of < is ¢,

then |Pr[b’ =b|O=0,]| = (1/2) +& and [Pr[0’ =0|0= Q]|
=(1/2) +e.

O is a truly random O,’. & has no advantage ¢ and
unable to get information about b, then [Pr[b’ #b|O=0,']]
=(1/2) and |Pr[0' =0|0=0,"]| = (1/2).

Then, the advantage of simulator 9 is as follows.

%‘Pr[O':O‘O:OS] + %‘Pr[O':O|O:O§’} -z=

Hence, Theorem 9 is proved, and this means that the
scheme meets IND-CPA security.

(2) Analysis of anticollusion attack security

The private key generated by the authority to the user
contains the randomly selected reciprocal element (t,¢')
«— R, , which ensures the uniqueness of the key. At the
same time, from the assumption of learning with error, it
is difficult for malicious users to restore effective parameter
information from their own key. Even if the attributes of col-
luding users are combined to contain the attributes of the
target they want to attack, it is difficult to generate an effec-
tive new private key by effective means.

(3) Analysis of IND-CKA security
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Theorem 10. If there exists a Probabilistic Polynomial Time
(PPT) algorithm adversary df ;, with the advantage € to win
the game in Definition 7, then there exists a PPT simulator
HB3 which can decide Decision R-LWE,, ~Problem with

advantage ¢/2.

Proof. The Decision R-LWE,,, Problem is to determine
whether the oracle O is a noisy pseudorandom O; or a truly
random O,’, then the simulator %, differentiates O by
adversary of,. First, 9B, queries the oracle and receives
(t+1) samples (wy,v,) € R, xR, where ke {0,1,2, -t}

O

then proceed as follows.

Initialization phase. Given a set of keywords W, the
adversary o/ selects D,,* and D ;" as two keywords with
the same length that wishes to be challenged and sends them
to B;.

Setup. %, runs Setup(A,, W) — PP, MK, let sk, = pw,
€R,, and select a pair of uniformly random (pk;, k)
«—R, for each keyword in W. Let sk;=pk;+pe ;€R, .
Then, B, sends PP = {pk,, {pk;}"_,, {pk; "}, } to 5.

Inquiry Phase 1. 9/, sends index queries for D,;*, where
the keyword set of the query cannot be the same as the key-
word set of the challenge. &, runs IGen(PP,D,,) — I,

computes I, =pk,t™" +pe "' € Ry, I;=pk 't +pe 'l e R,
VieD,,*, and sends I, = (I, I;) to 5.

Challenge. %, randomly selects b€ {0,1}; if b=0, %,
randomly chooses x «— R, and lets I = px, € R, I; = px; €
Ry if b=1, let I, =pkyt™ +pe e R,, and I; =pk, 't +
pe,'' €R,, then send I, = (I, I;) to ;.

Inquiry Phase 2. of 5 asks for the index as in phase 1.

Guess. Adversary of; outputs his guess b’ about b to %,.
If b’ = b, output O’ = O otherwise, output O’ =0,". The
advantage of o/, in this game is defined as adv? = Pr[b’ =

b] — (1/2), so the oracle O has the following two cases.
O is a noisy pseudorandom O,. The advantage of &/, is ¢,

then [Pr[b’ =b|O=0,]| = (1/2) + &,
and|Pr[0' =0|0=0,| = (1/2) +e.

O is a truly random O,’. &/, has no advantage & and
unable to get information about b, then [Pr[b’ # b|O=0,']]
=(1/2), and |Pr[0’' = 0|0 =0,"]| = (1/2).

Then, the advantage of simulator 95 is as follows.

%‘Pr[o’ :o\o:os] | + %|Pr[0' -0|o= os’]

Hence, Theorem 10 is proved, and this means that the
scheme meets IND-CKA security.

(4) Analysis of IND-IKGA security

Theorem 11. If there exists a Probabilistic Polynomial Time
(PPT) algorithm adversary o ,, with the advantage € to win

Wireless Communications and Mobile Computing

the game in Definition 8, then there exists a PPT simulator
%4 which can decide Decision R-LWE,, ~Problem with

advantage €/2.

Proof. The Decision R-LWE, . Problem is to determine
whether the oracle O is a noisy pseudorandom O, or a truly
random O,’, then the simulator 9, differentiate O by adver-
sary o/,. First, B, queries the oracle and receives (f+ 1)
samples (wy, vy) € R, X R,, where k € {0, 1, 2,--,t}, then pro-
ceed as follows. O

Initialization phase. Given a set of keywords W, the
adversary o/, selects A, and A, as two keyword policies
with the same length that wishes to be challenged and sends
them to A,.

Setup. A, runs Setup(A,, W) — PP, MK, let sk, = pw,
€R,, and select a pair of uniformly random (pk;, pk;™")
«— R, for each keyword in W. Let sk;=pk;+pe ;€R, .
Then, B, sends PP = {pk,, {pk;}",, {pk; "}, } to .

Inquiry Phase 1. 4/, sends trapdoor queries for A",
where the keyword set of the query cannot be the same as
the keyword set of the challenge. %, runs TGen(MK, A ')
— T, set keyword policy A,;" = (F,, p), F,, € Rj™ with
row labels p(j) € H, Vje[n], He A . Generate a vector v
= (sp 73+ 51y ), Where 15, o1, «—R, , and s, € R is the
secret to be shared. 8, = F,, x v € R, ,i€(1,n), where F,
is the vector corresponding to ith row of F,,. Then, choose

. ! .
a uniformly random element r;” «— R, , and noise terms

!
e .e

_ _i' «—— x, computes T, =skr,s, +peil €R,, T,=a,
skir,8;' +pe | € R, ,and sends Ty, = (T, T;) to &,

Challenge. %, randomly selects b e {0,1}; if b=0, %,
randomly chooses x «— R, and lets T, = px; € R,, T; =px;
€Ryifb=1,let I, =pkyt™ +pe " €R, , I;=pk; 't +pe "
€R, , then send T, = (T, T;) to &,

Inquiry Phase 2. 9/, asks for the trapdoor as in phase 1.

Guess. Adversary </, outputs his guess b’ about b to B,.
If b’ =b, output O’ = O; otherwise, output O’ =0,". The
advantage of o/, in this game is defined as adv? = Pr[b’ =
b] — (1/2), so the oracle O has the following two cases.

O is a noisy pseudorandom O,. The advantage of &/, is ¢,
then [Pr[b’ =b|O=0/]| = (1/2) + &,
and|Pr[0’ =0[|0= 0| = (1/2) +e.

O is a truly random O,’. &/, has no advantage & and
unable to get information about b, then [Pr[b’ #b|O=0,']]
=(1/2), and |Pr[0’' = 0|0 =0,"]| = (1/2).

Then, the advantage of simulator 9, is as follows.

1 1/1 1 e
—telt+to(z)-2==.
2 2\2 2 2

1 / 1 ' / 1
5 [pr[o'=0j0o=0]|+ ] |pr[0"=0]0=0/]|- ] =3

Hence, Theorem 11 is proved, and this means that the
scheme meets IND-IKGA security.
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TaBLE 4: Comparison with other schemes.
Scheme Problem Access structure Searchable Keyword Cross-domain Antiquantum attack Blockchain
[20] DBDH Access tree v 1 X X N
[26] SDP LSSS N 1 x X X
[27] DBDH Access tree X — X X v
[28] DBDH Access tree X — X X X
[29] DBDH LSSS v 1 x x N
[30] LWE LSSS y, 1 x v x
[31] LWE AND N 1 x N N
Ours RLWE LSSS vV n v v v
TABLE 5: Storage cost.
Scheme Public key Master key Private key Index Trapdoor
[30] (nm + m*N +2n + mz) log q m? log q 2nmlog q 2nmA, log q 2mlog q
[31] (nm+m2N+n+m2) log g m? log q 2nm log q (m+1)llogq mlog q
Ours n(N, +2N, +3) logq n(2N,; + N, +3) log g n(A, +1)logq n(A, +1)logq n(A, +1)logq
® Scheme[30] ™ Scheme[31] ™ Ours
10000000
1000000
. 100000
£ 10000
£ 1000
S 100
& 10
g 1
wn
0.1
0.01
0.001
PK MSK SK Index Trapdoor
F1GURE 4: The comparison of storage cost.
TasLe 6: Caleulation cost. (1) Different attribute-based encryption schemes are
N Cost of index  Cost of trapdoor  Cost of single selected for function comparison. The results are
Scheme generation generation matching shown in Table 4
(30] 2mnooul 2mnmul (4m +2)mul Scheme [20] uses searchable encryption technology to
[31] I(m+ 1)mul 2mmul mimul realize the search of a single keyword on the blockchain
Ours (A, +D)mul  (3A, +2)mul (24, + 1)mul + mod and implements access control according to CP-ABE. The
w w

4.2. Performance Analysis. Since the scheme in this paper is
mainly constructed on the basis of CP-ABE, some schemes
based on attribute-based encryption are selected for compar-
ison, including searchable schemes, schemes combined with
blockchain and lattice schemes. These schemes are selected
to compare their functions, the cost of storage, calculation,
and communication.

scheme is constructed by bilinear pairing, which has great
application prospects in social networks and medical infor-
mation fields, but the scheme cannot resist quantum attacks.

Scheme [26] pays attention to the problems of high com-
puting cost and low efliciency of searching data in ABE
scheme, reduces the local computing cost of users by using
outsourcing technology, and proves that the scheme meets
adaptive security. However, the scheme only supports single
keyword search and cannot resist quantum attacks.

For medical data protection, scheme [27] combines ABE
and blockchain technology to enable data to be shared
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F1GURE 7: The communication cost for indexes ranging.

Vector multiplication times over ring

Matching search calculation
(Thousand times)

1000000 - -

100000 - -

10000 - -

1000 - -

(times)

100 - -

10 - -

Wireless Communications and Mobile Computing

Index generation Trapdoor generation Single matching

[0 Scheme [30]
[ Scheme [31]

I Ours

FIGURE 5: The comparison of calculation cost.
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F1GURE 6: The calculation cost for indexes ranging from 100 to 1000.
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efficiently and safely among patients, hospitals, and other
entities. The scheme does not support ciphertext search
and cannot resist quantum attacks.

In the Internet of Things environment, scheme [28] out-
sources the decryption operation in content encryption to
fog nodes, solves the problem that computing is difficult
due to the limited resources of Internet of Things devices
and also protects users’ privacy by constructing false attri-
butes. The scheme does not support ciphertext search and
quantum attack resistance.

Scheme [29] combines blockchain and ABE to realize
data sharing. The scheme realizes decentralization and
avoids the risk of privacy disclosure by third parties and sup-
ports ciphertext search. However, the scheme cannot resist
quantum attacks.

Scheme [30] solves the problem of ciphertext search in
the cloud environment. The scheme only supports single-
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F1GURE 8: Relationship between the number of attributes or keywords and the running time of algorithm.

keyword search. The biggest feature is that it is based on
LWE construction and can resist quantum attacks.

Scheme [31] relies on the technical characteristics of
Ethereum to solve the problem of single point of failure in
traditional systems, and can resist quantum attacks based
on the LWE problem. At the same time, the scheme enables
data users to generate private keys for visitors, avoiding key
abuse caused by third parties. Due to the use of AND gate
multivalue access strategy, its expression ability is slightly
weak.

Based on RLWE, our scheme can resist quantum attacks,
and LSSS has rich access structure, and the scheme realizes
cross-domain access based on blockchain and can realize
search of multiple keywords.

(2) Since schemes [20, 26-29] are not based on lattice
structure, it is mainly compared with scheme [30,
31]. In schemes [30, 31], m and » are the parameters
from lattice, m >5nloggq, and | is the security
parameter in the keyword matching algorithm in
scheme [30]. N, represents the number of all attri-
butes in the system, N, represents the number of
all keywords in the system, A, represents the num-
ber of attributes in the user attribute set, and A, rep-

resents the number of keywords in index, A,
indicates the number of keywords in the trapdoor.
The results are shown in Table 5; this scheme is
superior to scheme [30, 31] in size of system public
key, master key, user private key, index, and trap-
door. As shown in Figure 4, the three schemes are
analyzed by numerical simulation for visual repre-
sentation, where n=64, g=129, N, =50, N, =50,
m=>5nlogq, A, =20,A,=10,A, =5][=32

(3) The comparison results with schemes [30, 31] in
terms of computational cost are shown in Table 6.
Since the cost of addition operation is small, it is
not included in the analysis here. A; represents the
number of keywords required for successful match-
ing, the mul represents the multiplication between
vectors on the ring, and the mod represents modular
operation, and other parameters have the same
meaning as (2). For visual representation, numerical
simulation analysis is carried out, the calculation
amount of index generation, trapdoor generation,
and single matching is shown in Figure 5. When
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the index’s number in the system is 100-1000, the
search matching overhead is as shown in Figure 6

(4) The main objects of communication cost include
ciphertext and index. The encrypted information
in the ciphertext is mainly the address of data
storage returned by IPFS and the symmetric key
used for symmetric encryption of the original data.
Set the sum of the two elements as 1280 bit; the
index mainly includes the keyword combination
of data. Now, simulate the ciphertext overhead of
the number of attributes included in the attribute
strategy from 5 to 50 when the keywords are 3,
6, 9, and 12, respectively. The results are shown
in Figure 7

(5) Experimental analysis

In order to further analyze the performance of the
scheme, we tested 8 algorithms in the scheme. Because there
are few simulation experiments related to the lattice
attribute-based encryption scheme, it is difficult to effectively
compare and analyze with other schemes. Here, the effi-
ciency of the algorithm is mainly tested and analyzed. The
experimental environment is AMD ryzen 7-5800H proces-
sor 3.20 GHz, 16.0 GB memory, 64-bit Windows 11 operat-
ing system. The experimental program is written in c++
language and implemented in QT creator development envi-
ronment based on NTL library. In this experiment, setting
parameters g = 8380417, p = 3, mainly test the running time
of each algorithm when the number of attributes or key-
words is from 1 to 10. Since the search part of this scheme
is similar to the attribute-based encryption system, two algo-
rithms with similar principles are put into the same diagram
for analysis. It can be seen from Figure 8 that the running
time of the algorithm is proportional to the number of attri-
butes or keywords contained in the algorithm process, and
the experimental results are consistent with the theoretical
analysis results.

5. Conclusion

In this paper, a searchable attribute-based encryption
scheme supporting cross-domain access is constructed
based on the RLWE. The whole process can be traced based
on the blockchain, and the combined search of multiple
keywords is supported at the same time. Through analysis,
the scheme meets trapdoor search security, anticollusion
attack, and the indistinguishability under chosen-plaintext
attack. Compared with other schemes, it has certain advan-
tages in function and performance, but the scheme does not
consider the change of user attributes. The next step will
study the security and efficiency of attribute revocation
and update on this basis.
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