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Reliable operation of distributed internet of things (IoT) devices is essential for supporting two-way interaction between energy
flow and information flow in a distribution power grid. Traditional reliability evaluation methods suffer from several
challenges including complex evaluation indicator selection and inadaptability of fixed weights with actual reliability
requirements. In this paper, we first establish a multilevel reliability evaluation indicator system, where the indicators are
selected through joint consideration of comprehensiveness and effectiveness. Then, we propose a fuzzy analytic hierarchy
process- (FAHP-) based reliability evaluation method, where a three-layer reliability evaluation architecture is established.
Specifically, a 0.1-0.9 scaling method is adopted to establish the fuzzy judgment matrix and scale the important relationship
among state-layer elements, which can be dynamically adjusted to generate the weights adapting with actual operation state.
The scores of distributed IoT devices and corresponding reliability levels can be obtained through the weighted summation of
the scores of each layer. Simulation results verify the effectiveness and accuracy of the proposed method through comparing
with actual reliability value and two existing evaluation methods.

1. Introduction

With the integration of distributed renewable energy
sources, flexible loads, and energy storage devices into the
distribution power grid, two-way interaction between energy
flow and information flow is essential to improve energy-
supply balance and promote renewable energy consumption
[1, 2]. Massive distributed internet of things (IoT) devices
with strong interaction and perception capabilities are
deployed in the distribution power grid to collect operation
status and electrical parameters in real time, which provide
data support for the optimization of distributed energy man-
agement [3]. Therefore, the reliability of distributed IoT
devices is vital to the safe and stable operation of a distribu-
tion power grid. It is necessary to extract reasonable and
valid analysis data from numerous evaluation indicators
and build a reliability evaluation system to improve the
operation reliability of distributed IoT devices [4, 5].

However, the performance evaluation indicators of dis-
tributed IoT devices span numerous categories, and the cor-
relations among different categories of indicators are diverse
[6, 7]. Several major critical technical challenges are summa-
rized as follows.

Challenge 1. Difficulty in selecting evaluation indicators.
Numerous evaluation indicators exist for distributed IoT
devices in a distribution power grid, and the selection of
evaluation indicators has a significant impact on the con-
struction of the evaluation indicator system. Selecting insuf-
ficient indicators result in inaccurate reliability assessment,
while selecting excessive indicators increase the complexity
of the whole evaluation process. Therefore, it is a challenge
to appropriately select the evaluation indicators to achieve
accurate and concise reliability evaluation of distributed
IoT devices.

Challenge 2. Difficulty in calculating weights of indicators.
Various services of a distribution power grid impose
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different reliability requirements of distributed IoT devices.
When fixed weights are used to evaluate the reliability of
the same indicator under different services or scenarios,
the evaluation results cannot reflect the real reliability per-
formance of the IoT devices. Therefore, how to determine
the appropriate weights of indicators under different scenar-
ios is another challenge.

There exist some works on the performance evaluation
of IoT devices. In [8], Yuwen proposed a comprehensive
evaluation indicator system to evaluate the safety perfor-
mance of a communication system in a distribution power
grid. In [9], Xiao et al. proposed a principal component
analysis-based sensor performance evaluation method to
achieve online monitoring of sensor faults. However, these
works do not consider reliability evaluation, which are not
suitable for a distribution power grid with high-reliability
requirements on distributed IoT devices. Moreover, the
expert evaluation method determines indicator weights
according to individual expert preferences in performance
evaluation, which cannot well handle the ambiguity of the
indicators due to experts’ personal subjective preferences.

The fuzzy analytic hierarchy process (FAHP) eliminates
the influence of experts’ personal subjective preferences on
weight determination by fuzzy processing of indicator
weights. It provides a solution for quantitative and qualita-
tive analysis of multiobjective decision-making problems.
In [10], Yuan proposed a comprehensive evaluation method
of power quality based on incentive and punishment mech-
anism. FAHP was utilized to calculate the comprehensive
value to evaluate power quality. In [11], Zeng et al. proposed
a FAHP-based intelligent evaluation method for IoT devices
in distribution station. A hierarchical structure model was
established to quantitatively evaluate the importance of per-
formance indicators. In [12], Li proposed a FAHP-based
comprehensive evaluation system to evaluate multidimen-
sional performance of navigation IoT devices, such as econ-
omy, reliability, and security. However, these works only
consider a few evaluation indicators and ignore the impact
of the order of magnitudes of different indicators, which
are not suitable for the reliability evaluation of distributed
IoT devices in a distribution power grid.

Motivated by the above challenges, we construct a reli-
ability evaluation indicator system of distributed IoT devices
in a distribution power grid and propose a FAHP-based
reliability evaluation method. First, a three-layer reliability
evaluation architecture including a target layer, indicator
layer, and state layer is established [13]. Secondly, state-
layer elements are classified according to the relationship
between them and reliability, and corresponding member-
ship functions are constructed to obtain the scores of state-
layer elements. Then, the scores of indicator-layer evaluation
indicators can be obtained through establishing the state-
layer fuzzy judgment matrix, performing consistency check
and consistency transmission, calculating the weights of
state-layer elements, and calculating the weighted sum of
weights and scores of elements. Similarly, the target-layer
score can be obtained, which is utilized to determine the
reliability level of distributed IoT devices and complete the
reliability evaluation. According to the reliability levels and

scores of three layers, the abnormalities of IoT devices can
be inferred to provide guidance for maintenance [14]. The
main contributions are introduced as follows.

Contribution 1. Multilevel reliability evaluation indicator
system. A multilevel reliability evaluation indicator system
for distributed IoT devices is proposed. The system includes
four categories of first-level indicators and thirty-six second-
level indicators, which are selected through the comprehen-
sive consideration of the ability to reflect the actual operation
state and the actual characteristics such as the difficulty level of
data collection and the calculation complexity.

Contribution 2. FAHP-based weight calculation method.
Considering that the importance of each state-layer element
for reliability evaluation is constantly changing in the actual
distribution power grid scenario, the proposed FAHP-based
weight calculation method can dynamically adjust the rela-
tive importance of elements through adopting the 0.1-0.9
scaling method to establish the fuzzy judgment matrix,
which improves the adaptability of element weight with
actual reliability requirements.

The remainder of this paper is organized as follows.
Section 2 introduces the reliability evaluation indicator
system of distributed IoT devices in a distribution power
grid. Section 3 presents FAHP-based reliability evaluation.
The simulation results are presented in Section 4. Finally,
Section 5 concludes this paper.

2. Reliability Evaluation Indicator System of
Distributed IoT Devices in Distribution
Power Grid

The reliability of distributed IoT devices in distribution
power grid is mainly manifested in the ability of survival,
effective communication, and accurate monitoring in a
specific application environment and within a specified
time period [15]. It also emphasizes the ability to deal
with emergencies within a specific range and ensure its
stable operation. The reliability evaluation indicator system
needs to accurately describe all kinds of indicators affect-
ing the reliability of distributed IoT devices [16]. At the
same time, it should also specify the details of the hierar-
chical relationship and indicator weight of the indicator
system [17]. Moreover, the evaluation accuracy of the reli-
ability evaluation system is also directly affected by the
selection strategy of evaluation indicators [18, 19]. On
the one hand, the selected indicators are required to reflect
the actual operation of IoT devices as much as possible, so
that important indicators cannot be omitted [20]. On the
other hand, the actual characteristics such as the difficulty
level of data collection, the effectiveness of information,
and the calculation complexity should be considered to
improve the evaluation accuracy and reduce the evaluation
complexity as much as possible.

There is no unified reliability evaluation standard of dis-
tributed IoT devices in a distribution power grid [21–23].
Following the principles of objectivity and comparability,
we establish a multilevel reliability indicator system, includ-
ing four first-level indicators and thirty-six second-level
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indicators. As shown in Figure 1, the first-level indicators are
divided into four categories, i.e., technicality evaluation indi-
cator, energy efficiency evaluation indicator, security evalua-
tion indicator, and operation evaluation indicator. The
second-level indicators contained in each first-level indicator
are provided as follows:

(i) Technicality evaluation indicator. The technicality
evaluation indicator contains nine second-level
indicators, i.e., node redundancy, channel redundancy,
sampling frequency, signal transmission performance,
average voltage deviation, quality quantization, device
duty cycle, maximum number of retransmissions, and
flow benefit

(ii) Energy efficiency evaluation indicator. The energy
efficiency evaluation indicator contains nine second-
level indicators, i.e., power factor, load factor, conduc-
tor temperature rise, rated no-load loss, rated load
loss, link energy availability, three-phase load imbal-
ance rate, configuration and change management,
and medium management

(iii) Security evaluation indicator. The security evalua-
tion indicator contains nine second-level indicators,
i.e., drift deviation fault, precision degradation fault,
complete failure fault, patch security, denial-of-
service impact, network attack frequency, channel
packet loss ratio, security mechanism perfection,
and encrypted transmission

(iv) Operation evaluation indicator. The operation eval-
uation indicator contains nine second-level indica-
tors, i.e., sensor accuracy, applicability of protocol
distance, end-to-end delay, real-time received data,
service success rate, mean time between failures,
node connectivity probability, node capacity, and
link capacity

The multilevel reliability evaluation indicator system
proposed in this paper can be applied to more evaluation
indicator scenarios by adjusting the categories of first-level
indicators and second-level indicators.

3. FAHP-Based Reliability Evaluation of
Distributed IoT Devices in Distribution
Power Grid

3.1. Three-Layer Reliability Evaluation Architecture of
Distributed IoT Devices. Based on the reliability evaluation
indicator system proposed in Section 2, we establish a
three-layer reliability evaluation architecture of distributed
IoT devices, including the target layer, indicator layer, and
state layer as follows:

(i) Target layer. The target layer is defined as the dis-
tributed IoT devices considering that the ultimate
target is to evaluate the reliability of distributed
IoT devices

Figure 1: Multilevel reliability evaluation indicator system of distributed IoT devices in a distribution power grid.
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(ii) Indicator layer. The indicator layer is composed of
four types of evaluation indicators corresponding
to the first-level indicators defined in Section 2, i.
e., technicality evaluation indicator, energy effi-
ciency evaluation indicator, security evaluation
indicator, and operation evaluation indicator

(iii) State layer. The state layer consists of thirty-six
elements corresponding to the second-level indica-
tors defined in Section 2. Each type of evaluation
indicator in the indicator layer includes nine
state-layer elements, and the details are elaborated
in Section 2

Based on the established three-layer reliability evaluation
architecture, we denote the four types of evaluation indica-
tors in the indicator layer as fCn, n = 1, 2, 3, 4g, respectively.
The state-layer elements included in the evaluation indicator
type Cn are denoted as femn ,m = 1, 2,⋯, 9g. For instance, C1
represents technicality evaluation indicators, and em1 ,m = 1,
2,⋯, 9, represent the node redundancy, channel redundancy,
sampling frequency, signal transmission performance, average
voltage deviation, quality quantization, device duty cycle,
maximum number of retransmissions, and flow benefit,
respectively.

3.2. State-Layer Scoring. The scoring method for state-layer
elements in the three-layer reliability evaluation architecture
of distributed IoT devices is illustrated as follows. Mem-
bership function is adopted to realize the mapping from
the element values to the element scores, where the
membership of an element to a certain fuzzy evaluation
is calculated based on the element value, and then, the
element score is calculated based on fuzzy evaluation
scores and memberships. Membership function-based
scoring method for state-layer elements can effectively
reduce the influence of human subjective factors on the
reliability evaluation of distributed IoT devices [24]. Con-
sidering the differences in the units and order of magni-
tudes of state-layer elements, membership functions with
different parameters are constructed for different elements
to realize unified scoring.

Based on the requirements on the operation state of dif-
ferent distributed IoT devices in the actual distribution
power grid, the fuzzy evaluations for the reliability of a
state-layer element are defined as poor, medium, and good.
The membership functions corresponding to three fuzzy
evaluations are denoted as λn,m1 , λn,m2 , and λn,m3 for the
state-layer element emn [25]. Particularly, when the element
value helps to improve the reliability of distributed IoT
devices, the membership grade to the good fuzzy evaluation
will be larger. Considering the relationship between element
value and reliability, the state-layer elements are classified to
positive correlation elements and negative correlation ele-
ments. Specifically, a larger positive correlation element
value represents the higher reliability of the distributed sen-
sor devices, and negative correlation elements are the oppo-
site. We propose two membership functions for the above
two kinds of elements, which are shown in Figure 2 and
introduced as follows:

Membership function ðaÞ: the membership function for
positive correlation elements.

 λn,m1 xð Þ =

1, x ≤ bn,m1 ,
x − bn,m2

bn,m1 − bn,m2
, bn,m1 < x ≤ bn,m2 ,

0, x > bn,m2 ,

8>>>><
>>>>:

λn,m2 xð Þ =

0, x ≤ bn,m1 or x ≥ bn,m3 ,
x − bn,m1

bn,m2 − bn,m1
, bn,m1 < x ≤ bn,m2 ,

x − bn,m3
bn,m2 − bn,m3

, bn,m2 < x ≤ bn,m3 ,

8>>>>>><
>>>>>>:

 λn,m3 xð Þ =

0, x ≤ bn,m2 ,
x − bn,m2

bn,m3 − bn,m2
, bn,m2 < x ≤ bn,m3 ,

1, x > bn,m3 :

8>>>><
>>>>:

ð1Þ

Membership function ðbÞ: the membership function for
negative correlation elements.
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Figure 2: Membership functions.
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 λn,m1 xð Þ =

0, x ≤ bn,m2 ,
x − bn,m2

bn,m1 − bn,m2
, bn,m2 < x ≤ bn,m1 ,

1, x > bn,m1 ,

8>>>><
>>>>:

λn,m2 xð Þ =

0, x ≤ bn,m3 or x ≥ bn,m1 ,
x − bn,m3

bn,m2 − bn,m3
, bn,m3 < x ≤ bn,m2 ,

x − bn,m1
bn,m2 − bn,m1

, bn,m2 < x ≤ bn,m1 ,

8>>>>>><
>>>>>>:

 λn,m3 xð Þ =

1, x ≤ bn,m3 ,
x − bn,m2

bn,m3 − bn,m2
, bn,m3 < x ≤ bn,m2 ,

0, x > bn,m2 :

8>>>><
>>>>:

ð2Þ

Here, x represents the actual element value, and λn,m1 ðxÞ
+ λn,m2 ðxÞ + λn,m3 ðxÞ = 1. bn,m1 , bn,m2 , and bn,m3 are the parame-
ters to describe the boundaries of poor, medium, and good
fuzzy evaluations for element emn , the values of which are deter-
mined by the relationship between reliability and element
values [26]. Take the negative correlation element end-to-
end delay e34 as an example. We assume that the device is con-
sidered to be reliable when the end-to-end delay is lower than
50ms and unreliable when the end-to-end delay exceeds 100
ms. Then, b4,33 , b4,32 , and b4,31 can be set as 50ms, 80ms, and
100ms, respectively.

The specific procedures of the state-layer element scor-
ing for distributed IoT devices are summarized in the
following:

(1) Determine the membership function based on the
state-layer element types. Specifically, membership
function ðaÞ is utilized for positive correlation ele-
ments, and membership function ðbÞ is utilized for
negative correlation elements

(2) According to the selected membership function, cal-
culate the membership grades of the current element
value to the good, medium, and poor fuzzy evalua-
tions, i.e., λn,m1 ðxÞ, λn,m2 ðxÞ, and λn,m3 ðxÞ

(3) Score the current element value as

f n,m xð Þ = λn,m1 xð ÞF1 + λn,m2 xð ÞF2 + λn,m3 xð ÞF3, ð3Þ

where F1, F2, and F3 are the scores corresponding to
good, medium, and poor fuzzy evaluations, the values of
which are determined according to the actual operation
environment of the distribution power grid

3.3. Indicator-Layer Scoring. The scoring procedures for the
indicator-layer evaluation indicators in the three-layer reli-
ability evaluation architecture of distributed state IoT
devices consist of establishment of state-layer fuzzy judg-
ment matrix, consistency check, and consistency transfor-

mation, as well as weight calculation of state layer and
scoring of indicator layer, which are elaborated as follows.

3.3.1. Establishment of State-Layer Fuzzy Judgment Matrix.
The state-layer fuzzy judgment matrix is defined to describe
the important relationships between the state-layer elements
belonging to a certain evaluation indicator of the indicator
layer. Specifically, the state-layer fuzzy judgment matrix for
the evaluation indicator Cn is denoted as RB

n = ðrn,Bi,j ÞM×M
and is given by

RB
n =

rn,B1,1 ⋯ ⋯ ⋯ rn,B1,M

⋮ ⋱ ⋯ ⋯ ⋮

⋮ ⋮ rn,Bi,j ⋮ ⋮

⋮ ⋯ ⋯ ⋱ ⋮

rn,BM,1 ⋯ ⋯ ⋯ rn,BM,M

2
666666664

3
777777775
, ð4Þ

where M represents the number of state-layer elements
contained in Cn. rn,Bi,j represents the importance of the

element ein relative to the element ejn in Cn, where i, j = 1, 2,
⋯,M.

In this paper, the 0.1-0.9 scaling method is adopted to
scale the important relationship rn,Bi,j . The specific scaling
method is shown in Table 1.

For example, when ein is extremely important compared

with ejn, rn,Bi,j = 0:1.

3.3.2. Consistency Check and Consistency Transformation. In
the process of reliability evaluation of distributed IoT
devices, the weight calculation of state-layer elements
requires the consistency of the fuzzy judgment matrix. Con-
sistency check and consistency transformation are intro-
duced as follows:

Consistency check: if the fuzzy judgment matrix RB
n =

ðrn,Bi,j ÞM×M satisfies the consistency condition, i.e.,

rn,Bi,j = rn,Bi,k − rn,Bj,k + 0:5, ∀i, j, k = 1, 2,⋯,M, ð5Þ

Table 1: 0.1-0.9 scaling method.

Scaling Meaning

0.1 ein is extremely important compared with ejn

0.2 ein is strongly more important compared with ejn

0.3 ein is obviously more important compared with ejn

0.4 ein is slightly more important compared with ejn

0.5 ein and ejn have equal importance

0.6 ejn is slightly more important compared with ein

0.7 ejn is obviously more important compared with ein

0.8 ejn is strongly more important compared with ein

0.9 ejn is extremely important compared with ein
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the fuzzy judgment matrix is called fuzzy consistency
judgment matrix, which is denoted as RA

n = RB
n .

Consistency transformation: if the consistency condition
is not satisfied, perform consistency transformation to trans-
form the fuzzy judgment matrix RB

n to the fuzzy consistency
judgment matrix RA

n = ðrn,Ai,j ÞM×M , where

rn,Ai,j =
∑M

j=1r
n,B
i,j − ∑M

i=1r
n,B
i,j

2M + 0:5: ð6Þ

3.3.3. Weight Calculation of State Layer and Scoring of
Indicator Layer. The weights of state-layer elements are cal-
culated according to the fuzzy consistency judgment matrix
obtained by (6), which are integrated with the scores of
state-layer elements obtained in Section 3.2 to calculate the
scores of evaluation indicators in the indicator layer.

For the state-layer elements contained in the evaluation
indicator Cn, the relationship between the weights and the
fuzzy consistency judgment matrix RA

n is given by

wi
n −wj

n =
rn,Ai,j
a

, ð7Þ

where wi
n and wj

n represent the weights of state-layer ele-

ments ein and e
j
n, respectively. a is a random parameter which

satisfies a ≥ ðM − 1Þ/2.
Then, the least square method is adopted to calculate the

weights of the state-layer elements. Specifically, the weight of
ein is given by

wi
n =

1
M

−
1
2a + 1

Ma
〠
M

j=1
rn,Ai,j : ð8Þ

Finally, based on the weights and scores of state-layer
elements, the score of the evaluation indicator Cn is calcu-
lated as

Xn = 〠
M

i=1
f in ×wi

n: ð9Þ

3.4. Target-Layer Scoring and Reliability Evaluation. Similar
to the indicator-layer scoring, the procedures of target-layer
scoring include the establishment of indicator-layer fuzzy
judgment matrix, consistency check, and consistency trans-
formation, as well as weight calculation of indicator layer
and scoring of the target layer. The reliability evaluation of
distributed IoT devices is performed based on the target-
layer score. The details are introduced as follows.

3.4.1. Establishment of Indicator-Layer Fuzzy Judgment
Matrix. According to the scores of the evaluation indicators
obtained in subsection 3.3, establish the indicator-layer fuzzy
judgment matrix RP based on variable weight method to
describe the important relationship between the indicator-
layer evaluation indicators, which is given by

RP =

rP1,1 ⋯ ⋯ ⋯ rP1,M′

⋮ ⋱ ⋯ ⋯ ⋮

⋮ ⋮ rPi,j ⋮ ⋮

⋮ ⋯ ⋯ ⋱ ⋮

rP
M′,1 ⋯ ⋯ ⋯ rP

M′,M ′

2
666666664

3
777777775
, ð10Þ

where rPi,j = Xj/ðXi + XjÞ, and M ′ represents the number
of evaluation indicators.

3.4.2. Consistency Check and Consistency Transformation.
Perform consistency check on RP based on (5). If RP does
not satisfy the consistency condition, transform RP to the

indicator-layer fuzzy consistency judgment matrix R′P =
ðrP ′i,j ÞM′×M′, where

rP′i,j =
∑M′

j=1r
P
i,j −∑M′

i=1r
P′
i,j

2M ′ + 0:5: ð11Þ

3.4.3. Weight Calculation of Indicator Layer and Scoring of
Target Layer. Similar to (8), the weight of the evaluation
indicator Cn can be calculated as

wn =
1
M ′ −

1
2a′

+ 1
M ′a′

〠
M

j=1
′rP′i,j , ð12Þ

where a′ is a random parameter which satisfies a′ ≥ ðM ′ −
1Þ/2.

Based on the weights and scores of indicator-layer
evaluation indicators, the target-layer score is calculated as

S = 〠
M

n=1
′wnXn: ð13Þ

3.4.4. Reliability Evaluation. The reliability level is deter-
mined based on the target-layer score to achieve the reliabil-
ity evaluation of distributed IoT devices. According to the
characteristics of the operation environment of the distribu-
tion power grid, the reliability levels include excellent, good,
medium, and poor [27]. The corresponding relationship
between the target-layer score and the reliability levels is
shown in Table 2. In other practical application scenarios
with higher requirements on the reliability of distributed
IoT devices, the reliability levels can be further finely

Table 2: Corresponding relationship between the target-layer score
and the reliability levels.

Label Reliability level Target-layer score

Poor 0-20

Medium 20-50

Good 50-85

Excellent 85-100
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divided. The on-site inspectors can judge the reliability levels
of the distributed IoT devices according to the final target-
layer score [28]. In addition, for the devices with poor reli-
ability level, the state-layer and indicator-layer scores can
also provide maintenance guidance for on-site inspectors.

3.5. Implementation Process of FAHP-Based Reliability
Evaluation. The implementation process of FAHP-based
reliability evaluation of distributed IoT devices is shown in
Figure 3 and is introduced as follows:

(i) Step 1. Establish the three-layer reliability evalua-
tion architecture of distributed IoT devices, and
determine the composition of each layer

(ii) Step 2. Select different membership functions for
different types of state-layer elements. Collect the
current operation data of state-layer elements, cal-
culate the membership grades to different fuzzy
evaluations, and calculate scores of the state-layer
elements based on (3)

(iii) Step 3. Establish a state-layer fuzzy judgment
matrix based on the 0.1-0.9 scaling method

(iv) Step 4. Perform consistency check and consistency
transformation based on (5) and (6) to obtain the
state-layer fuzzy consistency judgment matrix

(v) Step 5. Calculate the weights of state-layer elements
based on (8), and calculate the score of the
indicator-layer evaluation indicators based on (9)

(vi) Step 6. Judge whether all evaluation indicators of
the indicator layer have been scored. If not, return
to Step 2 to calculate the next evaluation indicator.
If yes, proceed to the next step

(vii) Step 7. Establish indicator-layer fuzzy judgment
matrix based on (10), and carry out consistency
check and consistency transformation to obtain
the indicator-layer fuzzy consistency judgment
matrix

(viii) Step 8. Calculate the weights of evaluation indica-
tors based on (12), and calculate the target-layer
score based on (13)

(ix) Step 9. Determine the reliability levels and com-
plete the reliability evaluation of distributed IoT
devices based on Table 2. According to the reliabil-
ity levels and scores of three layers, analyze the
operation state and abnormal faults, and provide
guidance for on-site maintenance and scheduling

4. Simulation Results

To verify the accuracy and practicability of the proposed
FAHP-based reliability evaluation method, the on-site oper-
ation data of an IoT device in the distribution power grid of
Shandong Province, China, are collected to perform reliabil-
ity evaluation.

4.1. Simulation Verification. In this subsection, we introduce
the simulation verification process of the FAHP-based reli-
ability evaluation method. Due to the space limitation, we
only take the technicality evaluation indicator C1 and its
contained state-layer elements as an example.

4.1.1. Membership Function Selection and State-Layer
Scoring. Judge the type of each state-layer element of the
technicality evaluation indicator and select the correspond-
ing membership function. For instance, the signal transmis-
sion performance is directly proportional to the reliability,
which is a positive correlation element, and thus,

Establish the three-layer
reliability evaluation 

architecture

Collect the operation data 
and calculate scores of the 

state-layer elements

Establish state-layer fuzzy 
judgment matrix

Consistency transformation 
of state-layer fuzzy judgment

matrix

Calculate the state-layer 
weights and the indicator- 

layer score 

Complete 
indicator-layer 

scoring?

Establish indicator-layer
fuzzy judgment matrix

Meet the 
consistency?

Consistency transformation 
of indicator-layer fuzzy 

judgment matrix

Calculate the indicator-layer 
weights and the target-layer 

score

Determine the reliability level 
of sensing device

Provide guidance for on-site 
maintenance and scheduling

End

Begin

Y

N

N

Y

N

Y

Meet the 
consistency?

Figure 3: Implementation process of FAHP-based reliability
evaluation of distributed IoT devices.

Table 3: The scores of state-layer elements of technicality
evaluation indicator.

State-layer elements Score

Node redundancy 84

Channel redundancy 92

Sampling frequency 78

Signal transmission performance 94

Average voltage deviation 86

Quality quantification 90

Device duty cycle 88

Maximum number of retransmissions 98

Traffic benefit 93
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membership function 1 is selected. The node redundancy is
inversely proportional to the reliability, which is a negative
correlation element, and thus, membership function 2 is
selected. The boundary parameters are set based on the
characteristics of each element [29]. Then, the scores of

state-layer elements of technicality evaluation indicator can
be obtained based on (3), as shown in Table 3.

4.1.2. State-Layer Fuzzy Judgment Matrix of Technicality
Evaluation Indicator. Based on the 0.1-0.9 scaling method,
the state-layer fuzzy judgment matrix of C1 is given by

According to (5), RB
1 does not meet the consistency con-

dition. Therefore, it is transformed into a fuzzy consistency
judgment matrix based on (6), which is given by

4.1.3. Weights of State-Layer Elements of Technicality
Evaluation Indicator. The weights of state-layer elements of
technicality evaluation indicator are calculated based on
(8). The results are shown in Table 4.

4.1.4. Scores of Evaluation Indicators. The score of the tech-
nicality evaluation indicator can be calculated based on (9),
which is given by X1 = 89:85.

Similarly, the scores of the energy efficiency evaluation
indicator, security evaluation indicator, and operation

RB
1 =

0:5 0:0156 0:2 0:2222 0:0144 0:0148 0:0145 0:1152 0:0982
0:99844 0:5 0:9403 0:9474 0:4791 0:4865 0:4809 0:4754 0:4923
0:8 0:0597 0:5 0:5333 0:0552 0:0567 0:0556 0:0744 0:0567

0:7778 0:0526 0:4667 0:5 0:0486 0:05 0:049 0:0388 0:0432
0:9856 0:5209 0:9448 0:9514 0:5 0:5074 0:5018 0:5148 0:5164
0:9852 0:5135 0:9433 0:95 0:4926 0:5 0:4944 0:4898 0:4934
0:9855 0:5191 0:9444 0:9510 0:4982 0:5056 0:5 0:5351 0:5126
0:8848 0:5246 0:9256 0:9612 0:4852 0:5102 0:4649 0:5 0:4876
0:9018 0:5077 0:9433 0:9568 0:4836 0:5066 0:4874 0:5124 0:5

2
666666666666666666666664

3
777777777777777777777775

: ð14Þ

RA
1 =

0:5 0:24414 0:44463 0:45379 0:23621 0:24071 0:23574 0:24727 0:24418
0:75586 0:5 0:70049 0:70965 0:49207 0:49656 0:4916 0:50312 0:50004
0:55537 0:29951 0:5 0:50916 0:29158 0:29608 0:29112 0:30264 0:29956
0:54621 0:29035 0:49084 0:5 0:28242 0:28692 0:28196 0:29348 0:29039
0:76379 0:50793 0:70842 0:71758 0:5 0:50449 0:49953 0:51106 0:50797
0:75929 0:50344 0:70392 0:71308 0:49551 0:5 0:49504 0:50656 0:50348
0:76426 0:5084 0:70888 0:71804 0:50047 0:50496 0:5 0:51152 0:50844
0:75273 0:49688 0:69736 0:70652 0:48894 0:49344 0:48848 0:5 0:49692
0:75582 0:49996 0:70044 0:70961 0:49203 0:49652 0:49156 0:50308 0:5

2
666666666666666666666664

3
777777777777777777777775

: ð15Þ
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evaluation indicator can be calculated. The specific results
are shown in Table 5.

4.1.5. Reliability Evaluation. The indicator-layer fuzzy judg-
ment matrix is given by

RP =

0:5 0:4786 0:481 0:4929
0:5214 0:5 0:5024 0:5143
0:519 0:4976 0:5 0:512
0:5071 0:4857 0:488 0:5

2
666666664

3
777777775
: ð16Þ

According to (5), RP does not meet the consistency con-
dition. Therefore, it is transformed into a fuzzy consistency
judgment matrix R′P based on (6), which is given by

RP′ =

0:5 0:4952 0:4958 0:4984
0:5048 0:5 0:5005 0:5032
0:5042 0:4995 0:5 0:5027
0:5016 0:4968 0:4973 0:5

2
666666664

3
777777775
: ð17Þ

Calculate the weights of evaluation indicators based on
(12). The results are shown in Table 6.

Then, the target-layer score is calculated as S = 85:71.
According to Table 2, the reliability level of this distributed
IoT device is excellent. However, the scores of the energy
efficiency evaluation indicator and security evaluation indi-
cator are relatively low, which indicate that the device may
be abnormal. Through maintenance, it is found that the
three-phase load of this device is unbalanced, and a small
probability of drift deviation exists, which is consistent with
the reliability evaluation results and proves the accuracy of
the proposed method.

4.2. Simulation Comparison. In this section, the on-site oper-
ation data of ten distributed IoT devices in the distribution
power grid of Shandong Province, China, are collected. We
perform reliability evaluation on these ten devices and com-
pare the evaluation results with the actual reliability value to
verify the effectiveness. In addition, the proposed method is
compared with two evaluation methods, i.e., principal com-
ponent analysis (PCA) [30] and analytic hierarchy process
(AHP) to verify the accuracy [31]. PCA performs correlation
analysis on the indicators to obtain comprehensive indica-
tors and complete reliability evaluation. AHP establishes a
judgment matrix based on qualitative analysis to calculate
the indicator weights and conduct reliability evaluation.

4.2.1. Reliability Evaluation of Distributed IoT Devices.
Figure 4 shows the actual reliability values and the evalua-
tion values, i.e., target-layer scores, of ten distributed IoT
devices. It can be seen that the proposed method can achieve
accurate reliability evaluation. The difference between the
evaluation values and actual values is small, and the obtained
reliability levels based on the evaluation values are accurate
according to Table 2. The evaluation results indicate the
superiority of the proposed method in the processing of
indicators, which can effectively reduce the influence of the
evaluator’s subjective factors and objectively and truly reflect
the reliability of the distributed IoT devices.

4.2.2. Accuracy Comparison. Figure 5 shows the reliability
evaluation accuracy of different evaluation methods. Com-
pared with PCA and AHP, FAHP can increase the evalua-
tion accuracy by 9.86% and 6.96%, respectively. The reason

Table 6: The weights of evaluation indicators.

Weight Value Weight Value

ω1 0.248233 ω2 0.251417

ω3 0.251067 ω4 0.249283

1 2 3 4 5 6 7 8 9 10
Sensing device number

20

40
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80

100
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Figure 4: Reliability evaluation values of different IoT devices.

Table 5: Scores of evaluation indicators.

Evaluation indicator Score

Technicality evaluation indicator C1 X1=89.85

Energy efficiency evaluation indicator C2 X2=82.47

Security evaluation indicator C3 X3=83.26

Operation evaluation indicator C4 X4=87.34

Table 4: Weights of state-layer elements.

Weight Value Weight Value

ω1
1 0.0651853 ω2

1 0.1291497

ω3
1 0.0790283 ω4

1 0.0767381

ω5
1 0.1311325 ω6

1 0.1300089

ω7
1 0.1312492 ω8

1 0.1283686

ω9
1 0.1291394
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is that FAHP utilizes membership functions to obtain the
scores of state-layer elements, which avoids the influence
of subjective factors caused by artificial scoring. In addition,
FAHP can flexibly adjust the boundary parameters of mem-
bership functions to adapt to different state-layer elements,
different operation requirements, and different environ-
ments. AHP cannot get rid of the influence of subjective fac-
tors, resulting in a lower evaluation accuracy. The accuracy
of PCA is the lowest because PCA can hardly distinguish
the difference among multiple indicators.

5. Conclusions

In this paper, we addressed the reliability evaluation prob-
lem for distributed IoT devices in the distribution power
grid and proposed the FAHP-based reliability evaluation
method to overcome the influence of subjective factors and
realize accurate reliability evaluation. Compared with PCA
and AHP, simulation results indicate that the proposed
FAHP-based method increases the evaluation accuracy by
9.86% and 6.96%, respectively. In the future work, we will
further consider establishing more accurate membership
functions based on the refinement characteristics of state-
layer elements.

Data Availability

The [data type] data used to support the findings of this
study are included within the article.

Conflicts of Interest

The authors declare that they have no conflicts of interest.

Acknowledgments

This work was supported by the Science and Technology
Project of State Grid Shandong Electric Power Company
under grant number 2020A-010.

References

[1] Z. Zhou, M. Dong, K. Ota, G.Wang, and L. Yang, “Energy-effi-
cient resource allocation for D2D communications underlay-

ing cloud-RAN-based LTE-A networks,” IEEE Internet of
Things Journal, vol. 3, no. 3, pp. 428–438, 2016.

[2] J. Hu, X. Liu, M. Shahidehpour, and S. Xia, “Optimal operation
of energy hubs with large-scale distributed energy resources
for distribution network congestion management,” IEEE
Transactions on Sustainable Energy, vol. 12, no. 3, pp. 1755–
1765, 2021.

[3] J. Liu, Z. Zhao, J. Ji, and M. Hu, “Research and application of
wireless sensor network technology in power transmission
and distribution system,” Intelligent and Converged Networks,
vol. 1, no. 2, pp. 199–220, 2020.

[4] A. Azizivahed, A. Arefi, S. Ghavidel et al., “Energy manage-
ment strategy in dynamic distribution network reconfigura-
tion considering renewable energy resources and storage,”
IEEE Transactions on Sustainable Energy, vol. 11, no. 2,
pp. 662–673, 2020.

[5] K. Thirugnanam, M. Moursi, V. Khadkikar, H. Zeineldin, and
M. Hosani, “Energy management of grid interconnected
multi-microgrids based on P2P energy exchange: a data driven
approach,” IEEE Transactions on Power Systems, vol. 36, no. 2,
pp. 1546–1562, 2021.

[6] Z. Zhou, H. Liao, B. Gu, K. Hup, S. Mumtaz, and J. Rodriguez,
“Robust mobile crowd sensing: when deep learning meets
edge computing,” IEEE Network, vol. 32, no. 4, pp. 54–60,
2018.

[7] Z. Zhou, K. Ota, M. Dong, and C. Xu, “Energy-efficient match-
ing for resource allocation in D2D enabled cellular networks,”
IEEE Transactions on Vehicular Technology, vol. 66, no. 6,
pp. 5256–5268, 2017.

[8] T. YuWen, “Research on performance evaluation method of
navigation sensor in anti-lost clothing,” Wool Textile Journal,
vol. 48, pp. 103–108, 2020.

[9] F. Xiao, S. Wang, X. Xu, and G. Ge, “Automatic commission-
ing of AHU sensors using principle component analysis,”
Building Science, vol. 6, pp. 34–39, 2008.

[10] J. Yuan, Research of Power Quality Dynamic Comprehensive
Evaluation Method on Regional Power Grid, South China Uni-
versity of Technology, Guangdong, 2012.

[11] Z. Zeng, J. Gan, W. Zeng, Q. Wang, and J. Yi, “A condition
evaluation method of isolation circuit breaker based on trian-
gular fuzzy analytic hierarchy process,” in In Proceedings of
the 2021 5th International Conference on Power and Energy
Engineering (ICPEE), vol. 2-4, pp. 22–25, Xiamen, China,
December 2021.

[12] J. Li, “Study on the comprehensive performance evaluation of
distribution network communication system,” Smart power.,
vol. 38, pp. 61–65, 2010.

[13] X. Chen, C. Wu, T. Chen et al., “Information freshness-aware
task offloading in air-ground integrated edge computing sys-
tems,” IEEE Journal on Selected Areas in Communicatio.,
vol. 40, pp. 243–258, 2021.

[14] H. Liao, Z. Zhou, B. Ai, and M. Guizani, “Learning-based
energy-efficient channel selection for edge computing-
empowered cognitive machine-to-machine communications,”
in In Proceedings of the 2020 IEEE 91st Vehicular Technology
Conference (VTC2020-Spring), vol. 25-28, pp. 1–6, Antwerp,
Belgium, May 2020.

[15] T. Balachandran, A. Manoharan, V. Aravinthan, and C. Singh,
“Component-level reliability evaluationmodel for cyber power
devices,” IEEE Transactions on Smart Grid, vol. 12, no. 1,
pp. 692–703, 2021.

95

90

85

80
PCA AHP FAHP

Ev
al

ua
tio

n 
ac

cu
ra

cy
 (%

)

Figure 5: Accuracy comparison.

10 Wireless Communications and Mobile Computing



[16] Z. Zhou, Z. Wang, H. Liao, S. Mumtaz, L. Oliveira, and
V. Frascolla, “Learning-based URLLC-aware task offloading
for internet of health things,” IEEE Journal on Selected Areas
in Communications, vol. 39, no. 2, pp. 396–410, 2021.

[17] M. Berk, O. Schubert, H. Kroll, B. Buschardt, and D. Straub,
“Reliability assessment of safety-critical sensor information:
does one need a reference truth?,” IEEE Transactions on Reli-
ability, vol. 68, no. 4, pp. 1227–1241, 2019.

[18] L. Gao, C. Wu, T. Yoshinaga, X. Chen, and Y. Ji, “Multi-chan-
nel blockchain scheme for internet of vehicles,” IEEE Open
Journal of the Computer Society, vol. 2, pp. 192–203, 2021.

[19] H. Liao, Z. Zhou, X. Zhao et al., “Learning-based context-
aware resource allocation for edge-computing-empowered
industrial IoT,” IEEE Internet of Things Journal, vol. 7, no. 5,
pp. 4260–4277, 2020.

[20] N. Cha, C. Wu, T. Yoshinaga, Y. Ji, and A. Yau, “Virtual edge:
exploring computation offloading in collaborative vehicular
edge computing,” IEEE Access, vol. 9, pp. 37739–37751, 2021.

[21] S. Xiang and J. Yang, “Reliability evaluation and reliability-
based optimal design for wireless sensor networks,” IEEE Sys-
tems Journal, vol. 14, no. 2, pp. 1752–1763, 2020.

[22] W. Dargie, “A quantitative measure of reliability for wireless
sensor networks,” IEEE Sensors Letters, vol. 3, no. 8, pp. 1–4,
2019.

[23] M. Berk, O. Schubert, H. Kroll, B. Buschardt, and D. Straub,
“Exploiting redundancy for reliability analysis of sensor per-
ception in automated driving vehicles,” IEEE Transactions on
Intelligent Transportation Systems, vol. 21, pp. 5073–5085,
2019.

[24] Z. Wang, “A representable uninorm-based intuitionistic fuzzy
analytic hierarchy process,” IEEE Transactions on Fuzzy Sys-
tems, vol. 28, no. 10, pp. 2555–2569, 2020.

[25] Z. Du, C. Wu, T. Yoshinaga et al., “A routing protocol for
UAV-assisted vehicular delay tolerant networks,” IEEE Open
Journal of the Computer Society, vol. 2, pp. 85–98, 2021.

[26] Z. Ge and Y. Liu, “Analytic hierarchy process based fuzzy deci-
sion fusion system for model prioritization and process mon-
itoring application,” IEEE Transactions on Industrial
Informatics, vol. 15, no. 1, pp. 357–365, 2019.

[27] X. Mi, X. Wu, M. Tang et al., “Hesitant fuzzy linguistic analytic
hierarchical process with prioritization, consistency checking,
and inconsistency repairing,” IEEE Access, vol. 7, pp. 44135–
44149, 2019.

[28] Z. Deng and J. Wang, “Multi-sensor data fusion based on
improved analytic hierarchy process,” IEEE Access, vol. 8,
pp. 9875–9895, 2020.

[29] A. Hawbani, E. Torbosh, X. Wang, P. Sincak, L. Zhao, and
A. Al-DUbai, “Fuzzy-based distributed protocol for vehicle-
to-vehicle communication,” IEEE Transactions on Fuzzy Sys-
tems, vol. 29, no. 3, pp. 612–626, 2021.

[30] L. Tang and R. Li, “A novel QoS evaluation method in electric
power communication networks,” in In Proceedings of the
2015 12th International Conference on Fuzzy Systems and
Knowledge Discovery (FSKD), vol. 15-17, pp. 2039–2043,
Zhangjiajie, China, August 2015.

[31] J. Luo, J. Yu, Q. Chen, J. Liao, Y. Huang, and J. Xu, “Analysis of
bandwidth and site relationship for power communication
network based on analytic hierarchy process,” in In Proceed-
ings of the 2019 IEEE 3rd International Conference on Circuits,
Systems and Devices (ICCSD), vol. 23-25, pp. 115–118,
Chengdu, China, August 2019.

11Wireless Communications and Mobile Computing


	FAHP-Based Reliability Evaluation of Distributed IoT Devices in a Distribution Power Grid
	1. Introduction
	2. Reliability Evaluation Indicator System of Distributed IoT Devices in Distribution Power Grid
	3. FAHP-Based Reliability Evaluation of Distributed IoT Devices in Distribution Power Grid
	3.1. Three-Layer Reliability Evaluation Architecture of Distributed IoT Devices
	3.2. State-Layer Scoring
	3.3. Indicator-Layer Scoring
	3.3.1. Establishment of State-Layer Fuzzy Judgment Matrix
	3.3.2. Consistency Check and Consistency Transformation
	3.3.3. Weight Calculation of State Layer and Scoring of Indicator Layer

	3.4. Target-Layer Scoring and Reliability Evaluation
	3.4.1. Establishment of Indicator-Layer Fuzzy Judgment Matrix
	3.4.2. Consistency Check and Consistency Transformation
	3.4.3. Weight Calculation of Indicator Layer and Scoring of Target Layer
	3.4.4. Reliability Evaluation

	3.5. Implementation Process of FAHP-Based Reliability Evaluation

	4. Simulation Results
	4.1. Simulation Verification
	4.1.1. Membership Function Selection and State-Layer Scoring
	4.1.2. State-Layer Fuzzy Judgment Matrix of Technicality Evaluation Indicator
	4.1.3. Weights of State-Layer Elements of Technicality Evaluation Indicator
	4.1.4. Scores of Evaluation Indicators
	4.1.5. Reliability Evaluation

	4.2. Simulation Comparison
	4.2.1. Reliability Evaluation of Distributed IoT Devices
	4.2.2. Accuracy Comparison


	5. Conclusions
	Data Availability
	Conflicts of Interest
	Acknowledgments

