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The emergence of wireless sensor networks connects the physical world with the information world and changes the way humans
interact with nature. With the rapid development of modern information technology, accounting information systems (AIS) have
emerged at the historic moment. Under the information environment, accounting data exists in paper or paperless form. The use
of information technology not only brings convenient and efficient services to enterprises but also has a huge impact on the
internal control of the enterprise. Because the network is open and unstable, the system is vulnerable to illegal intrusion and
viruses. Based on the above background, the research content of this article is to use DES algorithm to encrypt accounting
data. DES (Data Encryption Standard) encryption algorithm is a symmetric password encryption method. It has the
advantages of fast encryption speed, simple and practical algorithm, and consideration of both security and efficiency
requirements. This paper discusses the application of DES encryption technology to accounting data processing. To achieve
data security management goals. Therefore, this paper proposes a DES algorithm based on the logistic chaotic system. Through
experimental simulation, the results show that the chaotic discrete model has initial value sensitivity and iterative
nonrepetition. The resulting key space is independent and random. In the application, you can perform random key input
according to the performance of software and hardware, which is flexible; there is only one “1186828” in the initial DES
algorithm encryption process, but each set of plain text in the improved DES algorithm corresponds to a corresponding set of
keys and independence. The test results show that they are maintained between 5 and 6.6. It is proved that using the initial
value sensitivity of the logistic system and using the initial value as the key can realize the secure management of accounting

data on the premise of ensuring efficiency.

1. Introduction

With the rapid development of wireless Internet technology,
wireless sensor networks have been widely used in various
fields of society. The emergence of wireless sensor networks
connects the physical world with the information world and
changes the way humans interact with nature. The security
goal of data fusion is to ensure that users or base stations
can obtain the final data fusion results and at the same time
to ensure that these data fusion results are accurate and can
be received by users, which requires the application of corre-
sponding security data fusion solutions to be effective. It
resists different types of attacks and can accomplish various
security goals under limited resources and environmental

conditions. With the development of network information
technology, the production and operation activities of enter-
prises have undergone tremendous changes. In recent years,
with the rapid development of the Internet, companies have
gradually launched e-commerce business; transactions using
the Internet have become an irreplaceable development
trend. Enterprise accounting has also undergone tremen-
dous changes. Under the network environment, accounting
goals, accounting functions, accounting operation methods,
and accounting supervision are all changing and developing
in the direction of adapting to the new network economy. A
wireless sensor network is a form of network formed by
freely organizing and combining tens of thousands of sensor
nodes through wireless communication technology. The
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units constituting the sensor node are as follows: a data
acquisition unit, a data transmission unit, a data processing
unit, and an energy supply unit.

With the development of the network, the users of
accounting information have become more extensive, and
the accounting operation methods and supervision methods
have become more advanced. Based on this situation, net-
work accounting emerged at the historic moment [1-4].
The emergence of network accounting first changed the
way of accounting operation; accounting changed from
manual operation stage to computer operation [5, 6]. The
emergence of financial software has changed the state of sep-
aration of finance and business in the manual mode and
realized integrated management and coordination of finan-
cial operations [7-9]. Finally, in the network environment,
the accounting information of enterprises is no longer like
the information island [2, 10] form of accounting informa-
tion under manual accounting [11, 12]. Its accounting infor-
mation system is closely connected with the internal and
external as a whole, and information users can obtain their
required accounting information through the network [13,
14]. However, the development of network technology has
brought convenience and risks to corporate accounting.
Due to the risk of the network environment, the security of
accounting information has become increasingly important
[15, 16]. Considering the current status of accounting data
security, in the data encryption algorithm, the DES algo-
rithm has certain advantages, so it has certain research value
[17-19].

Encryption has become a necessity of life, especially in
the field of exchanging and transmitting data through trans-
mission media. Serwe introduced two formal models of the
Data Encryption Standard (DES) [20, 21], the first using
the international standard LOTOS and the second using
the latest process to calculate LNT. Both models encode
DES in the form of asynchronous circuits; that is, the data
stream blocks of the DES algorithm are represented by pro-
cesses that communicate through rendezvous points. In
order to ensure the correctness of the model, Serwe applied
a variety of techniques, including model checking, equiva-
lence checking, and comparing the results generated by the
prototype automatically generated by the formal model with
the existing implementation of DES to verify the correctness
of the model [22, 23]. His research in DES is very in-depth,
but if combined with the application of wireless sensor net-
works in DES, the value of this article is higher. Aiming at
the security problems of the typical shielded Data Encryp-
tion Standard (DES) implementation, Wenging et al. intro-
duced a correlation power analysis (CPA) method that
combines the last two rounds of the DES algorithm and
selects the discrete bits of the intermediate data as the objec-
tive function. Using the Hamming Weight (HW) model, it
guesses the 16th round of DES keys and calculates the corre-
lation between data and hardware. By sorting the related
values, it can destroy the masked DES key. The experimental
result of using the shielded software to attack the smart card
is DES, indicating that CPA can successfully crack the 64-bit
DES key [24, 25]. Template security is a crucial issue in bio-
metric recognition systems. The existing technology uses
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hand vein and palm vein patterns to build fuzzy libraries
for multibiometric recognition. However, the security
involved in converting feature points to vault is not satisfac-
tory. Lalithamani et al. used a combination of AES
(Advanced Encryption Standard) and DES (Data Encryption
Standard) for this. First, use the AES algorithm to encrypt
the characteristic points of the palm and hand vein, then
provide the private key generated by AES algorithm to
DES algorithm for encryption, and finally use multimode
biometric template and key to generate fuzzy library [26].
The comparison of the results with traditional techniques
shows that the technique proposed by Lalithamani et al.
achieves better results when the GAR reaches 90% in the
absence of noise and noise. Lalithamani et al.’s technology
provides good security for pattern-based biometrics
[27-29]. All of the above references are related to DES and
wireless sensor networks. Although the two technologies
are not combined and applied, they still have a certain refer-
ence value for this article.

Based on the background and significance of accounting
data security, this paper analyzes the research status of DES
algorithm and the research status of chaos. Based on the
characteristics of DES and chaos, it studies the related con-
tent of DES algorithm and logistic chaotic system. Based
on the above content, this paper proposes a DES key gener-
ation algorithm based on the logistic chaotic system. The
improved principle and method of generating DES key by
logistic chaotic system are given. The feasibility of the algo-
rithm is verified on Matlab, and the improvement of the
algorithm is summarized. The experimental results show
that using the initial value sensitivity of the logistic system
and using the initial value as the key can increase the diffi-
culty of malicious deciphering, so the security of the encryp-
tion system is significantly improved, and the performance
of the DES algorithm during the encryption/decryption pro-
cess is avoided. The shortcomings and some improvements
have been achieved in the security of the DES algorithm.
Although the DES key has very powerful encryption and
decryption capabilities, it requires a lot of calculations to
maintain the continuity of its algorithm and requires very
high computational processing capabilities.

2. Proposed Method

2.1. Data Encryption Technology Processing Classification.
The so-called data encryption technology refers to the con-
version of an information through an encryption key and
an encryption function into a meaningless ciphertext, and
the receiver restores the ciphertext into plaintext through a
decryption function and decryption key. Encryption tech-
nology is the cornerstone of network security technology.

(1) Symmetric key encryption technology: the encryp-
tion algorithms of the symmetric cryptosystem
mainly have two basic algorithms: block cipher and
sequence cipher. Among them, block without cipher
is mainly for 64-bit data, and the 64-bit plain text
data is encrypted. There are no restrictions on the
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data flow of plaintext and ciphertext in the sequence
cipher algorithm.

(2) Asymmetric key encryption technology: asymmetric
key encryption technology is a public key encryption
system. That is, anyone can deliver the letter from
the entrance of the mailbox, but only the legal person
who has the correct key can get the letter. The
entrance to the letter is the public key, and the key
to the mailbox is the private key. The encryption
process of this algorithm is one-way. Even if the data
is intercepted during transmission, because the
intruder does not have the private key, the plaintext
information of the data will not be obtained. The
advantage of the RSA algorithm is that the principle
is simple and easy to use. Even if it communicates
secretly with multiple users, it does not need to
remember too many keys. RSA can be used for data
encryption and digital signatures because it uses keys
that can vary in length. The disadvantage is that the
implementation of the RSA algorithm has a lot to do
with the speed of the computer, and the overall effi-
ciency is relatively low.

(3) Hybrid encryption technology: although symmetric
key algorithms have advantages such as high effi-
ciency and high strength, the management of keys
is too complicated and insecure; asymmetric key
encryption algorithms have advantages in key man-
agement, but they are extremely inefficient and diffi-
cult to analyze. Bulk data encryption. In practical
applications, the two encryption algorithms are often
used in combination, so that the security of the
asymmetric key encryption system and the high effi-
ciency of the symmetric key system are obtained at
the same time.

(4) Zero-key encryption technology: zero-key encryp-
tion technology is also called random key encryption
technology. The two parties of communication do
not use a fixed password but generate a key ran-
domly every time, and the key is used only once. It
does not have a key, but does not have a key trans-
mission, which greatly reduces the risk of the key
being leaked, and also saves the management and
transmission costs of the key. The disadvantage is
that the algorithm design is difficult, and at least
three to four encryption and decryption operations
are required.

2.2. DES Algorithm. Symmetric cryptography represented by
DES is an important cryptosystem in the field of information
security. In the symmetric encryption algorithm, the data
sender processes the plaintext (original data) and the
encryption key together with a special encryption algorithm
to make it a complex encrypted ciphertext and send it out.
After receiving the ciphertext, if the recipient wants to inter-
pret the original text, it needs to decrypt the ciphertext with
the used encryption key and the inverse algorithm of the
same algorithm to restore it to a readable plaintext. Com-

pared with public key cryptography, symmetric cryptogra-
phy has low computational cost and relatively simple
algorithm, so it has been widely used in the industry. The
DES algorithm has also been improved to an algorithm.
The speed of encrypting each block of information with
three different sets of keys is reduced by one-third, and the
new ciphertext block is connected with the previous cipher-
text block and then encrypted, which has very good effect.
Since the DES algorithm is completely open, its security
completely depends on the protection of the key. Therefore,
it is not suitable to be used alone in a network environment.
By regularly switching to new ones at the source and desti-
nation ends of the communication network at the same
time, the confidentiality of data can be further improved,
which is the current popular practice in financial transaction
networks. Through the analysis of the encryption process
and specific implementation steps of the DES algorithm
and the long-term attacks on the DES algorithm, it can be
seen that the internal structure and design of the DES algo-
rithm are almost perfect and will not cause the DES algo-
rithm to be insecure. For online analysis of DES algorithm,
there are

t represents the number, and # represents the number of
rows. With the increase of m and t, the success rate does not
increase year-on-year. The trend is to increase faster in the
low success rate stage. When two nodes collide, they form
a chain merger. Calculate this merger probability; then, there
is
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When n; = n,, the maximum expected success rate can
be expressed as
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The above formula conforms to the situation that it is
almost impossible to generate a loop in the chain, which
can reduce the space waste caused by storing duplicate
nodes, which is expressed by the formula as
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Assuming that the number of iterations is less than #(¢
—1)/2, the number of y substitutions is always less than or
equal to t, the expected number of iterations is calculated,
and the formula is expressed as
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Py, is the upper limit of the probability of occurrence of
the event. According to the different chain e, the number of
false alarms is calculated; then, there is
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For the case of multiple tables of the same scale, the
depth-first search method is § — 1/2, and the probability of
each table is the same and equal to r/M, and the encryption
process can be expressed as

Fi=U_ ®(F(UppLiy)) =

(112)
a(0+1)=cos (a(m)), —1<a(0)<l, (13)
2a,0y), 0<a<0.1,
w(a, b) = { (22.97) (14)
(2a-1,6y+0.1), 0.1<y<0.2.

Transform and fold the plane area into a 8y matrix, and
enter the uniform distribution value a. At this time, the sys-
tem is far from the initial state, and a real-valued chaotic
sequence is established to represent it as a discrete chaotic
system:

am+1:ﬁAm(1_am)’ (15)
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lax is the largest scale. Any node collects data and

divides it into 2# — 1 parts. The probability of data being
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affected is
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The above formula is a recursive algorithm, A is the col-
lection of all node data, and ¢; implements algorithm
decryption. Each node of the wireless network sensor uses
data fusion technology to perform ciphertext strategy attri-
butes on it. This process can be expressed as
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The density function of the inner node distribution is
li,- In this area, the average distribution of all nodes is
expressed as (u,v); the energy consumption control of
the nodes is calculated as

=3 g =) +

Va~ v)z ® Zluv’ (24)
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I; is the radius of the decision domain; o is the actual
position of the beacon node.

2.2.1. Principle Analysis of DES Algorithm. DES is a kind of
mathematical operation designed for binary coded data,
which can password protect computer data. DES makes
the relationship between the statistical properties of the
ciphertext and the value of the key as complicated as possi-
ble, so that the dependence between the key, the plaintext,
and the ciphertext is unavailable to the cryptanalyst. The
way to implement the DES algorithm includes software
implementation of software installed on the host computer
and hardware implementation in related communication
devices. Its structure is shown in Figure 1.

The input of the DES algorithm includes 64-bit input
(Data), 56-bit key (Key), and working mode (Mode). Data
is the plain text that needs to be encrypted or ciphertext that
needs to be processed; Mode is the working mode of DES:
encryption and decryption. When Mode is encrypted, Data
is plain text, and it is encrypted with key to generate the cor-
responding ciphertext as the output result. When Mode is
decrypted, Data is ciphertext, and it is decrypted with Key
to generate the corresponding Plain text as the result of the
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FiGure 1: DES algorithm structure diagram.

64-bit plaintext

'

Initial transformation

l

Iterative
transformation

l

Inverse initial
transformation

'

64-bit ciphertext

F1GURE 2: The structure of DES algorithm.

output. The structure of the DES algorithm is shown in
Figure 2.

As shown in Figure 2, the DES algorithm first divides the
plaintext encoding into several 64-bit packets. The algorithm
takes one packet as plaintext input at a time and divides the
plaintext into left (LO) 32-bit and right (R0) 32-bit through
initial permutation (IP). And then there are 16 rounds of
iterative operations. The key of DES encryption is 64 bits,
but because there are 8 bits as parity bits, it can be ignored.
In the iterative operation, the 56-bit key is used to generate a
48-bit subkey through the key generation system. The data is
combined with the subkey to perform the F-function opera-
tion. After 16 rounds of iterative operations, the left and
right parts are combined and then the reverse initial replace-
ment (IP); output a 64bit ciphertext packet. The 16-round
iterative transformation operation principle is shown in
Figure 3.

In each round of operation, the key generator generates a
48-bit subkey Ki from the 56-bit key. The right half of the
data is expanded to 48 bits by an extended permutation,
and the subkey is then XORed with the right half of the
bit. Then, using the eight S-boxes, the 48-bit XOR result is

This round of data

v
' ¥

£ Left half

Expansion box

Child secret = 48-bit XOR

S box

Y

32-bit XOR

:

Right half

Next round of data [*

\J

FIGURE 3: The schematic of a single iteration.

converted into 32-bit, and then output after 32-bit permuta-
tion operation. These four steps constitute function. Then,
through another XOR operation, the output of the function
is combined with the left half, and the result becomes the
new right half. The calculation formula for each round is

Ri=Li @f(R. 1, K)). (26)



The original right half becomes the new left half. Repeat-
ing this operation 16 times, 16 rounds of iterative operations
of DES are realized.

2.2.2. Initial Sequence Transformation. The main purpose of
the initial replacement is to make it easier to put the plain-
text and ciphertext data into the DES iterative operation
according to the size of 64-bit bytes. The input 64-bit packet
plaintext (Data) is initialized by an algorithm (IP replace-
ment). Convert Data to IP-Data, and allocate IP-Data left
and right: LO = the first 32-bit data, and RO = the last 32-bit
data. The position of the table is exchanged with the bits of
the original data according to the initial value; until each
bit of the packet plaintext (Data) is replaced.

2.2.3. Generation of Subkeys. The core of the DES encryption
algorithm is to believe that complex iterative operations can
produce chaotic effects. So 16 rounds of iterative operation
in DES algorithm is very important. Since each iteration
operation is participated by the subkey generated by the
original key, the subkey generated by the original key and
the process of generating the subkey are very important to
the entire system. According to the key generator in the
DES algorithm design, each original key will generate 16 cor-
responding subkeys, that is, k1,k2,k3, ---,k16. Each subkey
has a length of 48 bits. After replacement, selection was
formed by a shift operation. For a 64-bit original key, if it
is divided into 8 groups of 8-bit key blocks, the last byte of
each packet can be regarded as a parity byte. Therefore, for
a 64-bit original key, it is believed that only 56 bits are actu-
ally involved in the encryption process. The 64-bit original
key is numbered, from left to right, which are 1 to 64 bytes;
then according to the above, the number of the check bit is
ix8,i=1,2,3,4,5,6,7,8. The specific calculation steps for
the subkey are as follows:

(1) Excluding the parity bits, the numbers of the non-
parity bits of the original 64-bit key are 1-7, 9-15,
17-23, 25-31, 33-39, 41-47, 49-55, and 57-63. After
the first permutation selection, it is divided into
two parts, left and right, each with 28 bits, denoted
as L0 and RO

(2) Cyclically shift L0 and RO by one bit to the left to
generate key strings L1 and R1, respectively

(3) L1 and R1 generate the subkey k1 used in the first
round of iterative operation after the second permu-
tation selection

(4) Cyclically shift L1 and R1 to the left by one bit to
generate key strings L2 and R2, respectively

(5) After the second permutation selection, L2 and R2
generate the subkey k2 used in the second round of
iterative operation

Continuing the above steps, the sub-keys k3 to k16 can
be obtained.

2.24. 16 Rounds of Iterative Operations. The calculation
steps of each round of the ES encryption algorithm are
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(1) The 64-bit data input of the grouped plaintext after
the initial replacement is divided into two groups:
Li (32-bit) and Ri (32-bit), where i represents the
number of rounds of the iterative operation, that is,
I1<f<l6andieN

(2) Change the right group of data obtained in the pre-
vious round of operation to the left group of data
in the next round of calculation, that is, L, + 1 = R,

(3) At the same time, the 32-bit right group of data used
in this round of operation is extended to 48 bits

(4) The 48-bit data obtained from the extended transfor-
mation of the i-th operation is added to modulo 2 of
the 48-bit subkey ki of this round, and finally, the 48-
bit data is still obtained

(5) Group the 48-bit data obtained in the previous step
into a total of 8 groups, each of which is 6 in length.
These 8 sets of data are replaced by S-boxes. The first
and sixth bits of each group of 6-bit data input deter-
mine the number of rows in the S-box conversion
table, and the second, third, fourth, and fifth bits
determine the number of columns in the S-box con-
version table. After processing, each group of 6-bit
data becomes 4 bits

(6) The 8 sets of 4 bits processed by the S box are com-
bined into 32 bits and then added to the left set of
data Li in the i-th operation by modulo 2 to obtain
the right set of data used in the next round of budget

In the above iterative operation, the subkey is combined
with the data, and L; and R; are calculated according to the
following rules:

L,=R,,, (27)

Ri=L_®f(R_},K;), (28)

where 1 < f <16, i€ N. Here, & represents the XOR opera-
tion of two sets of data. The operational block diagram of f
is shown in Figure 4.

As shown in Figure 4, f is a function, and K1, K2, K3,
.-+, K16 are all subfunctions generated by the key k, each
having a length of 48 bits. Because L; is 32-bit, so we need
to change the result of the numerator to 32-bit, which is
the encryption function f.

2.3. Chaotic System Feature Analysis. Under the determinis-
tic algorithm, the uncertain motion in a limited space is
called chaotic motion. Chaos is an irregular movement that
appears in a certain system. Chaos is a relatively common
phenomenon that exists in nonlinear systems. Chaos move-
ment has the characteristics of ergodicity and randomness
and can be based on it within a certain range. It traverses
all states without repeating its own laws. In general, chaotic
systems should have the following main characteristics:

(1) Initial condition sensitivity: chaos is extremely sensi-
tive to the initial conditions. As long as the initial
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FiGURE 4: The operational block diagram of the encryption
function.

conditions are slightly different or slightly disturbed,
after a long period of movement, the final state of the
system will be greatly deviated. It is also from this
characteristic that the long-term evolution of chaotic
systems is considered unpredictable.

(2) Intrinsic randomness: the so-called chaotic system is
actually a deterministic system. However, during the
evolution process, there is randomness inside, which
shows a random-like behavior. The autocorrelation
function of the chaotic system is similar to the shock
function, and it is similar to the random signal corre-
lation function.

(3) Scale invariance: there is a nonperiodic order in the
chaotic system. During the evolution of the bifurca-
tion and entering the chaos, it conforms to the Fei-
genbaum constant. This constant is a universal
adaptive numerical feature that enters chaos as a
period doubling bifurcation.

(4) Fractal: there are strange attracting factors in chaotic
systems, which have a typing structure. Fractal
dimension is a quantitative description of the geo-
metric complexity of the strange attraction factor,
and it is also a measure of the complexity of a chaotic
system.

The generation of chaos comes from a deterministic
algorithm. As long as the equation parameters and the initial
values given in the algorithm are determined, chaos can
occur. Because the security of the DES encryption algorithm
does not depend on the algorithm itself, but on the protec-

7
TasLE 1: Different platform performance.
L Platform Platform Platform
Precalculation time
1 2 3
Average online analysis time 71.2h 19.83h 3.21h
Average successful analysis 9274 4773 35
time
Average failure analysis time ~ 17.279s  5.743s 3.472
Success rate 41.27% 49.28% 48%
TaBLE 2: Number of indications.
. Digital ~Alphanumeric 6-bit byte Chinese
Version
mode mode mode  character pattern
1-10 11 10 9 9
11-29 13 12 17 11
30-40 17 14 21 15

tion of the key, whether the chaotic encryption algorithm
is effective must consider the following points.

(1) Discrete dynamics: unlike in the natural world, a
computer system is a system with limited precision,
so if a chaotic system is implemented in the form
of a discrete system on a computer, the discrete
dynamics of the system will be different from that
of a continuous system. Discrete system, that is, dis-
crete time system, is a system that transforms dis-
crete time input signals into discrete time output
signals. For control systems, a control system where
one or more signals are a series of pulses or numbers
is a discrete system. Sampling and quantization are
two very important signal processing procedures in
discrete systems.

(2) Encryption speed: due to the complexity of chaotic
motion, if the speed of chaotic encryption algorithm
is too slow, real-time encryption of information can-
not be achieved, which has a great impact on the per-
formance of the encryption system. Considering that
the fixed-point structure is much faster than the
floating-point structure, the fixed-point structure is
generally used to maximize the encryption speed of
the chaotic system. However, if the chaotic system
used by the encryption algorithm is more compli-
cated, then, it is likely that floating point numbers
must be used, in which case the encryption efficiency
will be greatly reduced. Therefore, when designing a
chaotic encryption algorithm, a simple chaotic sys-
tem is selected or adopted to make the amount of
chaos calculation as simple as possible but at the
same time meet the requirements of chaotic motion.

(3) Security requirements: the rapid development and
in-depth research of chaos theory have led to many
chaos analysis techniques being proposed one after
another. If the cryptographer and the crypto attacker
obtain the relevant information of the chaotic
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FiGure 5: The DES encryption system simulate waveforms of DES.

system, they can analyze the determined structure of
the chaotic system, reduce the complexity of the cor-
responding key generation, and then successfully
decrypt the encryption system. Therefore, it is very
important to avoid the exposure of chaotic system
structure when designing. Of course, if the structure
of the chaotic system can be changed according to
the actual use situation, the security of the chaotic
encryption system can be greatly improved.

(4) Implementation method: the implementation
method of the encryption algorithm includes soft-
ware implementation and hardware implementation.
Therefore, an excellent chaotic encryption algorithm
should be able to be easily implemented by software
and hardware at the same time. Chaotic encryption
algorithm has simple structure, refined algorithm,
and simple hardware implementation, so it is easy
to implement.

For the generation of cryptographic algorithms, the use
of chaotic systems has good practicability, and its security
is higher than that of traditional encryption algorithms.
However, there are many types of chaotic systems and their
complexity are also different. The logistic map originated
from the insect mouth model, and the Henon map is a
two-dimensional chaotic map that has been widely used.
Therefore, the logistic chaotic system in chaotic systems is
selected as the research object in this paper.

3. Experiments

3.1. Experimental Environment. FPGA technologies pro-
vided by FPGA vendors are mainly divided into Flash and
SRAM. Although both can be programmed in the system
and have higher performance, the system gate density can
reach more than 1 M. However, FPGAs based on the SRAM
architecture have several serious disadvantages: data cannot
be saved when power is lost; the configuration chip is expen-
sive; the power consumption is large; the startup current is
large. Therefore, the A3P1000 device of ProASIC3/E series

TaBLE 3: The DES encryption system simulate report.

Chip series ~ ProASIC3/E  Select device A3P 1000
Package 478 FBGA Core Cells 1298/25182 (5%)
1/0 Cells 193 Errors 0

Max F 340 MHz Min T 2.94ns

selected by Actel is used in this article. The development lan-
guage is Verilog, and the development tool is Libero Inte-
grated Design Environment (IDE). The development
platform uses the ProASIC3 StartKit development platform.
Compare the performance of different platforms, as shown
in Table 1.

3.2. Experimental Settings. Logistic chaotic systems belong to
the category of discrete dynamical systems, which can rela-
tively comprehensively study their chaotic and statistical
probability characteristics. One-dimensional logistic chaotic
model is defined as follows:

Xy =X x; X (1= x;), (29)

among them, p €[0,4],x, € (0,1),n=1,2, -

The chaotic process of logistic mapping was simulated
on Matlab R2014b. The software “Synplify Pro” was used
to synthesize the DES algorithm system. The ModelSimAC-
TEL6.5d tool was used to conduct Behavior & PoSt Trans-
late Simulate on the Verilog code of the DES encryption
system. The 484FBGAPackage of A3P1000 is mainly divided
into function verification simulation and performance com-
parison simulation. And implement the DES chaos algo-
rithm on Matlab R2014b, and use the initial DES
algorithm and the improved DES algorithm to encrypt the
text document, by simulating the DES algorithm on Matlab
R2014b and then mapping logistic. The text files used in the
examples in this article are set to “accounting data.txt” uni-
formly. Count the number of indication digits of character
technology, as shown in Table 2.



Wireless Communications and Mobile Computing

95
)
a
g
g 90
ae]
&
o)
=
=~ 85
Q
=}
(5}
j=]
[*n
(5]
S 80
o}
2
=]
(=W
75 T T T T T T T T T
0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1

Normalized frequency (xm rad/sample)
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4. Discussion

4.1. Functional Simulation Analysis. Mentor’s ModelSim is
the best HDL language simulation software in the industry.
It can provide a friendly simulation environment and is
the industry’s only single-core simulator that supports
VHDL and Verilog hybrid simulation. By writing a Test-
Bench, this article uses ModelSim to simulate the design of
each module in the DES algorithm system described in this
chapter, then integrates each module, and finally performs
functional simulation of the top-level module “des.v” to ver-
ify the design. The logic function of the DES algorithm sys-
tem is correct; that is, the encryption/decryption function of
the DES algorithm is correctly implemented. The DES
encryption system simulation DES waveform is shown in
Figure 5.

As shown in Figure 5, it can be known that the DES wave-
form of the DES encryption system gradually approaches a
certain stable small fluctuation with increasing frequency,
indicating that the DES algorithm system has completed the
design requirements and the logic function is correct.

4.2. Performance Analysis. The software “SynplifyPro” is
called to synthesize the DES algorithm system. After the syn-
thesis is completed, the Log information is shown in Table 3.

The waveform diagram of the simulation after synthesis
is shown in Figure 6.

Known from Figure 6 because in the functional simula-
tion, various descriptions are only described from the logical
implementation, so many programs are assumed to have
zero delay. However, in the actual circuit, both the line delay
and the logic operation delay exist, so after synthesizing the
design, it is found that it is different from the simulation
waveform before synthesis.

Comparing Figures 5 and 6, the selected time points are
the time points when the DES algorithm system generates
the ciphertext after encrypting the same plaintext of the first
group and the second group with the same key, and the dif-
ference is 30863.847ns. After synthesis, the simulation
waveform has a large delay, which is caused by the delay of
the logic device. But within a reasonable range, at the same

time, the generated ciphertext has not changed, so the design
achieves the purpose of prediction.

4.3. Initial Value Sensitivity Analysis. In this paper, the sen-
sitivity of logistic chaotic system to initial values is analyzed.
The difference between the two is only 10. The initial values
a and b of the order of magnitude are substituted into Equa-
tion (4), and multiple iterations are performed. In the first 20
iterations, the obtained iteration results are still relatively
close; after 70 iterations, the iteration results are obviously
independent and different from each other. After 100 itera-
tions, the iteration results have been significantly different.
The results of the iteration are shown in Figure 7.

It can be seen from Figure 7 that even if the initial values
have extremely slight differences, after multiple iterations,
the iteration values will change greatly, and the iteration
values are randomly distributed on the plane. Therefore,
the initial value sensitivity of the logistic system can be used
as the key. If the decipherer does not know the exact key and
uses the exhaustive method, the difference method, and
other methods to decipher the DES encryption system, the
generated key sequence will be difficult to guess and unable
to perform the deciphering work, which will greatly increase
the difficulty of deciphering. At the same time, the security
of the encryption system is greatly improved.

4.4. Simulation Analysis of Improved DES Algorithm. The
encryption and decryption results of the initial DES algo-
rithm and the packet experiment are shown in Tables 4-6.

The block encrypted data is shown in Table 4.

Keep the plaintext and encryption key in the improved
DES algorithm encryption experiment; see Table 7 after
changing the decryption key.

The block-encrypted data is shown in Table 8.

The experimental results are compared and analyzed, as
shown in Figure 8.

It can be known from Figure 8 that the initial DES algo-
rithm encrypts the ciphertext and the plaintext without sim-
ilar characters. After entering the correct key, the decryption
yields the correct plaintext; after entering the correct key, the
decryption yields a string of garbled characters. Prove that
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TaBLE 4: The example of DES. TaBLE 7: Example-2 of chaotic DES.
Data block Data Data block Data
Plaintext Accounting Data! Plaintext Accounting Data!
Encryption key 1186828 Encryption key xg=0.4, p=4.1, n, =400
Ciphertext InfUm??22t2<2222 Ciphertext IN?fUm??2t2 <2222
Decryption key Xp=0.4, u=4.1, n, =400 Decryption key X9 =0.4+10"", y=4.1, n, =400

Decryption result Accounting Data

TasLE 5: Example 1 of DES.

Decryption result a? Sd??m&?:22? T Me?

TaBLE 8: Group data 2 of chaotic DES.

Data block Data Grouped plaintext data blocks Block key

Plaintext Accounting Data! Accounting Da 0110101011001010101101010101
Encryption key 1186828 & 0101010101010101101101101001
Ciphertext UM< 0101010111010101010110100110

Decryption key Accounting Data!

Decryption result Accounting Data!

TaBLE 6: Group data 1 of chaotic DES.

Grouped plaintext data blocks Block key

0110101011001010101101010101
0101001101011010010010101001
0101010111110110001010100110
1010010110100101101010100001

Accounting Da

ta!

the improved DES algorithm’s encryption and decryption
functions are correct.

The experimental simulation proves that the “one-text,
one-secret” cryptosystem is indecipherable. From the com-
parison of “Initial DES Algorithm Encryption Example”
and “Improved DES Algorithm Encryption Example 1,”
it can be seen that although it is block encryption, there
is only one “1186828” in the initial DES algorithm encryp-

1010010110100101101010100001

tion process, but each group of plain text in the improved
DES algorithm is corresponding to a set of corresponding
keys, and comparing the two sets of grouping keys in
Table 3 shows that they are independent of each other.
From the comparison of “Improved DES Algorithm
Encryption Example 17 and “Improved DES Algorithm
Encryption Example 2,” it can be seen that although x,
has been changed by 10-11, the original ciphertext cannot
be recovered, and the four sets of encryption generated by
encryption and decryption before and after are compared.
Keys, encryption/decryption of each two groups, with a
total of 128 bits and 68 bits, are different, showing that
the sensitivity to the initial key is very high.

The initial keys #,, 4, and x, of the DES key algorithm
based on the logistic chaotic discrete model are theoretically
infinite compared to the keys of the initial DES algorithm
and can form a sufficiently large key space, strong resistance.
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FIGURE 9: Wireless sensor network system.

The chaotic discrete model has initial value sensitivity and
iterative nonrepetition, and the resulting key space is inde-
pendent and random. In practical applications, you can per-
form random key input based on the performance of
software and hardware, which is flexible.

4.5. Application Analysis of the Combination of Wireless
Sensor Network and DES Algorithm. With the development
of cloud technology, users can store data on remote servers
to enjoy high-quality services, without burdening the main-
tenance of local data, and can also use the powerful comput-
ing power of cloud computing to serve themselves, which
brings convenience and benefits to people. The structure of
the wireless sensor network system is shown in Figure 9.
Data sampling and compression are carried out at the
same time. Because the sampled signal is sparse, the signal
can be encoded at a rate much lower than the nyquist sam-
pling rate. In this way, each measurement value will contain
some information of all collected samples, so it can be used
blindly. Under the idea of inversion in source separation,

TaBLE 9: Simulation parameters.

Parameter Numerical value
Targeting area 200 * 200 m
Total number of nodes 200
Communication radius (mm) 15.20, 25
Number of beacon nodes 5, 8, 12, 16, 20, 25, 30
Simulation times (s) 20

Number of particle swarms 100

The maximum number of iterations 20

the signal can be completely reconstructed or reconstructed
with errors with a certain probability. The relevant data of
the simulation parameters are shown in Table 9.

The round key addition operation in the decryption process
is completely consistent with the encryption process. The round
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key addition operation in the encryption and decryption pro-
cess mainly changes the state matrix elements through the
exclusive OR operation between bytes. Combine different num-
bers of nodes for simulation test, as shown in Figure 10.

Value

Value

7.00

Wireless Communications and Mobile Computing
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FIGURE 11: Characteristics of wireless sensor network technology.

The test results show that they are maintained between 5
and 6.6; even if the data aggregation node is physically or
virtually damaged, the data aggregation node owner or
attacker cannot access the data, which eliminates people’s
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complete dependence on the data aggregation node. Analyze
the characteristics of wireless sensor network technology, as
shown in Figure 11.

The abscissa represents the four features in wireless sen-
sor technology, and the ordinate represents the value of the
corresponding feature. Using the attribute-based outsour-
cing encryption method, the heavy calculation is outsourced
to a third-party server, which reduces the computational
overhead of sensor nodes. Use the data aggregation node
to aggregate the data collected by all sensors, reducing the
consumption of data aggregation nodes and third-party
servers.

5. Conclusions

Aiming at the problems of accounting data security, this
paper conducts basic and focused research on cryptography
and chaos. There is a deep understanding of DES (Data
Encryption Standard), the most widely used block symmet-
ric encryption algorithm in cryptography, and the LogiStic
chaotic discrete model with prominent chaos characteristics
in chaotic systems, and design of FPGA-based DES encryp-
tion system and realization.

This paper analyzes the characteristics of the DES encryp-
tion algorithm, such as the security performance of the algo-
rithm, which meets most information encryption
requirements, and can ensure the confidentiality of the infor-
mation. The algorithm is public. The security mainly depends
on the storage of the key, but there are some keys that are too
short. Disadvantages include long application practice time,
with extremely broad application basis. Combined with the
logistic chaotic discrete model, the chaotic characteristics are
relatively obvious, with high initial value sensitivity, good cha-
otic motion characteristics, and simple model characteristics.
A design of DES algorithm based on logistic discrete chaotic
model is proposed. And experimental simulations show that
certain effects have been achieved in avoiding the shortcom-
ings of the DES algorithm in the encryption/decryption pro-
cess and improving the security of the DES algorithm.

The research in this paper still has some shortcomings.
Although the chaotic system studied in this paper has good
chaotic characteristics, the system structure is relatively sim-
ple, and the resistance to some differential attacks has not
been fully considered. Although the application of the
UART communication interface module can simplify the
function verification work, but when the transmitted infor-
mation is too large, the system performance is significantly
reduced, and the encryption speed cannot be guaranteed
under a large workload; the design of the DES algorithm
based on the logistic discrete model can only guarantee the
improvement of the DES algorithm. The security is
improved, but the actual impact on the performance of the
DES cipher system has not been considered, and there is still
room for improvement.

Data Availability

This article does not cover data research. No data were used
to support this study.
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