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As a typical application of Internet of Things (IoT), home automation systems, namely, smart homes, provide a more convenient
and intelligent life experience through event recognition, automation control, and remote device access. However, smart home
systems have also given rise to new complications for security issues. As an event-driven IoT system, smart home
environments are vulnerable to security attacks, and vulnerable devices are far-spread due to the quick development cycles.
Attack vectors to smart homes inevitably manifest in abnormal event contexts. In this paper, we propose HomeGuardian, a
context-based approach to identify abnormal events in smart homes. In our approach, we extract temporal context and
environmental context from system logs, aggregate (embed) these hybrid contexts, and construct a learning-based classifier to
identify the abnormal events. We develop a testbed to implement and evaluate our approach.

1. Introduction

Smart home, as a ubiquitous computing IoT application in a
home environment [1–3], provides remote control and auto-
mation services for home users. Quick development cycles of
smart devices lead to an increasing expansion of the smart
home market scale [4–6].

However, smart home industry develops rapidly without
neither a unified security standard nor a unified supervision
mechanism, and the inconsistency leads to many security
problems. Once the devices are accessed illegally by
attackers, users’ privacy suffers severe leakage [7, 8]. More-
over, if the smart home hub is accessed by attackers, he/
she may obtain control privileges (e.g., door locks) and
implement data interception or workflow interference.
SmartThings exposes over 20 vulnerabilities in its hub [9].
In addition to hardware vulnerabilities, malicious software
in smart homes also results in security and privacy issues.
Malicious smart home applications can steal private infor-
mation by obtaining nonnecessary permissions [10]. In
addition to controlling devices directly, physical interactions
and automation rules also introduce security risks in smart

homes [11, 12]. These security issues will inevitably lead,
directly or indirectly, to abnormal device state changes (i.e.,
events).

Since abnormal events are the most intuitive manifesta-
tion of abnormalities in the visible aspect, researchers focus
on analyzing event sequences (i.e., device state changes) in
the smart home. Hidden Markov Model (HMM) is widely
used to analyze sequences for abnormal event detection in
smart homes [13]. Event correlation analysis is also applied
in smart home scenarios [14, 15]. However, these methods
only take into account sequence order without considering
specific timing information of smart home events. Besides,
in IoT systems, smart devices interact with each other
through automation rules and physical effects. Therefore,
the states of surrounding devices also should be considered
to validate the device behaviors.

To solve the above problems, we propose an anomaly
detection system based on event context. In our approach,
we take two types of context into account, temporal context
and environmental context.

The temporal context of a candidate event is based on
the event’s time intervals and the history device states. We
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further predict the successive events as the temporal context
to feed HomeGuardian. The environmental context for an
event is the states of the devices related to the event, which
indicates the physical context of the candidate event. Specif-
ically, HomeGuardian analyzes correlations among devices
and selects the states of devices that are highly correlated
to the candidate event as its environmental context features.
Given the two contexts, HomeGuardian then implements a
difference-based anomaly detection, by inspecting whether
the input event is expected, considering the two contexts.

To sum up, we make the following contributions:

(i) We propose HomeGuardian, a context-based
approach to identify abnormal events in a smart
home system. In our approach, we extract temporal
context and environmental context from system log,
aggregate (embed) these hybrid contexts, and con-
struct a learning-based classifier to identify the
abnormal events

(ii) We develop a self-configured testbed based on the
Home Assistant platform to implement and evaluate
our approach. According to real-world smart home
scenarios, we connect virtual devices with the real
hardware environment and configure automation
rules to simulate/generate smart home event data

(iii) We evaluate the effectiveness of HomeGuardian
using the system log captured from our self-
developed testbed. The experiment results illustrate
that the F1-scores of HomeGuardian to detect
abnormal events are above 0.90 for all device types

2. Background and Problem Statement

2.1. Security Problems of Smart Home. Smart device state
changes triggered by automation rules or remote control
often cause security risks. For instance, user-setup rules
can be triggered accidentally. Figure 1 illustrates how an
attacker opens a window and breaks in when nobody is
home via triggering rule IF Temperature > 25 THEN open
thewindow. Moreover, a smart home may catch fire if heat-
ing devices (e.g., ovens and electric heaters) are turned on by
abnormally triggered automation rules.

Vulnerable smart devices may be controlled by an
attacker remotely to launch abnormal events or distort
device states [9]. The related attacks include network pene-
tration, firmware backdoor exploitation [16], replay attacks
[17, 18], and man-in-the-middle attacks [19, 20]:

(1) http.//[Router_IP]/…&SystemCmd= [Malicious_
Code]&…

(2) Heater. off ⟶ on

(3) Temperature sensor. 23⟶ 27

(4) If (temperature > 25) then window. of f ⟶ on

In addition to devices, smart applications (apps for
short) also contribute to system vulnerabilities. Without

the knowledge of users’ environment settings and behavioral
patterns [21], it is challenging for smart apps to precisely
define a condition, such as “at home,” because the hard-
ware/software settings and user behavioral patterns (e.g.,
wake-up time, bedtime, and time to take a shower) vary in
homes.

2.2. Problem Analysis. To detect anomalies in smart home
systems, most existing approaches focus on program analy-
sis for platforms and apps while overlooking device interac-
tions, which are leveraged in real-world attacks like the
scenario in Figure 1. Hence, additional contexts such as
device states are required for robust and noninvasive anom-
aly detection.

As shown in Table 1, the correlations of state changes
(i.e., events) include objective environmental changes, user
behavior patterns, influence between devices, and automa-
tion rules for system configuration in a smart home system.
Automation rules and smart apps manipulate devices to
meet user demands. Besides, a device can be affected by a
physical channel between another device. For example, an
air conditioner has an impact on an adjacent thermometer.
User behavior and environmental changes (e.g., day-night
cycle or season alternation) can also cause periodic changes
in states of thermometers, hygrometers, and other devices.

However, it is challenging to extract environmental cor-
relation in a smart home system. Static-analysis-based
methods cannot capture physical environmental interactions
among devices. IoTMon [11] analyzes the description of IoT
apps to recognize common physical channels between IoT
devices and discover potential correlations between devices
and the environment. Nevertheless, it is not effective to
detect real-world runtime physical environmental interac-
tion influences.

Hence, robust anomaly detection should consider the
time at which devices interact through physical channels.
Moreover, some interactions between devices and the phys-
ical environment may occur either immediately (e.g., turn
on a light) or slowly and continuously (e.g., boil water via
a heater), temporal context of the smart home matters when
detecting anomalies. To sum up, we should implement a sys-
tematical analysis when detecting smart home anomalies,
taking both environmental context and temporal context
into consideration.

3. System Design

3.1. Overview. When analyzing the correlation of smart
home devices, we consider the influence between automa-
tion rules and devices. We first extract the correlated device
states as environmental context. We pinpoint the environ-
mental states when target events are triggered and then build
feature vectors. For device behavior regularity caused by user
behavior and environmental changes, we extract the state
changes of target devices from the logs, model the behavior,
and refine the temporal context to forecast the next event.
Finally, we construct a classifier and implement the abnor-
mal detection systems in smart homes.
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The framework of the anomaly detection system Home-
Guardian is shown in Figure 2. The purpose of HomeGuar-
dian is to screen out abnormal events from smart home
platform logs. It is composed of three modules, namely,
testbed platform, context extraction, and anomaly detection.
Specifically, the testbed platform is a smart home experi-
mental platform with multiple functions, such as device con-
trol and behavior simulation. The context extraction module
extracts the environmental context among smart devices by
analyzing the device configurations and rule configurations
of the smart home platform. Besides, it also uses machine
learning algorithms for behavior modeling to predict the fol-
lowing state of the target device. Environmental context and
temporal context are the input of the anomaly detection
module. The anomaly detection module is composed of a
neural network, which filters out abnormal events.

3.2. Temporal Context. The smart home events recorded in
platform logs can be represented as ðtimestamp, device,
stateÞ, namely, the date and time when the device state
changes occur, the device name, and its state value after

the event occurs, respectively. Note that apart from succes-
sive values (e.g., temperature and humidity), states can also
be presented in binary values (e.g., ON/OFF for a switch
and OPEN/CLOSE for a door). A log sample reads as ð
2021 − 05 − 1108 : 58 : 31, light:L001, onÞ

To obtain the temporal contextual feature of the smart
home events, the log entries corresponding to the target
device, i.e., the state changes of the target device, are first fil-
tered out from the log. The time interval of event occurrence
is calculated based on the event timestamps. The change of
the time interval length reflects the frequency of the target
device events with the event change pattern. We determine
the analysis method by collecting data from the smart home
testbed platform. To keep the consistency of time incre-
ments, we denote the first presence of a certain event with
the timestamp timestamp0 as an initial event e0 and then cal-
culate the time interval between e0 and the subsequent
events eiji=1,2,⋯ as ti = timestampi − timestamp0, where
timestampi is the timestamp for event ei. In this way, the
temporal context features are monotonically increasing in
chronological order.
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Figure 1: An example scenario where an attacker breaks into smart home to open the window.

Table 1: IoT device influences.

Influence L Source Processing by

Automation rules A Automation rules and apps
System analysis

Influences among devices P Physical influences

User behavior

A User commands

Behavior modeling
N Network traffic

P User activities

Environmental changes P Periodic changes

Note: L: layer; A: app layer; N : network layer; P: physical layer.
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After that, a learning model is constructed based on the
features extracted from the log. It predicts the moment and
state value of the next state change of the target device.
The inputs of the model include the prior N states of the tar-
get device s = ðs1 ; s2 ;⋯ ; sNÞ, and the prior N occurrence
times of the target device t = ðt1 ; t2 ;⋯ ; tNÞ. Among them,
the parameter t is the record starting point at the specified
time, which can be updated in a period to prevent the data
from being too large. The output of the model is denoted
as ðtP, sPÞ. tP is the time interval of the next event, and sP

is the state of the next event. We apply a regression algo-
rithm to extract the relationships among input variables.
The outputs are presented as tP = αT1 t + δ1 + ε1 and sP = αT2 s
+ δ2 + ε2, where α1 and α2 are the weight coefficient vectors
of each feature vector, i.e., how closely each data quantity is
associated with the device state value. δ1 and δ2are constant
terms of intercepts. ε1 and ε2 are errors obeying a normal
distribution with a mean of 0. tP and sP are predictions of
the time of the next event and the state of the device for
the same device. The temporal context ft includes the time
prediction tP and state prediction sP for subsequent events
and the actual time tR and actual state tR of the event occur-
rence. It can be presented as ft = ðtP ; sP ; tR ; sRÞ.

3.3. Environmental Context. The environmental context of
system events refers to the device states correlated to the tar-
get device. The correlations come from user-defined auto-
mation rules, physical channels, and spatial relationships
between devices. An important characteristic of smart
homes is that smart devices may cause impacts on the phys-
ical environment. Such physical influence brings the correla-
tion of state changes between devices [11]. Further, there are
interactions between user-defined automation rules and IoT
applications. Physical channels, such as temperature,
humidity, and brightness, enable devices with certain attri-
butes to interact with each other. For example, there is an

automation rule that controls a radiator to turn on or off
according to room temperature. In this case, the temperature
channel connects the heater and temperature sensor with
correlation.

Based on the aforementioned analysis, relevant device
selection is determined according to automation rules. The
spatial distribution of the devices and the physical channels
shared among the devices impacts their correlation as well.
The correlation degree RD,C between a device D and a phys-
ical channel C is obtained by Natural Language Processing
(NLP), which refers to device correlations. Then, we obtain
the semantic similarities RD,C of each device name words
and physical channels in smart homes. We use a threshold
ΘR and consider the devices whose RD,C >ΘR as containing
the physical property C.

The devices with the same physical channel and
spatially-near locations are considered correlated. Mean-
while, the devices affected by the automation rule are also
considered correlated. Then, we get the correlation matrix
G.

During the training phase of our model, since the data
collected from smart home logs only includes the state
change of devices, it is necessary to maintain a cache matrix
variableML×N to record the current state of all devices in the
environment. Each row of the matrix represents the previous
N state values of the target device, and each column repre-
sents the state of all L devices in the current time sD = ðsD1
; sD2 ;⋯ ; sDLÞ, i.e., the environment state. In this step, we
select k other devices with the highest correlation of target
devices for the following calculation. First, we obtain the
data related to the target event for anomaly detection,
including states of all L devices in the environment, and
the corresponding correlation vector which is denoted as g
=G∗,j. g is the correlation vector between the target device
and other devices, and the values of each item are 0 or 1.
(i.e., a column in correlation matrix G). The devices with
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Figure 2: Framework of HomeGuardian.
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correlation are marked as 1, and others are marked as 0. The
Hadamard product of g and sD is the device state value vec-
tor correlated with the target equipment. Furthermore, we
remove the zero values and reduce the dimension of the state
value vector. After the above steps, we obtain the current
state changes correlated to the target devices, i.e., the envi-
ronmental context features, which are denoted as fe = ðsD1 ;
sD2 ; sD3 ;⋯ ; sDkÞ.

Algorithm 1 summarizes the above environmental con-
text feature extraction process.

3.4. Event Classifier. Given ft and fe, we utilize Neural Net-
works (NN) to classify normal events and abnormal events.
According to the characteristics and experience of the target
problem, if the NN has two hidden layers and an appropri-
ate activation function, it can fit any decision boundary or
smooth mapping with any accuracy [22]. Since the context
feature may differ for different types of candidate events,
for example, some events may pay more attention to the his-
torical trend, some pay more attention to the surrounding
environment, and some need to be comprehensively con-
sider these two factors. In order to consider the impact of
time and environmental context for event classification at
the same time, we concatenate the two feature vectors as
NN input, and we learn the weight relationship of each fea-
ture to the judgment result by training our NN.

The input of our NN is vector x ∈ Rk+4 concatenated
from temporal context ft ∈ R4 and environmental context
fe ∈ Rk, i.e., x = fft , feg. The output is the judgment result ŷ.
We use ReLU on the hidden layers and Sigmoid on the out-
put layer to map the result to ½0, 1�. When training, the nor-
mal events are marked as 0, abnormal events are marked as 1
, and we set a threshold on the result to give judgment. The
input layer has n nodes, there are n/2 nodes in the first hid-
den layer, and 3 nodes in the second hidden layer. Temporal
context ft includes predicted time tPi , predicted value sPi , real
time tRi , and real value sRi , which describes deviations
between predicted and true values. The environmental con-
text fe includes the states of the selected k devices, which
consist of related device states sD1i , sD2i ⋯ sDki . The forward
propagation process of our NN is described as h1 = ReLUð
W1x + b1Þ, h2 = ReLUðW2h1 + b2Þ, and ŷ = SigmoidðW3h2
+ b3Þ, where W1,W2,W3 refer to the weight matrices for
each layer, and b1, b2, b3 refer to the layer bias vectors. We
use binary crossentropy (BCE) [23] as our loss function,
which is denoted as Lðy, ŷÞ = −y · log ŷ + ð1 − yÞ · log ð1 − ŷÞ
, where ŷ refers to the probability to predict samples as pos-
itive of our model, i.e., the probability of an event to be pre-
dicted as abnormal. y refers to the sample label, which is 1
when the sample is positive and 0 when negative. We adopt
a binary classification method to determine whether there
are abnormal events in the smart home system. Regular
device state changes in a smart home are generally normal
events. The training process requires not only the event log
under a normal environment but also abnormal events. To
achieve this, we obtain the abnormal data from our self-
designed testbed by simulation. The features of normal and
abnormal events are extracted based on the log generated
by the smart home platform.

4. Implementation

4.1. Simulation-Based Data Collection. Our anomaly detec-
tion system is deployed on a heterogeneous system with dif-
ferent brands of devices connected to Home Assistant.
Normal behavior is obtained directly from the system logs.
To simulate abnormal behavior, we reproduce an injection
attack for forgery sensor event. In particular, we intercept
the token through a man-in-the-middle attack via a ZigBee
gateway and forge POST requests from sensors to the Home
Assistant server to overwrite the states of real devices. After
injecting the forgery event, normal and abnormal events are
indistinguishable in platform system logs. Thus, we capture
the records of events replied by the Home Assistant to mark
the events injected by our attack.

After processing the data collected from the virtual and
real smart home platforms, we observe that the time interval
between two events varies randomly. Thus, this feature is
inappropriate as a criterion for effective detection. At the
same time, if there are unexpected situations such as net-
work disconnection and system downtime in the smart
home system, the time interval of events will increase and
drop sharply, which might seriously affect the accuracy of
our behavior model. Therefore, in this work, the event time
information is uniformly converted to Unix timestamp [24].
Through actual testing, we found that the frequency of event
occurrence is different for different devices. Therefore, an
appropriate start time could be selected according to the
device types. Take motion sensors for instance, if the event
frequency is high, the first state change moment of each
week could be selected as the starting time point. Differently,
temperature sensors have low-frequency events, and the first
state change every three months could be selected as the
starting point as seasonal effects need to be considered.

4.2. Environment Association Extraction. In this step, we use
word2vec [25] to convert the extracted keywords into two
vectors, namely, VD (device name word vector) and VC
(physical channel semantics vector) and then calculate their
cosine similarity, which is given by RD,C = vD · vC/kvDk · k
vCk =∑n

i=1vDi × vCi/
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi

∑n
i=1v

2
Di

p

×
ffiffiffiffiffiffiffiffiffiffiffiffiffiffi

∑n
i=1v

2
Ci

p

. We use the word
vector model from Google News [26] as a pre-trained cor-
pus. We extract keywords of device entities in Home Assis-
tant (e.g., “light,” “sensor,” and “door”) and use word2vec
to embed them. The correlation between devices and physi-
cal channels is represented by the cosine similarity between
device keywords and physical channel keywords (e.g.,
“motion,” “illuminance,” and “sound”).

Based on the established rule set and semantic associa-
tion information, we obtain the association table of IoT
devices. As shown in Table 2, the relevance includes deter-
ministic association rules in which the trigger condition
involves the correlation between the monitoring device and
the target device to carry out the instruction. These associa-
tions are determinate because as long as the trigger condi-
tion is met, the smart home system will instruct target
devices to perform corresponding operations. It is important
to note that associations through physical channels need to
combine with the spatial location of devices.
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During data processing, we record the latest N states of
each device in smart homes (according to device type, N is
selected from 2, 10 in our implementation). For each state,
we also require the current states of other devices (i.e., the
environment state). In the detection phase, HomeGuardian
then implements real-time anomaly detection by capturing
device states in the current environment from the Home
Assistant platform through GET requests.

5. Evaluation

5.1. Experiment Setup. To collect testing event data, we
develop a self-configured testbed based on the Home Assis-
tant platform. Our testbed supports virtual device simula-
tion, which is based on HH114 dataset from CASAS [27].
The testbed consists of real smart devices and simulated vir-
tual devices. Event data related to experiments are logged
and can be extracted on-demand.

We mainly focus on four types of devices below: motion
sensors, temperature sensors, lights, and illumination sen-

sors. The virtual devices can also be bound to devices in
the laboratory, which can reflect the physical interactions
(e.g., interactions between a virtual light L001 and a real illu-
mination sensor LS001.) Figure 3 shows the layout of virtual
devices in a room map in our experiments. Environmental
factors influence devices located in the same color area.
The devices marked with an asterisk are real devices, and
devices with two asterisks are simulated virtual devices.

By sending events to the testbed platform iteratively, we
simulate logs containing interactions produced by preset cus-
tom automation rules. Since events in the CASAS dataset are
captured under a real scenario that can reflect user behaviors,
simulated logs are largely consistent with the real logs. The
logs can be directly obtained from the Home Assistant plat-
form if connected devices exist. The virtual devices are used
as supplementary. Users manually manipulate or use external
scripts to control the real devices and record real events.

5.2. Effectiveness on Event Prediction. In this subsection, we
first determine the count of historical events N selected

Input:nD, nC , ΘR, sD
Output:fe
/* compute similarity of word vector, build correlation matrix G */
fori = 0⟶ lenðnCÞÞdo

forj = 0⟶ lenðnDÞÞdo
RD,C = similarityðnC , nDÞ
ifRD,C >ΘRthen

Gi,j ⟵ 1
else

Gi,j ⟵ 0
/* build feature vector */
fD ⟵G∗,jesD
/* remove 0 values*/
foriteminfDdo

ifitem ≠ 0then
fe:appendðitemÞ

returnfe

Algorithm 1: Environmental Context Feature Extraction.

Table 2: Correlation between smart home devices.

Causality Code a b c d e f g h i

Temperature sensor a — — √ √ — — — — —

Humidity sensor b — — √ — √ — — — —

Air conditioner c ◯ ◯ — √ √ — — — —

Smart socket d — — √ — — — — — —

Heater e ◯ ◯ √ — — — — — —

Humidifier f ◯ ◯ √ — — — — — —

Wireless switch g — — — — — √ — — —

Bedside lamp h — — — — — — — ◯ —

Night light i — — — — — — — ◯ —

Motion sensor j — — — — — — √ — —

Door and window sensor k — — — — — — — — √

√: association rules triggered; ◯: environment triggered.
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when predicting the target one and evaluate the effectiveness
of the event prediction mechanism. We select four types of
typical devices for the following test.

5.2.1. Parameter Selection. We use dynamic time warping
(DTW for short) as an algorithm measuring the distance
between a couple of time series and calculate similarity dis-
tances LDTW between a predicted sequence A′ and a real
sequence A. Thus, the similarity of these sequences is calcu-
lated as SDTW = 1 − 2LDTW/μA + μA′. Where μ represents the
mean state value of each sequence. The similarity is then
used as an evaluation benchmark for prediction effective-
ness. As shown in Figure 4, we can observe the impact of
N selection on event prediction results by calculating SDTW
of event predictions for four different devices with incre-
mental N values selected.

For motion sensors, the prediction effectiveness
decreases as the history length N increases as shown by the

blue discount, which means these device states are not
strongly correlated with historical data. Therefore, we pay
more attention to the environmental context when anomaly
detection, such as changes under correlation between each
motion sensor and its surrounding motion sensors in real
scenarios. Consequently, we take N = 2 for devices of this
kind. For temperature sensors, illumination sensors, and
lights, the prediction effect will not achieve the best goal
until N is about 9 to 10, and it only fluctuates slightly with
N larger than 10. Accordingly, we take N = 10 for data
processing.

5.2.2. Results. We divide the first 80% of the dataset in the
specified time interval as the training set and the rest of
the dataset as the testing set. Rest experiments mentioned
in this paper all take the same method. Taking the tempera-
ture sensor T102 as an example, the prediction results of its
state changes are shown in Figures 5(a) and 5(b). The cyan
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data represents the true value, the red data represents the
predicted value, and the fitting effect is as expected.

Exceptionally, the output values of the model need to be
adjusted to the specifics of different IoT devices. Since the
accuracy of the device T102 thermometer is 1 degree Celsius
in the current dataset, the output of the model can be
rounded. Binary value devices, such as human motion sen-
sors and light switches, output in the form of ON/OFF.

The subsequent output value must be the inverse of the cur-
rent state. Thus, the binary value device only needs to pre-
dict the moment of the next occurrence, without
considering device states.

While using event timestamps as the x-coordinate and
the state value of the device as the y-coordinate, the pre-
dicted events and the real events are put together for com-
parison. The moment offset and state offset of the
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Figure 5: Prediction results of temperature sensor T102.

Table 3: Event prediction NRMSE.

Device M001 M002 T102 T103 L001 L002 LS001 LS002

NRMSEt 0.011 0.014 0.023 0.025 0.028 0.021 0.021 0.023

NRMSEs 0 0 0.1394 0.1648 0 0 0.051 0.060

Note: NRMSEt : NRMSE of timestamps; NRMSEs: states prediction.
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prediction results can be obtained intuitively, as shown in
Figure 5(c). Then, real values and predicted values of time
and state will be passed into the classifier of the anomaly
detection, respectively. For quantitative evaluation of fore-
cast results, we use the normalized root mean square error
(NRMSE) [28] as an indicator. For a given sequence Y and

its estimate Ŷ, there are MSE = 1/n∑n
i=1ðYi − Ŷ iÞ2, and

NRMSE = RMSE/Ymax − Ymin =
ffiffiffiffiffiffiffiffiffiffi

MSE
p

/Ymax − Ymin.
NRMSE relates the root mean square error (RMSE) to the
observed variable range. Thus, it can be interpreted as a frac-
tion of the overall range that is typically resolved by the
model. The NRMSE of prediction results is shown in
Table 3. The NRMSE for binary states prediction and time-
stamps prediction is 0 and 0.02, respectively. The effective-
ness of the prediction achieves as expected.

5.3. Effectiveness on Anomaly Detection. First, we take an
experiment on the motion sensor M001. We extract a total
of 24,765 log entries generated by M001 within a week. Fur-
ther, we simulate 2,500 injection attacks conducted on our
testbed platform. After that, temporal context features and
environmental context features at the corresponding
moment are extracted for anomaly detection. We select the
first 80% of the data as the training set and the last 20% as
the test set. We use Youden J statistic [29] to obtain the opti-
mal receiver operating characteristic (ROC) threshold Θ =
argmaxðTPR − FPRÞ = argmaxððTP/TP + FNÞ + ðTN/TN +
FPÞ − 1Þ. The F1-score of abnormal events generated by the
classifier is calculated as 0.90636, with an accuracy of 0.96.

To achieve better classification while avoiding overcom-
plicated schemes, we fine-tune the NN structure. Specifi-
cally, there are two nodes in the output layer. One acts as
the normal label ŷ1, the other acts as the abnormal label ŷ2,
and both fall in the range 0 to 1 through the softmax func-
tion and add up to 1, i.e., ŷ = ðŷ1 ; ŷ2Þ = SigmoidðW3h2 + b3
Þ. During training, normal events are labeled as (1,0), and
abnormal events are labeled as (0,1). During classification,
once the output shows ŷ1 > ŷ2, the input event is classified
as normal, and ŷ1 < ŷ2 is the criteria to determine abnormal
events. We feed the dataset into a new dual-output classifica-
tion network, and its results compared to the original one
are shown in Table 4. F1-score is selected as the effectiveness
evaluation criterion. The same methods are applied to
motion sensor M002, temperature sensors T102/T103, smart
lights L001/L002, and light sensors LS001/LS002. Anomaly
detection of different devices has different dependencies on

temporal or environmental contexts. Combining the two
features can adapt to different types of devices without obvi-
ous F1-score degradation. Besides, the classifier achieves a
better classification of smart devices of different value types.
Since a dual-output neural network structure avoids thresh-
old selection, it has better classification ability than a single-
output neural network classifier.

6. Related Work

6.1. Event Sequence-Based Detection. Current studies mainly
use network traffic and environmental sensor states at the
time of the event as features. Considering network traffic fea-
tures, Saxena et al. [30] propose a method to detect the iden-
tity and behavior of home devices using encrypted network
traffic, choosing statistical features of ZigBee network traffic
packets as a basis for classification. Zhang et al. [12] present
an approach based on physical event fingerprints. They con-
struct automata for IoT application behavior and extract
event features from the wireless communication environ-
ment as fingerprints.

Since smart home sensors may change correlatively
when they are affected by the same physical event, Laput
et al. [31] propose a method to obtain event fingerprints
based on heterogeneous sensor data. They collect data from
all sensors except cameras, manually label event data, and
use an SVM model to classify abnormal events. Birnbach
et al. [32] also use heterogeneous sensor data to build finger-
prints for events and detect spoofed events. They extract the
relative mutual information of each sensor and event as fin-
gerprints and select data for SVM classification.

6.2. Application Analysis-based Detection. In addition to
extracting the characteristics of events, the correlations of
IoT applications are also considered in anomaly detection.

To find risky physical channel associations, Ding et al.
[11] provide IoTMon, a solution for identifying and analyz-
ing hidden interaction chains between IoT applications. It
analyzes SmartApp interaction using static analysis and
SmartApp descriptions via NLP to identify smart home
environments. Soteria [33] models IoT applications based
on intermediate representation (IR). The state model is
automatically extracted from the SmartThings IoT applica-
tions to detect whether the program has rule conflicts.

However, approaches based on static analysis cannot
solve the runtime policy violation problem in realistic smart
home systems. IoTGuard [34] is a dynamic policy

Table 4: Abnormality classifier effectiveness for each device.

Device
Temporal context only Environmental context only Single-output NN Dual-output NN

Precision Recall F1-score Precision Precision Recall F1-score Precision Precision Recall F1-score Precision

M001 0.84 0.92 0.88 0.69 0.84 0.92 0.88 0.69 0.84 0.92 0.88 0.69

M002 0.85 0.88 0.86 0.48 0.85 0.88 0.86 0.48 0.85 0.88 0.86 0.48

T102 0.93 0.89 0.91 0.41 0.93 0.89 0.91 0.41 0.93 0.89 0.91 0.41

L002 0.52 0.63 0.57 0.99 0.52 0.63 0.57 0.99 0.52 0.63 0.57 0.99

LS001 0.57 0.39 0.46 0.97 0.57 0.39 0.46 0.97 0.57 0.39 0.46 0.97

LS002 0.41 0.28 0.33 0.98 0.41 0.28 0.33 0.98 0.41 0.28 0.33 0.98
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enforcement system that blocks insecure states by monitor-
ing the runtime behavior of IoT applications. HAWatcher
[14] is based on semantic analysis of event logs and
physical-channel-related descriptions. It generates associa-
tions and uses event logs for verification. Based on the anal-
ysis of the impact of physical channels between devices,
Ozmen et al. [35] use formulas of physical laws for the first
time to quantify the specific results of interactions between
devices, improving the accuracy of the analysis results.

7. Conclusion

In this paper, we propose HomeGuardian, a context-based
approach to detect abnormal events in smart home systems.
In our approach, we predict the temporal context and infer
environmental context based on system log, device, and rule
configurations. By converging these hybrid event contexts,
we construct a learning-based classifier to detect abnormal
events. We evaluate HomeGuardian based on the event data
collected from our self-configured testbed. The experiment
results show that the F1-scores are beyond 0.90 for all device
types.
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