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To strengthen the security of edge network data and reduce network latency, in this paper, we combine an advanced reduced
instruction set computing machine (ARM) and a field programmable gate array (FPGA) to propose a lightweight ARM-FPGA
computing architecture for edge network data security protection and acceleration. Firstly, the access control lists are set through
FPGA to authorize and filter illegal data, thereby reducing the transmission and processing of invalid data on the network.
Secondly, based on the principles of dynamization, diversification, and randomization, the initial random key is generated using a
pseudo-random number generator and a scrambling factor, and the hash of the data packet value updates the key to ensure “one
frame, one key.”,en, an ARMmicroprocessor is used to monitor the working status of the system in real-time. If an abnormality
is found, different disturbance factors are activated using key management to change the system running status and restore the
stability of the system. Finally, pipeline technology and critical path optimization on FPGA are used to parallelize the underlying
encryption algorithm and data compression algorithm to achieve high-speed memory communication and meet the performance
requirements of different networks. ,e experimental and analysis results show that the computing architecture designed in this
paper has high network encryption performance and can effectively prevent data leakage. In addition, the effectiveness of the
architecture in terms of network delay and network load is verified.

1. Introduction

,e rapid popularization of 5th-generation mobile com-
munication technology (5G) networks will lead to the
connection of a large number of edge devices to the internet,
such as mobile devices, autonomous vehicles, security
monitoring devices, and smart homes. According to relevant
statistics and forecasts, by 2025, the number of devices
connected to the internet will reach 500 billion [1], which
will lead to an explosion of data between edge nodes and
cloud servers. Such large amounts of data bring large
overhead for limited network resources, and the security
risks and privacy protection issues of edge networks will also
increase. ,e results of a survey conducted by the Internet
Crime Complaint Center (IC3) show that network security
issues have brought huge economic losses [2]. Cyberspace is
currently facing a variety of attack methods, such as malware
infection, injection attacks with camouflage, and distributed

denial of service (DOS) attacks, all of which make it difficult
to take safety precautions on existing networks. Network
security has become an issue of widespread concern among
countries and academic institutions worldwide [3] and a
topic of extensive research.

Traditional networks are static, similar, and determin-
istic in their composition, and it is easy for attackers to study
their operating rules, identify security flaws, and conduct
detection and continuous intrusions. Among the many types
of attacks, network sniffing [4] is a major threat to network
security. In a network sniffing attack, various key infor-
mation transmitted on the access network is monitored and
can be stolen or tampered with. In addition, there are a large
number of security vulnerabilities in current network
equipment and components. Attackers can use vulnerabil-
ities in routing equipment to directly eavesdrop on user data
in the core network [5]. In response to this problem, the
American academic community has proposed a “game-

Hindawi
Wireless Communications and Mobile Computing
Volume 2022, Article ID 8458314, 24 pages
https://doi.org/10.1155/2022/8458314

mailto:cctvlibin@163.com
https://orcid.org/0000-0002-8955-7133
https://orcid.org/0000-0003-3455-4901
https://orcid.org/0000-0002-1156-1108
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://doi.org/10.1155/2022/8458314


changing” moving target defense (MTD) [6] technology. By
constantly and randomly changing deployment mechanisms
and strategies, the difficulty of conducting an attack is in-
creased, and the flexibility of the system is improved. Ex-
amples include internet protocol (IP) address changes
[7–10], dynamic ports [11], dynamic 3-layer encryption
schemes [12], full protocol stack randomization [13], se-
curity function virtualization [14], route randomization [15],
and data virtualization [16]. In China, Wu proposed mimic
security defense (MSD) [17], which dynamically and
pseudo-randomly selects different equivalent execution
entities under active and passive conditions to establish a
variable execution environment and reduce the security risk
of the system.

Among various network security defense measures, the
hardware structure and operating system security are the
foundation, and cryptography is the key technology. Net-
work encryption technology can ensure the safe transmis-
sion of data and prevent network sniffing attacks. However,
in traditional network encryption, the same key is used to
encrypt all data packets during the key life cycle. If an at-
tacker intercepts a large number of data packets encrypted
with the same key, a ciphertext-only attack may be suc-
cessfully implemented [18]. To combat ciphertext-only at-
tacks, for some scenarios with high-security requirements,
such as confidential systems and military departments, it is
necessary to implement a dynamically variable key to en-
crypt each data packet, i.e., to use “one packet, one key” [19].

In the era of large-scale growth of edge network data,
problems caused by data transmission, such as network
delays, transmission efficiency, and network bandwidth
congestion, will bring major challenges. Data compression
technology can provide effective coding to reduce repetitive
data under the premise of ensuring data reliability, thereby
reducing the amount of network data. To meet the data
transmission rate and real-time requirements of high-energy
physics experiments under limited bandwidth, Truong et al.
[20] developed a real-time lossless compression method
based on incremental coding technology and implemented it
efficiently on FPGA, which greatly improved the amount
and speed of data processed in the experiment.

Edge networks and edge devices have high energy effi-
ciency and high security requirements. Effective network
security technologies mainly use the randomness and dy-
namics of the system to resist attacks, and they use en-
cryption technology to protect data privacy. In this work,
existing defense technology is combined with the computing
characteristics of the edge network to propose a lightweight
high-performance data protection scheme. ,e main con-
tributions of our scheme can be summarized as follows:

(1) A lightweight encryption system structure for edge
networks is proposed, which makes full use of the
uncertainty caused by the randomness, dynamics,
and diversity of key transformations, making it
difficult for attackers to establish a continuous and
reliable attack chain.

(2) Compression and encryption processing of edge
network data are performed on FPGA. An ARM

microprocessor is used to control the initialization of
the key, and the disturbance factor of the key is
configured using state monitoring to form the het-
erogeneous lightweight data protection system
structure of ARM-FPGA. FPGA is used to control
the access of data frames, filter some attacks, and
increase the attack threshold.

(3) ,e ShangMi (SM) public key encryption algorithm
SM2, the SM message digest algorithm SM3, and the
SM symmetric encryption algorithm SM4 are opti-
mized on FPGA to achieve high-performance data
encryption processing. At the same time, FPGA
realizes a multichannel parallel data compression
algorithm using a serial-parallel structure, which
reduces the amount of original data transmission
and increases the network load.

(4) Incorporating the idea of blockchain, the SM3 op-
eration is performed on the sent data frame using a
one-way and nontamperable modification of the
Hash function to obtain the hash value, and a
nonlinear operation is used to update the key to
realize the “one frame, one encryption” method for
network data and effectively resist network sniffing
and ciphertext-only attacks.

2. Related Works

Data protection mechanisms have been studied extensively
worldwide. In terms of physical structure defense, Wang
et al. [21] elaborated on each type of attack by examining 11
typical vulnerable protocols and suggested corresponding
countermeasures for wireless sensor networks (WSNs).
Okhravi et al. proposed a real-time migration of key ap-
plications across heterogeneous platforms. ,e mimic de-
fense web server proposed by Tong et al. [22] uses dynamic
heterogeneous redundancy (DHR) to establish a software
layer and a data layer. Multilayer mimic defense, such as in
the operating system layer, can effectively resist a variety of
intrusion detection methods and attacks. Pavithran et al.
proposed a novel cryptosystem based on deoxyribonucleic
acid (DNA) cryptography and finite automata theory [23].
,e proposed scheme can protect the system against nu-
merous security attacks, such as brute force attacks, known
plaintext attacks, differential cryptanalysis attacks, cipher
text-only attacks, man-in-the-middle attacks, and phishing
attacks. Zhang et al. [24] proposed a lightweight encryption
scheme for mobile ad hoc networks based on network
coding to improve the security of network transmission.

With the development of edge computing and cloud
computing, security technologies for edge networks and
mobile networks have developed rapidly. Dar et al. [25]
presented a context-aware encryption protocol suite that
selects an optimal encryption algorithm according to device
specifications and the level of data confidentiality. Qiu et al.
[26] proposed a provably secure three-factor authentication
and key agreement (AKA) protocol based on extended
chaotic maps for mobile lightweight devices by adopting the
techniques of “fuzzy verifiers” and “honeywords.” Wang
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et al. [27] exploited the Rivest–Shamir–Adleman (RSA)
cryptosystem’s computational imbalance at the encryption
side and decryption side and made full use of the compu-
tation and storage capability of the cloud center to design a
cloud-aided, efficient user authentication scheme with for-
ward secrecy for Industry 4.0. Zhao et al. [28] designed a
privacy-preserving data aggregation scheme for edge com-
puting-supported vehicular ad hoc networks (VANETs)
based on bilinear pairing and Paillier homomorphic en-
cryption that not only preserves the privacy of uploaded data
but also realizes batch operations.

FPGA enables energy-efficient computing and is widely
used in edge network devices. Many security applications
have also been implemented in FPGAs to allow security
applications to run in real time [29], such as firewalls and
data on high-speed network packet scanning. Soliman et al.
[30] added a new dimension of security using frequency
hopping to generate a pseudo-random pattern for switching
between 5 lightweight cryptographic ciphers and an internal
configuration access port controller, which decreased area
utilization and power consumption by 58% and 80%, re-
spectively. Pontarelli and others introduced a high-speed
FPGA network intrusion detection system (NIDS) [31, 32].
NIDS checks the traffic flowing in the network to detect
malicious content, such as spam and viruses.

Cryptographic algorithms are a core security technology
and are of great significance in network security. Related
algorithms proposed in China have received widespread
attention and applications. ,e scalar multiplication cal-
culation can be performed only once when co-signing.
Zhang et al. [33] proposed an efficient and secure two-party
distributed signature protocol based on the SM2 signature
algorithm for key replay attacks. When a valid signature is
generated, there is no need to rebuild the entire private key.
Fan et al. [34] proposed a multiengine synchronous work
method to carry out the SM4 algorithm in cipher block
chaining (CBC) mode and achieve high-speed data en-
cryption storage in solid-state hard disks. Verification on
FPGA confirmed that this method can meet the require-
ments of high-speed communication interfaces. Yang et al.
[35] implemented the high-performance encryption algo-
rithms SM4-XTS and SM2 and large-integer modular ex-
ponentiation operations on FPGA to address the high
concurrency and security issues of big data applications.

Data compression technology is an effective solution to
reduce network delay and network load problems. Wang
et al. [36] proposed a two-color image encryption algorithm
based on two-dimensional compressed sensing and wavelets
that can effectively reduce the amount of data, simplify the
key, and improve the efficiency of data transmission and key
distribution. Fouad et al. [37] proposed a hybrid data
compression algorithm to process data and then added RSA-
encrypted data to the compressed data using steganography,
thereby improving data security and reducing the amount of
data transmission and storage space required.

In summary, existing research on network security
mechanisms has shown that the complexity of the system
will increase with the complexity of the defense mechanism.
Chinese encryption standards play a key role in existing

protection mechanisms. In addition, network load and
storage problems are becoming increasingly prominent.
,erefore, this article proposes a lightweight, high-perfor-
mance edge network data processing solution for edge
networks that combine mimic defense, cryptographic al-
gorithms, and data compression to meet data privacy
protection and increased network load requirements.

3. Edge Network Data Security
Protection Scheme

3.1. Edge Network Data Protection Design. Edge computing
is an important part of new network tasks and application
scenarios. It includes any computing resource or network
resource between the data source and the cloud data center
[38], and the transmission between the edge device and the
cloud is processed and important. ,e value of network data
and the protection of edge network data are of great sig-
nificance to the interests of countries and individuals. Edge
network data face issues, such as data security, privacy
protection, and computing energy efficiency. ,erefore, this
paper designs a lightweight, high-performance data pro-
tection structure for edge networks. As shown in Figure 1,
the ARM-FPGA heterogeneous data processing structure
comprises the input port A and output port B of network
communication, ARM, and FPGA computing components
for data processing, and high-speed storage double data rate
(DDR) memory.

FPGA is the core algorithm layer and the core of the
entire framework. It includes the SM2 public key encryption
algorithm, SM3 message digest encryption algorithm, SM4
symmetric encryption algorithm, and key generation algo-
rithm, which can meet different encryption applications. It
also includes the Lempel-Ziv (LZ) algorithm implementa-
tion (LZ4) as a lossless data compression algorithm to reduce
the amount of communication data. A and B are network
interfaces. In practical applications, Gigabit and 10-Gigabit
networks can be used according to the requirements. ,e
ARM processor is mainly responsible for the control of the
upper layer, including key management, key agreement, and
state management. ,e separation of control and calculation
in different processing units can reduce the degree of
coupling at the system layer. DDR memory is a cache library
for network data, and it is also a data exchange center be-
tween ARM and FPGA.

In the data processing mechanism implemented by
ARM-FPGA, the data are mainly communicated, calculated,
and stored in ARM, FPGA, and DDR hardware, and the data
processing flow is shown in Figure 2.

,e specific process steps of ARM-FPGA system data
protection are as follows:

(1) ,e data frame is received from network port A and
transmitted to FPGA through the I/0 interface.
,en, FPGA decapsulates the data frame, divides
the data into abnormal data, network protocol data,
and data to be encrypted using the access control list
(ACL), and it discards them. Forwarding and data
encryption are performed from network port B.
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(2) ,e encrypted data to be processed are written into
DDR according to the preset value address, and
routing information, such as the IP address, port
number, and protocol type is cached.

(3) ,e ARM processor uses the key management
control, starts the key generation module, and writes
the initial configuration parameters into DDR.

(4) FPGA obtains the configuration parameters from
DDR, configures the key generation algorithm, and
generates and stores the key. ,e key updates the
initial key according to a random timestamp to
ensure the noncontinuity of the key.

(5) ARM opens a key agreement channel with the
data-receiving peer using the upper-layer com-
munication protocol.

(6) FPGA calls the high-speed SM2 module for key
encryption and sends the initial encryption key to
the opposite end for data decryption.

(7) FPGA and DDR establish a high-speed channel
connection using the AXI bus protocol, and the data
are transmitted to FPGA.

(8) FPGA calls the LZ4 algorithm to compress the
data and buffers the processed data according to
the first input first output (FIFO) FIFO_1 and
FIFO_2.

(9) FPGA uses the SM3 algorithm to calculate FIFO_1
data using the empty and full signals, and the
generated hash value and the initial key are cal-
culated nonlinearly to obtain the key. ,e key of the
current frame will also be used for the calculation in
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the encryption key generation of the next frame to
satisfy “one frame one key.”

(10) ,e SM4 algorithm uses the data in FIFO_2 and the
generated key to perform calculations to complete
encryption.

(11) In FPGA, the data are encapsulated into a network
frame according to the routing information and
sent out using network port B.

During the entire data processing operation, ARM will
discover abnormalities at runtime using state management
and detection and reconfigure the key to protect the se-
curity of the system. Data compression is added in data
processing, and the data need to be decompressed when
they are transmitted to the opposite end. ,erefore, a 1-bit
compression flag and 1-byte frame identification (FID) are
added to the data frame format. If the compression flag is 0,
the compressed encrypted data have not been received. If
the compression flag is 1, the last frame of data is com-
pressed. ,e length of the 32-bit identification compression
is added to the last frame of data. ,e frame sequence
guarantees the correctness of the data sequence during
decompression, and the modified encrypted frame struc-
ture is shown in Figure 3.

3.2. Key Generation and Configuration. ,e key is instru-
mental to ensuring data security. It is the most direct “key”
for opening the encrypted data and the first part that an
attacker will attack. ,erefore, generating a secure key is the
first step in data protection.

Pseudo-random number generators [39] have a wide
range of applications in the fields of spread spectrum
communication, information encryption, and system test-
ing.,emost commonly usedmethod of generating pseudo-
random numbers is to use a feedback shift register, which
consists of two parts: the shift register and the feedback
function. When the feedback function is a linear function,
the feedback shift register is a linear feedback shift register
(LFSR), as shown in Figure 4.

Here, fn is the feedback coefficient, 1 means the
components are connected, and 0 means they are not
connected. Clearly, the output sequence of LFSR is peri-
odic, and an n-level LFSR provides at most 2n− 1 states
(not including all 0 states). According to different feedback
methods, the characteristic polynomial of LFSR can be
defined.

p(x) � 
n

i�0
fix

i
� fn + fn−1x

n− 1
+ . . . + f1x + 1. (1)

,e scrambling factor can increase the scrambling effect
and security of the algorithm. Cryptographic algorithms
often use static parameters as the scrambling factor. To
further increase the quality of the random number generated
by LFSR, we perform the exclusive or (XOR) operation on
the feedback value and the disturbance factor (DF), output
the result, set the disturbance factors, including FID, tem-
perature, and the random sequence (RS), and then, we
perform the following operations:

randnum′ � FI D⊕randnum a1, a2, a3, . . . , an( ,

randnum′ � temperature⊕randnum a1, a2, a3, . . . , an( ,

randnum′ � RS⊕randnum a1, a2, a3, . . . , an( ,

(2)

where ai(1≤ i≤ n) represents LFSR status at the current
moment. FID and temperature are real-time values that are
used twice, which improves the utilization of data. RS is a
random 8-row, 8-column, two-dimensional table generated
by ARM, which is arranged in rows or columns and
transmitted to FPGA using DDR memory. FPGA uses the
lower 6 bits of randnum as the offset address to intercept the
data and generate the scrambling factor. ,e RS example is
shown in Figure 5.

,is article defines 128-bit random numbers randnum
and randnum′. ,ere are 3 different LFSRs built into the
random number generation scheme, which are randomly
selected by FPGA, and the initial parameters are configured
by ARM. ,e selection of the disturbance factor is dy-
namically configured by ARM according to the status in-
formation fed back by FPGA, which is divided into three
following cases:

(i) When the encryption system is running normally,
because of the stability of FPGA, the range of power
consumption changes caused by the hardware op-
eration is small. In this case, ARM configures the
disturbance factor as FID. ,e system runs stably,
and FID can change normally in real time.

(ii) When the encryption system is affected by external
attacks or the environment, the temperature
changes will be large. In this case, the configuration
of the disturbance factor is temperature. It can
stabilize the dynamics of the disturbance factor
while simultaneously reducing the transmission of
FID, changing the operating state of FPGA, and
making the system operation stable again.

(iii) ARM detects that FPGA is running abnormally, and
the temperature fluctuation range is small. At this
time, the disturbance factor is configured to RS, and
FPGA needs to receive only the disturbance factor,
which reduces the number of FPGA calculations. RS
is dynamically and randomly generated by ARM,
which can ensure the dynamic randomness of the
key.

,rough the dynamic random combination of 3 kinds of
pseudo-random number generators and 3 kinds of scram-
bling factors, the randomness, dynamics, and security of the
key can be guaranteed, and the functions of the three
scrambling factors are complementary to each other, which
is beneficial for the stability of the system.

3.3. High-Speed Memory Data Transmission and
Management. Because of the high computational com-
plexity of data compression, the processing performance is
low. ,erefore, the data to be processed needs to be tem-
porarily stored in memory to prevent network data con-
gestion and loss because of mismatched data transmission
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and data processing in high-speed networks. In addition,
data transmission between DDR and FPGA needs to meet
high-performance requirements. ,erefore, to achieve high-
speed data exchange between FPGA and DDR, AXI4 (ad-
vanced extensible interface) protocol is adopted. ,e AXI4
protocol is the most important part of the advanced
microcontroller bus architecture (AMBA) proposed by
ARM and is mainly used in high-performance address
mapping communication scenarios. ,e AXI4 communi-
cation protocol supports burst transmission, i.e., in data
transmission, data can be obtained continuously. At a burst
length of 16 and a data width of 256 bits, the amount of data
transferred at one time is 512 bytes, i.e., one set of offset
addresses corresponds to 16 sets of data, and FPGA and
DDR are connected using memory interface generator
(MIG) communication. Data transmission is carried out at
the physical level. ,e memory communication design
structure of the data to be compressed is shown in Figure 6.

,e solid line in Figure 6 is the true transmission flow
direction of data, and the dotted line points to the mapping
position of the data in DDR. Data storage control and

reading control are connected to MIG’s user-side memory
interface using the AXI4 protocol. ,e control signals in-
clude the read address, read data, read feedback, write ad-
dress, write data, write response, and write feedback. ,e
memory controller is based on read and write requests, and
it stores or reads data from the physical layer interface in
order. In the memory communication design structure, the
data transmission between the modules is carried out using a
FIFO buffer so that the memory communication and data
calculation are separated. ,e storage control module, the
read control module, and the compression module are in-
dependent of each other and are calculated in parallel,
thereby reducing the degree of data coupling and delay in
data communication.

ARM is the FPGA controller. ,e key in FPGA needs
to be configured, and FPGA can be customized in real time
using the running status fed back by FPGA. ,e com-
munication data between ARM and FPGA needs to be
cached in DDR and controlled by the direct-memory-
access (DMA) controller. ,e structure is shown in
Figure 7.
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,e solid line in Figure 7 shows that FPGA transmits
temperature and flow data to ARM using the temperature IP
core and flow statistics module. ,e dotted line is the key
configuration data of ARM to FPGA, and different addresses
are allocated for different data in DDR. ,e read and write
operations of different data in FPGA are calculated in
parallel, and the arbitration transmission is carried out using
DMA to ensure that the data can be transmitted to the
correct address. ARM needs to start a DMA transmission
channel to read and write data from DDR, and it operates on
different data by polling tasks.

3.4. Fine-GrainedDataAccessControl. Access control allows
legitimate users to access the operating data using autho-
rization, and unauthorized users are prohibited from
accessing the operating data illegally. An ACL is an

important access authorization strategy that filters illegal
users using preset list attributes, thereby playing a role in
data protection. ,e data transmission of edge network
equipment uses clear and trusted network information, such
as an IP address, port number, and transmission protocol.
,erefore, this article presents an access control list, in-
cluding data frame filtering attributes, such as the source
media access control (MAC) address, destination MAC
address, source IP address, destination IP address, source
port number, and destination port number. When a data
frame is transmitted to FPGA, the data frame is parsed and
filtered according to frame information and preconfigured
ACL. ,e implementation structure is shown in Figure 8.

,e network data frame is transmitted to FPGA. Firstly,
the data frame is decapsulated, and the frame information
and frame data are buffered in the FIFO buffer. ,en, the
ACL module reads the data frame information and static
access control attribute information to filter, authorize, and
divide the data. ,ere are three kinds of processing: (1)
discard: discard the frame information, and read the cor-
responding data from the data FIFO buffer to discard them,
(2) forwarding: buffer the frame information, read the data
from the data FIFO buffer, and send them to the data frame
encapsulation module to process and output them using the
network sending port, and (3) encryption: buffer the frame
information, read the data in the data FIFO buffer, cache
them in the DDR using the high-speed interface, process the
data according to the encryption mechanism, send the
processed ciphertext and re-encapsulate, and send the frame
information.

Using ACL for access control can directly filter illegal
data and reduce data transmission. Legal data are processed
in two ways, namely forwarding and encryption, which can
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reduce the amount of calculation needed for data processing,
thereby reducing the energy consumption of the device and
simultaneously ensuring the privacy and security of im-
portant data.

4. High-Performance Core
Algorithm Implementation

Encryption algorithms and compression algorithms con-
sume the most computing resources and the longest com-
puting time in the entire framework. FPGA is the main
computing component. High-performance cryptographic
algorithms and data compression algorithms are essential
for improving edge network data protection and reducing
network latency.,erefore, one of the key research objects of
this article is the parallelization of cryptographic algorithms
and data compression algorithms on FPGAs based on
pipeline technology, storage optimization, prime domain
computing optimization, collaborative computing, multi-
channel parallelism, and other methods to obtain high-
performance, low-energy algorithms.

4.1. SM4 Parallel Implementation. ,e SM4 cipher algo-
rithm is a block encryption algorithm. ,e input data and
key are 128 bits, and the encryption operation adopts 32
rounds of nonlinear iterative structure, which can be
guaranteed in terms of security, as there is still no effective
method of attacking it in a limited time [40]. ,e SM4
encryption algorithm includes two parts: key expansion
and round function encryption. ,e specific algorithm flow
is shown in Algorithm 1.

Step 1 of the encryption algorithm sets the initialization
parameter, and the initial key is obtained using the system
parameter. Steps 2 to 10 are 32 rounds of loop iterations, in
which steps 3 to 5 and 6 to 9 generate each round of the
subkey rki and data encryption using exclusive OR opera-
tions, S-box permutations, and linear transformations.,ese
steps encrypt and scramble the data, thereby improving the
resistance to attack. Finally, Step 11 obtains the final output

using the reverse-sequence operation. ,e operation and
symbol descriptions for the algorithm are shown in Table 1.

,e SM4 encryption algorithm has a small amount of
calculation and low complexity in the initialization key and
reverse-sequence output generation stages and requires only
one calculation clock. Both subkey generation and data
encryption require round function calculations, including
XOR operations with four operands, four S-box lookups,
linear transformations, and XOR operations, where the
S-box lookups need 256 data points, i.e., obtaining an 8-bit
input requires 256 corresponding 8-bit data points, and its
complexity will affect the timing implemented on FPGA,
which will make it difficult to improve the performance of
the algorithm. ,erefore, it is necessary to optimize the
round function and S-box.

,e round function is the key path of the SM4 algorithm.
,e main computing resources in FPGAs include look-up
tables (LUTs), flip-flop (FF) registers, and random access
memory (RAM). If the critical path is implemented in one
clock, a combinational logic method is required, which will
consume a large number of LUTs and calculations at the
same time.,e frequency will also drop, and the relationship
between LUT and FF resources is 1 : 2. When implementing
FPGAs, it is necessary to ensure the balanced utilization of
resources and maximize the calculation frequency. We
separate the critical path and use sequential logic to im-
plement A and Xi+4, which consumes 2 clock cycles. Four
S-box operations can be processed in one clock cycle in
parallel. Because of the need to implement a variety of al-
gorithms in this solution and the fact that the RAM resource
occupancy is small, the S-box data are stored in RAM to
reduce the use of LUTs. When operating, only the searched
position needs to be input as an address, which can be
completed in one clock. ,e round function calculation
structure of the optimized conversion is shown in Figure 9.

,e key to maximizing the performance of the SM4
algorithm is to improve the algorithm throughput and re-
alize the SM4 algorithm for the full pipeline. ,e SM4 al-
gorithm contains 32 rounds of iterative operations. ,e
critical path of each round of operation is split into 3 clock
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cycles, i.e., key generation and data encryption require 3
clocks, and a total of 6 clock cycles are required for one
round of calculation. ,e transfer of data follows a similar
process. ,erefore, in a single round of key generation and
data encryption, a three-stage pipeline is used to obtain 98-
stage pipelines, including the two-stage operations of pre-
processing and reverse-sequence output. ,e structure of
SM4 algorithm is shown in Figure 10.

When calculating the data to be encrypted, the con-
tinuous data to be encrypted are first input into Round0, the
first sub-key is calculated after three clock cycles, and the
value of A0 is calculated from the output. At the same time,
the second group of data outputs the first sub-key using

parallel calculations. After two more clock cycles, key ex-
pansion and round encryption enter the parallel calculation
state. After the 99th clock cycle, the first group of data is
encrypted and output. ,e computing module occupied by
the 96-stage pipeline runs at full load. ,e edge network
needs to encrypt a large amount of data.,e continuous data
are input into the encrypted data stream. After 99 clock
cycles, each clock has an output that can ensure the con-
tinuity of the ciphertext data and meet the network delay
requirements, and throughput reaches its maximum.

4.2. SM3 Parallel Implementation. ,e hash algorithm has a
wide range of applications in cryptography and data en-
cryption and decryption [41–43]. SM3 is a hash algorithm
proposed in China. It is suitable for digital signatures and
verification in commercial cryptographic applications,
message authentication code generation, verification, and
randomization. ,e generation of numbers has the ability to
resist currently known attacks more than the secure hash
algorithm 256 (SHA-256) [44]. ,e SM3 algorithm inputs
arbitrary-length data. After filling and iterative compression,
it produces fixed-length 256-bit data.

Data padding adds input datam to datam′ with a length
of 512 bits according to the rule and divides the data into
blocks of 16 words with a length of 32 bits: W0∼W15. ,e
core of the algorithm is 64 rounds of iterative compression
operations, and the compression function operation in each
round is shown in Figure 11(a). ,e initial values of A
through H in Figure 11 are the system vector V, and t
represents the number of calculation rounds. After 64
rounds of calculation, the results A63∼H63 and the initial
vector V are XORed to obtain the final result. ,e SM3
algorithm parameter description is shown in Table 2.

FPGA is mainly composed of logic gates. Operations,
such as AND, OR, NOT, and shifting have greater advan-
tages, however, the delay of addition operations is relatively
high. ,e longest path of the compression function in the
SM3 algorithm is to calculate the values of A and E, which
requires 5 addition operations. In the algorithm, SS1 is
shared by A and E, and SS2 requires only one step of an

SM4 Encryption Algorithm
Input: X� (X0, X1, X2, X3)// 128-bit data
MK� (MK0, MK1, MK2, MK3)// 128-bit key
Output: Y

(1) (K0, K1, K2, K3)� (MK0⊕ FK0, MK1⊕ FK1, MK2⊕ FK2, MK3⊕ FK3)
(2) for i� 0 to 31 do
(3) B� (b0, b1, b2, b3)�Ki+1⊕Ki+2⊕Ki+3⊕CKi
(4) T′� (Sbox (b0), Sbox (b1), Sbox (b2), Sbox (b3))
(5) rki �Ki+4 �Ki⊕T′ ⊕ (T′<<<13)⊕ (T′ <<< 23)
(6) A� (a0, a1, a2, a3)�Xi+1⊕Xi+2⊕Xi+3⊕ rki
(7) τ � (Sbox (a0), Sbox (a1), Sbox (a2), Sbox (a3))
(8) T� τ ⊕ (τ <<< 2)⊕ (τ <<< 10)⊕ (τ <<< 18)⊕ (τ <<< 24)
(9) Xi+4 �Xi⊕T
(10) end for
(11) Y� (Y0, Y1, Y2, Y3)� (X35, X34, X33, X32)

ALGORITHM 1: SM4 encryption algorithm.

Table 1: SM4 algorithm parameter description.

Operator Description
⊕ 32-bit XOR
⋘i 32-bit circular shift left i-bit
FKi System parameters
CKi Fixed parameters
Sbox () S-box replacement, 8-bit input, 8-bit output

A Sbox Sbox Sbox Sbox Xi+4

A

RAM_Sbox

Xi+4

RAM_Sbox

RAM_Sbox

RAM_Sbox

One clock 
One clock 

One clock 

One clock 

Figure 9: Round function optimization structure.
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exclusive OR operation on SS1 and the value of the oper-
ation. ,ere is no coupling with subsequent operations.
,erefore, the critical path needs to be truncated. SS1 and
SS2 are precalculated using a clock, and the critical path is
reduced to 3 addition operations, which can reduce the
algorithm delay.

Carry-save address (CSAs) can convert the addition of
three operands into one addition operation and 8-bit op-
erations using logical bit operations. ,e CSA operation is
defined as CSA (x, y, z)� (x̂ ŷ z) + (((x& y) | (x& z) | (y& z))
<< 1). ,ere are multiple addition operations in the SM3
algorithm. Hence, CSAs can be used for conversion. ,e
conversion calculation process is as follows:

At⋘12(  + Et + Tt ≪ t(  � CSA At⋘12( , Et, Tt⋘t( ( ,

FFt At, Bt, Ct(  + Dt + SS2 � CSA FFt At, Bt, Ct( , Dt, SS2( ,

GGt Et, Ft, Gt(  + Ht + SS1 � CSA GGt Et, Ft, Gt( , Ht, SS1( .

(3)

By precalculation and CSA conversion, the key path of
the SM3 algorithm changes from 5 addition delays to 2
addition delays, and the calculation delay per unit time is
greatly reduced.

,rough precalculation, the critical path is split into two
parts, and SS1 and SS2 need the values of A and E in the
current round to participate in the calculation. If the single-
round internal compression function is divided into a two-
stage pipeline calculation, at least a 128-stage pipeline is
required. A pipeline with more than 100 stages will have a
greater timing impact on FPGA chips with a lower process
level. ,erefore, the calculation of SS1 and SS2 in round t + 1
is performed after the compression function of round t, and
they are in the same clock. It can reduce the impact of timing
without increasing the delay of the critical path. After
precalculation and CSA optimization, the single-round
processing structure is shown in Figure 11(b). ,e value of
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W involved in the calculation includes the values generated
by the different iteration rounds, andmultipleW values need
to be stored. ,ere is only one-way data transmission with
the compression function, which can be used as a separate
first-stage pipeline. ,e SM3 compression function requires
64 iterations. ,erefore, a 65-stage full pipeline is used for
implementation.

4.3. High-Speed SM2 Algorithm Implementation. ,e SM2
algorithm is a public key encryption algorithm based on the
elliptic curve discrete logarithm problem. In the prime
domain, an elliptic curve E (Fp) is described as [45]
y2 � x3 + ax+ b (mod p). ,e security of an elliptic curve
cryptosystem is mainly based on the difficulty of finding the
inverse of the point multiplication. Point multiplication, also
called a multiple-point operation, refers to the multiplica-
tion operation of a base point P on a curve with an integer k,
i.e.,

kp(x) � 
k

1
p � p + p + p + · · · + p. (4)

,e point multiplication process includes point doubling
and point addition operations. Hence, the optimization of
point addition, point doubling, and point multiplication is
an important means of improving the efficiency of elliptic
curve calculation.

,e SM2 algorithm uses the reconfigurable features of
FPGA, combined with Karatsuba-Ofman algorithm (KOA)
multiplication, fast modular reduction, radix-4 modular
inversion,Montgomery point multiplication, point addition,
point doubling, and other optimization methods, to achieve
high energy efficiency and resistance to attacks. By the
bottom-up design method, the most basic operations at the
bottom are realized with modular addition and subtraction,
modular reduction, modular inversion, and modular mul-
tiplication. ,en, the multiplication operation is optimized
by point doubling and point addition, and finally, the SM2
encryption function is realized. ,e overall structure is
shown in Figure 12.

When calculating the point multiplication, the point
addition and point doubling operations are called multiple
times, and the coordinate conversion is calculated only once
at the end. ,erefore, the point addition and point doubling
operations are optimized for the best performance, and
coordinate conversion is optimized for resource use. Sec-
ondly, the master control state machine performs scheduling

and management of the dot product module to meet the
calculation requirements of different functions. Finally,
coordinate conversion shares the modular addition and
subtraction module to reuse resources to reduce the con-
sumption of FPGA resources.

4.3.1. KOA Fast Multiplication. ,e core idea of the KOA
[46] algorithm is to “divide and conquer.” It uses a recursive
method to decompose a complex multiplication operation
into multiple simple multiplication operations, which is
faster and more efficient than traditional calculations. If two
numbers of length n are directly multiplied, the complexity
is O (n2). Using the KOA algorithm can reduce the com-
plexity to O(nlog23).

For SM2, the parameter is 256 bits, and the FPGA digital
signal processor (DSP) supports multiplication operations
with a maximum width of 64 bits. ,en, 256 bits can be
divided into 128 bits, and 128 bits can be divided into 64 bits.
After two recursive operations, the final result is obtained, as
shown in Algorithm 2.

To further optimize the implementation of the KOA
algorithm on FPGA, the 64-bit DSP multiplication clock
cycle is set to 0, and the various modules are interconnected
using wire type variables. When 256-bit data are input, the
result can be calculated immediately and output by the
register buffer. ,e whole calculation process takes 1 clock
cycle.

4.3.2. Fast Modular Reduction. For fast modular reduction,
several addition and subtraction operations can be used to
obtain the modular reduction result. Compared with the
currently universal Montgomery algorithm, fast modular
reduction saves several 256-bit multiplication operations,
and the performance can be significantly improved. If

p � 2256 − 2224 + 2192 + 296 − 1, (5)

then for a large number A, we have the following:

A � A15 × 2480 + A14 × 2448 + · · · + A1 × 232 + A0. (6)

Each Ai is a 32-bit integer. ,en, A can be expressed as
follows:

A � A15 ‖ A14 ‖ + · · · + A1 ‖ A0. (7)

,en,

Table 2: SM3 algorithm parameter description.

Operator Description Calculation

Tt Constant 0x79cc4519 0≤ t≤ 15
0x7a879d8a 16≤ t≤ 63

FFt (X, Y, Z) Boolean function X⊕Y⊕Z 0≤ t≤ 15 (X∧Y)∨ (X∧Z)∨ (Y∧Z) 16≤ t≤ 63
GGt (X, Y, Z) Boolean function X⊕Y⊕Z 0≤ t≤ 15 (X∧Y)∨ (¬X∧Z) 16≤ t≤ 63
P0 (X) Permutation function X⊕ (X⋘ 9)⊕ (X⋘ 17)
P1 (X) Permutation function X⊕ (X⋘ 15)⊕ (X⋘ 23)
Wt Extended word P1 (Wt−16⊕Wt−9⊕ (Wt−3⋘15))⊕ (Wt−13⋘ 7)⊕Wt−6 16≤ t≤ 67
Wt
′ Extended word Wt⊕Wt+4
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B � Amodp � 2S0 + 2S1 + 2S2 + 2S3 + 2S4 + S5 + S6 + S7(

+ S8 + S9 − D1 − D2 − D3 − D4modp,

(8)

where each 256-bit operand is represented as shown in
Table 3.

4.3.3. Extended Euclidean Modular Inverse. ,e extended
Euclidean algorithm uses the toss and turns division method
to obtain themodular inverse. According to the nature of the
common divisor, all divisions can be changed to addition
and subtraction operations, and the division-by-2 operation
is completed by binary shift, which is conducive to hardware
implementation. Here, the algorithm is expressed in a

quaternary system using state machine cycle control to
optimize the extended Euclidean algorithm, and the value of
b/a mod p can be obtained directly. ,e specific process is
shown in Algorithm 3.

In Algorithm 3, the first line is the initialization state.,e
second line is the loop judgment state. Lines 3–27 are for
various judgments and calculations. ,e last line is the
output. Secondly, the calculation of u and v always ensures
that the result value is less than p, and no additional pro-
cessing is required.,e addition and subtraction of x1 and x2
may be greater than p ormay overflow, and division by 2 and
division by 4 require additional judgment and calls of
modulo addition and subtraction for processing.,e specific
calculation formula is as follows:

x

2
modp �

x≫ 1, if x[0] �� 1′b0,

x≫ 1 + p≫ 1 + 1, if x[0] �� 1′b1,

⎧⎪⎨

⎪⎩

x

2
modp �

x≫ 2, if x[1: 0] �� 2′b00,

(x≫ 1 + p≫ 1 + 1)≫ 1 , if x[1: 0] �� 2′b01,

x≫ 2 + p≫ 1 + 1 , if x[1: 0] �� 2′b10,

(x≫ 1 + p≫ 1 + 1)≫ 1 + p≫ 1 + 1, if x[1: 0] �� 2′b11.

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎩

(9)

4.3.4. Point Multiplication Optimization. At present, the
Montgomery point multiplication algorithm is the most
efficient and widely used algorithm [47, 48]. ,e specific
operation process is shown in Algorithm 4.

As shown in Algorithm 4, regardless of the value of ki,
the point addition and point doubling operations will be
calculated during each cycle, and the two are independent of
each other and can be executed in parallel. At the same time,
because of the simultaneous calculation of point addition

and point doubling, the power consumption information
leaked during the point multiplication operation is unruly,
which can effectively resist a simple power consumption
attack (SPA).

To improve the calculation efficiency of point addition
and point doubling, Montgomery point multiplication needs
only the x coordinate to participate in the calculation and
calculate the y coordinate in the last step, which greatly
simplifies the calculation process.
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In the standard projective coordinate system, for points
P (X1, Y1, Z1) andQ (X2, Y2, Z2), the calculation formulas for
point addition and point doubling are as follows:

X(P + Q) � X1X2 − aZ1Z2( 
2

− 4bZ1Z2 X1Z2 + X2Z1( ,

Z(P + Q) � xG X1Z2 − X2Z1( 
2
,

⎧⎨

⎩

X(2P) � X
2
1 − aZ

2
1 

2
− 8bX1Z

3
1,

Z(2P) � 4Z1 X
3
1 + aX1Z

2
1 + bZ

3
1  X1Z2 − X2Z1( 

2
.

⎧⎪⎨

⎪⎩

(10)

Upon converting the result to affine coordinates, we have
the following:

x1 �
X1

Z1
,

x2 �
X2

Z2
,

y1 �
2b + a + xGx1(  xG + x1(  − x2 xG − x1( 

2

2yG

.

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

(11)

,en, the point (x1, y1) is the result. Here, (xG, yG) are the
coordinates of the base point G.

Under standard projection coordinates, the projection
point and the affine point will be mapped one by one. At the
beginning of the operation, the affine coordinates will be
transformed to projection coordinates, and they will be

mapped back to affine coordinates at the end of the oper-
ation. ,erefore, in the entire calculation process, only one
modular inverse operation is used at the end, and there is no
modular inversion in the intermediate iteration process.

Finally, to further optimize the calculation efficiency of
point addition and point doubling, the data flow is deeply
optimized so that the calculation can be completed in the
shortest time. Since fast modular multiplication consists of
two modules, namely KOA multiplication and fast modular
reduction, and both can calculate the result within one clock
cycle, part of the calculation process of adjusting point
addition and point doubling alternately calls KOA multi-
plication and fast modular reduction modules, taking full
advantage of computational efficiency. After optimization,
the calculation of point addition and point doubling can be
completed in 12 clock cycles, indicating very high efficiency.

4.4. Parallel LZ4 Algorithm Implementation. One of the
fastest compression algorithms is the LZ4 algorithm pro-
posed by Yann Collet in 2012 [49], which is appropriate for
data compression applications of lightweight hardware
devices. ,e LZ4 algorithm inputs 1 byte of data char each
time. After data compression and LZ4 encoding processing,
the compression stage is subdivided into four parts: dic-
tionary matching, optimal matching filtering, discarding of
matching data, and data separation. ,e flow of the LZ4
algorithm is shown in Figure 13.

KOA multiplication
Input: A, B, n
Output: C

(1) if (n�� 64) return C�A×B;
(2) A�AH × 2n/2+AL

(3) B�BH × 2n/2+BL

(4) C1 �KOA (AH, BH, n/2)
(5) C2 �KOA (AL, BL, n/2)
(6) C3 �KOA (AH + AL, BH + BL, n/2)
(7) C�C1≪ n+ (C3 –C2 –C1)≪ (n/2) +C2

ALGORITHM 2: KOA multiplication.

Table 3: Fast modulus reduction of various parameters.

255–224 223–192 191–160 159–128 127–96 95–64 63–32 31–0
S0 A15 0 A15 A14 A13 0 A15 A14
S1 A14 0 0 0 0 0 A14 A13
S2 A13 0 0 0 0 0 0 A15
S3 A12 0 0 0 0 0 0 0
S4 A15 A15 A14 A13 A12 0 A11 A10
S5 A11 A14 A13 A12 A11 0 A10 A9
S6 A10 A11 A10 A9 A8 0 A13 A12
S7 A9 0 0 A15 A14 0 A9 A8
S8 A8 0 0 0 A15 0 A12 A11
S9 A7 A6 A5 A4 A3 A2 A1 A0
D1 0 0 0 0 0 A8 0 0
D2 0 0 0 0 0 A9 0 0
D3 0 0 0 0 0 A15 0 0
D4 0 0 0 0 0 A14 0 0
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In the data compression stage, dictionary matching
stores the input char in the matching window, calculates the
hash value according to the formula, reads the data from the
hash index of the matching dictionary for short matching,
and obtains the matching length and offset. ,e lengths are

1 byte and 2 bytes, respectively, and the matching window
data are updated to the matching dictionary at the same
time. ,is process is the data expansion stage. ,e data
length changes from 1 byte to 4 bytes, and the hash calcu-
lation is as follows:

Extended Euclidean modular inverse
Input: a, b, p
Output: c� b/a mod p

(1) u� a; v � p; x1 � b; x2 � 0
(2) while (v> 0)
(3) if (u[1 : 0]�� 2’b00)
(4) u� u≫ 2, x1 � x1/4 mod p
(5) else if (V [1 : 0]�� 2’b00)
(6) v � v≫ 2, x2 � x2/4 mod p
(7) else if (u [1 : 0]�� v[1 : 0])
(8) if (u> v) u� (u – v) &Gt;2
(9) x1 � (x1 – x2)/4 mod p
(10) else v � (v – u)≫2
(11) x2 � (x2 – x1)/4 mod p
(12) else if (u[1 : 0]�� 2’b10)
(13) if ((u>> 1)> v) u� ((u&Gt;1) – v) &Gt;1
(14) x1 � (x1/2 – x2)/2 mod p
(15) else u� u≫ 1, x1 � x1/2 mod p
(16) v � (v – (u≫ 1))≫1
(17) x2 � (x2 – x1/2)/2 mod p
(18) else if (v [1:0]�� 2’b10)
(19) if (u> (v>> 1)) u� (u – (V &Gt; 1)) &Gt;1
(20) x1 � (x1 – x2/2)/2 mod p
(21) v � v≫ 1, x2 � x2/2 mod p
(22) else v � ((v≫1) – u)≫1
(23) x2 � (x2/2 – x1)/2 mod p
(24) else if (u≥ v)
(25) u� (u – v)≫ 1, x1 � (x1 – x2)/2 mod p
(26) else
(27) v � (v – u)≫ 1, x2 � (x2 – x1)/2 mod p
(28) end while
(29) return c� x1

ALGORITHM 3: Extended Euclidean modular inverse.

Montgomery point multiplication
Input: k� (kl−1,. . ., k0), point G
Output: Q� kG

(1) R0 �G, R1 � 2G, i� l – 2
(2) while ()
(3) if (ki �� 0)
(4) R1 �R0 +R1, R0 � 2R0
(5) else if (ki �� 1)
(6) R0 �R0 +R1, R1 � 2R1
(7) i� i – 1
(8) end while
(9) Q�R0

ALGORITHM 4: Montgomery point multiplication.
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hash � (window[0] ≪ 4)̂ (window[1] ≪ 3)̂ (window[2] ≪ 3) ^window[3]. (12)

Optimal matching filtering processes the current data
and neighboring data according to the optimal matching
strategy and outputs them if they meet the conditions.
Otherwise, it resets length and offset to 0, reducing the
subsequent long matching operations. In the process of
discarding matching data, firstly, the input data are stored in
the offset dictionary. ,en, the offset dictionary is matched
according to the matching length. A maximum of 255 data
points can be matched, and the matched data will be jumped
to perform matching and discarding. Data separation di-
vides the data into plaintext data char and offset identifi-
cation according to the matching length. Offset
identification includes the matching length, the matching
offset, and the amount of plaintext data, which is also the
basis for decompression.

,e LZ4 encoding format jumps between the five
states of token, literal length, literals, offset, and match
length according to the offset identifier, and it outputs the
final LZ4 data. ,e encoding structure is shown in
Figure 14.

,e LZ4 algorithm is a streaming algorithm that is used
for storage-intensive, matching-intensive, and communi-
cation-intensive tasks. It needs to meet the requirements of
calculation, storage, and communication at the same time.
,e data are transmitted in one direction in the data
compression stage. ,erefore, the algorithm is implemented
in a pipelined computingmode. Data compression is divided
into 11 subtasks. ,e same clock frequency is used in FPGA
implementation. Under the clk trigger, 11 subtasks are
calculated in parallel, and the data are transferred in se-
quence to form an 11-stage pipeline. ,e FPGA imple-
mentation of the LZ4 algorithm structure is shown below in
Figure 15.

In the LZ4 encoding stage, the repeated data are re-
moved, and this operation requires only a serial state ma-
chine. Even in the worst case, there is no data compression,
however, only a few states are added for jumping, and the
most time is still spent in the LITERAL state. One clock cycle
processes one input. ,erefore, the LZ4 algorithm uses an
11-stage pipeline to implement parallel calculations and uses
serial calculations for encoding. ,e pipeline arithmetic
module and the encoding module use FIFO to store

communication data, preventing overflow and discarding
the data generated by parallel calculations, which would
result in incomplete data.

Multimodule parallelism is the simultaneous calculation
of the same module in the same clock cycle using the control
logic, and the performance can be doubled according to the
number of parallel modules. Although the calculation logic
of the LZ4 algorithm is complex, it occupies fewer resources.
,erefore, according to the chip resources of FPGA, the data
are distributed and recovered using the control of the state
machine to realize multipath parallelism. ,e structure is
shown in Figure 16.

,e compressed data are transferred from thememory to
the data_fifo inside the FPGA by the AXI bus protocol. ,e
data are 256 bits wide, and the compressed data are 8 bits
wide. ,erefore, the data conversion module is added, the
data are converted and stored in the FIFO buffer again, and
the returned data still needs to be converted.

5. Experimental Results and Analysis

5.1. Experimental Environment. ,e main hardware com-
puting component used in the scheme is the Zynq-XC7Z035
chip, which integrates a dual-core ARM A9 and a 275K
programmable logic unit and has hardware programming
and software programming capabilities. ,e memory used is
Micron’s DDR3, with 1GB of storage. ,ere are Gigabit
Ethernet ports on the ARM side and 10-Gigabit Ethernet
ports and Gigabit Ethernet ports on the FPGA side. Flash is
also included in the entire system. Writing Bitstream into
Flash can complete the automatic loading and reconstruc-
tion of FPGA and provide detailed information about the
main component configuration, as shown in Table 4.

,e software environment for development is Vivado
v2019.2, which is the supporting software of Xilinx and is
used to perform the complete code writing, code simulation,
compilation, placement and routing, downloading of bit-
stream files, and other operations.

,e data protection scheme in this article is mainly for
edge network equipment. Network video surveillance
equipment plays an important role in public security, smart
homes, smart cities, and other fields. ,e protection of data
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privacy is of great significance to safeguard people’s lives and
property. ,erefore, we take video surveillance as an ex-
ample to build a simulated test environment, and the real test
example structure is shown in Figure 17.

,e network monitoring device in Figure 17 has
assigned IP addresses, which are 172.26.11.6 and
172.26.11.4, respectively. When the test is not performed,
the terminal device can log in remotely to view the
monitoring information. During the overall program
performance test, the connection is made for the network
monitor, router, Zynq, and terminal to initialize the pro-
tection program, including the initialization of the key and
the initialization of the access control module. ,e

protection equipment receives and processes the monitored
real-time data from the network to verify whether the
proposed solution meets the high-speed network data
transmission requirements. In terms of security testing,
simulated attackers are inserted into the front and back
ends of the protection equipment, and real-time video
surveillance information is obtained using network stealing
methods. Based on the information obtained by the at-
tackers, the security of the protection scheme is verified.

In this paper, the encryption algorithms SM3 and SM4
are deeply optimized. To verify the real performance, in the
actual test, only the FPGA in Figure 17 needs to be statically
reconstructed. ,e encryption algorithm is run on FPGA,
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and SM3 and SM4 are tested. ,e content is the real-time
data of the monitoring equipment.

Encrypted data have no effect on the performance of the
encryption algorithm, and the LZ4 compression algorithm is
different. ,erefore, in the actual test, not only the video
content but also different content tests, including the text,
data tables, pictures, and network mixed data packets, need
to be tested. ,us, during FPGA testing, we transmit dif-
ferent data to Zynq through the network and perform
multiple real tests on different content.

5.2. Experimental Results and Performance Analysis

5.2.1. Encryption Algorithm Implementation. ,e algorithm
performance is based on throughput, and the calculation
formula is as follows:

T �
B × fmax × N

d
, (13)

where T is the throughput, B is the data block size, fmax is the
maximum clock frequency of each scheme, N is the number
of pipeline stages, and d is the calculation delay.

,ree encryption algorithms are implemented on FPGA,
among which the SM3 and SM4 algorithms are implemented
using a full pipeline. Detailed information on the experi-
mental results is shown in Table 5.

As the S-box in the SM4 algorithm uses block random
access memory (BRAM), it occupies more BRAM. Many
researchers have implemented parallel SM3 and SM4 al-
gorithms on FPGAs, and the results are shown in Table 6.

Table 6 shows that after precomputation, pipeline
technology, critical path optimization, and other methods
are used to optimize the implementation, the performance of
the SM3 and SM4 algorithms is improved by 43.2% and
36.1%, respectively, compared with other solutions, which
has great advantages.

For the SM2 algorithm, the specific conditions of each
mode’s clock frequency, resource occupation, and calcula-
tion period are shown in Table 7.

Table 7 shows that when the point multiplication fre-
quency is 29MHz, the calculation can be completed after
3064 clock cycles, which is a very high calculation speed.

5.2.2. LZ4 Algorithm Implementation. ,e LZ4 algorithm
reduces the amount of data transmitted on the network by
compressing the network data. ,e single-module LZ4 and
the two-way parallel LZ4 are implemented on FPGA. ,e
results are shown in Table 8.

Table 8 shows that although the frequency of the
implemented dual-channel LZ4 algorithm decreases, its
performance increases by 1.84 times. According to different
needs, the multichannel parallel LZ4 algorithm can be
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Table 4: Main component configuration information.

Component Name Configuration information

ARM
Model Cortex-A9

Architecture ARMv7
Frequency 800M

FPGA

Logic cells 270K
Look up table (LUT) 171,900

DSP slices 900
Flip-flops 343,800

GTP Transceiver 8 pairs of GTX, 10.315Gbps, support PCIE Gen2

DDR
Memory size 1G

Main frequency 1600MHz
Maximum bandwidth 50Gbps

Flash Storage size 256Mbit
Maximum frequency 104M

Wireless Communications and Mobile Computing 17



configured and transplanted to different application
scenarios.

Different types of data are tested to verify the actual
performance of the LZ4 algorithm. ,e results are shown in
Table 9.

Table 9 shows that the LZ4 algorithm has the highest
compression rate for pictures, i.e., the worst effect. It is
because the LZ4 algorithm is a general-purpose compression
algorithm, and an image requires a dedicated compression
algorithm to reduce the compression rate. LZ4 has a better
compression effect for other types of data.

,e LZ4 algorithm is a solution proposed in this paper to
reduce the network load. Different types and sizes of data are
input for processing within a period of time, and the output
data volume is determined. ,e test results are shown in
Figure 18.

,e experimental results in Figure 18 show that the
compression performance of the LZ4 compression algorithm
is related to the compressed data. By calculating the average
compression ratio, it can be concluded that the LZ4 algorithm
reduces the amount of original network data by 10%, which
shows that the scheme proposed in this paper is effective.

5.2.3. Implementation of FPGA Underlying the Related
Modules. ,e encryption algorithm and data compression
algorithm are the core parts of the scheme of this article. To
realize a complete data processing scheme, 10-Gigabit
network interfaces, Gigabit network interfaces, data packet
analysis and encapsulation, and key generation modules

implemented on FPGA are needed. ,e realization of each
functional module is shown in Table 10.

,e processing flows of the Gigabit and 10-Gigabit
networks are basically the same, except that the working
frequencies are different, and the bit widths of the processed
data are 1 byte and 8 bytes, respectively. ,erefore, bit width
conversion is required before a data packet is encrypted or
decrypted.

5.2.4. Network Performance Test. In a Gigabit network, since
the LZ4 algorithm processes only the data filtered by ACL, a
single-channel LZ4 algorithm can meet the requirements.
Among the modules implemented, the lowest frequency of
the LZ4 algorithm is 110MHz, which gives the lowest
throughput. ,erefore, when implemented, the SM3 and
SM4 algorithms also work at 110MHz, which can meet the
performance requirements. ,e network data of different
sizes are encrypted, and the network performance is shown
in Table 11.

Table 11 also shows that the data delay gap of different
data sizes is relatively small, i.e., approximately 480. It is
because the key agreement and key encryption calculation
are first carried out in the entire system, which consumes
some of the time. When the data start entering the com-
pression and encryption stage, the data are processed
continuously, which is independent of the size of the data.
,e processing time is from the beginning of data input to
the time at which the output is complete.,e greater the data
length, the longer the processing time. As the data length

Table 5: SM3 and SM4 algorithm implementation.

Algorithm Algorithm structure Frequency (MHz) LUTs FF BRAM ,roughput (Gbps)
SM3 65-stage pipeline 240 24774 33189 0 115.2
SM4 98-stage pipeline 335 8284 10627 128 42.88

Table 6: Algorithm implementation comparison.

Algorithm Implementation Frequency (MHz) ,roughput

SM3
Ours 240 115.2Gbps

Zheng et al. [50] 36 263Mbps
Zang et al. [51] 415 6.4Gbps

SM4
Ours 335 42.88Gbps

Fan et al. [34] 250 528Mbps
Yang et al. [35] 250 31.5Gbps

Table 7: Implementation of SM2 modules.

Module Frequency (MHz) LUT FF DSP Calculation period
Point addition 29 8911 4442 144 12
Point doubling 29 10056 3824 144 12
Point multiplication Control 29 1499 7251 0 3064
Coordinate transformation 29 16927 4356 144 225

Table 8: LZ4 algorithm implementation results.

Algorithm Frequency (MHz) LUT FF BRAM ,roughput (Mbps)
Single-module LZ4 110 8583 8072 98 880
Dual parallel LZ4 101 17481 16,632 196 1616
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increases, the processing performance of network data is
closer to 1000Mb/s, reaching 987Mb/s. It indicates that
when data protection is added, there is no additional delay in
network transmission, which meets the network require-
ment of a low delay.

In the 10-Gigabit network, the data input speed is 10Gb/
s, and the 4-channel parallel LZ4 algorithm is implemented
on FPGA with a frequency of 100MHz. ,e network

performance test is shown in Table 12, and the network
performance can be calculated as reaching 9302Mb/s.

,e network performance of the Gigabit network and
the 10-Gigabit network reached 987Mb/s and 9302Mb/s,
respectively, fulfilling the data processing requirements of
Gigabit and 10-Gigabit networks in the overall design
scheme. ,e encryption of the network data guarantees the
privacy of the data, the effectiveness of the network load, and
little network delay.

5.2.5. Computational Time Complexity Analysis. In the data
protection scheme designed in this paper, the main calcu-
lation modules are key generation, high-speed data trans-
mission, access control, the symmetric encryption algorithm
SM4, the hash algorithm SM3, the key agreement algorithm
SM2, and the data compression algorithm.

Key generation includes two parts: LFSR pseudo-ran-
dom number generation and scrambling factor generation.

Table 9: LZ4 compression rate and compression speed.

Type of data Before compression After compression Compression rate (%) Compression speed (MB/s)
Network packet 1,536,000 1,406,664 91.58 107
Image 430,080 423,154 98.39 106
Text 147,456 680,686 46.16 109
Data sheet 16,461 13,379 81.28 108.4
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Table 10: FPGA-related module implementation.

Functional module Description Frequency (MHz) LUT FF
ARM ARM communication module 100 6487 8296
SFP_10GE_MAC 10-Gigabit network interface 156.25 4816 5457
Tri_Mode_Ethernet_MAC Gigabit network interface 125 637 879
DDR_WR Memory read-write interface 666.67 9321 7549
Frame_Parse Data frame analysis 158 900 2336
Frame_Filter Data frame filtering 158 1026 2673
Frame_Package Data frame encapsulation 158 274 476
Key_LFSR Key generation and update 158 517 1016
DataTransmission High-speed data transmission 158 735 2037

Table 11: Gigabit network performance test.

Data length (MB) Output delay (μs) Processing time (s)
100 480 1.7
200 478 2.3
300 484 3.05
400 481 3.78
500 484 4.17
600 483 5.15
700 476 6.11
800 488 6.504
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LFSR generates 128-bit data. Hence, 128-level LFSR is re-
quired, which consumes 128 clock cycles. ,e scrambling
factors FID, temperature, and RS are calculated at the same
time during the initial configuration of the key. After the
pseudo-random sequence is generated, the key generation is
completed by one clock consumption. ,e calculation time
TKey for key generation is 129 clocks consumed.

High-speed data transmission is mainly used for data
transmission between DDR and FPGA. It adopts burst data
transmission and is actually tested on FPGA. When the
frequency is 158MHz, the maximum throughput is
4157MB/s. When the size of the transmitted data is SizeData,
the transmission time is SizeData/4157.

Access control includes data frame analysis, filtering, and
encapsulation. When implementing, the corresponding data
are extracted from a clock using the state selector and filtered
through multicondition matching, and the corresponding
operations are performed. Finally, the corresponding data
are filled into the fixed position of the data frame. ,e
computational complexity is mainly the realization of the
state selector, the final frequency of the hardware realization
is 158MHz, and each data frame only needs to consume 1
clock.

SM4, SM3, and LZ4 are the most computationally
complex parts of the data protection scheme. ,is article
adopts a variety of optimization schemes to focus on
implementation. A set of data can be calculated on each
clock. ,erefore, SM4, SM3, and LZ4 calculate one set for
each clock. ,e data sizes are 128 bits, 480 bits, and 8 bits.

SM2 encrypts the key. It is calculated only once in a
period of time, and the amount of calculation is small.
Hence, the area is optimized. ,e time for one calculation is
mainly point multiplication, and the time consumed by TSM2
is 3064 clock cycles.

In the data protection scheme, using the implementation
and testing of each module, the calculation time complexity
of the key factor in the LZ4 algorithm performance scheme is
the key factor in the calculation time complexity. ,erefore,
when N groups of data need to be protected and the size of
each group of data isM bytes, the total calculation time Tall is
given by the following equation:

Tall � TKey + TSM2 + TDelay_LZ4 + N × M 

+ TDelay_SM4 + TDelay_SM3.
(14)

TDelay_LZ4, TDelay_SM4, and TDelay_SM3 are the output
delays of LZ4, SM4, and SM3, respectively, and the specific
values are 13, 99, and 66. LZ4 processes 1 byte of data each
time and takes a total of N×M. As SM4, SM3, and LZ4 are
calculated in parallel, when the last set of data is compressed,

there is only one set of data to be encrypted, and the pro-
cessing of N sets of data is completed after the encryption is
delayed and output. ,e ACL and the data transmission
module have small delays and are parallel modules.
,erefore, the calculation time complexity is mainly based
on data compression and encryption. When the data size is
1510, the time consumed can be calculated as shown in the
following formula:

Tall � 129 + 3064 +(13 + N × 1510) + 99 + 66. (15)

5.3. Safety Analysis

5.3.1. Key Randomness Analysis. Encryption keys are the key
to ensuring data security. In this paper, while incorporating
the idea of mimic defense, three kinds of LFSR,DF, and time
t are used as variable factors to generate keys. ,e initial key
generated at time t is Key (t)� LFSR⊕DF, LFSR ∈ {LFSR1,
LFSR2, LFSR3}, DF ∈ {FID, temperature, RS}.

According to different configuration attributes, the
initial key has 9 different configuration combinations, and
the LFSR and the scrambling factor are dynamically variable
and related to the operating state of the system at the time.
,erefore, the probability of generating the same initial key
is low, ensuring the initial unpredictability of the key, and
the encryption key of different frame data fdata implements
the idea of “one frame, one key.” ,e calculation of the key
within time t is as follows:

keyFID �
Key(t), FID � 1,

keyFID−1 ⊕ SM3(fdata), FID＞1.
 (16)

,e edge network and the server agree to generate an
initial key at different time intervals using key agreement,
and the minimum value of the time interval must meet the
calculation time of the SM2 encryption key. ,e key is
constantly changing, and the value at a certain moment is
different from that at other moments, i.e., Key (t1)≠Key
(t2)≠, . . ., Key (tl), to ensure the dynamic nature of the key
transformation. Different LFSRs have different rules for
generating keys, which increases the attack disturbance,
making it difficult for an attacker to crack the key in a short
time, and the diversity of disturbance factors increases the
difficulty of the attack. ,e pseudo-random number gen-
erator itself has a certain degree of randomness.,emultiple
initial keys generated in a certain period of time are again
randomly selected as the final key, which is the second
random selection, thereby further increasing the encryption
key randomness.

5.3.2. Security Analysis of the Data Protection Scheme.
,e cryptographic standards proposed in China have high
complexity and security, which makes the cost of deci-
phering by attackers exceed the possible benefits.

,e encryption key uses the 256-bit SM2 algorithm to
complete key negotiation between the two parties. It is based
on the problem of discrete logarithms and has relatively high
security and resistance to attacks. According to the

Table 12: 10Gb network performance test.

Data length (MB) Output delay (μs) Processing time (s)
10,000 482 9.8
20,000 484 17.1
30,000 477 25
40,000 483 33.4
50,000 482 43
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published E (Fp (a, b)), base point G, and order n, 2G, 3G,
. . ., nG can be calculated, and nG�O. When a large number
k is given, P� kG can be easily calculated. However, given P
and G, it is very difficult to infer k.

,e SM3 algorithm is irreversible, and the hash values
obtained differ for different content. Any change in the input
information will cause a significant change in the hash result.
It ensures that the key parameters of different data frames
are very different, thereby protecting the frame data and
preventing attackers from inverting the key based on the
content of the frame.,e SM3 operation is anticollision, and
the collision threshold is on the order of 2256. It is difficult to
find two pieces of information with the same hash result,
which can effectively prevent differential attacks.

Similarly, the SM4 algorithm uses brute-force cracking
that requires an order of magnitude of 2128. At the same
time, data encryption uses the “one frame, one password”
scheme. Even if a key replay attack or a ciphertext attack is
used to crack a set of data frames, it is necessary to re-es-
tablish the attack chain and crack other groups of data.

,e LZ4 algorithm provides data compression, which not
only increases the network data load but also plays a role in
data protection. Assume that when an attacker intercepts all
encrypted data, he or she obtains a certain frame of plaintext
data through key exhaustion attacks, ciphertext-only attacks,
and differential attacks. ,e time required is t. If the key
information required by the attacker is in the last frame of the
data and the total data frame is m, when the data are not
compressed, it takes only time t to crack, and after data
compression is added, all the data need to be decrypted. ,e
time is mt, and decrypting only the current frame data may
result in garbled information i.e., passing the first SM4 en-
cryption line of defense and the second line of defense
brought by data compression so that the attacker’s attack
chain is expanded from part to all of the data increases the cost
of the attack, thereby further ensuring the privacy of all data.

,is article uses video surveillance to test and add an
attacker before and after the protection scheme equipment.
At the front end without protection, the surveillance video
can be obtained directly. At the back end of the protection

equipment, the data obtained by the attacker are worthless
garbled data because of encryption, and only after the ter-
minal is decrypted can the correct data be obtained.
,erefore, applying the solution proposed in this article to
edge network equipment can protect the confidentiality of
data and achieve a higher security algorithm, which in-
creases the attack difficulty.

5.3.3. Comparison with Other Security Solutions. ,e
lightweight data protection scheme designed in this paper is
oriented toward edge networks, and mobile networks and
edge sensor networks are important components of edge
networks. ,erefore, the design scheme in this paper is
compared with related security mechanisms, as shown in
Table 13:

In terms of computing platforms, CPUs are used for
implementation in the literature [25, 28, 36, 37]. Even if the
calculation is performed using parallel technology, such as
multithreading, it is still difficult for the computing efficiency
to meet high-speed network data processing requirements,
and FPGA using register transfer-level pipeline technology
can achieve higher performance and has a larger performance
advantage compared with CPU. In previous work [28, 30]
using an FPGA for implementation in high-performance
network applications, the encryption scheme does not con-
sider the key factor, and the completeness of the system does
not consider the changeable network environment. In terms
of the core algorithm, the RSA algorithm is used for en-
cryption in the literature [25, 37]. Under the same encryption
length, the security of SM2 is much higher than that of RSA.
At the same time, the calculation of multiple algorithms of the
same type will increase the complexity of the algorithm and
consume calculation resources. Encryption and compression
are used to protect the security of image data in the literature
[36, 37], however, computational efficiency and applicability
are lacking for other types of data.

Table 13 shows that this article combines 4 security
strategies to achieve data security in the edge network.
Compared with other solutions, the proposed approach

Table 13: Comparison of the security solutions.

Scheme Year Technology/method Computing
platform Goals

Dar et al. [25] 2020 Context-Aware, RSA, ECC, DSA, AES,
Blowfish, RC6 CPU Protect IoT data security and reduce execution time

and energy consumption
Zhao et al.
[28] 2020 Data aggregation, bilinear pairing,

Paillier homomorphic encryption CPU Solve the problem of limited bandwidth and data
privacy protection of a single device

Soliman et al.
[30] 2019 AES, LFSR, COLM, OCB ARM+FPGA Add a new security dimension to IoT devices and

reduce area utilization and power consumption
Yang et al.
[35] 2019 SM4-XTS, SM2, modular exponentiation FPGA Meet high-concurrency big data security requirements

Wang et al.
[36] 2021 Double colour images encryption,

compressive sensing CPU Reduce data volume and improve the efficiency of
transmitting data

Fouad et al.
[37] 2021 RSA, hybrid compression CPU/ARM Reduce the physical footprint and protect encrypted

hidden data

Our System —
Access control list
One frame, one key
SM4, SM3, SM2, LZ4

ARM+FPGA Protect the privacy of edge network data, and increase
the amount of data transmission
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provides more comprehensive data protection. ,e first
strategy is the access control list, which is used to filter illegal
data and reduce the recurrence of illegal data. ,e trans-
mission and direct forwarding of unimportant data reduce
processing, thereby reducing the energy consumption of
system operations. Secondly, the use of a “one frame, one
key” security key strategy resists ciphertext-only attacks and
destroys the construction of the attack chain. ,en, data
compression not only reduces the space occupied by the data
but also plays an important role in data security. Finally, the
data encryption algorithm contains different types of op-
erations that can perform key encryption, data encryption,
and key update functions to meet different needs.

,e design scheme of this article uses ARM and FPGA to
realize the security mechanism together and implements a
high-performance encryption algorithm and data com-
pression algorithm on FPGA. FPGA is resistant to inter-
ference, and it is difficult for outsiders to obtain
authorization to make internal changes. ,e security of the
system is protected on the hardware. ARM can detect the
operating state of FPGA using the feedback of FPGA,
thereby changing the operating state of FPGA in real time
and flexibly performing configuration and calculations. ,e
algorithm implemented in this paper occupies fewer FPGA
resources and has low operating power consumption. ARM
is mainly used for mobile devices. It has the characteristics of
a small structural area and high operational flexibility.
,erefore, the combination of ARM and FPGA in an edge
network device can satisfy the lightweight edge data pro-
tection requirements of the network.

6. Conclusions

,e edge of the network is the first line of defense against
malicious attacks. ,e lightweight edge network data pro-
tection scheme proposed in this paper is mainly composed of
encryption algorithms and data compression algorithms. It
uses LFSR and disturbance factors to generate a random,
dynamic, and diverse initial key. ,e key is updated with the
hash value of the data frame to realize the encryption
method of “one frame, one key,” and the whole system is
constructed using the heterogeneous calculation method of
ARM-FPGA. ,e experimental results and analysis show
that the encryption system has not only higher encryption
throughput but also higher security. It can effectively prevent
data leakage and resist key exhaustive attacks and ciphertext
attacks. At the same time, the added data compression
module not only reduces the amount of network data but
also displays compressed, garbled information when the
attacker obtains part of the data. It also provides data privacy
protection to a certain extent. ,e lightweight data com-
pression algorithm LZ4 can increase the network load by
10%.

,e security protection mechanism proposed in this
article includes access control, random key generation, data
compression, and data encryption modules. Different
modules can be dynamically transformed according to ac-
tual needs. For example, the efficient optimizationmethod of
the encryption algorithm on FPGA in this article is also

applicable to the advanced encryption standard (AES), el-
liptic curve cryptography (ECC), and SHA-256, which are
equivalent algorithms. Hence, they can be replaced flexibly
as needed. On the other hand, with the rapid development of
chip technology, mobile devices integrate ARMs, GPUs,
FPGAs, etc., to form a heterogeneous computing platform.
As part of the edge network, the lightweight data security
solution in this article is also applicable to mobile devices. It
protects the data security of mobile devices and improves the
data transmission speed through data compression.

In future work, we will conduct more in-depth research
on edge network security mechanisms. ,e first objective is
the division of data security levels. ,ere are differences in
the security level and implementation complexity of dif-
ferent encryption algorithms. Achieving the most recon-
figurable security protection for optimal planning of
different data guarantees maximum utilization of resources
and energy consumption. ,e second goal is to further
establish the security mechanism of the edge network using
reliability theory, network coding, combination design, etc.,
develop the theoretical model of the edge network, and
evaluate the security of the data protectionmechanism based
on theoretical simulations. Finally, the edge node and the
server establish a dedicated and lighter-weight secure
communication protocol. ,erefore, it is important to en-
sure that when an FPGA-based edge device is attacked, it can
actively discover, dynamically reconfigure, and improve the
device’s antiattack ability.
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