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The engineering construction-related data is essential for evaluating and tracing project quality in industry 4.0. Specifically, the
preservation of the information is of great significance to the safety of intelligent water projects. This paper proposes a
blockchain-based data management model for intelligent water projects to achieve standardization management and long-term
preservation of archives. Based on studying the concrete production process in water conservancy project construction, we first
build a behavioral model and the corresponding role assignment strategy to describe the standardized production process.
Then, a distributed blockchain data structure for storing the production-related files is designed according to the model and
strategy. In addition, to provide trust repository and transfer on the construction data, an intelligent keyless signature based on
edge computing is employed to manage the data’s entry, modification, and approval. Finally, standardized and secure
information is uploaded onto the blockchain to supervise intelligent water project construction quality and safety effectively.
The experiments showed that the proposed model reduced the time and labor cost when generating the production data and
ensured the security and traceability of the electronic archiving of the documents. Blockchain and intelligent keyless signatures
jointly provide new data sharing and trading methods in intelligent water systems.

1. Introduction

In the water conservancy project management, archives have
the characteristics of large numbers and comprehensive cov-
erage, and they play an essential role in all aspects of engi-
neering construction. With the increasing investment of
water conservancy projects, the scale gradually grows, and
the project gradually becomes complex. The management
of water conservancy project archives also faces more and
more problems, which restrict the development of water
conservancy projects. On the other side, the traditional file
management mode can no longer adapt to the rapidly devel-
oping economic needs, so the introduction of digital archives
for water conservancy projects has become an inevitable
trend [1, 2, 3]. However, because the construction of water
conservancy projects requires the global deployment and

management of various units and resources, making the dig-
itization process of its archives difficult, the status of library
management leading to the water conservation institutions
requires acceleration transformation [4].

At present, digital archives of water conservancy projects
have less relevant research in foreign countries, and the
research in China is also in the initial stage [5, 6]. Although
the new “Archives Law of the People’s Republic of China”
provides legal and policy guarantees for the informationiza-
tion of construction files of water conservancy project con-
struction, the relevant research and application are still
focused on the initial stage of construction [7]. Other impor-
tant aspects of water conservancy project construction, such
as concrete production and mixing, and metal structure
installation, still lack effective information management
means [8]. In addition, the current digital file management
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methods are relatively simple, with the drawbacks of poor
antitampering and antirepudiation capabilities, and their
application range is also limited. In total, the current digital
file management methods cannot undertake the engineering
construction works involving significant safety needs [9].

In response to the shortcomings of traditional file man-
agement methods, this paper introduces blockchain and
keyless signature techniques [10], takes the concrete mixing
process as the research object, and conducts research on data
management in intelligent water conservancy construction.
The main contributions of this paper are demonstrated as
follows.

(1) By employing the smart keyless signatures, this
paper established a paperless concrete production
and operation management model to monitor the
concrete mixing process and prevent data tampering
during the process

(2) With the help of the consortium blockchain, this
paper built up an intelligent document storage
method to effectively supervise the progress, quality,
and safety of concrete production and then explore
general methods for encryption, storage, and trace-
ability of production files

(3) Integrated with the corresponding model and
method, this paper proposed a blockchain-based file
management system for concrete mixing procedures
and then implemented it in the Hanjiang to Weihe
River Project to improve the production manage-
ment capacity markedly

2. Motivation

Concrete mixing is a vital link in the construction of water
conservancy projects, and many engineering archival docu-
ments are generated during the mixing process to record
the concrete mixing details [11]. These files are crucial basic
information for project quality control and problem tracing
and are related to the whole life cycle safety of the project.
However, the management of concrete production files has
problems such as low informationization and insufficient
security at present [12, 13]. Firstly, the current management
method wastes paper. The volume of files related to concrete
mixing production is enormous. The amount of grouting
required for reservoir construction is usually more than
100,000 cubic meters, which will generate a massive amount
of paper data that is difficult to store and manage. Secondly,
the paper-based management method has less credibility.
The manually dumped paper files are not standardized,
and falsification of the paper files often occurs. Thirdly, the
traceability of the paper files is feeble. Currently, the catalog-
ing and archiving of concrete production files have not yet
formed a strict and complete discipline and management
system. Therefore, it is difficult to achieve practical traceabil-
ity issues tracing. At last, the current management methods
obtain insufficient security since the lack of security and
confidentiality control measures for the massive paper files.

In response to the above problems, more and more
researchers have devoted their efforts to studying the digital
file management of water conservancy projects, especially
for the informatization of the concrete mixing process, and
preliminary research results have been achieved. The repre-
sentative projects include the Jingtaichuan Dam in Gansu
Province, the Daxing Water Conservancy Hub Project in
Guizhou Province, and Chushandian Reservoir in Henan
Province [14]. However, these research results still fail to
completely solve the shortcomings of low antitampering
ability and poor antirepudiation ability of digitized archives
[15]. Digital archives are still exposed to risks, and they are
difficult to effectively manage the concrete mixing procedure
and ensure the procedure’s safety.

The quality of concrete production and the management
of related production documents are closely associated with
the safety of people’s lives and property. They have a high
level of tamper-proof and repudiation-proof requirements
[16]. Although the Chinese government has established the
corresponding laws to push forward electronic signatures
steadily, digital files are bound to be severe trust and security
concerns when transmitted over the Internet and stored in
centralized servers for long periods [17]. The higher the sen-
sitivity of the data, the greater the risk of using high-tech
means to “blacken” it. Apparently, there are substantial tech-
nical difficulties in achieving the highly informative manage-
ment of concrete mixing files paperless. How to help the
concrete mixing files and the corresponding data get rid of
the security threat becomes a hot topic in the intelligent
water conservancy field.

In 2009, blockchain technology was proposed to guaran-
tee the security of data. Recently, applications based on
blockchain have increasingly appeared in various fields of
daily social life, such as finance, public services, culture and
entertainment, data insurance, and general welfare [18–20].
However, the present archival research on the blockchain
mainly focuses on the feasibility of document archive man-
agement and specific application methods [21]. Many
scholars have proposed their application for standard archi-
val management based on blockchains, such as museum
archives, student archives, and medical information archives
[22, 23]. Other scholars have also discussed the challenges
and troubles that blockchain technology may face when
applied in archival management [24, 25]. But there are only
a few cases of the practical application of blockchain-based
archive management in hydraulic engineering fields [26].
In summary, applying blockchain and related technologies
in engineering construction archive management, especially
to critical aspects such as concrete production, has received
less attention from relevant studies domestic and abroad.

Based on the current research foundation in related
fields, this paper takes the whole concrete production pro-
cess as the research object, integrates blockchain technology
with the specific needs of water conservancy projects, and
improves the management quality of the electronic files in
the concrete mixing process. Meanwhile, this paper also pro-
poses a highly integrated information management system
to guarantee the data security of each step in the concrete
mixing procedure. The specific steps are as follows: first,
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study the relationship between the different concrete pro-
duction departments and establish a behavioral model
describing the concrete production process; second, design
and implement a distributed blockchain data structure for
concrete production process management; third, use keyless
signature technology to manage the type-in, modification,
and approval process of the concrete production files; finally,
all the files generated in the concrete production process are
uploaded to the blockchain to achieve openness and trans-
parency of the entire process, guaranteeing accurate trace-
ability of production files and quick location of quality
problems, thus effectively supervising the data quality and
safety in the intelligent water conservancy projects
construction.

3. Behavioral Model for the Concrete
Production Process

3.1. Process Sorting and Role Assignment. To establish a
behavioral model for the concrete production process, we
first need to sort out the production process. As shown in
Figure 1, the concrete production process is divided into
raw material preparation and concrete production parts.
Specifically, the raw material preparation part can be divided
into the import and test subpart. In contrast, the concrete
production part can be divided into the mix proportion
design subpart, the concrete mixture subpart, and the con-
crete test subpart.

The raw materials for concrete production include
cement, fly ash, admixtures, coarse aggregate, and fine aggre-
gate. The first three materials are transported and supplied
by the corresponding manufacturers, while the other mate-
rials can be produced by the mixing plant itself. As
Figure 1 illustrates, in the material import stage, the quality
and quantity reports are provided along with the entry of
the purchased raw materials. When the raw materials are
in storage, the laboratory of the mixing plant will sample
and measure them and then record the report of the material
test results in the ledger by computer. Besides, self-made raw
materials like coarse and fine aggregates are also tested in
detail and recorded by the laboratory of the mixing plant
either. At last, all these raw material inspection reports are
submitted to the supervision, and the supervision’s approval
allows the materials to participate in concrete production.

In the concrete production stage, the construction unit
submits an application of concrete to the mixing plant.
Moreover, the required concrete grade and performance
requirements, the required quantity, and the use purpose
are also informed to the mixing plant at the same time. After
receiving the application, the laboratory personnel in the
mixing plant will inspect the moisture content of sand and
stone, check the exceeding and inferior grain in aggregate
according to the relevant regulations, and then design the
concrete mixing proportion. After the supervisor confirms
the mixing ratio, the relevant mixing information is pro-
vided to the mixing plant. The mixing plant strictly follows
the ratio, sets the raw material feeding value, and operates
the mixing plant for concrete production. Besides, the raw
material temperature and weighing information are

recorded during the concrete mixing process according to
the regulations. After the concrete mixture, samples are
taken from the outlet of the mixing plant; then, the construc-
tion unit tests the samples’ quality and forms the sample
record and test report.

The role assignment could be set as follows by sorting
the concrete production process. The main characters
involved in the production process are the mixing plant,
the laboratory of the mixing plant, the construction depart-
ment of China Railway 12th Bureau (CR-12 in short), the
laboratory of CR-12, the supervisor, and the third-party test-
ing center. In specific, the mixing plant and its laboratory
worked in the raw material preparation stage, while CR-12
and the corresponding laboratory worked in the concrete
production stage. At last, the supervisor and the third-
party testing center took part in every stage of the concrete
production process to ensure the safe and reliable quality
of the whole concrete production process.

3.2. Classification of Concrete Production Files. The second
step of building the concrete production behavioral model
is to classify all the files involved in the concrete production
process according to their attributes. The files include the
raw material performance testing records before concrete
mixing, the concrete supply contact sheets, the descriptions
on concrete mixing proportion, the records about the mix-
ing process, the result of the concrete performance testing,
forms related to each cycle errata, and summaries. The coop-
eration of these files is demonstrated as follows: The manu-
facturers supply the raw materials to the mixing plant for
concrete production. After production, the mixing plant’s
laboratory samples the concrete and conducts a quality
inspection. If the concrete meets the quality standards, it
would be transported to the construction department of
CR-12 by vehicles. After the additional tests conducted by
the laboratory of CR-12, the construction department of
CR-12 builds the water conservancy facilities with qualified
concrete. At last, as a neutral third party, the supervisor
keeps on inspecting the concrete by commissioning a
third-party laboratory to sample and test the concrete at all
stages during the production.

In total, after summarizing the files involved in the con-
crete production process, 50 categories of forms are
obtained. There are a total of 29 forms related to raw mate-
rials, 1 contact sheet for material supply, 7 forms related to
the concrete mixing process, 12 forms related to testing,
and 1 form for erratum summary. The details are in
Figure 2.

4. Distributed Blockchain Data Structure

4.1. General Framework Design. Based on the behavioral
model, the distributed blockchain data structure can be con-
structed, and then, the preservation, categorization, and
management of the concrete production-related archives
can be achieved. The general framework design is illustrated
in Figure 3. In Figure 3, the archives generated in concrete
production are divided into temporal and spatial levels in
the order of warehouse blocks, procedure blocks, branch
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blocks, and cell blocks. The structure in Figure 3 represents a
comprehensive mixing procedure for a warehouse of con-
crete, and the warehouse is the fundamental quantity unit
in the concrete production process. Inside the data structure,
the subblock is composed of one or several distributed led-

gers. The functions and properties of each subblock in the
distributed blockchain are described below.

The top element in the distributed blockchain data struc-
ture is the warehouse block. The warehouse block contains
all the files during the concrete mixing process. In the actual

• Material quality
• Material quantity
• … …

Material
import

• Sample record
• Inspection report
• … …

Material test
• Aggregate moisture
 content
• Aggregate inferior
 grain
• … …

Mix proportion
design

• Operating record
• Discharge port record
• … …

Concrete
mixture • Sample record

• Test report
• … …

Concrete test

Figure 1: Schematic diagram of the concrete production process.
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Figure 3: General framework of the distributed blockchain data structure.
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environment, the whole construction procedure of the water
conservancy project is often divided into unit projects, divi-
sion projects, and cell projects. Furtherly, the cell projects are
refined into a series of sequential subtasks, and the data and
corresponding files generated in each subtask are formed as
a warehouse block. Like the example in Figure 3, during the
mixing process, the computers automatically record the pro-
duction data for each tray of concrete, including the set and
actual usage amount of the raw materials, the mixing time,
the use of the concrete, and other detailed information.
The warehouse blocks are made up of cyclic packets, and
they are numbered sequentially from 0001 onwards in chro-
nological order.

The procedure blocks are the blocks that indicate the
specific flows of the concrete production. Note that the block
could not be formed until the previous one is generated, and
all blocks in the same layer are chained together in a tandem
pattern. As shown in Figure 3, the concrete production pro-
cess contains five procedure blocks: data before mixing, sup-
ply list, data in mixing, outlet sampling, errata, and
summary.

The blocks in the branch block layer are the distributed
ledgers created and categorized by different roles in the con-
crete mixing procedure. For example, @Aa,@Ab,@Ac,@Ad
are the branch blocks under the same procedure block A
in Figure 3; they represent the file collections in the mixing
plant, the producer, the lab, and the supervisor, respectively.

The bottom layer in the distributed blockchain data
structure is the unit block layer. In this layer, the unit blocks
are the specific files, forms, images, or other media bound-
aries with archival requirements in branch blocks, marked
with 001, 002, and so on. As shown in Figure 3, each unit
block refers to one file created by a specific role.

Besides, the naming scheme of the proposed distributed
blockchain data structure is as follows: Firstly, “@” and “#”
in the front of each unit block number indicate if this block
is shared or not. Secondly, the warehouse block is often
divided into blocks for the raw material test, blocks for the
concrete inspection, and the other blocks. Among them,
the raw material inspection blocks record the samples and
the test results of raw materials, such as 200~400 t a sam-
pling unit of cement, 100~200 t a sampling unit of fly ash,
and 50 t a sampling unit of admixture. Thirdly, if the unit
block is shared, the provenance of the shared data should
be indicated, and the indication method is to add the name
of the warehouse block which contains the shared block.
For instance, if the cement test report is “×××××Ac013,”
suppose that a new cement test report is generated in ware-
house block “0020,” then its number is “0020#Ac013.” If the
next five bunker blocks “0021,” “0022,” “0023,” “0024,” and
“0025” need to quote the previous report rather than gener-
ating new cement inspection reports, then the quoted report
is named as “0020@Ac013.” But if the warehouse block
“0026” generates a new cement inspection report, then the
name of the report is “0026#Ac013.”

4.2. Distributed Storage Architecture for Digital Archives.
Based on the design of blockchain data structure, this paper
classifies the files according to different production roles and

then stores them in distribution. Specifically, the main char-
acters participating in the concrete production procedure
keep their own files locally. For instance, the construction
department that initialized and transmitted the supply list
would leave a copy of the list in the server of CR-12. Simi-
larly, if the mixing plant initiates the batching notification
form, then the form is stored in the computer of the mixing
plant. The rules for the rest of the file storage locations are
similar, except that the files that are shared by different
branches should be stored by both the sending and the
receiving units.

Moreover, the data-sharing scheme is another crucial
part of distributed storage architecture, and it consists of
two parts: the data sharing between files and inside files.
The data sharing between files means keeping the same sec-
tions’ consistency and accuracy in different files. There is a
mapping or logical relationship between information in
some files and information in the other files during trans-
mission. Therefore, when creating such files, we first store
this information in public memory and then automatically
obtain the corresponding data with the same content on dif-
ferent files. For illustration, “construction site, strength
grade, collapse level, and planned quantity” in the batching
order are derived from the contents “construction site, seep-
age and frost resistance, collapse level and outlet tempera-
ture, and concrete supply order” in the supply list.
Similarly, the “oversize content” and “undersize content”
on the batching notice come from the same contents on
the coarse aggregate test records. However, if the shared data
is inconsistent, we will issue warning messages to senders
and receivers. Then, the file is rejected by the receiver until
the sender makes corrections. During the revision, the char-
acter who makes the file first checks if the inconsistency is
indeed caused by himself then resolves this dispute by
amending the filled-in content. Otherwise, the inconsistency
is caused by the incorrect data in the system. Then, the dis-
pute will be temporarily put on hold through the consensus
mechanism and resolved through the errata at the end of
this warehouse block.

The data-sharing scheme inside files means that the files
are shared between different warehouse blocks. For illustra-
tion, in the raw material test stage, an inspection form for
raw materials may cover more than one warehouse block;
then, these blocks share the same inspection form. As men-
tioned above, the specific method to distinguish the shared
and the unshared data uses “@” and “#” symbols as
indicators.

5. Edge Computing Supported Intelligent
Keyless Signature

During the concrete mixing, every authentic and valid file
requires the principal’s signature of every department, and
the signature means the approval of the file content. This
signature process is represented as the form-filling operation
in the proposed model. However, there is a risk of tampering
with the file during the filling process. The traditional
approach is to introduce asymmetric encryption technology
in the file approval process to ensure the security of
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transmission and the file’s integrity. But this technical
approach has certain management risks because it involves
the management of an individual’s private key. Therefore,
this paper employs a keyless signature technology based on
edge computing to standardize the form-filling process and
provide security for electronic files.

5.1. Hash Tree Construction Based on Edge Computing. The
fundamental method for data security during the file trans-
mission is to use the hash function to make a calculation
on the file and then regard the calculation result as a digital
fingerprint to prove the file’s authenticity. In detail, the pro-
posed management model uses the SHA-256 hash algorithm
to calculate the file, generate a 256-bit hash value, perform a
series of operations with the hash value, and build up a hash
tree. The process is in Figure 4.

In Figure 4, x1 to x8 represent the hash values calculated
with the SHA-256 algorithm, and these values are the input
of the leaf nodes in the hash tree. hðÞ denotes the hash func-
tion, and the vertical line represents the join operation, but
hðx1 ∣ x2Þ ≠ hðx2 ∣ x1Þ. The hash tree introduces the hash
function to fulfill zero-knowledge proof and ensure that
the file is authentic. For example, suppose the initial data
x3 knows the hash values fx4, x12, x58g and their position
markers f1,0,1g. In that case, the root value can be recreated,
thus proving that x3 is involved in calculating the generated
root value. In total, based on hash chains, goals including a
fast comparison on massive data, locating the modified data,
and constructing zero-knowledge proofs, can be easily
achieved. The hash chain computing process is shown in
Figure 5.

Further, to secure data transfer and file integrity from
the spatial dimension, a large number of hash trees need to
be aggregated into Merkle trees simultaneously, and edge
computing is the best way to achieve such goals. A Merkle
tree consists of a root node, some intermediate nodes, and
a set of leaf nodes. Each leaf node is labeled with the hash
value of the digital file, while intermediate nodes other than
the leaf nodes are marked with the cryptographic hash of
their child node labels. Creating a complete Merkle tree
requires recursively hashing a set of nodes and inserting
the generated hash nodes into the tree until only one hash
node remains, which is also called the Merkle root. The con-
struction process of the Merkle tree is in Figure 6.

As shown in Figure 6, Merkle trees are created and
destroyed once per second. These trees are composed of a
hierarchical network of geographically independent distrib-
uted computing nodes. Each operates in an asynchronous
aggregation fashion, generating a hash tree by receiving hash
values from its subtrees transmitting the hash root values to
multiple parents. The aggregation process is theoretically
unbounded and runs on top of virtual machines or dedicated
hardware. Moreover, in a keyless signature system with a
multilayer aggregation hierarchy, the acceptable theoretical
limit of the system is 264 signatures per second.

5.2. The Intelligent Keyless Signature System. The keyless sig-
nature system based on Merkle trees is shown in Figure 7,
and the specific tree construction process can be described

as follows. Firstly, the department participating in the con-
crete mixing procedure submits the hash value (the blue dots
in Figure 7) of the file to the customized keyless signature
gateway. Secondly, the adjacent hash values are connected
in series, and then, an additional hash operation on the
concatenated values is performed again to calculate the
result. Subsequently, the newly calculated hash value is sub-
mitted to the upper layer for serial hash operation until the
Merkle tree’s root is created. Finally, the keyless signature
gateway returns a keyless signature to the department. The
keyless signature contains the hash value submitted in the
previous step and the sequence to regenerate the hash root
value. This keyless signature is a hash chain composed of
coordinates like the red dots in Figure 7. With this keyless
signature system, the concrete construction department
can ensure the spatial integrity of electronic data.

Except for guaranteeing the spatial integrity of the elec-
tronic files, the intelligent keyless signature system based
on Merkle trees can also ensure the temporal reliability of
the electronic files. The mechanism is illustrated as follows:
First, the keyless signature system stores the hash root values
in a shared database called the calendar database while cre-
ating and destroying every second. Specifically, since 0 : 00,
0 seconds on January 1, 1970, each second of hash values
has been regarded as a leaf node, forming a particular type
of permanent hash tree, also known as a Merkle forest.
The calendar hashes are periodically aggregated to generate
the integrity code’s hash value. In a keyless signature system,
the calendar database’s integrity code is regularly issued in
electronic and paper form in the world media, as shown in
Figure 8 [27]. After the integrity code is released in the elec-
tronic or paper-based public media, the authenticity of all
signatures can be evaluated by tracing back the integrity
code, thus ensuring the temporal integrity of the data. [28].

5.3. Signing and Verification of Production Files. Signing and
verifying the production files based on keyless signature are
illustrated in Figure 9. As the description at the top of
Figure 9, when a file is created and needs to be signed during
the concrete production process, first, the signatories make a
hash calculation on the file with the SHA-256 function and
then submit the hash value to the distributed keyless signa-
ture server. From the one-way nature of the hash function,
it is clear that the hash value is only the credential for apply-
ing a keyless signature, so the privacy of the original file is
still kept. In the second step, the keyless signature server that
receives the hash value performs a calculation through the
hash chain and returns a keyless signature starting from
the root node of the Merkle tree to the signatories as a
response. In the third step, the keyless signature server
timely releases the integrity code through newspapers or
other forms. Note that the integrity code is preserved in
the online calendar database after its release.

The verification of signed files usually occurs in the file
approval stage. As shown at the bottom of Figure 9, when
the validator receives a signed file from the previous signa-
tory, in order to verify the authenticity of the data, first
and foremost, the received file and its corresponding keyless
signature should be aggregated to conduct a hash
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computation. Next, the integrity code associated with the
signature file is figured out from the online database. Then,
a comparison of the integrity code with the hash computa-
tion result is conducted subsequently. If the comparison

result is consistent, it indicates that the signature data is
accurate and trustworthy, the file transmission and approval
process is in line with the standard requirements, and there
is no tampering with the data. If the comparison result is

x1 x2 x3 x4 x5 x6 x7 x8

x12 = (x1|x2) x34 = (x3|x4) x56 = (x5|x6) x78 = (x7|x8)

x14 = (x12|x34) x58 = (x56|x78)

xroot = (x14|x58)

Data item

Figure 4: Schematic diagram on hash tree construction.
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Figure 5: Schematic diagram on hash chain computing.
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inconsistent, it proves that the concrete production file man-
agement process is not standardized and data security risks
have occurred.

In summary, the implementation of the keyless signature
system could standardize the approval and writing process
of files during the concrete production process, supervise
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Figure 7: The keyless signature system legend.

Figure 8: The Merkel forest structure.
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every step of data generation, and eliminate irregular data
recording and internal tampering, thus protecting the secu-
rity of the concrete production file to a higher degree and
for a long time.

6. Production File Management Based
on Blockchains

6.1. Chain Structure Design. Based on the data structure and
the keyless signature system, the chain structure of the con-
crete production file and the corresponding data on-
chaining process are in Figure 10. When all the files involved
in each concrete warehouse are collected, each file’s hash

value, also known as the unit block in the distributed block-
chain data structure, is calculated separately. Then, a series
of unit blocks aggregate two by two to form a binary tree,
the root of which is called a procedure block. Thirdly, many
procedure blocks polymerize to a compound as a Merkle
tree, and the root is regarded as the warehouse block. Finally,
by aggregating the current warehouse block with the previ-
ous warehouse block into a Merkle tree and storing the root
of the tree on a trusted blockchain, the information security
of the adjacent two warehouse blocks can be ensured.

As Figure 10 illustrates, compared with the traditional
paper form files, the electronic files are more conducive to
data search and analysis. Besides, electronic information
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Figure 9: Data signing and verification process based on the keyless signature.
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security and traceability can be improved markedly by the
blockchain-based information deposition mechanism com-
pared with the conventional centralized storage database.

6.2. Automatic Data On-Chaining Mechanism. Creating one
warehouse block and uploading it onto blockchain means
that the mixing plant finishes an entire concrete production
task from batching, mixing to the end according to the
instructions. A warehouse usually produces tens to hundreds
of cubic meters of concrete. In the proposed model, the
warehouse blocks are at the top level, and adjacent ware-
house blocks are linked in tandem with time stamps. The
organization of each warehouse is in Figure 11.

As shown in Figure 11, the blocks of each warehouse
employ the Merkle tree structure to organize data, which is
compatible with the signature generation mechanism in
the keyless signature system. In Merkle trees, the two leaf
nodes on each set of forks represent two files, and the files
are paired two-by-two in the order of their generation time.
In Figure 11, the file hash is regarded as a unit hash, and the
branch hash is generated by two-by-two aggregation of all
unit hashes. Furtherly, the procedure hash is composed of
a two-by-two accumulation of branch hashes, and the ware-
house hash is made up of pair-wise procedure hashes.
Finally, the automatic data uploading is finished when all
unit hashes are chained to form a warehouse hash.

Due to the structural characteristics of the Merkle tree,
any changes in the underlying data will lead to changes in
its parent nodes and eventually affect the changes in the
Merkle root. So the Merkle tree has the advantages of effi-
cient comparison of a large amount of data, fast location of
modified data, and fast verification of incorrect data, which
are all demonstrated explicitly in the proposed management
model. For illustration, when two Merkle tree roots are the
same, the data they represent must be the same, which
makes data verification between different users possible.
Besides, when the underlying data is changed, its location
can be quickly detected by inspecting the corresponding
branch. With this feature, the proposed model can easily ful-
fill fast querying of the information about the abnormal data.
Last but not least, when it is necessary to prove the original-
ity and authenticity of the data, only the hash summary of
the data needs to be validated without knowing the exact
content of the data.

6.3. Smart Contracts and Consensus Algorithm. The smart
contracts in our blockchain management model are fulfilled
by introducing various forms of notification measures such
as emails and cell phone applets to inform users of pending
matters and remind them of the approval delays during file
flow. Beyond that, to ensure data consistency during the
automatic data on-chaining process, our model adopts
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Byzantine Fault Tolerance (BFT) [29] as the consensus algo-
rithm to synchronize the data to be recorded. The automatic
concrete production data on-chaining mechanism based on
the BFT consensus algorithm is shown in Figure 12, and it
can be precisely divided into five steps, which are as follows:

(1) When the supervisor starts the approval of the con-
crete mixing order, the action will be considered a
transaction, and the proposed model broadcasts this
transaction to all blockchain nodes, including raw
material providers and construction units

(2) After hash computation, the supervisor broadcasts
the hash value of the transaction to all blockchain
nodes

(3) Each blockchain node (participating construction
unit) makes a hash after receiving the transaction
and compares it with the supervisor’s hash sequence

(4) After all nodes receive the message that more than
half of the comparisons are approved, the transac-
tion is deemed to be established

(5) The transaction is recorded into the block

6.4. Validation and Abnormal Block Tracking. The valida-
tion and tracking of the production files can also be fulfilled
by the blockchain. As Figure 13 shows, the process is to ver-
ify the file’s integrity and record the location of the files that
failed the verification. Specifically, the information of the
abnormal file is retrieved from the database; then, the values
of the file and the corresponding warehouse are recalculated
according to the calculation rules at the time of uploading.
Subsequently, the newly calculated warehouse values are
compared with the corresponding uploaded warehouse
values on the blockchain in sequence according to the ware-
house organization order.

Suppose the comparison of the hash values is consistent.
In that case, all the electronic files in the warehouse are safe
and secure. It has not been tampered with, so it is unneces-
sary to continue comparing the detailed information of this
warehouse. But if inconsistency happens, the files contained
in that warehouse are lost or tampered with, so it is neces-

sary to continue to compare the hash value of each file in
that warehouse. The processes of file hash matching and
warehouse hash matching are the same; the newly calculated
file hash is compared with the file hash recorded on the
blockchain. The file that contains inconsistent hash compar-
ison results is recorded. Thus, the traceability of the prob-
lematic blocks can be achieved.

7. Model Application

7.1. Overall Architecture. In this paper, a concrete produc-
tion management system based on the proposed model has
been developed and implemented in the Hanjiang to Weihe
River Project in Shaanxi Province to verify the model’s prac-
ticality and security. The system adopts a B-S architecture,
and all users can log in and use it directly through a browser.
Figure 14 shows the overall architecture.

The concrete production information management sys-
tem mainly manages data related to concrete production in
the water conservancy project construction, including stan-
dardized management of file filling, unified management of
data archiving, and automatic uploading of production files.
The management system consists of user management,
menu management, process management, parameter man-
agement, authority management, and log management.
Through the network interface provided by the management
system, different construction units in the concrete produc-
tion system automatically import or manually enter various
information about concrete production and create electronic
files. After that, the file, branch, procedure, and warehouse
hash are generated sequentially, and then, they are organized
to the tree structure according to the distributed blockchain
data structure.

The generated hash values are uploaded to a credible
blockchain for deposition. The information interaction
between the blockchain and the information management
platforms is fulfilled through port calls. In our information
management system, the blockchain is the consortium
blockchain called the Blockchain-based Service Network.
This blockchain was jointly initiated by the State Informa-
tion Center, China Mobile Communications Corporation,
China UnionPay Corporation, and Beijing Red Date
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Figure 12: The implementation model of the consensus mechanism.
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Technology Corporation [30]. Besides, this consortium
blockchain provides the storage, verification, and traceability
of hash values and facilitates historical data security
verification.

In practice, the system was implemented in the Hanjiang
to Weihe River Project to collect and organize the concrete
production-related files in 2020. The total concrete produc-

tion volume in the project in 2020 was about 170,000 square
meters, which generated about 16,000 related paper forms in
total. At present, we have entered and uploaded some of the
files, including 18,000 square meters of concrete related to
more than 3,500 forms, and stored these records on the con-
sortium blockchain. The data server and the application
server configurations in our system are the same: both are
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dual-core and quad-threaded, with 8G memory and 500G
storage space, which meet the minimum requirements for
civil engineers [31].

7.2. Experiment and Analysis. The experiment for testing the
system performance is designed as follows: one warehouse
block is selected randomly as the experiment object from
the actual concrete production process. The target ware-
house block contains 40 files, including supply contact
sheets, production notification sheets, quality inspection
sheets, and errata summary sheets, recording a complete
concrete production process. The file creation and transmis-
sion are standardized with the keyless signature. After the
files are filled and verified, they are uploaded on the block-
chain for permanent storage. Besides, the time for the Mer-
kle tree construction, the keyless signature creation, the
signature verification, and files’ chaining are recorded sepa-
rately. The specific time spent on the four steps of the 40
concrete production files is shown in Figure 15.

As shown in Figure 15, the overall trend of keyless signa-
ture generation time per file raises as the production data
increases. By fitting the linear regression model, it can be
seen that the slope of the total keyless signature time is about
0.109. For each integrated keyless signature registration,
when the size of the Merkle tree increases, the keyless signa-
ture generation time of the following file will also increase by
about 0.109 s.

Secondly, the average time consumption for data on-
chaining is about 3.39 s, with a slope of -0.009. This erratic
fluctuation is caused by blockchain instability and network
fluctuations.

Thirdly, the time for the Merkle tree generation also
shows an increasing trend correlation with the keyless signa-
ture generation time because the keyless signature is based
on the combination of hash values from the root to the leaf
sequence of the Merkle tree and its corresponding sequence
coordinates. The slopes of Merkle tree creation and keyless
signature generation are similar by linear fitting, which indi-
cates that the creation time of the Merkle tree is the main
factor that increases the generation time of keyless signature.

Fourthly, the average time to verify the on-chain data is
about 1.38 s. The slope of the linear fit function is 0.019,
indicating that the verification is swift for on-chain data.
The verification efficiency is mainly affected by the structure
of the warehouse block.

Besides, we also conduct the tests on keyless signature
sizes. As shown in Figure 16, the keyless signature size of
each file is about 157 kb, and its storage cost is less than 1
penny. The keyless signature storage cost of the whole ware-
house is less than 0.1 yuan, and this cost is almost negligible
compared with the benefits of data security.

Finally, we use the number of transactions processed per
second as the criterion for system throughput to evaluate the
entire performance. The throughput of the relevant smart
contracts is calculated for different concurrent requests.
The number of concurrent requests is set from 100 to
1000, and 10 experiments are conducted in sequence. At last,
the average values are taken as the experimental results. The
throughput of the smart contracts is in Figure 17.

In Figure 17, the throughput of the write operation (data
on-chaining) is overall lower than that of the read operation
(signature verification). In other words, the write operation
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tends to be more time-consuming than the read operation. It
is because the write operation needs to hash the data and
generate a historical version of the old data to ensure the
traceability of the blockchain. On the other hand, read oper-
ation only needs to search and validate data based on index
positions, thus taking less time. Besides, the system’s
throughput increases with the number of concurrent
requests. However, when the number of simultaneous
requests reaches a certain value, the growth trend slows
down slightly. By calculation, the throughput stays 71 for

the smart contract with data on-chaining. In contrast, the
throughput for a signature verification smart contract is
about 62.

8. Conclusions

The digital archiving of engineering construction files in
intelligent water projects is of great significance. The block-
chain can provide security verification and integrity check
for electronic files, which guarantees the security of archive
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informatization and contributes to the realization of elec-
tronic archiving of files. This paper proposes a comprehen-
sive data management model for smart water system
construction based on blockchain and edge intelligence
and then implements it in the Hanjiang to Weihe River Pro-
ject in Shaanxi Province. Firstly, the behavioral model for
the concrete production process is summarized, and the cor-
responding roles that participate in the process are
abstracted out simultaneously. Secondly, the intelligent key-
less signature based on parallel edge computing is intro-
duced to ensure data security. The proposed model uses
the Merkle tree to construct a chained file structure and
standardizes the data entering, uploading, and checking pro-
cedure by the consensus mechanism. In the case study, we
have created a blockchain of 3,500 blocks according to the
decentralization requirement. In total, the proposed model
and the corresponding system have already taken a big step
forward in saving workforce and material resources and
improving the security and traceability of construction
archives markedly. We believe that through a more extensive
scope of application and continuous improvement, the man-
agement of archives in civil engineering, especially in smart
water projects, will eventually achieve the goal of
digitalization.
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