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Consumer expectations and demands for quality of service (QoS) from network service providers have risen as a result of the
proliferation of devices, applications, and services. An exceptional study is being conducted by network design and
optimization experts. But despite this, the constantly changing network environment continues to provide new issues that
today’s networks must be dealt with effectively. Increased capacity and coverage are achieved by joining existing networks.
Mobility management, according to the researchers, is now being investigated in order to make the previous paradigm more
flexible, user-centered, and service-centric. Additionally, 5G networks provide higher availability, extremely high capacity,
increased stability, and improved connection, in addition to quicker speeds and less latency. In addition to being able to fulfil
stringent application requirements, the network infrastructure must be more dynamic and adaptive than ever before. Network
slicing may be able to meet the present stringent application requirements for network design, if done correctly. The current
study makes use of sophisticated fuzzy logic to create algorithms for mobility and traffic management that are as flexible as
possible while yet maintaining high performance. Ultimately, the purpose of this research is to improve the quality of service
provided by current mobility management systems while also optimizing the use of available network resources. Building SDN
(Software-Defined Networking) and NFV (Network Function Virtualization) technologies is essential. Network slicing is an
architectural framework for 5G networks that is intended to accommodate a variety of different networks. In order to fully
meet the needs of various use cases on the network, network slicing is becoming more important due to the increasing
demand for data rates, bandwidth capacity, and low latency.

1. Introduction

Network slicing is a smart application idea for the Internet
of Things that is becoming more popular. There are a variety
of factors that affect network slicing [1], including resource
levels and physical infrastructures, critical enablers, and
security. Edge computing, cloud computing, the Internet of

Things, virtualization, Software-Defined Networking, and
smart services are just a few examples of the technology that
has emerged in recent decades. The many logical and phys-
ical network infrastructure needs that exist make it feasible
to slice networks for smart services. When intelligent trans-
portation technologies are deployed, automobile accidents
involving autonomous driving may be recorded in VANET
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[2]. As soon as a collision occurs, it is vital that you notify it
so that the amount of damage is minimized. The latency
requirements for smart agricultural services are lower than
those for smart transportation services, which is a positive
development. If agricultural intelligent transportation sys-
tem (AIS) slices are delayed, then the slices of intelligent
transportation systems (ITS) must be delayed much more
(L. U. Khan, 2019). Several smart services [3] are presently
able to handle network slicing [2, 3].

5G network slicing is made possible by the use of
Software-Defined Networking, network service virtualiza-
tion, and cloud computing technologies. It is possible to
provide flexible solutions to a broad variety of business situ-
ations and network traffic groups that are operating on the
same networks using a network slicing architecture [4].
Because of network slicing, it is possible to build many 5G
networks with the same topology but varying degrees of
efficiency and functionality. In addition to health care, intel-
ligent transportation systems, voice communication, and
other use cases, network slicing technology provides a broad
variety of services for a wide range of applications. The net-
work slicing diagram in Figure 1 illustrates the process.
When it comes to virtual networks, network slicing was a
strategy for integrating many virtual networks onto one
physical networking infrastructure [5].

As a guide for communication among members of a
development team, the software architecture acts as a model.
The software industry is expanding at a rapid speed, which
means that testing and maintenance may begin almost
immediately after a program is built and launched. I have
learned via my interactions with several team leaders, project
managers, and solution architects over the course of several
years [6] that change management in software is a challeng-
ing task. Consequently, it is critical to highlight the signifi-
cance of quality assurance throughout the software
development process in order to guarantee that reliability
and performance are not compromised in any way.

There are a variety of fields of knowledge that may
benefit from the same kind of reasoning, including testing,
maintenance, analysis, quality assurance, and program
debugging. Using slicing, the process is made more con-
trollable and efficient as a result of its overall effectiveness.
Customer service is crucial to a company’s long-term exis-
tence and profitability after it has completed product
development and distribution. Slicing appeals to me since
it focuses on connected services rather than development,
which is something I value. I consider it a huge pleasure
to have done anything in such a thriving area of thesis
research [7] as thesis research.

When it comes to software, slicingmay be used at a range of
levels, including inside individual programs as well as within the
general software architecture of large distributed systems. The
influencing situation that decides whether or not to flow the
backward or forward slicing [8] has an effect on the calculation
of slicing as well as the computation of slicing.

The application process is described in further detail
below. Depending on the behaviour of the program in
question, cutting might be either static or dynamic, and
vice versa.

Several publications, including Understanding Software
Architecture and Dependency Analysis, Software Architec-
ture Slicing, and Dynamic Software Architecture Slicing,
provide in-depth coverage of this subject.

Debugging time may be lowered by using slicing to limit
the amount of code that has to be inspected, and it may also
assist in understanding how variables affect programed com-
putations [9]. Analysis of a collection of sample instances and
test suites, which were all reviewed as part of this research,
was also carried out using slice-and-dice methods. It was also
possible to produce software measurements by using the slic-
ing technique. Later on, we will go into further depth about
software portability and how it works. It has the same func-
tionality as architectural slicing and the same advantages.
In the next part [10], we will go through the vast majority
of the slicing applications.

(1) Differencing is a method for discovering semantic
differences between two or more sentences

(2) Software maintenance is the act of making changes
to software while avoiding the occurrence of unex-
pected consequences

(3) In regression testing, by doing regression tests after
changes, you may reduce your expenditures (run
just the necessary tests)

(4) Parallelization is the process of converting sequen-
tial programs into parallel ones in order to increase
performance

(5) Debugging is the process of examining and analyz-
ing software

(6) Tests for safety-critical component interaction
(SQA) look at how safety-critical components
interact with one another

(7) Design choices are abstracted from the source code,
and the outcomes are examined in order to acquire
a knowledge of the design

(8) Software, programs, and systems are all subjected to
testing. By two or three times, the quantity of state
space (SPIN/SMV) may be reduced in size

(9) System and program integration is the process of
bringing systems and programs together

(10) Check the collision between nodes

(11) Probability of node junction is determined

(12) Fault tolerance is determined using the specializa-
tion of nodes in the network

(13) Mobility of node is determined in the network

This technique employs hybrid macro-, micro-, femto-,
pico-, and relay nodes in addition to the traditional ones.
It is envisaged that an integrated network ranging from the
WAN-LAN to the PAN levels would provide unprecedented
amounts of storage capacity.
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When it comes to handling a large number of connec-
tions while preserving user happiness, the transition from
homogeneous to heterogeneous networks was considered
crucial [10].

In recent years, homogeneous networks have been
plagued by issues such as limited data capacity and deterio-
rating spectral efficiency [11].

Heterogeneous networks will be used to improve net-
work coverage, service quality, and throughput by increasing
the number of nodes on the network [12]. Heterogeneous
networks are capable of supporting a wide range of applica-
tions, all of which are network-friendly and adaptive.

The development of networks starts with the first genera-
tion, which is comprised of wireless telephones, often known
as cell phones, and continues through the successive genera-
tions of technology. The 1G standard made use of mobile
radio-telephone technology that was developed in the 1980s.
The 1G standard included enhancements to the IMTS, AMTS,
MTS, and push to talk systems (PTT). Radio waves were used
to connect the first computers to the Internet. With the use of
a technique known as frequency division multiplexing, the
voice call was modulated to 150MHz and sent between two
radio towers at the same time (FDMA). It established cellular
networks by causing disruptions in current network technolo-
gies, providing the framework for today’s wireless mobile
communication infrastructure.

This system featured a restricted amount of capacity,
poor voice quality, inconsistent handoff, and no security
protection [13]. Intruders and hackers took advantage of
the weaknesses in the networks. Because of the smoothness
of the analog curve, it was able to be transmitted across vast
distances even when the speech quality deteriorated with
time. In contrast to 2G calls, the quality of 3G calls dropped
but did not fail [14].

5G incorporates all advanced capabilities, establishing
the framework for the integration of all previous generations
and the fulfillment of the massive data demand of the
future [15].

These technologies form an integrated paradigm that is
reliant on Internet Protocol (IP) communication protocols
for their operation. Users may connect with one another over
a network in a number of scenarios using this paradigm. 5G’s
technology will surely solve concerns like as frequency slicing
and data rate [16] that have been raised. Massive channels will
be accommodated without the need for streaming in 5G
thanks to software-defined radios (22, 23).

Quality of service (QoS) has transferred from the level of
the equipment to the level of the network throughout time,
and this trend will continue in the future generation of
networks. Prioritizing traffic, particularly, video and VoIP
traffic will aid in the management of traffic congestion. To
address the algorithm-driven mob performance issue,
software solutions and network intelligence will be crucial
in the proposed effort [17].

2. Background Analysis

As complexity and demand increase, 5G networks should be
able to handle vast volumes of data and services in a manner
comparable to that of existing networks [18]. The new tech-
nology will make it feasible to have an unlimited number of
international connections as well as continuous access to
information. Due to the fact that technology is progressing
at a faster pace than ever before, digitalization and automa-
tion are becoming more prevalent in our daily lives. It is
predicted that the next generation of wireless networks will
provide new and unique services [19], despite the current
abundance of services. A major emphasis was put on the
concept of “Always Best Connected” (ABC) by previous
generations, which was widely acknowledged in practice at
the time of their formation. Fifth-generation (5G) networks
are aim at delivering the most reliable connection possible
by using the Wireless World Wide Web (WI-Wi) protocol
[6]. It will be necessary to develop high-quality-of-service
requirements in order to facilitate the spread of future
broadband services. As transmission costs are predicted to
fall in the next years, current techniques and approaches will
become uncompetitive. Technology disruption will very
certainly be exploited if the number of networked devices
continues to expand, as projected by the forecast. Increasing
the quantity of spectrum or infrastructure available to teleo-
perators to accommodate excess consumer demand will no
longer be sufficient to address the issue of teleoperators
[19, 20]. In order to address the demands of the present
generation while simultaneously offering services to the
future generation, network technology must continue to
grow. Build on old technology to provide innovative con-
cepts that will assist to protect and prosper the next wireless
communication sector (5G) in the future (9). The findings of
three wireless network installation case studies [21] were
used to identify the optimal location of functional units that
contribute to mobility in relation to one another. In light of
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Figure 1: Network slicing in 5G network functionality.
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the fact that end-users are mobile and the wireless environ-
ment is dynamic, it is necessary to plan ahead of time when
installing the functional block that will be most closely asso-
ciated with the end-user. In the event that such a system is
implemented, it will present users with extra alternatives
when it comes to picking their network [22].

A brief review of different mobile networks, as well as
future network communication challenges, was offered by
the authors of [5], who stressed the significance of 5G
networks throughout their presentation. [5] Another topic
covered in this article is the growth of various additional
mobile networks. The most important characteristics were
compared [23]. When it comes to real-world services given
to consumers, cloud computing and architecture for mixing
a variety of resource allocation methods (RATs) have been
created as a means of centralizing control. They considered
it really intriguing that the researchers in [6] looked into
the difficulties and solutions linked to future technologies
and 4G wireless digital infrastructure, and they concluded
that they were highly interesting opportunistic and cognitive
communications, cooperative networks, multicast services,
small cell deployments, scheduling, and resource allocation,
and a summary of research outcomes in these areas is
provided. They are intended to satisfy the network’s require-
ments in the future [24]. Specifically, the authors of this
research identified five technologies that have the potential
to cause architectural and component-level design disrup-
tion [25] and explain to them as follows: the article
addressed several design methods, ranging from those
driven by the base station to those that are device-centric.
It is the purpose of this study to offer an overview of milli-
meter wave technology and how it may be used in a wide
variety of applications. [26] provides a thorough discussion
of the structural alterations necessary for massive MIMO
and multiplexing for smarter goods, as well as examples of
these improvements. The underlying ideas of each technol-
ogy, as well as their implications for 5G and future research
challenges, were discussed in detail. In contrast to the evolu-
tionary technique, a revolutionary strategy for 5G networks
(9) has been promoted in opposition to the evolutionary
method. A further study into wireless network design and
services in the future is encouraged, according to our recom-
mendations. For the sake of demonstration, the writers com-
pare and contrast multiple decades of network technology,
highlighting their relevance and benefits over preceding
generations in order to make their thesis. In-depth treatment
is offered for study subjects such as real-world wireless
settings, new devices, and protocols, among other things. A
thorough discussion of the problems and obstacles that
prospective researchers may encounter is provided [27].

3. Working Process of Network Slicing

Figure 2 depicts the three levels of network slicing: resource,
network slice instance, and service instance.

Network slicing layer isolationmight be physical, language-
based, or virtual-machine-based. While physical isolation is
possible at the network infrastructure layer, language-based iso-
lation is preferred at the network slice and service instance layers

[28]. Finally, virtual machine-based isolation may occur at the
resource and network slice instance layers [29].

Network slicing is used to produce separate slices of a
network based on various qualities such as low latency, high
bandwidth (network capacity), and mobile broadband.
Network slicing may be utilized to meet the needs of diverse
use cases. The advantages of these slices may be utilized for
many purposes [30].

5G network slicing has various concerns. For example, in
5G networks, radio-access networks must integrate network
slicing and advanced network architectures. So, network
design must be improved to meet network slicing model
needs. Adapting the 5G network slicing concept to user
demands requires modifying the network architecture [31].

NS is used to generate network slices for distinct end
users. End-user requirements differ from one end-user to
another, and the network services delivered to them should
also vary. Physical infrastructure networks are more compli-
cated to service user demands, whereas user-based networks
are likewise difficult to build and need a lot of expertise,
time, and money. Also, user-based network services make
network infrastructure affordable [32].

Virtualization is vital in 5G networks to accommodate a
broad range of use cases. So it is critical to incorporate
network slicing in 5G networks.

4. Enabling Technology

Using software and virtualization on the underlying network
infrastructure, the 5G-NSUE paradigm proposes to con-
struct distinct NS (network slices) according to different
use cases.

The different points for 5G network slice construction
are described below.

Layer of Resource 

Sub Network Instance layer 1 Sub Network Instance 
layer 1

Layer of Network Slice Instance 

Network Slice Instance layer 
1

Network Slice Instance layer 
2

Layer of Service Instance 

Service Instance layer 1 Service Instance layer 2

Resources/Infrastructure network 
functions

Figure 2: Network slicing layer.
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(i) Implement network slicing based on network area
selection. The 5G network slice scope

(ii) Analyze how network slices should be distributed
according to use scenarios

(iii) Find out which network slicing technology is
incorporated

The existing slicing methods are effective when com-
pared. The similarities include slicing criteria, dynamism in
software design, style, and descriptive language. It illustrates
the basic requirement of slicing methodologies for software
architectures [33]. Because these architectural slicing
approaches have limits in supporting architecture and do
not allow dynamic changes during runtime, software archi-
tecture modification is permitted here. They just care about
slicing, despite the fact that the result is not assured. We
used architectural slicing to enable software dependability
and other elements of software reliability.

The 5G network consists of base stations, switching
centers, mobility management units, and end-users. The fol-
lowing five components are more crucial for the 5G network
constructing slices either individually or together. The second
component is to execute overall slicing or network slicing [34].

The third aspect should supply NS (network slices) to
various network use cases. 5G network slicing generates sev-
eral slices with varying features to satisfy different use cases.
The third component considers features such as high mobil-
ity, security, low latency, high bandwidths, and resources.

The fourth aspect employs virtualization and software
approaches.

Other 5G network slicing enabling approaches are given
below.

(1) Computer fog

(2) e-commerce

(3) Cloud-based tools

(4) Virtual technique

(5) Docker

4.1. Framework of the Proposed 5G-NSUE Model. Figure 3
represents the overall processing of the 5G model.

4.2. Components of the Proposed Work. Table 1 shows the
components of the proposed work 5G-NSUE model. The
table consists of two-column components and attributes of
each use case.

Figure 4 gives that the SDN (Software-Defined Network-
ing) andNFV (Network-FunctionVirtualization) technologies
were employed in the integrated suggestedmethodologies. It is
possible to accomplish the aforementioned goal via the use of
SDN (Software-Defined Networking) and NFV (Network-
Function Virtualization), which are applied to physical
infrastructures such as Radio Access Networks (RANs), user
equipment, and the core network. It is via the Radio Access
Network (RAN) that the equipment of the user is linked to
the network, which is in turn connected to the core network.

Finally, the core network establishes a connection with the
general public Internet [35].

The network slicing component will cut the slices of the
network by using the virtualized and software components,
respectively. The NS (network slices) are formed in response
to the demands of the numerous users who are connected to
the network. The user needs are obtained via the use case’s
request for a slice, which is made by the use case itself.
Following the construction of slices, the separation of slices
must be completed based on the slice type. The subcompo-
nent is responsible for carrying out the aforementioned
procedure (isolation slice).

5. Network Slicing Issues

(i) Chaining of intelligent service functions is discussed
in detail in Section 1 of this document (also known
as service function chaining). The fundamental
purpose of implementing intelligent service func-
tion chaining is to be able to operate on a variety
of network services on a single node or across
numerous nodes by using virtual machines running
on different nodes, as described above. Each node
has a limited amount of bandwidth and resources
available to it for the purpose of connecting with
the other nodes. It is necessary for the SFC to
choose the most energy-efficient and computation-
ally late nodes feasible in order to improve both
energy efficiency and computational latency (service
function chaining). Routing is utilized in combina-
tion with a reinforcement learning-based SFC
(service function chaining) scheme (S. I. Kim
2017) as well as a deep learning-based SFC (service
function chaining) scheme (J. Pei 2018) to enable
SFC (service function chaining)

4. Use 
technology

3. Create 
network slices

2. Find scope

1. Select network 
area

Figure 3: Overall processing.
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(ii) Slicing while taking movement into mind, when it
comes to resource allocation in smart applications,
network slicing is one of the most challenging prob-
lems to solve. There are also a range of challenges to
reckon with as a result of the very high density of
5G networks as well as the handovers for different
access networks. Nevertheless, in comparison with
the installation of augmented reality-based apps,
these concerns are handled by the use of a system
of mobility-aware slicing. The issues are not totally
resolved; however, since periodic handovers will

occur on highways when autonomous autos are in
operation, on-demand slicing techniques that are
specific to each customer are required to achieve
success as a consequence. The researcher proposed
a Lagrangian dual-decomposition-based solution
as well as game-theoretic methodologies, which
were especially designed for resource allocation in
network slicing applications (H. Zhang 2017)

(iii) In network slicing forensics (also known as network
forensics) (also known as network forensics),

Table 1: Proposed work 5G-NSUE model components.

S. no. Input networks Attributes

1 (1) User equipment
Fifth-generation cellular network
The mobile base station, antennas

Device

2

(1) Network slice
(i) Creation of slice
(ii) Isolation slice
(iii) Management slice

Slice type
Scheduling and management

3.

(2) Use case
(i) High mobility
(ii) More secure
(iii) Decrease latency
(iv) High bandwidth capacity
(v) IoT

Vehicular
Reliability

Wait time, delay
Speed

Humans, machines

Firewall

Modem Pool
BES Control

BES Control

BigFix Server

BES Management 

RouterBES Control

PC

BES Server

Remote 
Office

Enterprise Network

Internet

PC

PC PC

PC PCPC

PC

Figure 4: Methodology of proposed work.
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different security levels inside a network will
increase the degree of the network’s vulnerability
to attacks as a result of network slicing. Current
forensic procedures for the Internet of Things
(IoT) and cloud computing (CC) must be updated
and combined to provide new forensic techniques,
notably for network slicing, in order to be effective.
In addition to being useful in worst-case attack situa-
tions, these new forensic methodologies are also use-
ful in the analysis of attack sources and the
identification of attacks in uncertain contexts. As a
consequence, various novel forensic methodologies
to identifying network slicing attacks will be devel-
oped and implemented

Dynamic spectrum slicing is becoming more important
for slicing networks as a result of the increasing demands
of consumers. There will be underutilization or overutiliza-
tion of the spectrum in the fixed spectrum slicing scenario,
respectively. As a consequence, in order to avoid these
challenges, we must use dynamic spectrum slicing. To react
to changes in network traffic, it was proposed that a policy-
based dynamic spectrum slicing approach be employed. It
was also advised that Markov modeling be used to assign
user traffic, which would assist to improve the overall perfor-
mance of the slicing algorithm in general.

When it comes to security mechanisms, adaptive secu-
rity mechanisms are a kind of security mechanism that
changes depending on the circumstances.

In particular, network slicing raises significant and
difficult security challenges, especially for systems that
run at many infrastructures layer levels at the same time.
A few of the security concerns that must be addressed
are as follows: all of the following are possible: security-
based multidomain, security-based interslice, and
security-based intraslice. If you use a traditional machine
learning-enabled network, you run the danger of having
your information compromised.

In circumstances when we are concerned with discover-
ing all dependencies on a certain application or architecture,
we use a static slice to accomplish our goal. It is often used
for the purposes of study and inquiry. This strategy is used
to locate the relevant statements using a technique known
as static slicing. The relevant statements are identified based
on the slicing criteria that have been set, and the relevant
statements are found using this technique. It is possible to
do an analytical study of the program and software architec-
ture in order to aid in debugging, dependency analysis, and
other operations.

For example, if we are interested in knowing only run-
time relevant statements depending on the stated values of
the slicing criteria, we may be able to achieve our goal of
knowing only those statements by using dynamic slicing to
achieve our objective of knowing only those statements. It
is common to use static slicing to construct a significant por-
tion of an original program, particularly when dealing with
complex programs that contain array and pointer variables,
whereas dynamic slicing incurs an inexcusably high cost in
terms of execution time and should be avoided whenever

possible. Specifically, a dynamic slice is a collection of pro-
gram statements or components, as well as connections, that
have the potential of substantially impacting the value of an
arbitrary variable at a given architectural or program level in
a certain architecture or program. In recent years, it has been
revealed that dynamic slicing may be used for user-level
debugging, as well as for applications aimed at improving
the quality, reliability, safety, and efficiency of software, all
of which have been identified as potential candidates for
dynamic slicing.

The objective of needing relevant statements first and
foremost in the first place is connected to the goal of cutting
in one direction in the first place. It is determined which way
the phrase is sliced by the existence or lack of words such as
“affecting” or “affected by” inside it. It depicts the calculation
flow of the slicing method in graphical form. The calculation
of backward and forward slices, on the other hand, is carried
out in a manner that is identical. The only difference
between the two is the manner in which the flow is trans-
ferred through the system.

When looking for important statements in the future
direction that are influenced by an exciting statement in a
program or design, forward slicing, which is a method of
computation flow, may be applied. Slices in the forward
direction are made up of all control statements and predi-
cates that may be influenced by the variable in question. For-
ward slicing is a debugging and understanding technique
that is used to display filtered code that is reliant on a single
variable, statement, component, or connection in order to
debug and understand a program or architecture. Moreover,
it is used in order to demonstrate unfiltered code that does
not rely upon any single variable or statement nor on any
unique component or connection.

6. Network Slicing in 5G Network Issues

The most pressing issues that in-network slicing in 5G net-
works must address are those of security and privacy for us.
The existing method does not address a number of issues that
have remained unsolved for some time. Immediately behind
that, mobility is one of the most serious issues facing network
service providers. It has been shown that mixed-integer linear
programming and other approaches (heuristics) offered by a
large number of writers are successful in resolving the mobility
problem. The reality is that there are still certain limitations,
and an in-depth examination of complex applications in the
real world is required in order to properly fulfill the demands
of users and their expectations.

Though still in its early phases, slice management faces a
number of issues, including the isolation of interslice
resource allocation and the isolation of intraslice resource
allocation, which have yet to be overcome.

(i) Several controllers should be offered in the control
plane, and an SDN controller should be utilized to
manage all services, as mentioned in the preceding
section, in order to improve the availability and scal-
ability of 5G services. Figure 5 gives the accuracy rate
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Figure 5: Accuracy of the sensor networks.
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Figure 6: Loss of the proposed work with existing method comparison.
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(ii) In order to enhance the services, dynamic network
slicing is necessary

(iii) It is necessary to pay more attention to the alloca-
tion of resources throughout the various slices

Figure 6 gives the comparison of proposed system with
existing system. Figure 7 gives the sensor data of the pro-
posed work.

7. Conclusion

The latest advances in the telecoms industry indicate that
network slicing will be a major component of 5G networks
in the near future. Network slicing techniques cannot function
successfully unless the underlying network architecture is
virtualized, and the appropriate software is installed. In order
to make the architecture more flexible and dynamic, SDN
(Software-Defined Network) ideas were included in 5G
network technology. This allows for a broader range of appli-
cations to be built in today’s modern environment. Network
slicing is also a new technology that is enabling the strategy
to change old cities into new smart ecosystem cities while also
considerably improving the overall quality of life for the
general people.
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