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Patient’s medical records are now accessible from anywhere and at any time, thanks to the Internet and the changes it has wrought in
the healthcare industry. Electronic health records were dogged by a lack of standards, but that was not the only issue. Decentralized
online ledgers were already being proposed and used to solve interoperability and privacy issues when blockchain-based systems were
first built. As far as technical issues go, scaling, usability, and accessibility stand out. On the one hand, it is difficult to keep secure access
control measures on-chain while simultaneously keeping a wide range of medical data off-chain. Finding out who owns what and
spreading access control of data is the second challenge in medical settings. Using temporal blockchain, the Secured Healthcare
System (SHS) aims to address these problems (TB). As an SHS fundamental building piece, the context-based Merkle tree
emphasizes privacy, enhanced integrity management, and access control methods (CBMT). For interoperability and scale control,
the framework uses temporal features, HL7 criteria, and IPFS data management (IPFS). Personalized micro booklet (PML) security
was found to be affected by the SHS framework, namely, on the time-based shadow notions and the contextual components of the
PML (PML). Taking advantage of the architecture’s enormous potential to solve the challenges of siloed data and enabling tamper-

proof, secure healthcare transaction has been sought.

1. Introduction

A massive amount of health data is generated on a daily
basis, and this volume continues to grow. It is challenging
for healthcare practitioners to interact efficiently since the
health information about each patient is distributed among
a number of different organizations. Maintaining the secu-
rity and privacy of a large amount of health information is
a tough undertaking, particularly in today’s society [1]. The
problem of interoperability across numerous service pro-
viders is one that is difficult to resolve. The recovery of infor-
mation and the interchange of health data may become

much more difficult for patients and suppliers if monetary
incentives are utilized to encourage the blocking of health
information. Current technology maintains the patient’s
health record in a cloud-based storage system that is accessi-
ble from anywhere. Companies such as Amazon and Micro-
soft are using a centralized cloud to operate their operations.

Even while cloud computing offers several advantages,
protecting and managing personal information is a challeng-
ing task, particularly when dealing with sensitive informa-
tion such as electronic health records. Each and every
individual is responsible for ensuring that a patient’s elec-
tronic health record is maintained secure and private. With
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a centralized cloud, privacy and security are two of the most
important issues to consider.

The decentralized nature of the cloud reduces the secu-
rity risks that might otherwise arise in a centralized cloud
environment. There are a vast number of nodes hosting
the information, which is stored in a decentralized directory
that is not controlled by a single body. Increasing the
amount of money spent on the storage of health information
is not essential. Story, Maid Safe, File Currency, Sia coin, and
other decentralized cloud systems, as well as other decentra-
lized cloud systems, have been used to store health data [2]
and other types of data. Hundreds of decentralized online
books have been created to address issues like interoperabil-
ity and privacy, as well as scalability, integrity, usability, and
accessibility in decentralized online environments. Some of
the more notable ones are as follows: one of the first chal-
lenges that the healthcare system will face is the preservation
of various types of medical information, including text,
video, and picture, among others, that are currently stored
off-chain but will be made available in the future securely
via the blockchain, such as patient records and prescriptions.
Maintaining compliance with a myriad of standards while
exchanging health information across many providers is
the most challenging component of the process. A protocol
called HL7, which is often used for sharing text files between
various providers, is used in order to exchange image data
between suppliers and the DICOM standard.

In the healthcare system, the first challenge is that
diverse forms of medical information, such as text, video,
and image, among other things, are preserved outside the
chain of custody so that they may be accessed safely at a later
time. Compliance with a range of standards when exchang-
ing health data across many providers [3] is the most chal-
lenging challenge to overcome. The HL7 standard is used
for the transmission of image files between healthcare pro-
viders, while the DICOM standard is utilized for the transfer
of text data between healthcare organizations.

A secure e-health architecture (Sefira) is proposed in this
study, which combines a progressive temporal blockchain in
order to address the difficulties outlined before. This para-
digm placed a strong focus on the validity and integrity of
electronic health records as its central theme. In particular,
the architecture is intended to preserve the electronic health
record without requiring the participation of a third party.
In the healthcare industry, the blockchain is used to verify
the legitimacy and integrity of patient information, as well
as to prevent fraud and identity theft. Sefira’s most essential
components are the context-based Merkle tree (CBMT) and
the context-based access control (CBAC) of a Smart Con-
tract, which are both implemented in Java. Smart Contracts
have been developed to include the first of them, which is a
decentralized network of electronic health data as well as
information on access limitations.

As the industry continues to evolve at a rapid rate, block-
chain adoption is gaining significant traction.

Many firms have begun to develop use cases, and there
has been a large increase in investment in blockchain-
related ventures. Although blockchain is still in the early
stages of development in terms of technical maturity, the
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number of unique experimental adoptions and customiza-
tions is increasing all the time. Blockchain has the potential
to displace an established technology and shake up the
industry, or it has the potential to be a ground-breaking
product that creates a completely new industry, and initial
trends with the rise of cryptocurrencies have signaled that
blockchain has the potential to be disruptive for the banking
and financial services industries.

By removing the need to pay fees for using credit or debit
cards, cryptocurrency has the potential to destabilize a cen-
tralized banking system and disrupt financial markets.

2. Related Work

The majority of the research in question suggests that a
blockchain-based health architecture should be imple-
mented. The study focuses on the integration and interoper-
ability of electronic health records (EHRs) using blockchain
technology.

Medrek is a blockchain-based decentralized healthcare
system that was developed in the United Kingdom. When
dealing with sensitive information, confidentiality, authenti-
cation, and data exchange are essential components. Some
individuals, such as public health organizations and scien-
tists, rely on these factors. It might perform the role of a
miner, granting access to anonymized data. The notion
proof is used by the Medrek [4]. In order to retain health
information and a medical prototype, Medrek used the
Ethereum blockchain.

Patient-centered healthcare saves money by cutting out
the middleman [5]. Decentralized system that also ensures
data security is what blockchain is all about! Patentor is a
way for creating a patient-centered health record. The paten-
tor Smart Contract allows you to define access privileges
depending on your position. The key concerns of the patient
are the integrity and interoperability of the system. Block-
chain ensures that HIPAA laws and standards are followed
and that they are compatible with one another.

Medi chain is a type of consensus based on evidence of
labour performed in a secure environment [6]. It is a
patient-centric data management system that is utilized in
both the mobile app and the standard web browser, accord-
ing to the company. The Linux Foundation is responsible for
the upkeep of the hyperbook, which contains the health
information. The RBAC-SC is primarily concerned with
providing access services that are dependent on the duties
of other organizations [7]. It performs checks with various
authorities by using attribute-based encryption [8].

A blockchain-based exchange of health information,
Blochian, is a platform that maintains a wide range of med-
ical data [9]. Because of the mix of off-chain and on-chain
checks, the system is more secure and authenticated. The
blockchain contains electronic medical data, as well as per-
sonal medical records for each individual.

The primary flaw with older systems is that hackers
attempt to learn the input value by providing varied input data
and predicting the most probable hash result from that data.
Because of the weak hash function, the collection conspires
against the time of the hash chain, and it has been shown to
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be a limitation on the states of the hash chains that have been
authorized as cooperative evidence as a result of this.

2.1. Blockchain-Based Healthcare Organization. The quality
of healthcare services varies greatly from country to country.
The majority of countries do not have public services, but
some do have privatized services and others do not have
open access to intellectual property. These disparities high-
light the difficulty of delivering healthcare to a large number
of individuals. In the healthcare industry, security is a crucial
issue to deal with. The use of the blockchain to protect the
safety and confidentiality of critical medical information is
becoming more popular. Between 2009 and 2017, a total of
more than 176 million patient data were stolen [10]. The
firms believe that distributed ledger technologies (DLTs)
are the only method of resolving issues with medical infor-
mation. Due to the fact that blockchain may be utilized as
an interoperability or traditional layer, it might be beneficial
for communication between systems of various types.

The blockchain is being used by the firms listed below to
assist in the transformation of the management of patient
data and electronic health record systems. Despite the enor-
mous potential of blockchain technology to expand and
improve the value of the healthcare system, just a few firms
have begun researching it. The healthcare framework is still
being developed by the majority of firms. Some organiza-
tions concentrated on patient centricity, while others con-
centrated on traceability of drugs, billing methods, and
other aspects of business operations. The many firms each
concentrated on a certain procedure. The majority of the
company’s healthcare infrastructure is only a prototype that
was never put into operation in the real world of healthcare.
In terms of interoperability, the most important consideration
is that the blockchain hash must be compatible with the prior
system. Blockchain healthcare startups such as Guard Time,
Medrek, Roomed, Pocketbook, Factor, Stratum, and Tyrion
are among the many emerging technologies in the field [11].
Table 1 depicts a high-level overview of the healthcare organi-
zation that is built on Blockchain technology.

2.1.1. Medrek. Medrek, a blockchain-based health system
that manages information about patients’ health, is the most
widely used blockchain-based health system. The decentra-
lized Medrek ledger stores all patient information and is uti-
lized by the therapeutic community (doctor), patients, and
medical scientists to make decisions about their care.

2.1.2. Stratum. As previously mentioned by Richard Cae-
tano, CEO of Stratum, he aimed to produce a proof of con-
cept in order to conduct clinical trials. Building a safe health
system that can be shared across labs, clinicians, and
researchers is the goal.

2.1.3. Factor. The primary goal is to build a secure means of
storing health data using blockchain technology that is
accessible to hospitals and other management personnel. It
is possible to connect each patient’s health record to a safety
chip that contains patient information and allows an autho-
rized person to access the information.

The Estonian company, KSI Blockchain Technology, has
a workforce of 150 cryptographers and has developed block-
chain technology. The Netherlands, the United States, the
United Kingdom, and Singapore are among the countries
where the guard works throughout the day. They are part-
ners in the distribution of media and insurance. In 2017,
the government of Estonia decided to implement a guard
time system to secure the electronic health records of over
a million Estonians. The KSI blockchain technology is being
used to preserve the electronic health record [12].

2.1.4. Pocketbook. Pocketbook is an API company that pro-
vides a blockchain solution based on the Do chain protocol.
When it comes to the medical services industry, the Do chain
is a transmitted exchange system that operates on money and
clinical information. As the hidden record for meeting chip-
level blockchain requirements utilizing Intel processors, the
firm makes use of the open-source Hyperledger Sawtooth
from Intel, which is developed by Intel [13]. The hyperedge
transaction is handled via the use of an intelligent contract.

2.1.5. Tyrion. Tyrion made use of blockchain technology in
order to safeguard the patient record. Every record, as well
as pharmaceuticals with an approved history of ownership,
is stored in this system. The organization makes use of time
signatures and credentials to ensure that the whole system
runs smoothly.

2.1.6. Roomed. Roomed is a platform that blends artificial
intelligence and blockchain technology to deliver health ser-
vices to patients. The company gathers patient information
using chatbots, wearable analytical devices, and telemedicine
and then distributes that information to the health team as
needed (Roomed, 2018). The Smart Contract contains infor-
mation on the patient as well as access privileges.

Table 1 provides an overview of the blockchain-based
healthcare organization, which is described as follows.

3. Secure Framework (Sefira) for
Healthcare System

One of the primary features of the Sefira proposal frame-
work is the use of a General Public Ledger (GPL), Personal-
ized Micro Ledger (PML), Smart Contract, and Context
Access Control (CBAC). It is possible to verify the legitimacy
of a transaction using the Temporal Hash Signature (THS),
which is accomplished by running the hash function and
comparing the results with those stored in the blockchain.
Last but not least, the root hash value on the blockchain is
preserved. There are two critical components to the pro-
posed Sefira architecture: the THS and a progressive tempo-
ral blockchain. The THS is the first of these components,
and the progressive temporal blockchain is the second
[14]. The Sefira framework is shown in Figure 1, which
describes its operation. The mining mechanism utilized in the
blockchain is processed, and the anonymized data is then used
by medical researchers to compensate the blockchain storage
provider for their efforts. When using standard blockchain,
the most difficult obstacles are to link the hash chain to its
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TaBLE 1: Summary of blockchain-based healthcare organization.

S. no Company Discussion

1 Medrek MIT project-give patients the control over their data

2 Stratum French startup-trust panning from data falsification

1 Factor Blockchain-based authenticity medical billing process

4 Guard time Instant medical access, insurance

5 Pocketbook Identity and payment optimization in the healthcare system

6 Tyrion Global blockchain platform company with Philips’s health

7 Roomed Russian blockchain company-share the health information between providers

v v

Security
issues

by cloud

Service
models

Issues faced
by customers

FIGURE 1: Secure framework (Sefira) for healthcare system.

form, and the second is a powerful hash function, which chal-
lenges to know the input value but assaults to examine the
input model and test with any data in order to try to decipher
the contents [15]. Both of these disadvantages are addressed by
the progressive temporal blockchain (PTB). The system model
of the proposed work is described in the next section.

3.1. Functionality of Sefira Framework. Because supply chain
management encompasses both internal and external actors,
accurate and timely information transmission is required in
order to achieve increased performance in supply chain
management systems.

The supply chain is the process of transporting a product
from a supplier to a client, and it necessitates the proper
coordination of human and mechanical input. Supply chains
must increase end-to-end visibility, product tracking, fraud,
regulatory compliance, delivery speed, and settlements in
order to be more competitive and profitable.

It is possible to automate business rules associated with
transaction processing in the supply chain by using a Smart
Contract. Any collection of rules, logics, and decision criteria
expressed in a programming language may be included in a
Smart Contract. For example, a contract can conduct cash
transfers when particular events occur (for example, the
payment of a security amount in an escrow system). Because
of this, Smart Contracts can be used in a variety of applica-
tions, including financial processes (such as subcurrencies,
financial derivatives, savings wallets, and wills) and self-
enforcing or self-directed governance applications (such as
outsourced computation).

A Smart Contract is identified by an address, and the
source code for the contract is maintained on a blockchain
as well. Users may activate a Smart Contract by sending
transactions to the contract address provided by the Smart
Contract.

To be more specific, if a new transaction directed
towards a Smart Contract address is recognized by the
blockchain, then all participants in the mining network run
the contract source code with the current state of the block-
chain and the transaction payloads as inputs.

By engaging in a consensus process, the network comes
to an agreement on the output and the next state of the con-
tract, and the contract is completed. Blockchain technology,
such as Ethereum, is becoming increasingly popular because
it includes a full-featured Turing-complete programming
language that can be used to create “contracts” that can be
used to encode any arbitrary state transition functions,
allowing users to create any of the systems described above,
as well as many others we have not even thought of yet, by
simply writing up the logic in a few lines of code.

Although blockchain offers many exciting advantages,
each use case must modify blockchain systems to meet their
individual requirements in order to get the desired out-
comes. For the purpose of developing a true business case,
extensive research is necessary to understand the business
needs of a use case as well as a cost-benefit 24 analysis. As
a result, given the characteristics of this growing technology
and its capacity to improve supply chain operations, there
are significant exploratory possibilities to make a contribu-
tion to it. In fact, blockchain has the potential to solve supply
chain difficulties because of the properties described below.

In addition, the blockchain’s auditability feature may
give a complete audit trail of data across the supply chain,
allowing event monitoring to be performed in order to
assure traceability throughout the supply chain.

Blockchain’s immutability qualities may give a single time-
stamped tamper-proof source of data, which can aid in the
preservation of evidence of regulatory condition compliance,
which is necessary to assure compliance in a supply chain.

Smart Contract: the blockchain’s Smart Contract feature
allows for real-time rule-based verification of multiparty
confirmations, which allows for cost-effective adaptability
to changes in the business environment, hence ensuring sup-
ply chain flexibility.

Stakeholder management is ensured by the use of distrib-
uted ledger technology, which enables direct connection with
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a trusted digital signature-based peer-to-peer network, which
reduces risk and builds confidence in the supply chain.

Despite the fact that blockchain usage in the supply
chain is on the increase, it must be overlooked that the
industry’s acceptance of blockchain is still in its early stages.
The extent to which benefits are realized must be assessed in
order to guarantee that blockchain adoption and firm per-
formance are in sync. The following are some of the possible
roadblocks identified by the researchers.

Standardization of blockchain networks: blockchain net-
works are becoming more standardized. The high rate of
development and adoption of blockchain applications by busi-
nesses across a wide range of sectors is posing hurdles to the
process of standardizing blockchain technology. Within an
industry, there is the possibility for several blockchain net-
works to be formed for the purpose of a particular application.

The number of blockchain applications is growing at an
alarming rate, which will cause the standardization process
to be delayed. Accordingly, the predicted benefit realization
from blockchain adoption will be limited.

Latency: blockchain networks are well-known for being
quick; nonetheless, it is necessary to analyze the performance
of a blockchain network throughout the course of a transac-
tion’s lifespan. If transaction cycle durations are reasonable,
this will result in the construction of a solid business case.

Companies may not be used to exchanging data
throughout their supply chain with their partners, which
may provide a challenge to collaborative efforts. To establish
the requirements for Smart Contracts, all parties must par-
ticipate to the process.

Data interoperability: the structure, format, and meaning
of the data that each organization exchanges will have been
agreed upon by the participating companies. Additionally,
businesses will have to decide what information they are
willing to share with others in the network and what infor-
mation they want to keep private.

HL7 (seven international health levels) is a collection of
principles, forms, and standards that are used to produce elec-
tronic health records in the area of electronic health records
(also known as electronic medical records) (EHR). The World
Health Organization established the HL7 principles and
declared them to be the information technology standard for
medical services as well as the recognized information tech-
nology model for human services. Although the HL7 standard
was first developed in 1987, it was not formally recognized
until 1994 by the American National Standards Institute. By
giving instructions on how to use its standards, HL7 helps to
the supply of worldwide interoperability in information
technology-based healthcare. The number “7” refers to the
seventh layer of the Reference Model for Open Systems Inter-
connections (RMOSI), which is defined as follows: OSI. Med-
ical message interchange, decision-making, rule syntax, and
the standard definition of health data and clinical records are
all covered in detail in Health Level 7 (HL7) counselling
resources. The HL7 guideline materials are accessible for
download on the Internet.

In order to transmit an electronic health record between
two healthcare providers, the HL7 standard must be used.
HL7 is an international standard that is used by a wide range

of healthcare providers to transport health information
between software programmers and between hospitals and
other healthcare facilities [16]. Specifically, it accomplishes
so through making use of the healthcare system, which offers
the necessary skills, norms, and standards. Resource
exchange standards are among the several HL7 standards
that are in use, the most notable of which being the Fast
Healthcare Interoperability Resources (FHIR) standard.
Figure 2 depicts an example lab report that was prepared
in HL7 format for a specific patient, and Figure 3 depicts
the same report in a different format.

Step by step development of blockchain-based systems is
represented by a systematic design method for blockchain
application development. A good grasp of business processes
and compliance requirements of the use case is required
throughout the procedure in order to enable decision-
making throughout the procedure.

Beginning with the decision on whether to decentralize
trust (authority) or not, the method proceeds to the next step.

A blockchain is more appropriate in situations where there
is no need for a single trusted authority and when the depend-
able authority may be dispersed or partly distributed. If trust
authority may be spread, then it is necessary to define the rules
and specifications that govern trust authority distribution.

Aside from that, blockchain is not necessary, and solutions
may be developed using standard databases instead. Because
of the limitations of blockchains, the arrangement of process-
ing and data storage between on-chain and off-chain compo-
nents is of significant importance to the overall success of the
system. All of this is dependent on the business needs and
number of transactions for a particular use case when deter-
mining the storage and compute infrastructure necessary for
a blockchain application. In Figure 2, it is necessary to do a
detailed evaluation of the workload and capacity require-
ments. In order to predict storage and computation require-
ments for a use case, capacity planning is necessary.

A supply chain is made up of a variety of separate busi-
nesses that connect one end point to the other end point.
Forgery is a possibility with these contract documents.
When it comes to supply chain systems, one of the most
pressing problems is the traceability of changing data.

The cost of current blockchain solutions is prohibitively
expensive when compared to conventional database man-
agement systems, which makes them unsuitable for business
usage. Many academics have pointed to this as a potential
study area; however, we have not discovered any answers
in the current literature in this subject.

(i) Current systems rely on faith in the human beings
who are engaged in the functioning of the supply
chain system; this reliance on trust must be removed

It is widely acknowledged that supply chain systems
need technological transformation in order to foster confi-
dence in the system while also providing the capacity to
track down any changes that have occurred in transactional
data. Despite the fact that it is impossible to cover the entire
spectrum of potential blockchain applications in the supply
chain management industry for the purpose of illustrating
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FIGURE 2: Sample HL7 patient record.
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the usefulness of blockchain, due to the fact that the applica-
tions are countless, we have chosen one specific application
use case to test and demonstrate our findings.

3.2. Interplanetary File System. It is a peer-to-peer distrib-
uted file system that connects all of the other peer systems
by establishing links with them. IPFS, as seen in Figure 3,
is a content-addressable network that also includes distrib-
uted file storage and data interchange capabilities. Each item
in the database is represented by a hash value, which is
stored in the database. Additionally, it moves data inside
the Git repository while also eliminating data redundancy
with the help of the BitTorrent swarm by deleting redundant
data from the repository.

Each record is identified by a unique fingerprint known
as a cryptographic hash. It provides quick speed as well as
decentralized archiving, with each file having a human-
readable name (IPNS) assigned by the system. Ram, for
example, might want to share a file with his friend Sam.
Ram transfers the data to the IPFS storage system. The file
will be deployed in the current working directory after that.
After that, a hash value is created, which always begins with
the letter Qi. The data has now been made accessible to the
rest of the network. By using the hash value, Sam will be able
to get access to the file. Rather of downloading from a cen-
tral server or a single server, use a cloud-based service. A
route from a distributed server may be provided by a peer.
The Merkle DAG is used to establish a link between nodes
in IPFS using hashes as a means of connecting them together

(directed acyclic graph). The following are the benefits of
using Merkle DAG to prune your trees [17].

(i) Content Addressing. Each record has a unique hash
identifier

(ii) No Duplication. Each file is stored only once and
cannot copy

(iii) Carefully Designed. Data has confirmed with it is a
checksum, so if there is any change, then IPES
knows the data is modified

An example of a decentralized application (dApp) is a set
of apps that work together to produce the desired results.
The problem of centralized storage is solved by decentralized
storage, which is data that is stored in a dispersed manner.
When using IPFS, the material is sent from the closest peers
who have a replica of the substance, reducing the burden on
the single hub and increasing the user experience. Further-
more, IPFS considers constant and smooth perusing of the
material, regardless of whether or not the owner of the sub-
stance is still present for consultation. The IPES output pre-
sented in Figure 4 is an example of sample output.

3.3. Progressive Temporal Blockchain. To reach the last trans-
action in a progressive temporal blockchain, each transaction
must rely on the subsequent next transaction in order to be
successful. In order to make the transaction more secure, it
produces a temporal shadow and an active hash function,
which prevents hackers from determining the hash value by
providing alternative input data. Before attaching the hash
value to each record, the temporal shadow is appended to each
record. Before hashing the transaction and adding the height
of the subtree to the concatenated hash value from the child
node, the length of the hash chain is approved before hashing
and then hashing the transaction again. Each transaction is
validated with the use of a signature on the document. The
Temporal Hash Signature (THS) is utilized in this case to
authenticate the user without the involvement of a third party.
The presence of breaches may be recognized nearly immedi-
ately if the monitor signature changes [18].

3.4. Temporal Shadow. Allen makes the argument that there
is a temporal relationship between the two incidents. When
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FIGURE 4: Sample output of IPFS.
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looking at the interval x and y, Allen refers to Figure 5,
which shows the seven essential temporal relationships.
Depending on the previous transaction, the potential sample
relations of each transaction rely on the previous transac-
tion, or the current transaction is required to start the next
transaction, or two transactions might start at the same time,
depending on the previous transaction.

To increase the security of a transaction in the Sefira
framework, the temporal shadow is deployed. The three
parameters of a nonce, the hash value of the preceding trans-
action, and the timestamp are used to evaluate each transac-
tion in this context. It is dependent on the following
successive transaction to complete the last transaction in
order to be successful. Time-related characteristics are
attached to each transaction. Time-related properties were
the focus of the temporal shadow, which was cast on them.
Each transaction in temporal shadow should have a time-
stamp applied to it, and temporal shadow should add the
timestamp after attaching the hash value. The nonce value,
Personalized Micro Ledger (PML) root value, and time-
stamp serve as the temporal shadow for the General Public
Ledger (GPL). For the temporal shadow to be calculated,
the PML takes into account the random number, the time-
stamp, and the preceding hash value. With the help of the
progressive temporal blockchain, it is possible to prove the
validity, integrity, and authenticity of electronic information.
Figure 5 represents Allen relation.

3.5. Context-Based Merkle Tree (CBMT). The temporal
shadow and progressive temporal blockchain were used to
increase the security of the system. When it comes to the
Sefira framework, two ledgers are maintained: one is called
the General Public Ledger (GPL), and the other is called
the Personalized Micro Ledger (PML) (PML). In order to
aggregate all of the transactions occurring at a certain

moment, the context-based Merkle tree (CBMT) is
employed. The context indicates that it is dependent on
the time, the place, and the identity of the speaker. Before
hashing, the height of the subtree is attached to the
concatenated hash value from the child node, which repre-
sents the height of the subtree.

Each and every patient transaction is recorded in the
General Public Ledger (GPL). Temporal shadow, root value,
and current transaction are the three components that make
up the GPL. The context-based Merkle tree (CBMT) is used
to ensure that the data is kept in its original form. The Mer-
kle tree was first presented in 1979 by Ralph Merkle. In the
GPL, each patient transaction is regarded to be a leaf node.
Each patient transaction is saved in the block for the dura-
tion of the block’s existence. Each nonleafy node is repre-
sented by a hash value of its own. The temporal shadow is
attached to each transaction’s hash value before it is gener-
ated and stored in the database. Before attaching the hash
value to each record, the temporal shadow is appended to
each record. For each transaction, the height of the subtree
was appended to the concatenated hash value from the child
node before hashing, and then the length of the hash chain
was accepted prior to having the hash value computed.
The Temporal Hash Signature (THS) infrastructure is cre-
ated and confirmed without the involvement of third parties
that are considered trustworthy [19]. Algorithm 1 represents
the context-based Merkle tree.

3.6. Personalized Micro Ledger (PML). The Personalized
Micro Ledger (PML) is a system that keeps track of each
patient’s individual transactions [20]. It keeps track of the
subactivity that is responsible for keeping track of the health
record in this ledger. Each subactivity has its own hash value,
which is then combined to make a tree. The temporal
shadow utilized in the PML is a kind of shadow. The gener-
ation of a temporal shadow is predicated on the time when
the transaction was created [21]. This ledger is solely respon-
sible for the maintenance of subactivity in health records
such as subdata (di), nonce (n), and temporal shadow (ts).
For example, the patient is suffering from health problems
and has sought therapy in a hospital. A prescription is issued
by the doctor, and this transaction is dependent on a num-
ber of sub transactions. The first step is to register your per-
sonal information, which is a subtransaction [22]. The next
step is to schedule an appointment, which is another sub-
transaction. The next step is to make a payment, which is
still another transaction. A PML is formed by aggregating
all of the subtransactions together. The root value of the
PML was provided as input for the final transaction, which
is stored in the General Public Ledger (GPL).

3.7. Layers of Context-Based Merkle Tree (CBMT). Three
layers were maintained to generate the Merkle tree like reg-
istry layer, linker layer, and root layer. The first layer is the
registry layer, which initiates the registration request.
Figure 6 represents the layers of the Merkle tree [23] .

An upper-level layer is notified by receiving the hash
value of a transaction and forwarding the hash value to a
registry [24]. It is the responsibility of the registry to link
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value;
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Step 1: Linker convert the hash of value into trees and forward to the

Step 4: Root hash value stored in the Calendar database.

Step 5: The patient set access privilege in the Smart Contract.
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(Publication)
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retained for each second. The top hash values in hash tree are linked together

Once the top hash tree is idenified, it's combined with the previous top hash tree in
the hash calendar. The repeatable steps of combining the hashes is well defined.
Combining all the artifacts for a particular time can be summarized on the blockchain

FIGURE 6: Layers of context-based Merkle tree (CBMT).

the hashes of transactions and pass the information to the
next level linker.

Finally, the root hash value contains the top hash value
that was previously saved in the root hash value. Temporal
Hash Signature (THS) is a digital signature that is produced
and delivered to the registry through an aggregator. These
are the three layers of the Merkle tree that are seen in
Figure 6 [25].

3.7.1. Registry. The end-user submits the hash of data to the
registry, which then connects the hash of data and transfers
it to a higher level of hierarchy in the organization. Each
patient’s health information is hashed using the SHA256
technique, and the hash result is sent to a higher tier of the
system for processing [26].

3.7.2. Linker. The linker layer gets the hash value from the
lower level layer and creates a connection between the hash
of value and the original value. The signature token is gener-

ated without the need of any keys in this case. The hash
value is sent to the parent node by the approved child node
and stored in the parent node [27]. The linker creates a con-
nection between all of the hash values entered by the user.
The same procedure was followed again and again until
the final result was obtained.

3.7.3. Root Layer (Also Known as the Root Layer of a Tree).
The linker layer gets the hash value from the aggregator, as
well as all of the root values from the subtree aggregate,
and stores them in the root layer of the tree structure. The
temporal shadow that is created for each transaction is done
so without the assistance of trustworthy third parties [28]. It
is possible to produce Temporal Hash Signatures (THS) for
authentication reasons and have them validated without the
requirement for trusted third parties.

3.8. Temporal Hash Signature (THS). The suggested works
are designed to address the shortcomings of the current
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work. The rationale for using the Temporal Hash Signature
(THS) is that it ensures correct authentication when acces-
sing an eHealth record. The authorized user must use the
THS token to authenticate himself or herself. It is necessary
for a patient to properly save the THS token in order to get
access to their health record, and a doctor may access the
patient’s information after they have received the signature
token from the user [29]. In previous systems, the doctor
must remember a specific THS in order to access the patient
record; however, in the proposed work, the doctor may
access any record simply by providing the most recent
THS to the system.

The Smart Contract keeps track of all signatures; all it
does is compare the most recent hash signature to the most
valuable hash signature, and if the hash signatures match, it
grants access to the record, with the privileges being verified
in the Smart Contract. Despite the fact that the user pos-
sesses the THS, privilege is checked in the Smart Contract
because, regrettably, a hacker may get the THS but not the
privilege to access the record and, as a result, could not
access the record if the privilege was not checked [30].

3.9. Context-Based Access Control (CBAC) in Smart
Contract. Each record has its own temporal context tag,
which makes it easier to find information. By using the tem-
poral context tag, health records may be retrieved by speci-
fying a specific time period such as a year, month, week, or
day. In the next step, the access privileges for each patient
record are defined in a Smart Contract. Depending on the
privileges assigned by the Smart Contract, the authorized
user is granted access to the eHealth data set out. The CBMT
Smart Contract is maintained on the blockchain in progres-
sive temporal time. The CBAC in Smart Contract is respon-
sible for maintaining four contracts, including a patient
contract, patient history, an insurance contract, and a billing
contract, among other things. They will not be able to mod-
ify a contract after it has been recorded on the blockchain.
This method of access is quick, low-cost, and highly secure.
In this case, access restriction is not only determined by the
user’s credentials but also by the time and place of the event.

3.10. Layered Architecture of SHS. The suggested approach
consists of four levels, each of which is utilized to transfer
data among various service providers via the usage of block-
chain technology. The layers are divided into four categories:
the application layer, the query layer, the data provenance
layer, and the database layer. The SHS system is divided into
layers, as seen in Figure 7. The secure system is implemented
using JavaScript. The user can enter the details and also
retrieve the data from the system for research or another
purpose. In the posed system, the user is doctors, patients,
billing, insurance, nurses, lab technician, etc. Each user
accesses the data for different purposes. This layer mainly
used as a communication interface between user and appli-
cation. Figure 7 represents the layer.

In the IPFS, each patient record is encrypted using the
RSA technique and kept in a secure location. The hash value
that was created was submitted to the blockchain, which
allowed for safe access control to the record to be estab-

lished. The benefit of using IPFS is that it may store any kind
of data, including text, images, videos, and other types of
media. However, in the proposed work, we will just examine
text files.

3.10.1. Query Layer (Also Known as the Query Layer). The
user wishes to access data from the database, and as a result,
the user sends a series of queries to the system, which the
system then executes. The query layer’s principal function
is to accept a request from the user and to respond to the
request by sending the result to the user. Automatically
occurring conditions enable the user to either see or prohibit
access to a certain record based on their existence. This is
referred to as a Temporal Hash Signature since the public
key is the same for every patient who created the transaction
at a certain time, while the private key is distinct for each
transaction, as opposed to a digital signature (THS). The
Smart Contract contains all of the keys that are needed. If
a user requests access to data, the Smart Contract verifies
that the user is who he or she claims to be with the aid of
keys and privileges.

It enables users to have access to information stored in
an existing database. The Smart Contract was created in
order to describe the rights. Each transaction is indexed in
the Smart Contract and safely kept on the blockchain, which
is a distributed ledger. Each result is delivered to all of the
nodes that are dispersed. This layer is in charge of validating
each user request and sending the response to the user who
has successfully authenticated. The information should be
shared primarily inside the network, so that anybody who
has the appropriate privileges may view the record. The pro-
cedures must be followed while processing patient records.

The patient records are produced and kept on a distrib-
uted network with thousands of nodes, which allows for
greater efficiency. The blockchain contains the hash value
of the patient’s identification. Because each file is tied to
the previous hash value, it is difficult to change the patient’s
record by altering the hash value. In addition to the general-
ised public ledger (GPL), it also maintains the Personalized
Micro Ledger (PML) (PML). GPL maintains all patient
health records, and each file is connected to the one that
came before it in order to protect the integrity of the elec-
tronic health records system. The PML, on the other hand,
has the customized patient record, which contains the
microlevel information on the specific patient. In order to
maintain the integrity of the health record, each patient
record is connected to the previous records, as well as having
a temporal shadow attached to the end of the record. The
Smart Contract is kept up to date in exchange for an access
permission. Role-based access control grants access to the
health data to the authenticated user depending on the
access privileges granted to that user. Authentication in a
Smart Contract is accomplished via the use of context-
based access control (CBAC), according to the suggested
approach. Context-based access control (CBAC) in Smart
Contracts comprises information about the ownership of
records, the rights granted to those records, and the integrity
of the data. Breach detection is virtually instantaneous as
long as the monitor’s signature does not change.
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The following are steps to take while uploading a file.

(1) During the registration procedure, the patient pro-
vides the SHS system with his or her public key. The
RSA technique is used by the doctor to encrypt the
patient’s health information using the patient’s public
key in order to ensure the information’s security

(2) All of the patient’s information is saved locally for
future reference. The IPFS network stores the
encrypted patient health records, allowing for access
to the information from any location at any time

(3) The SHA256 method with temporal shadow is used
by electronic health record systems to turn the list
of encrypted patient records into a hash of docu-
ments, which is translated into fixed-length associ-
ated with time using the SHA256 algorithm

(4) The registry server gets the hash of records; before
transferring each record to a higher level of abstrac-
tion, each transaction is appended with a temporal
shadow, and then the hashed value is sent to the
linker server

(5) The linker organizes the hash of value into trees and
then forwards the information to the next higher level
server. For each round, the global hash tree is gener-
ated by the linker servers in a hierarchical fashion

(6) The root server is located at the very top of the linker
hierarchy. The Calendar database contains the hash
value for the root node

(7) A signature token is constructed using the top hash
value as a starting point and a leaf hash value as an
ending point. Each transaction is hashed and built
into a Merkle tree, with the root value of the tree
being saved in the block header of the block

(8) The Smart Contract is stored on the blockchain, and
it enables the patient to choose who has access to his
or her data and under what circumstances

(9) The Temporal Hash Signature (THS) token gener-
ated by the user registry server is delivered to the
user registry server

Wireless Communications and Mobile Computing

To get a copy of the file, click here.

(1) The doctor asks access to the patient’s information
by providing a valid patient identification number

(2) The request is sent to the blockchain for processing.
Before anything else, the user is prompted to input
the signature token

(3) The user submits a Temporal Hash Signature (THS),
and the registry verifies that the signature is valid

(4) The access privileges are validated in the context-
based access control (CBAC) in the Smart Contract
at the next level of authentication, and the autho-
rized user is granted access to the data at that level
of authentication

(5) The encrypted health record is decrypted with the
help of the user-patient private key, which is sent
to the doctor by phone by the patient and doctor

3.10.2. Implementation of the SHS System. The creation of the
SHS framework application makes use of the JavaScript pro-
gramming language. Consultations with a doctor are offered,
and a prescription record is accessible for patients to check.
In order to decode the prescription file, an encrypted version
of it was uploaded to the IPFS network and subsequently
decrypted. Medical records are encrypted by their physicians
with the use of their public keys, and the patient may decrypt
their records with the help of their own private keys, which
they have given. An encrypted duplicate of the record is stored
on the IPFS network. The hash value of the file that was cre-
ated is referred to as the content address in this context. This
was done before the hash value was formed, thereby creating
a temporal shadow. The letter Qm is always used to indicate
that the hash value is being used. In the section below, you
can see the hash value of the file that has been stored on the
Ethereum blockchain.

The Ethereum is a web-based integrated development
environment for the Ethereum blockchain that was devel-
oped by the Ethereum Foundation. The connection between
the front and the blockchain is established via the usage of
this protocol. Ethereum makes use of the Solidity program-
ming language, which is also utilized to set access permis-
sions in the Smart Contract. Solidity is a programming
language that was developed by the Ethereum Foundation.
According to the instructions, the user installed the meta-
mask in his or her browser in order to deploy the transaction
on the Ethereum blockchain, and the transaction was suc-
cessfully deployed. This research was conducted out with
the assistance of the Ethereum and metamask integrated
development environment, which was created to aid in the
deployment of healthcare-related information systems. It is
necessary for this application to operate effectively for the
user to have the metamask plugin installed in their browser.

It contains three various types of datasets, including, for
example, 100 patient records, 10,000 patient records, and
100,000 patient records, among other things. The doctor
encrypts the patient’s health record using the patient public
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key, and the patient private key is used to decode it. The doc-
tor encrypts the patient’s health record using the patient
public key. Once the encrypted health record has been cre-
ated, it is hashed and stored in the IPES folder where it
may be accessed. An application of a temporal shadow to
the equation was performed before generating the hash
values. When a patient’s record contains subactivities such
as registration, appointment, and payment, the root value
of a hashed file, which was supplied as input for the General
Public Ledger, was used to hash each of the subactivities
(GPL). The degree of security provided for medical records
has been increased. Aside from that, it is impossible to track
them down to their original source of information In order
to develop a Smart Contract, Solidity is the programming lan-
guage that is used. The hashed data is transmitted to the Smart
Contract, and the byte code for the health record is generated.
The Smart Contract is then placed on the blockchain with the
aid of the remix.ethereum online tool, which is available on the
Ethereum platform. A Smart Contract compiler provides an
application binary interface that is utilized by the application
to communicate with the Smart Contract database. In order
to activate the access privilege on the blockchain, blockchain
takes use of the application binary interface and executes the
contract, which are both provided by the blockchain. A user-
created metamask is used to deploy transactions on the Ether-
eum blockchain, which is used to sign transactions.

The SHS framework includes a number of different
stakeholders. The dashboard of the SHS has a distinct login
for each person who needs to use the system. The many
stakeholders include the doctor, the patient, the nurse, the
administrative staff, billing, and insurance. Doctors may
submit patient information into the SHS eHealth systems if
the doctor has been validated by the system. Figure 8 shows
the interface to collect patient details.

After retrieving the relevant information from the data-
base and entering the symptoms of the patient depicted in
Figure 9, the doctor is ready to start treating the patient. If
the patient wishes to retrieve his or her eHealth information
history in the future, he or she may do so by logging in with
the patient login and retrieving the information. THS (Tem-
poral Hash Signature) and context-based access control
(CBAC) are used in Smart Contracts to verify that the
authentication is successful.

The doctor enters the symptoms of the patient and gives
the prescription; then, the pdf file is generated for the record.
Based on the symptoms, the medicine is provided by the
doctor. This record is created as a pdf file, and it is shown
in Figure 9.

The pdf file is encrypted with the RSA algorithm, and it
is stored in the Interplanetary File System. Once the
encrypted data stored in a decentralized network, then the
file is hashed with the SHA256 algorithm, and the hash value
is generated for the record. Always hash value starts with
Qm. The hash value used for the future access of the file is
shown in Figure 10.

3.11. Result Analysis. The integrity of the eHealth record is
checked in the proposed work, which takes less time com-
pared with the existing framework. Figure 11 is mentioned
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FIGURE 8: Interface to collect patient details.
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measured in terms of the seconds.
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TaBLE 2: Comparison of different blockchain eHealth framework.
MedRec Patientory Medibloc Medichain SHS
(Ekblaw et al., 2016) (McFarlane et al., 2017) (Vallies, 2017) (Rouhani et al., 2018) (Charanya, 2019)

Blockchain Permission ETH (permission) QTUM (public) ETH Permission
Private blockchain Yes Yes No Yes Yes
Standard HL7 HIPAA HIPAA JSON HL7
Consensus Proof of work Proof of work Proof of stake Proof of work Proof of work
Block time 19 sec 17 sec Minutes 20 sec 16 sec
Smart Contract Code solidity Solidity Go Solidity Code (solidity)

Patient control Full control No information

Focus Patient care, research Telemedicine

Rewards Anonymized data No

Patient and

Patient control
doctor control

Patient control

Patient care, doctor, Telemedicine, Patient care, researcher,
and researcher researcher insurance, and billing
Anonymized
No No
Data

Each user receives the private key and root of the PML as
to the public key for the particular record. The system
checks the root value of the PML and the next level of the
tree, and partial checking is done to ensure the authorized
user access of the record.

The main aim is to verify the context-based Merkle tree
(CBMT) to check the integrity of the record. The integrity of
the file quickly was verified with a CBMT. The integrity of
the transaction was efficiently checked with less time with
the help of PML. The Personalized Micro Ledger (PML)
was not maintained in the existing system. So the verifica-
tion time of the transaction is high in the existing system.
Table 2 explains the comparative analysis of the proposed
system with the existing system. The patient-centric
healthcare system, like MedRec, Patientory, Medibloc, and
Medichain, compared with the proposed system. In the pro-
posed work, each transaction is hashed with temporal prop-
erties. These techniques provide more security to the
healthcare record, and Personalized Micro Ledger (PML)
was used, which reduces the verification time of the record.
So the proposed system is more secure when compared with
the existing works.

3.11.1. Conclusions and Discussions. The suggested approach
provides a solution to the security vulnerabilities that have
been identified. SHS addresses the following security issues
in accordance with the proposed approach.

3.11.2. Confidentiality. The term “confidentiality” refers to
the fact that an unauthorized user will not be able to access
health information. Double security measures are used in
this instance. A patient’s health information is encrypted
and saved in the IPFS in the first instance, and its hash value
is considered as its addressing in the second instance. Sec-
ond, in order to improve the security of the health record,
the hash value of the content addressing is stored in the
blockchain as a hash value. As a result, the health informa-
tion is better protected.

3.11.3. Integrity. For a hacker, it is impossible to modify the
hash value of a single block without also affecting the hash

value of every other block in the system. Because of the
nature of blockchain, every change in one block will result
in an automatic change in the next block. The temporal
shadow method is used in the suggested system in order to
increase the overall security of the system. Before attaching
the hash value to each record, the temporal shadow is
appended to each record. Before hashing, the height of the
subtree is attached to the connected hash, which serves as
an incentive from the child node. In addition, the length of
the hash chain is accepted before hashing, which is an incen-
tive from the parent node. As a result, temporal shadow
serves as a secure hash function for data [31].

3.11.4. Authentication. First and foremost, the Smart Con-
tract establishes the access privileges for each patient data.
Authorized users are permitted to access the information
based on the access privileges granted to them. The
context-based access control (CBAC) in Smart Contracts is
a four-contract system that uses context-based access con-
trol. Access control is based not just on the user’s credentials
but also on the time and location of the request, resulting in
high levels of security. A Temporal Hash Signature (THS),
which is an extra security measure, is implemented. With
the assistance of THS, each patient’s health record was
checked. The authentication process is completed without
the assistance of a third party. A breach may be noticed
rather readily if there are any substantial changes in the
environment. If someone attempts to access the data, the
system first verifies the access privileges set out in the Smart
Contract, after which it requests that the user input the THS;
if both requirements are met, the system enables access to
the data.

3.11.5. Interoperability. The decentralization of blockchain
technology is used in the proposed work. In no way does this
suggest that an interoperability problem with a human ser-
vices framework built on the blockchain will be eliminated.
The HL7 standard is used in the proposed system to facili-
tate the exchange of information between various service
providers. Each service provider will utilize a distinct system,
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but they will all be required to follow the same set of rules in
order to maintain interoperability.

4. Conclusion

The proposed study developed a safe eHealth framework
using progressive temporal blockchain technology, which
increases the security of the system overall. The information
is entered in the HL7 standard, which enables for simple
access to health data across various healthcare practitioners.
A Smart Contract that incorporates context-based access
control (CBAC) grants access to historical health informa-
tion to authorized users who have successfully authenticated
themselves in the system. In the progressive temporal block-
chain, a hash of health data is preserved for future reference.
This method is tamper-proof; once a health record has been
saved, it is difficult to make changes to the data. The
researcher will take on the role of a data miner and will be
compensated with anonymized data. The Temporal Hash
Signature (THS) is used in the Smart Contract to authenti-
cate the user and to validate the rights of the user. The spe-
cifics of context-based Merkle tree (CBMT) for integrity and
context-based access control (CBAC) in a Smart Contract
for authentication are covered in more depth in the follow-
ing chapters.
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