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The efficient and secure data sharing mechanism can support the microgrid to achieve more accurate business control, while the
current data processing methods have the problems of large computing overhead and low data sharing security. Aiming at the
current problems, this paper proposes a microgrid data sharing method based on blockchain technology based on the
processing mode of cloud-edge-terminal architecture. Firstly, the elliptic curve encryption algorithm is used on the edge side to
encrypt the data collected by the terminal equipment reliably, so as to improve the security and efficiency of microgrid key
management. Then, in the cloud, the Reputation-Evaluation Practical Byzantine Fault Tolerant mechanism (REPBFT) based
on smart contract and reputation evaluation can effectively manage the data sharing of edge computing devices, avoid the
waste of network computing resources, and further improve the efficiency of microgrid data sharing. The simulation results
show that when the number of edge devices reaches 25, the calculation and communication overhead of the proposed method
are 63.46 ms and 2.66 KB, respectively, and when the processing data reaches 1024 KB, the security of the microgrid system is
still 95%, which can realize safe and reliable data sharing and interaction, and can stably support the optimal operation of the

microgrid.

1. Introduction

Microgrid aims to promote the consumption of renewable
energy and realize multisource power supply for load [1,
2]. Since most distributed generators are closer to the load
side, their power supply flexibility and efliciency will be
greatly improved, making the power grid operation more
efficient and rich [3].

In order to maximize the advantages of renewable
energy, the energy interaction between microgrids has devel-
oped into a popular method [4]. However, the effectiveness
of energy interaction between microgrids largely depends
on the authenticity of power generation and consumption
information, as well as the efficiency and security of energy
transactions [5]. Therefore, it is of great significance to study
the efficient and secure data processing between microgrids.

The traditional microgrid adopts centralized operation
mode and symmetric encryption algorithm to realize data
management and credibility operation, but the data has the

risk of being copied and leaked by third-party institutions
[6]. In addition, the symmetric encryption algorithm will
consume a lot of computing memory in the process of key
operation, which is difficult to achieve efficient and reliable
data sharing.

The development of blockchain provides a new idea for
efficient and reliable interaction of microgrid data [7, 8].
The blockchain generates data into blocks according to the
sequence of data time scales and adopts cryptography to
ensure that the data cannot be tampered with, so as to realize
the security management of massive data [9]. However, it
should be pointed out that although the traditional block-
chain data processing method can improve the security of
data storage to a certain extent, there are few corresponding
studies on the efficiency of micro grid data sharing [10],
which cannot meet the requirements of safe and efficient
data sharing among micro grid groups.

Aiming at the current problems, this paper proposes a
microgrid data sharing method based on blockchain based
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on the cloud edge collaborative processing mode. The main
innovations of the article are as follows:

In order to meet the efficient and fast requirements of
microgrid data sharing, this paper uses the elliptic curve
encryption algorithm (ECC) to ensure the friendly interac-
tion between microgrid terminal equipment and edge com-
puting devices and improve the security of microgrid data
while alleviating the pressure of key management and reduc-
ing the system computing overhead.

The collaborative strategy of cloud side interaction is
adopted to realize the interoperability and convenience of
data sharing between edge computing devices based on
cloud smart contract, and Reputation-Evaluation Practical
Byzantine Fault Tolerant mechanism (REPBFT) is intro-
duced to complete data information evaluation, which can
improve the data processing efficiency of microgrid and
ensure the security and credibility of data sharing.

2. Related Research

Microgrid generally consists of distributed power sources
such as wind power and photovoltaic, energy storage system,
and micropower supply system composed of multicategory
loads [11]. Microgrid data has the characteristics of multi-
source heterogeneity and large quantity. The attribute char-
acteristics of different business data are different, including
structured data such as state, electrical, simulation and oper-
ation, and semistructured data related to the physical infor-
mation model [12].

For system controllability, the more reliable the collected
data is, the more stable the system operation is [13]. Micro-
grid system realizes the friendly interaction between source
network load and storage through interactive sharing of
multidimensional and multi service data and data analysis
and fusion based on big data and artificial intelligence algo-
rithms [14]. Therefore, safe and reliable microgrid data shar-
ing is particularly important for users’ high-quality power
supply and the safe and stable operation of the power grid.

At present, most of the power grid data management
adopts the traditional power grid centralized management.
Reference [15] proposed a cloud based energy management
system to realize microgrid data interaction to realize the
optimal operation of low-cost system, but the system may
be attacked and lead to data leakage, and the measures only
stay at the theoretical level. Reference [16] proposed a pri-
vacy protection multiauthority attribute-based smart grid
data sharing scheme. The essence of the scheme is central-
ized computing and processing mode, which has the prob-
lem of low encryption efficiency. Therefore, it can be seen
that the centralized data sharing interaction mode has been
difficult to support the optimal operation of microgrid.

As a popular technology in recent years, blockchain real-
izes the secure and trusted storage and processing of user
data sets by combining database consistency mechanism
and cryptography. Reference [17] constructs an encrypted
data storage and sharing architecture based on threshold
proxy reencryption and blockchain consensus algorithm to
meet a wide range of data access requirements. Reference
[18] integrates fair data delivery into the phased data deliv-
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ery protocol in the blockchain consensus process, avoiding
third-party data processing and realizing safe data sharing.
At the same time, the immutable recording characteristics
of blockchain guarantee transactions also provide a new idea
for the safe processing of microgrid data [19, 20]. Reference
[21] uses blockchain to build a secure and transparent power
grid operation allocation model to resist malicious attacks
against microgrid; reference [22] realizes continuous moni-
toring and analysis of materials by integrating audit mecha-
nism and blockchain into the material management and
control system of electric power company; reference [23]
realizes data analysis of energy management system based
on blockchain and reinforcement learning, which can detect
improper energy use behavior and improve energy output
efficiency; reference [24] reduces the total cost of energy
consumption by implementing independent monitoring of
intelligent devices and power consumption billing through
smart contracts. However, the above reference only analyzes
the application security of blockchain in the power grid busi-
ness scenario, not from the perspective of data sharing secu-
rity and efficiency trade-off. There is also the problem of
uneven distribution of network computing resources, which
is difficult to support the stable and reliable operation of
microgrid.

To solve this problem, this paper introduces edge com-
puting technology and REPBFT mechanism into the micro-
grid data security sharing method to support accurate state
analysis and fast action execution of the microgrid system.

3. Proposed Method

3.1. Overall Architecture of Microgrid Data Security Sharing.
The overall architecture of microgrid data security sharing
adopts the data communication mode of cloud side cooper-
ation, as shown in Figure 1. In other words, the edge layer
realizes the effective collection of microgrid status data
through terminal device registration and data encryption
processing. At the same time, the edge layer data informa-
tion is aggregated and uploaded to the cloud, which shares
and accesses data based on smart contracts [25, 26].

3.1.1. Terminal Equipment Layer: Edge Layer. The edge com-
puting device gathers real-time power data collected by ter-
minal equipment such as smart meter, photovoltaic
inverter, energy storage converter and wind power inverter.
Through the method of “registration before encryption”,
secure and reliable data transmission between terminal
equipment layer and edge layer equipment is realized, the
credibility of information interaction between microgrid
equipment is guaranteed, and the storage and sharing of
multi-dimensional heterogeneous power data are realized.

3.1.2. Edge Layer: Cloud Layer. For the problem of “data
island” in the microgrid cloud control center, the cloud-
edge-terminal architecture mode and the data sharing and
access control model based on smart contract are adopted
to realize the stable data sharing between different edge com-
puting devices.
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FIGURE 1: Microgrid data security sharing architecture.

3.2. Terminal Equipment Layer: Edge Layer Equipment Data
Acquisition and Encryption. In order to ensure the trusted
data interaction between microgrid devices, a trusted terminal
device registration mechanism needs to be designed between
edge computing devices and terminal devices. The asymmetric
encryption algorithm is introduced into the data transmission
at both ends to ensure the reliable and safe data collection.

The terminal equipment registration process is as
follows:

(1) The terminal device sends the public key and private
information of the terminal device, such as physical
address and identity information, to the edge com-
puting device

(2) After receiving the terminal device information and
checking it, the edge computing device encrypts the
public key of the terminal device with the private
key of the edge computing device to form a digital
signature sign and returns the sign to the terminal
device

(3) The terminal device uses its own public key and sign
to create an account. Other terminal devices can ver-
ify the authenticity of the sign with the public key of
the edge computing device, so as to ensure the
authenticity of the account

After the terminal equipment completes registration and
accesses the edge computing device, it enters the data acqui-
sition stage. At the same time, for security reasons, this
paper adds an encryption module for security authentication
to the intelligent terminal equipment and edge computing
device, realizes the security authentication mechanism
through hardware encryption, and encrypts and decrypts
the data, as shown in Figure 2.

In the traditional symmetric encryption algorithm, every
time a pair of terminal devices use the encryption algorithm,
they need to use the unique secret key that other terminals
do not know, so that the sending and receiving ends have

a large number of keys, resulting in large key management
overhead. The asymmetric encryption algorithm represented
by elliptic curve encryption algorithm (ECC) uses different
secret keys for encryption and decryption. One of the keys
is encrypted [27], and the other is used for decryption. Each
terminal device only needs to process a pair of keys, so as to
reduce the corresponding key management burden and
reduce the system computing overhead. The flow chart of
asymmetric encryption algorithm is shown in Figure 3.

In this paper, the ECC encryption algorithm is used to real-
ize data trusted processing. The encryption process is as follows:

(1) Determine the finite field
p elements

F,, which has and has only

(2) Terminal equipment a selects elliptic curve E,(a, b)
in the finite field and takes a point on the elliptic
curve as the base point D

(3) The terminal device a randomly selects a prime
number between 1 ~p —1 as the private key k and
generates the public key K =kD according to the
addition rule

(4) Terminal equipment a transmits E,(a, b) and points
K and D to terminal equipment B

(5) After receiving the information, terminal equipment
B encodes the plaintext to be transmitted to a point
H on E,(a,b) and generates a random integer e

(0<e<1)

(6) Terminal equipment B calculation points C; = H +
eK, C,=eD

(7) Terminal equipment B transmits C, and C, to termi-
nal equipment A

(8) After receiving the information, terminal device A
calculates C, ~ kC,, determines point H, and then
decodes point H to obtain plaintext
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In this process, the attacker can only obtain Ep(a, b), K,

D, C,, and C,. It is very difficult to obtain k through K
and D or e through C, and D. It is difficult to steal the plain-
text transmitted between terminal devices.

Figure 4 shows the encryption and decryption flow of the
elliptic curve algorithm.

3.3. Data Security Sharing. It can be seen from the above
analysis that the data of each downstream terminal device
is stored in the microgrid edge computing device. Further,
based on blockchain, this paper realizes the secure data shar-
ing of microgrid in the mode of cloud-edge-terminal
architecture.

Based on the cloud-edge-terminal architecture, the pro-
posed data security sharing scheme links the adjacent edge
computing devices into a private chain to realize the data
sharing of terminal devices. The method includes the follow-
ing entities: edge computing devices, terminal devices, pri-
vate chains, and smart contracts for cloud control centers.
As shown in Figure 5, the data security sharing scheme is
divided into two modules according to functions. The left
is the data sharing model, and the right is the blockchain.
The data sharing model supports the storage of the block-
chain, and the blockchain supports the security protection
of the data sharing model. The microgrid user transmits
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Ficure 4: ECC encryption process.

the storage request to the edge computing device through
the terminal device, and the process is recorded in the
blockchain.

In this paper, offchain storage is used, only the user
name, user address, and recorded information are stored in
the block, the collected original microgrid data is stored in
the storage node of the edge computing device, and the
ECC algorithm described above is used to encrypt the data.

The steps of data sharing are as follows:

(1) Register edge computing devices and terminal
devices, and the system does not allow unregistered
edge computing devices and terminal devices to join
data sharing

(2) The registered terminal device initiates a data storage
request to the edge computing device and uploads its
own data to the edge computing device through the
encryption mechanism proposed above

(3) The edge computing device 1 publishes the data to
the smart contract through the private chain on
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behalf of the terminal device, so that the terminal
device can request and retrieve the data information

(4) If the terminal equipment downstream of the edge
computing device 2 requires shared data, it is neces-
sary to initiate a request for shared data

(5) The edge computing device 2 requests the key of
encrypted data from the smart contract on behalf
of the terminal device

(6) The edge computing device 1 sends the key of the
encrypted data to the edge computing device 2, so
that the edge computing device 2 obtains the permis-
sion to access the data, and encrypts and transmits
the data to its downstream terminal device

(7) The terminal equipment will evaluate the shared
data, and the system will also check the evaluation
to prevent abnormal evaluation

3.3.1. Consensus Mechanism for Block Generation. This
paper uses the consensus mechanism based on REPBFT to
evaluate the trusted data sharing process between edge com-
puting devices. The credit evaluation algorithm in REPBFT
is mainly composed of reward mechanism and punishment
mechanism. The credit value is mainly used as a reference
for preferentially responding to the request of the edge com-
puting device. The rewards include the following: actively
initiating change messages, reporting and sending false
information, and contributing idle computing power.; Pen-
alties include the following: sending false messages and
falsely accusing other edge computing devices, as shown
under the credit evaluation algorithm.

Among them, w,, w,, and w; are the parameters of
reward mechanism, and v is the parameters of punishment
mechanism. The calculation formula is as follows:

0;
wl(T’L’O)zaeLisz’ (1)
0;
w,(T,L,0) =« I (2)

N;
ws(L, 0, N =a g
0.

v(F, L, 0;) = —ﬁm,
where « is the system reward coefficient, 8 is the system
penalty coefficient, T is the real message level, and F is the
level of false information. When V; sends the data informa-
tion My to the system, V; can first obtain the reward for
actively providing idle computing power last time, that is,
the current credit value plus w;(L, O;, N;), and then N starts
counting again from 0. If no device reports V;, the credit
value of V; can be added with w, (T, L, O). In addition, when
a device reports V; data information, the cloud control cen-
ter judges the report. If the report is true, the credit value of
the device initiating the report can increase w, (T, L, O), and

the V; sending false information will be punished.

3.3.2. Data Sharing Method. On the basis of trusted data pro-
cessing between edge computing devices, cloud control cen-
ter is further introduced to realize trusted data sharing.
When the terminal device requests data, it will notify the
proxy edge computing device, and the proxy edge
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ALGorITHM 1: Reputation Evaluation Algorithm ().

computing device will initiate a data request to the cloud
control center.

(1) requestKey() generates a transaction Y according to
the parameters input by the terminal device, where
EAQR device 1S the private chain address when the termi-
nal device requests data; EApgg,. is the address when
the edge computing device requests data; EAgpg,, is
the address when the edge computing device returns
data; ID,, is the data identification of the purchase.
t is the time when the edge computing device initi-
ates the purchase request, and S is the unique identi-
fication of a transaction

Y= (IDY’ EARdevice’ EAREdge’ EASEdge’ IDdata’ t) > (5)

IDY = (EARdevice’ EAbuyer’ EAseller’ IDdata’ t) . (6)

(2) The edge computing device 1 digitally signs the
transaction Sign(Y, vypqe) using its elliptic curve
private key and sends the public key vggqq, signature
message Sign and requests plaintext Y of the edge
computing device to the cloud control center

(3) The edge computing device 2 verifies the signature
(Y, Sign, vggqqe) of the edge computing device 1 with
the transaction Y, the signature message Sign, and
the public key vy, to confirm that there is no
problem with the identity of the edge computing
device 1

(4) The edge computing device 2 encrypts the key cv of
the encrypted data W_,(data) with the public key
Vreage Of the edge computing device 1 by the elliptic
curve encryption algorithm, and the ciphertext
obtained by the elliptic curve encryption algorithm
is CT(VRgdge» V)

(5) The edge computing device 2 transmits the cipher-
text CT to the edge computing device 1 through
the cloud control center

In order to ensure the credibility of the data provided by
the edge computing device, the terminal equipment needs to
evaluate the data after obtaining the data, which will affect
the credit value of the edge computing device.

o is defined as the number of evaluations, oy,4 is the
number of poor evaluations, 0 = 0yq + Oag> and Zppgee is
the credit value of the edge computing device 1.

The calculation formula is as follows:

1
ZPEdge 0< Opad < gO’,
o 1 4
ZPEdgC = ZPEdge -A bad g 0 S0pg = g o, (7)

4
50 S0 <O,

where A and y are regulatory factors, A> 1, y > 1.

According to formula (7), when the number of negative
comments is less than o/5, the credit value of the edge com-
puting device will not decrease. When the number of bad
comments is in the interval [0/5,40/5], it indicates that the
data quality provided by the edge computing device needs
to be improved, and the credit value will be reduced. When
the number of negative comments is in the range [40/5, 0], it
indicates that the data provided by the edge computing
device has a large problem, and the credit value will be
greatly reduced.

In order to prevent the abnormal evaluation of the ter-
minal equipment from affecting the credit value of the edge
computing device, an evaluation check mechanism is used to
restrict the evaluation behavior of the terminal equipment.

(1) Determination of Untrusted terminal Equipment. It is
assumed that in a cycle time, an edge computing device
receives o evaluations from i terminal devices, the total
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number of terminal devices i=iyy.q+ip,g, and the total
number of terminal devices 0 = 04 + Opyq-

max (Ggooq> Ohaq) 1 Used to represent the evaluation
results of most terminal equipment. If the vast majority of
terminal devices are high praise 0,4 =max (0> Obad)>
the iy,,4 terminal devices with high praise are honest termi-
nal devices, while the i,,; terminal devices with poor evalu-
ation are untrusted terminal devices. On the contrary, the
same is true.

(2) Judgment of Abnormal Terminal Equipment. Count the
determination times of untrusted terminal equipment in a
certain period. If the number of times the terminal equip-
ment is determined to be untrusted exceeds the threshold,
it is determined that the terminal equipment is an abnormal
terminal equipment.

4. Experiment and Analysis

The experimental environment uses 30 hosts to build the
proposed microgrid data sharing system, of which 5 are used
as edge computing devices, the hardware is set as 32 GB
memory and Intel i5 processor, the remaining 25 are used
as terminal devices, and the hardware is set as 16 GB mem-
ory and Intel I3 processor. The data storage nodes in the
blockchain are interconnected by distributed architecture
between hosts.

In the experiment, relying on the Ubuntu 20.04 operat-
ing system realizes software operation. Remix IDE
(2020.6.4 last version) is used as the development tool of pri-
vate chain smart contract, the program is written in Solidity
language, and the private chain adopts MetaMask software.

4.1. Algorithm Overhead Analysis. In order to better support
the edge computing device to realize data trusted
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transmission, this paper uses different encryption methods
for comparative analysis. This paper realizes the simulation
experiment analysis based on charm library. Charm library
is a function library that can be used for prototype develop-
ment of the cryptosystem. This paper selects secp384r1 ellip-
tic curve from charm library to test the system performance.
At the same time, reference [17] and reference [18] are used
as comparison methods to prove the optimality of algorithm
overhead performance. In the same operating environment,
the least algorithm overhead proves that it can better sup-
port the microgrid and realize the optimal data interaction.

Figure 6 shows the calculation and communication over-
head under three methods.

As shown in Figure 6, the calculation and communica-
tion overhead under the three data processing methods
increase linearly with the increase of the number of terminal
equipment access. When n =25, the data analysis perfor-
mance of the proposed method is the best. The calculation
and communication overhead of microgrid data encryption
are 63.46 ms and 2.36 KB, respectively. The network perfor-
mance under the comparison method is poor. The calcula-
tion and communication overhead in reference [18] are
87.32ms and 5.87 KB, respectively. At the same time, the cal-
culation overhead curve in reference [17] changes in the
form of quasiexponential. There is a risk of system down-
time when the number of users is large. This is because the
introduction of ECC algorithm not only reduces the calcula-
tion consumption of key management but also effectively
releases the corresponding algorithm efficiency and
improves the communication performance to a certain
extent. In contrast, although the comparison method
releases the processing pressure of the third party to a cer-
tain extent, it still has some limitations in computing power
and communication memory.

The essence of network throughput is the total amount
of data passing through the network in unit time, which
can evaluate the operation of the network. Therefore, this
paper further carries out optimization analysis based on

the network throughput index in literature [17] and litera-
ture [18], as shown in Figure 7.

As can be seen from Figure 7, with the increase of time,
both the proposed method and the microgrid under refer-
ence [18] obtain higher system throughput, while the system
throughput in reference [17] decreases first and then
increases and remains relatively stable in the range (87,
90). The system throughput reaches the minimum value at
20 min. However, the throughput of reference [18] and the
method in this paper change with time and have good net-
work sensitivity. In contrast, the change of system through-
put in this paper is faster than that in reference [18], which
can realize the linear change of higher proportion coefficient
in the simulation run cycle. Therefore, it can be proved that
the incentive mechanism added in the proposed method is
effective. The reward mechanism will reward the profit of
the edge computing devices that contribute resources, and
the punishment mechanism will punish the abnormal nodes,
which ensures that the edge computing devices can actively
participate in the consensus process, reduces the probability
of abnormal nodes participating in the consistency, and
effectively improves the throughput of the system. The con-
sensus mechanism in the comparison method does not
involve the analysis and discussion of the corresponding
reward and punishment coefficient. Therefore, in this exper-
iment, it is realized that the performance of the comparison
method is far worse than that of the proposed method.

4.2. Safety Analysis. The proposed data sharing method
adopts a series of means such as ECC algorithm, REPBFT
mechanism, and smart contract to improve the credibility
and security of data. Therefore, the proportion of abnormal
data sharing behaviors such as resisting external attacks is
taken as the security analysis standard, and the specific index
is the ratio of the number of successful prevention of abnor-
mal data sharing to the number of all abnormal data sharing.

In this paper, reference [22] and reference [23] are used
as comparative methods for optimal comparative analysis of
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security. All data processing methods are implemented in
the same experimental environment. The security compari-
son of different methods is shown in Figure 8.

The larger the file, the more data to be shared, and better
data sharing and interaction can be achieved.

As can be seen from Figure 8, compared with other com-
parison methods, the proposed method has the highest secu-
rity performance and can resist the most external network
threats. When the file size reaches 1024 KB, its security is
95%, much higher than 80%. In reference [23], when the file
size is 512 KB, the security has been reduced to about 90%.

The reason is that ECC algorithm and REPBFT mecha-
nism are introduced into the data sharing method to realize
efficient and reliable data encryption and friendly interaction
between devices, so as to avoid invalid data occupying lim-
ited resources. At the same time, relying on the cloud-
edge-terminal architecture model, the data sharing and
access control model based on smart contract realizes the
friendly interaction and stable sharing of data between dif-
ferent edge computing devices. However, there is a lack of
analysis and discussion on the status of network nodes in
the comparative reference, which leads to the waste of net-
work resources to a certain extent and reduces the data flow
efficiency of microgrid.

5. Conclusion

In order to realize the secure and trusted sharing of micro-
grid data, this paper proposes a data sharing method based
on cloud-edge-terminal architecture mode and blockchain.
After the terminal device registration step, the trusted data
encryption between the terminal device and the edge com-
puting device is realized by using the elliptic encryption
algorithm. The REPBFT mechanism is introduced into the
cloud-edge-terminal architecture to realize the effective utili-
zation of microgrid network computing resources, reduce
the system computing overhead, and improve the security
of data sharing. Experimental results show that the proposed
method can meet the security and efficiency requirements of
microgrid data sharing.

With the continuous promotion of energy Internet strat-
egy, power grid data also presents an explosive growth form.
This paper still lacks in-depth consideration on the refine-
ment of computing capacity of data sharing model. In the
next research, we need to consider the mode capacity of
shared storage and the scalability of blockchain to meet the
rapidly growing demand for power data processing.
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