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With the rapid development of network technology, society has entered the Internet of Things (IoT) era. Enriching IoT devices
enable smart home privacy information to be easily obtained through data mining. Smart home privacy protection (SHPP) has
a far‐reaching impact on the development of all aspects of society. Industrial and academic circles pay great attention to the
privacy protection of the smart home, and the ability to protect the privacy needs to be improved. SHPP standards are one
way to evaluate privacy protection capabilities at this stage. Based on our research on privacy protection standards, this paper
summarizes the development of privacy protection standards for the first time. It divides them into three phases: creation,
exploration, and expansion. According to the characteristics of the privacy data rotation, the SHPP standard system is
proposed, including basic commonality, critical technology, auxiliary management, test and certification, and device
application. Finally, we focus on the opportunity and challenges of smart home privacy security standards brought by the
current big data and prospect the trend of privacy protection technologies and standard study. They provide a connection for
subsequent standard investigations.

1. Introduction

The Internet of Things (IoT) is becoming one of the most
popular technologies, including sensor technology, intelli-
gent technology, and network technology [1]. With the rapid
development of the IoT technologies, IoT devices are inte-
grated into people’s daily life (brilliant homes, medical ser-
vices, and others) [2]. A smart home connects various
devices in the home through IoT technology, which can
meet the living function and provide a comfortable, safe, effi-
cient, and energy‐saving living space with high humaniza-
tion. IDC reported that compared with 2020, the global
smart home device market increased by 11.7% in 2021,
and the shipment volume exceeded 895 million units [3].
Smart home devices have proved their advantages during
the worldwide pandemic. They add meaningful value to peo-
ple’s family life, such as alleviating social isolation, strength-
ening family safety, and providing convenience and
entertainment. While optimizing people’s lifestyle, smart
home has also brought explosive growth of new data, which

has become the hardest hit area for leaking personally iden-
tifiable information (PII) [4]. User privacy leaks frequently
occur, the scale and impact of data leaks increase, and prop-
erty losses are severe. For example, in March 2017, the smart
toys under spiral toys leaked 2 million parents’ and chil-
dren’s voice information. In December 2019, more than
4000 Amazon ring doorbell accounts were leaked, and
hackers can realize remote monitoring, violate users’ pri-
vacy, and steal important information. In January 2020, the
details of about 2.4 million customers of Wyze, an intelligent
security device company, were leaked, involving smart plugs,
smart bulbs, and smart door locks. Thus, smart home pri-
vacy data protection has encountered severe challenges.

Protecting privacy is the practical need of human rights
protection and the inevitable requirement of the develop-
ment of information technology. Smart home privacy pro-
tection (SHPP) covers a wide range, involving every stage
of the data life cycle (collection, use, retention, and disclo-
sure) [5]. The smart home has prominent privacy character-
istics, and the identification of private information depends
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on the specific application scenario. You can set the scenario
mode by installing smart home devices with camera
functions in indoor scenes such as living room and study.
When you return home, the device will automatically be off-
line or dormant. The device will automatically turn on the
guard mode when you leave home, which can protect the
home’s security through the intelligent home and detour
the potential danger of privacy leakage caused by the device’s
excessive collection of private life information. Artificial
intelligence technologies can extract PII from fine‐grained
data sets [6]. Finding the balance between intelligence and
personal security has always been an essential topic for the
smart home industry to explore and practice. Researchers
have conducted much research on how to protect smart
home privacy, made a series of progress, and put forward
many mature privacy protection methods. Alshehri et al.
[7] proposed a defense mechanism based on adding uniform
random noise for defending against traffic analysis attacks.
The process does not introduce excessive overhead. Litera-
ture [8] proposed an intelligent home privacy protection
method that combines DES encryption and improves the
secret algorithm’s Least Significant Bit (LSB) information.
This method provides dual protection for the secure trans-
mission of smart home secret information, reducing the
exposure of smart home personal information. The lack of
understanding of the functions of smart home devices may
cause information leakage. Literature [9] designed the incen-
tive behavior framework to configure the intelligent home
device with users.

There are limitations of approaches to solving privacy
problems in different scenarios [10]. Different ways show
some capability of privacy protection in smart homes. Mea-
suring the size of privacy protection capability helps to
understand the deficiencies. The SHPP standards are the
method to qualitatively evaluate the privacy protection capa-
bility of smart homes. The achievements of privacy protec-
tion technology are solidified, promoted, and applied
through standards, thereby promoting information technol-
ogy progress to meet social needs better. The effective stan-
dardization of privacy is essential for mutual trust and
cooperation between those related to developing big data
interests. The value of SHPP standards can implement the
importance of privacy protection, which is an effective path
to prevent various types of privacy information security
incidents [11]. Privacy protection standards can establish
standards that follow together, promote legislation, and
establish stable order. Scientific management of privacy pro-
motes the reasonable use of data resources, maintains the
balance of network ecology, safeguards the current and
long‐term interests of human society, guards the interests
of consumers, and plays a significant role in protecting the
people’s body and property security.

There are still many deficiencies in the construction of
SHPP standards. The standard formulation lacks overall
coordination, and the perfect standard system has not yet
been formed. The development of critical standards is slow
and needs to be improved urgently. In the context of 5G net-
works, the convenience of the network will be more promi-
nent, and more and more channels for privacy leakage will

be. The acquisition of smart home privacy data becomes
more superficial. Smart home standards help to better regu-
late the order of privacy protection in market competition.
Many countries are promoting the establishment of interna-
tional rules and regional personal information security
mechanisms to cope with the crisis facing personal informa-
tion in the era of big data [12]. Therefore, this paper takes
the establishment of the standard system as the core and dis-
cusses the standard’s development, challenges, and other
issues. We hope that it can provide a reference for the
research of SHPP standards to promote the formulation of
SHPP standards. The contribution is summarized as follows.

(1) Sort out essential criteria for the protection of smart
home privacy. Summarize the development process
of SHPP standards and divide it into three stages in
terms of time dimension: creation, exploration, and
expansion. It helps people correctly understand the
standard of privacy protection for smart homes

(2) According to the privacy life cycle’s characteristics,
the SHPP standard system framework is proposed,
including fundamental commonality, key technolo-
gies, auxiliary management, testing and certification,
and device application to provide a reference for
subsequent technical standards

(3) Discuss the challenges of SHPP standards brought
by the current big data, and look forward to some
complex problems and possible solutions in privacy
protection research

The structure of the paper is structured as follows: Sec-
tion 2 introduces the development process of SHPP stan-
dards. Section 3 presents a system of SHPP standards.
Section 4 gives challenges and opportunities for SHPP stan-
dards. Section 5 describes the direction of the SHPP
research, and Section 6 concludes the paper.

2. Standard Development Stage

SHPP standards and norms are accompanied by people’s
awareness of privacy protection and the development of
IoT technology. After more than 20 years, it has been con-
tinuously enriched, and privacy protection standards have
provided solid cornerstones for studying SHPP standards.
Based on the diversity of IoT and the complexity of privacy
protection, this article sorts out the milestone nature of
SHPP standards shown in Figure 1. With time, people have
a clearer understanding of the development of SHPP stan-
dards. According to the awareness of personal protection
and the diversity of privacy technologies, the construction
of SHPP standards is divided into three main stages: crea-
tion, exploration, and expansion, which is the first time to
summarize the development process of SHPP standards in
terms of a time dimension.

2.1. Creation Stage. At the establishment of privacy protec-
tion standards, people mainly focus on privacy rights and
have a preliminary understanding of the definition of
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privacy existence and the connotation of privacy protection.
The right to privacy emphasizes independence that individ-
uals can be alone and restrict the violation of privacy. At this
time, during the period of Ethernet, the overall concept of
privacy protection was superficial. The standard develop-
ment is slow, the substantive standards have fewer break-
throughs, and the implementation capacity of standards is
weak. At this stage, privacy protection requirements mainly
use the law as auxiliary means of self‐discipline in various
industries, uniformly regulating and protecting personal
data privacy. The scope of application spreads from the gov-
ernment level to society.

Britain formulated Practice for Information Security
Management (BS7799‐1: 1995) is the world’s first informa-
tion security management system standard [13]. It first men-
tioned personal information and analyzed the scope and
risks of data protection. After revision, it was equivalent to
international standards in 2000 (ISO/IEC 17799: 2000)
[14]. Countries such as Canada followed the development
of privacy protection standards. CAN/CSA‐Q830 made the
public realize that personal information should be protected
(https://www.csagroup.org/store/product/2700543/). The
Q830 designed the principle of personal information man-
agement and put forward the minimum personal informa-
tion protection requirements. To achieve a uniform
concept, International Organization for Standardization
(ISO) (https://www.iso.org/) and the International Electro-
technical Commission (IEC) (https://www.iec.ch/) issued
ISO/IEC 15408 standard. This standard determined the pri-
vacy protection function, anonymous, pseudonym, libera-
tion, and arbitrarily [15]. The bar is the international level
that involves the content of privacy protection for the first
time. Subsequently, ISO and IEC released several standards
involving privacy. ISO/IEC 27001: 2005 pointed out the
information security control measures required to protect
the confidentiality and established an international consen-
sus on personal data security management specifications.
IEC TS 62045‐1: 2006 gave consumers a guide to protecting
user privacy when using the device [16].

2.2. Exploratory Stage. Government governance efficiency
has gradually improved with the continuous emergence of
new technologies. Society’s requirements for privacy protec-

tion are becoming more and more abundant. More countries
have begun to cooperate to explore privacy protection stan-
dards to refine the high‐level principles and guidelines of
privacy protection requirements. During the exploration
stage, people have a deeper understanding of privacy protec-
tion. Focusing on IoT privacy protection standards, many
countries and regions worldwide have released a series of
standards that pay more attention to the substantial issues
of privacy data processing. IoT privacy protection standards
establish the foundation of SHPP standards. SHPP capabili-
ties start to move toward dynamic and systematic.

The ISO/IEC Information Security Subtechnical Com-
mittee (ISO/IEC JTC 1/SC 27) has set up a working group
responsible for studying identity management and privacy
protection standards (WG5). WG5 proposed ISO/IEC
29100: 2011 standard gave 11 privacy principles for the first
time, defining universal privacy terms, including PII, privacy
violations, privacy control, and privacy strategies [17]. For
PII, ISO/IEC 29151: 2017 to carry out personal identity
information protection practice supports PII risk and influ-
ence evaluation [18]. China followed the pace of evolution
and released the first personal information protection stan-
dard that guides personal information protection for public
and commercial services (GB/Z 288282012) [19]. The most
significant feature of the standard is that sensitive personal
information must first obtain explicit user authorization
before collecting and using.

The alliance’s role in IoT privacy protection standards is
becoming more and more prominent. Onem2m (machine to
machine), founded by the European Telecommunications
Standards Institute (ETSI), is the global community that
develops IoT standards to enable interoperable, secure, and
simple‐to‐deploy services for the IoT ecosystem (https://
www.onem2m.org/). Onem2m standards adopted by the
International Telecommunication Union (ITU) enclose var-
ious requirements, architectures, and protocols and have
high robustness and scalability. The standards define IoT
user data management framework and realize smart home
privacy management based on this framework. ZigBee Alli-
ance ignites creativity and collaboration in the IoT by devel-
oping, evolving, and promoting universal open standards
that enable all objects to connect and interact securely
(https://csaiot.org/). ZigBee3 is a wireless communication
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protocol designed by the ZigBee alliance with low power
consumption, low latency, high reliability, and short dis-
tance. It is mainly suitable for wireless automatic control
and can be embedded in various small devices: smart homes,
smart cities, or other industries. ZigBee3 uses the symmetri-
cal plus encryption algorithm to enforce the entire network,
which further supports the data privacy protection of IoT
devices [20].

2.3. Expansion Stage. Privacy protection has a large amount
of essential work. The research of continuous in‐depth IoT
privacy protection technology has brought about the expan-
sion of standard. The primary manifestation is that people
have a deep understanding of privacy protection, and the
awareness of privacy protection is more apparent. For
example, if the user information is needed, the service pro-
vider should explicitly state the purpose, method, and scope
of collecting and using the data. The user should enjoy the
right to learn the truth while using data. At this stage, the
number of standards has increased significantly, and the
standardization of privacy protection management and
technology has been comprehensively improved. The trend
of the rational use of private information has become iner-
tial and irreversible.

In recent years, international consensus has been more
potent, and international standards that privacy protection
can use have developed rapidly. ISO/IEC 30118: 2018 pro-
poses to realize the core architecture, interfaces, protocols,
and services of IoT and ecosystems and provides reference
configuration for smart home device data transmission and
privacy security [21]. ISO/IEC 27701: 2019 is the first inter-
national standard for privacy security management systems
(PIMS) used for privacy control management. It provides
richer content for smart home privacy collection and pro-
cessing [22]. IEEE 2144.1‐2020 standards define the IoT data
management framework based on blockchain and build a
smart home data life cycle (collection, processing, storage,
analysis, use, exchange, and abandonment) [23].

In the context of big data, the characteristics of SHPP are
becoming more evident, and protection measures are more
professional and technical. SHPP’s scope will continue to
expand, and usage scenarios are becoming more and more
specific. ISO 81001‐1: 2021 standards involve the critical
attributes of software and health systems in‐home health
device [24]. ISO/IEC 27400 puts forward a clear norm of
privacy protection for intelligent home devices [25]. IEC
SRD 63219: 2022 guides security, privacy, availability, and
accessibility for home assistance device [26]. It is foreseeable
that these are paved with the future privacy standards of
smart homes.

2.4. Summarization of the Development. Standards are the
most direct means of privacy data protection. Studying the
progress of SHPP standards has theoretical and practical sig-
nificance. SHPP standards have formed the momentum of
globalization based on international, organizational, and
national standards as the core. The implementation of inter-
national standards for privacy protection is conducive to
promoting the progress of privacy technology and global

economic exchanges and cooperation. The international
standards of SHPP are constructed around the privacy secu-
rity management system, privacy protection capabilities, and
technical specifications of the PII principles. The interna-
tional standards clarify the privacy framework’s primary
constituent elements and requirements. They guide the
design, development, and implementation of privacy strate-
gies and control and provide a high‐level perspective for
protecting personal information. Taking ISO as an example,
the privacy standards in recent 20 years are counted, as
shown in Figure 2. We can see the international consensus
and vigorous development of privacy protection. Through
continuous iteration standards, we can establish, implement,
maintain, and improve privacy management capacity to
reduce various risks of smart home data.

Although international standards realize and meet pri-
vacy protection requirements from different angles, they
do not provide sufficient detailed guidance. The alliance
standard complements this as the product of enterprise
standardization activities. It is an effective tool for enter-
prise market competition with practicality, flexibility, and
innovation. There are various types of alliance standards,
which are closely combined with market demand, and alli-
ance standards play an essential role in standardizing the
market order.

The establishment of national SHPP standards is also a
critical link. Each country’s privacy protection circum-
stances are different, and the standards must connect with
national development requirements. The American and
European smart home standards cover great content and
are in the world’s leading position in privacy protection
standards. In the future, privacy protection standards will
absorb more power, privacy protection has become more
stringent, and SHPP formulation has become more active.

3. SHPP Standard System

The standard system runs through all links of the privacy life
cycle. We offer the standard composition framework based
on the systematicness, hierarchy, integrity, and relevance
from five aspects: basic common, critical technical, auxiliary
management, testing and certification, and device applica-
tion. The designed SHPP standard architecture is shown in
Figure 3 [27].

The primary commonality standards of SHPP include
terminology standards, reference framework standards, and
guidelines criteria. The basic definition, framework, and
suitable conditions are the critical point that supports the
whole standard system. Term define concepts related to
SHPP to clarify and define the scope of privacy protection.
The reference architecture regulates the design of privacy
collection, transmission, use, storage, and destruction, and
it helps data managers to clarify the relationship between
SHPP parts. The guidelines hold the applicability conditions
of SHPP and determine whether privacy protection is
needed. It guides and supervises the requirements that
should be taken by data controllers, including function, per-
formance, and consistency.

4 Wireless Communications and Mobile Computing



Critical technologies play an essential and indispensable
role in privacy protection that can guide the SHPP research
and ensure the effectiveness of implementation. The vital
technology standards include data publishing anonymity,
data encryption storage, data integrity audit, data mining
restriction, and data access control. Data publishing ano-
nymity is used for data holders to hide specific user informa-
tion when they publish data publicly to protect user privacy
from disclosure [28]. Data encryption storage is aimed at the
growing data privacy information and standardizing the
computational overhead of encryption and decryption [29].
Data integrity audit checks frequent dynamic data opera-
tions, including tampering, discarding, and disclosing. Data
mining restriction reduces the presentation of sensitive
information. Data access control specifies the access control
policy of data resources, such as user, resource, environ-

ment, and other attributes. No mature technology has been
converted into standards, and there is still a long way to go
before mature technologies are translated into standards.
Therefore, people need to accelerate the pace of technology
promotion and industrialization to improve the level of pri-
vacy management in technology.

The monitoring and early warning mechanism covers a
wide range and are subject to various factors. Such standards
are lacking. The auxiliary management standard includes
four parts: tools, platform, early warning and monitoring,
and emergency response, which are used to standardize the
technical requirements of software and hardware tool plat-
forms, such as function, performance, development, and
integration, as well as the needs of daily early warning mon-
itoring in the process of SHPP and emergency response after
privacy disclosure. The tool is used to specify the technical
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conditions of software and hardware involved in SHPP,
including function, performance, operating environment,
secondary development, integration, use, and maintenance.
The platform specifies the technical requirements, including
operation, performance, working environment, interface,
and integration. Early warning monitoring defines the anal-
ysis, prediction, and disposal processes and their technical
requirements, including technical requirements and inter-
face specifications. The standard can dynamically track pri-
vacy risks in real time according to the sensitivity and
magnitude of privacy data. Emergency response is used to
regulate the emergency response management and disposal
measures of privacy security incidents, mainly including
emergency strategies, disaster recovery backup, and recovery
capabilities [30].

Test and certification standards include four parts: eval-
uation guidelines, evaluation methods, evaluation indicators,
and ability certification, which are used to standardize the
testing requirements and evaluation methods of SHPP. They
can measure the degree of privacy protection and guide
privacy managers to improve their security and service capa-
bilities. The evaluation guidelines regulate the basic require-
ments of the testing and evaluation process, including the
purpose, type, level, environment, and evaluation tools.
The evaluation method specifies the technical requirements
related to the privacy protection capability’s test and evalua-
tion process, including evaluation analysis, preparation,
method selection, steps, and documents. Evaluation indica-
tors specify the requirements of various indicators involved
in SHPP capability testing and evaluation, such as stability,
reliability, compliance, probability of privacy attribute dis-
closure, and block correlation [31]. Competency certification
mainly handles the privacy protection level of an organiza-
tion, product, service, and other related competency certifi-
cation requirements, including privacy management
competency certification and product privacy security
certification.

Privacy protection needs to be consistent with the busi-
ness. Device scenarios may set different goals for privacy
protection, which need to be controlled by standards [32].
Device application standards for smart home device con-
sider the differences in privacy data in different devices.
According to different types of devices and various charac-
teristics of business scenarios, the norms restrain the imple-
mentation of edge computing, blockchain, and other
technologies [33] and guide the realization of personal pro-
tection requirements. For example, cloud computing may
include cloud privacy security, terminal privacy collection,
and guarantee capacity certification [34]. As the technical
problems have not been completely solved, there are few
standards in this field. The research is being carried out
to eliminate the privacy risks and issues in the machine.

4. Challenges and Opportunities

Vast amounts of data have affected many aspects of people’s
lives. SHPP in IoT is an essential issue in big data security.
With the increasing charge and complexity of privacy‐
related information, monitoring and protecting smart home

privacy becomes more challenging [35]. At the same time, it
is also necessary to recognize that technology cannot solve
all problems. The deep integration of technologies has led
to new methods, such as automation and intellectualization.
These have created innovative thinking for SHPP, and new
technologies provide new opportunities for standards.

4.1. Challenges

4.1.1. Privacy Risk Evaluation. Privacy risk evaluation iden-
tifies and mitigates the risk of privacy disclosure, which
can be considered part of testing and certification in the
standard system. By identifying possible privacy risks in
smart homes and then quantifying these risks, we can deal
with and prevent privacy protection problems in a proactive
way [36]. Measuring the privacy risk can fully and intuitively
understand the privacy protection strength of the current
system. There are four privacy measurement methods based
on anonymity, information entropy, set pair analysis theory,
and differential privacy, each of which has its advantages,
disadvantages, and scope of application [37]. The evaluation
effect of privacy protection methods has not been unified,
and there are no complete and universal measurement stan-
dards to guide the quantification of privacy protection
intensity.

4.1.2. Weighing between Big Data and Privacy. With the
growth of big data, information acquisition and privacy
rights collide fiercely. In the discussion of big data and pri-
vacy, how to strengthen privacy protection and promote
the development of big data has not yet been decided. To a
certain extent, privacy protection will inevitably hinder data
acquisition and restrict data use, thus delaying the applica-
tion and development of big data. Data collection has cre-
ated more and more possibilities to see user privacy,
resulting in problems such as identification attacks, inaccu-
rate data models, unfair use of sensitive information, high
impact of personal behavior on the public, and large‐scale
data destruction [38]. The standard can be scientifically
managed according to the development law of technology,
and it is the first choice to rely on standards to balance the
relationship between the two.

4.1.3. Demand Diversity. Each segment of smart homes has
different needs for privacy protection. The privacy protec-
tion standards for specific application segments of smart
homes are insufficient. For example, cloud computing has
many intermediate data transmitting through the network,
and the confidentiality of the data during the transmission
process is threatened. In terms of user certification and
access, the vast number of users also cause privacy risk.
The scenes of contact with personal identity information
are more diverse and flexible, bringing more attacks on
PII [39].

4.1.4. Privacy Protection Methodology. There are still many
gaps in the breadth and depth of privacy protection. Perfect
SHPP methodology can better promote standardization
work, including theoretical framework, privacy protection
algorithm, and heterogeneous data processing. The earliest
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theoretical framework is Privacy by Design (PbD). PbD syn-
thesizes the privacy design theory of technology, operating
system, workflow, management structure, physical space,
and infrastructure and integrates privacy protection into
the overall design [40]. GDPR and ISO/IEC 27701 draw les-
sons from PbD theory, but the general law relationship, uni-
versality theory, and top‐level design ability of privacy
protection science still need to be strengthened.

4.1.5. Privacy Awareness. There is still a lack of awareness of
privacy protection in society [41]. Governments and enter-
prises still leak their privacy and do not realize the serious-
ness of the problem. There is a view that when there are
beneficiaries, accurate information should be published. In
that way, there is a conflict between openness and transpar-
ency and privacy disclosure [42]. The essence of these situa-
tions is that the standards are not perfect enough, which
leads to people’s insufficient understanding of privacy pro-
tection. With the development of the economy and society,
people’s understanding of the importance of privacy protec-
tion is gradually strengthened. The establishment of privacy
protection awareness and standards interact with each other.
Through the adequate supervision and control of privacy by
standards, the ability of privacy protection can develop on a
healthy road. Privacy protection is integrated into society so
that the standards can be effectively implemented.

4.2. Opportunities

4.2.1. The Urgency. Under the severe Internet security situa-
tion, big data has significantly changed privacy protection.
In the process of using big data, there are some characteris-
tics such as excessive data collection, massive useless data,
inefficient analysis, and application of data. To successfully
address privacy risks, it is urgent to further strengthen the
protection of smart home privacy and formulate the com-
prehensive SHPP. Use data in a targeted and compliant
manner and reduce the pressure of privacy protection. Rich
standards in various scenes can further enhance the influ-
ence of norms.

4.2.2. The Necessity. Smart home privacy no longer stays in
traditional privacy information such as name, ID number,
bank card number, password, and family address. Interests,
habits, behavior, and other information are becoming more
and more common [43]. Once this data is abused or spread,
it brings excellent instability to the society and even affects
the country’s security. Information protection has evolved
particularly complicated. Therefore, improving privacy pro-
tection standards is more extensive in standardizing privacy
acquisition and use, which also plays a good role in defining
corresponding measures and responsibilities.

5. Prospects for Future Research

Privacy protection is always a critical direction of network
security research. Through sorting out the above, the overall
research status of the SHPP standard is as follows: the pri-
vacy protection model is still flawed, and a complete stan-
dard system has not yet been formed. There is a lack of

objective and quantitative standards around the active pro-
tection of the entire privacy life cycle. Countries develop
independently and have different goals. Some successful
technical and management standards have been established
for specific industries, but it is still difficult to cover a wide
range. Therefore, the research on privacy protection needs
to be further developed and improved. Table 1 summarizes
some difficult problems and possible solutions in studying
SHPP standards.

Search engines know users’ browsing habits. Social tools
understand what people are thinking [44]. The balance
between data use and privacy protection is a vital issue. Pri-
vacy computing is a solution that considers both data value
sharing and privacy protection, including secure multiparty
computing, federated learning, a trusted execution environ-
ment, and other technologies. Standardized privacy comput-
ing can standardize the use of privacy data, improve the
utilization of big data, and mine the value of big data without
revealing user privacy to balance the relationship between
data use and privacy protection [45]. At present, privacy
computing theory and critical technology systems have a
lot of work, but there are limitations in specific scenarios,
which need standard guidance [46]. In the big data environ-
ment, data sources are diverse and dynamic. Even after
anonymous data processing, users’ privacy can still be ana-
lyzed [47]. Privacy protection technology for data mining
is to study more appropriate data hiding technology and
form standards to prevent privacy disclosure caused by data
mining methods to improve the availability of big data as
much as possible [48].

According to the characteristics of the smart home in
different devices, the privacy protection standards with high
requirements are constructed, and the privacy protection
mechanism is integrated into the device design to improve
the initiative of privacy protection. Improving privacy pro-
tection efficiency will help stimulate data processing capacity
and achieve large‐scale commercial landing. Privacy public
chain can encrypt the input data, output data, and network
status and conceal all nodes except the user himself, which
provides a possible scheme for the efficiency of privacy pro-
tection [49].

Zero trust represents a new generation of network secu-
rity protection, which means we do not trust anyone,
devices, and systems inside or outside the enterprise network
[50]. In the face of internal and external threats, the data
security hierarchical dynamic access control is realized
through the zero trust model to verify the data compliance.
According to the data sensitivity, the manager monitors
the data flow and locates the sensitive data at unknown loca-
tions [51]. Privacy measurement is aimed at measuring the
degree of privacy protection, focusing on the evaluation
index and measurement effect. It uses content identification
technology to comprehensively evaluate the security status
of privacy information and essential data. It timely removes
privacy information and avoids gathering information
excessively [52]. The irreversibility of privacy disclosure
damage is enhanced, the difficulty of protection is upgraded,
legislation to protect privacy lags, and it is easy to leave a
back door. Unify the privacy protection mechanism and
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boost the privacy protection strategy iteratively to control
the risk within a specific range.

SHPP has not yet formed a complete and systematic
methodology. Privacy protection should not only start from
the perspective of security technology but also break-
throughs from other social sciences such as economics, soci-
ology, and ethics. Gradually expand the scope of SHPP, and
establish a specific system or framework. The design or
framework can guide the particular privacy protection work
to reduce the possible loss caused by potential privacy risks.
All smart home scenarios are developing the application of
big data to obtain industry‐specific data. Privacy standards
for specific scenarios can manage privacy data more effec-
tively [53]. Data compliance is closely related to each user.
Individuals have differentiated privacy needs, and require-
ments vary by country and geography [54]. The standard
can provide “customized” privacy‐related services to each
user through an automated approach and even help detect
compliance requirements [55].

6. Conclusion

The smart home is a double‐edged sword, conveying eco-
nomic value while bringing privacy and security issues.
The increase in privacy data has aroused people’s sense of
insecurity, and each person’s different views and positions
have led to the extension and continuous development of
privacy issues. Information protection and rational use are
always the themes of intelligent home privacy. The construc-
tion of SHPP standards has played practicality for clarifying
the consensus of privacy protection and effectively enhanc-
ing the overall level of social privacy protection and also pro-
vides support for data security governance.

Based on sorting out the current status of the crucial pri-
vacy protection standards, this article summarizes the devel-
opment process of SHPP standards. We divide it into three
stages for the first time and analyze the construction of stan-
dards at each step in detail. The SHPP standard system is
proposed to provide a reference for subsequent research,
focusing on analyzing current data privacy security opportu-
nities and challenges. Finally, the problems in the recent
study are elaborated, and the future development direction
is expected. Of course, this has certain deficiencies. The clas-
sification analysis of existing standards is insufficient, and

the privacy protection capability that the standard can
achieve is also not involved. We will explore each standard
type in the follow‐up work and focus on the technical details.
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