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This paper mainly proposes a nonrepudiation digital signature authentication scheme based on an enterprise contract computer
vision system. Based on the RSA algorithm and MD5 message-digest algorithm, a digital signature scheme of enterprise economic
contract based on IC card is proposed. The method realizes digital signature and ensures the confidentiality of the transmitted
data. Finally, this paper proposes a concrete digital signature experiment system implemented in Java. The results of this study
show that the computer vision signature encryption system helps to improve the reliability of the system.

1. Introduction

Ensuring the security of personal and business information
transmitted over the Internet has become a pressing issue.
Ensuring its security is the primary problem that enterprise
economic applications must solve. The structure of this paper
is the research on how the enterprise constructs the computer
vision signature encryption system to promote the enterprise
contract economic management positively. At the beginning
of this paper, this research still has certain limitations because
the system is only applicable to enterprises and may not have
universal adaptability to other industries. How to better apply
to all industries is for future research. Contract management is
involved in the day-to-day operation of an enterprise. Various
intentional or unintentional errors in the financial process of
an enterprise can lead to inconsistent information obtained
by transaction parties [1]. This will affect the entire transaction
process. Ensuring the integrity of data is the basis for develop-
ing enterprise economic applications. Therefore, we must pre-
vent arbitrary modification of the data. The traditional way of
the transaction is to limit the behavior of transaction parties
through signatures and seals, avoiding delays and denials.
However, the corporate economy now based on electronic

media must find electronic alternatives. Only in this way can
reliable identification of the parties to the transaction be pro-
vided. Digital signature technology can guarantee the integrity,
reliability, nonrepudiation, and identifiability of information
transmitted in the network.

2. Implementation Principle of Digital
Signature Technology

Digital signature technology is based on public key encryp-
tion technology. Therefore, we first must introduce general
key encryption technology and its specific application in
the digital signature.

2.1. Public Key Encryption Technology. Public key encryption
(PKE) is asymmetric cryptography. It solves the fundamen-
tal problem that the traditional encryption method is chal-
lenging to overcome in the application. It greatly simplifies
the key distribution and management process [2]. Its basic
idea is to transform the secret storage and distribution in tra-
ditional encrypted communication into the underground
hold of a key and the public distribution of a “lock” in a pub-
lic key encryption system. When using a public key
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encryption system, recipient A first generates a pair of math-
ematically related but not identical. A public key ka is used
for encryption (equivalent to a lock). A secret key ka ′ is used
for decryption. This process is called vital formulation. ka ′ is
kept by the recipient A himself. We expose ka in various
ways. This process makes it available to anyone who wants
to communicate with the recipient. This process is called
public key distribution. Of course, the disclosure of ka can-
not compromise the security of ka ′. If the B party needs to
send the plaintext m to the A party confidentially, we can
encrypt the plaintext to be sent with the public key ka of A
; we found

C = Eka
mð Þ: ð1Þ

After receiving the ciphertext C, A decrypts C with the
secret key ka ′ that only A knows:

m =Dk′
a Cð Þ: ð2Þ

Since the encryption key ka is different from the decryp-
tion key ka ′, public key cryptography is also called asymmet-
ric cryptography. This can be different from traditional
symmetric cryptography [3]. Even if any third party inter-
cepts the ciphertext C, it cannot be achieved. Since it has
no decryption key ka ′ and ka ′ cannot be derived from the
public encryption key ka, we cannot recover the plaintext
m. Compared with the traditional encryption system, the
public key encryption system has obvious advantages.

2.2. Digital Signature Technology Using the Public Key
Encryption System.What is used more on the Internet is that
the information itself does not need to be kept secret,
because if the encryption key EA of A in the public key file
is tampered with the legend EC of C, the consequence is that
all the ciphertext C sent to A can be decrypted [4]. The pur-
pose of digital signature technology is to ensure the integrity
and authenticity of the information.

The digital signature system is the product of the combi-
nation of public key encryption technology and message
decomposition function (MDF). The packet decomposition
function is a one-way irreversible function that can extract
a set of information into a string of check digits. First, we
use the packet decomposition function to distil the file to
be signed into a very long number. We call this the packet
decomposition function value. The signer encrypts the value
of the message decomposition function with the private key
held by the individual [5]. At this point, the system generates
a so-called “digital signature.”

The recipient authenticates the digital signature after
receiving the digitally signed document. To obtain the mes-
sage decomposition function value, the recipient decrypts
the “digital signature” with the signer’s public key [6]. Then,
they recalculate the packet decomposition function value for
the file. We compare the results of the two. If the two are
precisely the same, the file’s contents’ completeness and cor-
rectness and the signature’s authenticity can be guaranteed.
If the content of the file is tampered with or someone forges

the signature, the authentication of the digital signature will
fail. The authentication process of digital signature and prin-
ciple of digital signature are shown in Figure 1.

If the sender denies it later, the recipient can submit the
digital signature and the original document to a third party
for verification. A third party can repeat the above digital
signature generation process using the sender’s public key.
They compare the results with existing digital signatures
[7]. This makes it easy to tell if the digital signature origi-
nated from the sender. Conversely, if the recipient attempts
to forge a digitally signed document, he cannot present the
digital signature corresponding to the generated document
in front of a third party.

2.3. Message Decomposition Function (MDF). The packet
decomposition function mentioned above is a hash function.
Any length of information m can be compressed into a
fixed-length number after the operation of the hash
function.

There are many packet decomposition functions in spe-
cific applications. These functions can extract information of
any length into a number. But from the perspective of cryp-
tography, its security and reliability are pretty different.

Less secure is the CRC (cyclic redundancy check) code
function. It is usually used as an error checking function.
The CRC function can represent information as a 16-bit or
32-bit CRC code. It is widely used in computer communica-
tion to check for errors in data transmission. Although it can
detect the vast majority of random errors in data transmis-
sion communications, it has minimal ability to deal with
deliberate tampering of information by humans. Because it
is easy to tamper with the file’s content and add some char-
acters to make its checksum still unchanged. The higher
security is the MD5 function. The packet decomposition
function is used by the famous PGP encryption system for
digital signature [8]. It can convert any information length
into an almost unique 128-bit large number. At the same
time, MD5 is a one-way mapping function. Although some
information can generate the corresponding MD5 code,
the same information as the original cannot be recovered
from the MD5 code.

3. Digital Signature Technology
Application Agreement

An agreement is when two or more parties go through a
series of prespecified steps in a particular order to accom-
plish a task. The practical application of digital signature
technology also involves various needs [9]. It is suitable for
application protocols in different environments.

3.1. Cryptographic Protocol. We can use the following proto-
cols for digital signatures using RSA public key
cryptography:

(1) A first signs the message m with its secret decryption
key to obtain s =DAðmÞ
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(2) A encrypts s with B’s public encryption key to obtain
ciphertext c = EBðsÞ = EBðDAðmÞÞ and transmits
ciphertext c to B

(3) B first decrypts the received ciphertext c with his
decryption key to obtain the following formula:

DB cð Þ =DB EB sð Þð Þ = s =DA mð Þ ð3Þ

(4) B then encrypts s with s public encryption key:

EA sð Þ = EA DA mð Þð Þ =m ð4Þ

In this way, B can confirm that the received information
m is indeed sent by A. Because s is derived from a decryption
key, only A can.

(5) Based on the obtained information m, send the fol-
lowing ciphertext to A:

c′ = EA DB mð Þð Þ ð5Þ

(6) After receiving the ciphertext c′, A performs the fol-
lowing processing:

EB DA c′
� �� �

=m′ ð6Þ

A then compares m′ with the m it sent to B. If m indi-
cates that B has indeed received the information m =m′ sent
by A in total. For example, C intercepts the ciphertext c1 =
EBðDAðmÞÞ sent by A to B. We can divide it into two cases:
(1) processed and (2) no processing. In both cases, the
sender of C to the ciphertext is A. The recipient is certainly
B.

In the first case, C decrypts the ciphertext c1 with A’s
public key to obtain EAðc1Þ = EBðmÞ. They then “pseudo-
sign” it with their secret key and send c2 =DCðEBðmÞÞ to B
in C name. After B receives c2, it will act on it according to
the protocol: ECðDBðc2ÞÞ = ECðDBðDCðEBðmÞÞÞÞ. In this
way, the plaintext m can also be obtained. The following
action is that B sends c3 = ECðDBðmÞÞ to C. So, C can get
the original text m. In this case, since what B recovers from
the received ciphertext is the plaintext under normal condi-
tions, B cannot determine whether the sender of the cipher-
text is C or not.

In the second case, C sends the intercepted ciphertext c1
to B as C without processing. Do the following mechanically
per-protocol B: ECðDBðc1ÞÞ = ECðDBðEBðDAðmÞÞÞÞ = ECðDA

ðmÞÞ =m′, and return ECðDBðm′ÞÞ = ECðDBðECðDAðmÞÞÞÞ
to C. In this way, C can obtain the original text m. In this
case, as long as B receives the ciphertext EBðDAðmÞÞ, it does
not simply and mechanically execute the “receipt” step but
first observes whether the decrypted result is a meaningful
plaintext. If so, accept m and further perform the “receipt”
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Figure 1: Principle of digital signature and digital signature authentication.
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operation. They send EAðDBðmÞÞ or ECðDBðmÞÞ to the
sender (A or C), otherwise they reject it. In this way, unsafe
factors can be avoided.

3.2. Shamir Agreement. We use the Shamir agreement. The
two parties of any pair of secret communication do not need
to establish a public key or a private key to obtain a secure
transmission with digital signature properties [10]. The
encryption key EA and the decryption key DA are kept
secretly by Party A itself. EB is also supported by Party B
itself.

(1) A signs the message m with its encryption key to get
EAðmÞ and sends it to B

(2) After receiving EAðmÞ, B uses its encryption key to
perform encryption operation to obtain EBðEAðmÞÞ
and returns it to A

(3) After A receives the EBðEAðmÞÞ sent by B, he
decrypts it with the decryption key he owns to obtain
DAðEBðEAðmÞÞÞ = EBðmÞ and sends EBðmÞ to B

(4) After receiving EBðmÞ, B decrypts it with the decryp-
tion key mastered by B to obtain DBðEBðmÞÞ =m

When A encrypts the information m with its encryption
key, the ciphertext received by B is equivalent to A’s unique
imprint. Unlike the digital signature B in the usual sense, A’s
identity cannot be confirmed immediately [11]. The received
ciphertext is encrypted with B’s encryption key and sent to A
. Only after the encrypted ciphertext is partially deencrypted
by A can B obtain the plaintext information m through its
decryption key.

3.3. Electronic Certificate. The identity authentication tech-
nology based on electronic certificates is an identity authen-
tication scheme suitable for multiple security domains. In
this scheme, our user’s identity and public key are encapsu-
lated in a certificate and digitally signed by the CA by a
trusted or certifiable third party. At present, the X.509 certif-
icate standard of ITU-T is generally recognized by the indus-
try. In this way, the trust in the user’s claimed identity is
guaranteed by faith CA. As long as trust can be established
between CA in different security domains [12], then we
can build trust in each other’s users. When a user in a secu-
rity domain requests services from other disciplines, as long
as the user certificate CA is recognized by the target security
domain, the user’s identity can be authenticated. The man-
agement of users by the certificate-based authentication
method is the responsibility of trusted or certifiable CA dis-
tributed in different security domains. As long as the user
can be authenticated by a CA, it can be shown by any secu-
rity domain that can deliver the CA. We do not require the
user to register with the authentication server for every secu-
rity domain he may request.

Suppose the confidentiality of the data transmitted by
both parties is relatively high. We can store the public key
in the directory server as an electronic certificate after being
authenticated by the certificate server for identity authenti-
cation. We use secondary key, signature, and message digest

technology to ensure the integrity and confidentiality of
information based on guaranteeing public key security.

The public key of the CA is known in advance by all
communicating parties. The communicating party A has a
public key PKA. Its electronic certificate has the following
forms:

Cert Að Þ = ID Að Þ, PKA, sigCA ID Að Þ, PKAð Þð Þ: ð7Þ

Before each party communicates, we obtain the electronic
certificate of the other party. It receives the public key of the
other party after authentication. Then, we encrypt our ran-
domly generated conversation key with the other party’s pub-
lic key and send it with a signature generated with our private
key. The other party decrypts and verifies its validity after
receiving the session key. It then also issues its own randomly
generated and signed session key. At this time, both commu-
nication parties have two session keys. We combine them into
the actual session key K used. The process is as follows:

(1) A−>DSðIDðBÞ, sigAðIDðBÞÞ, A requests directory
server DS for an electronic certificate, including B
public key. It also includes its signature

(2) DS−>AðCertðBÞ, sigDSðCertðBÞÞÞ. Directory server B
returns DS an electronic certificate to verify DS sig-
nature with the known DA public key after being
received by A

(3) A−>BðEPKBðRA0, IDðAÞÞ, sigAðEPKBðRA0, IDðAÞÞÞ, A
generates a random numberRA0 and its own identity
IDðAÞ, encrypts it with B’s public key, and sends it to
B. It also includes its signature

(4) After B−>DSðIDðAÞ, sigBðIDðAÞÞÞ, B receives the
application for exchanging session keys from A, it
decrypts the received information with its own secret
key to obtain the identification IDðAÞ of RA0 and A.
We now query DS for A public key

(5) DS−>BðCertðAÞ, sigDSðCertðAÞÞÞ. It is similar to step
(2).

(6) B−>AðEPKAðRB0, IDðBÞÞ, sigBðEPKAðRB0, IDðBÞÞÞÞ. It
is similar to step (3).

(7) A and B, respectively, calculate the session key for
communication:

K = f RA0, RB0ð Þ ð8Þ

The above process can be simplified as follows:

EPKB RA0, ID Að Þð Þ, sigA EPKB RA0, ID Að Þð Þð Þ
EPKA RB0, ID Bð Þð Þ, sigB EPKA RB0, ID Bð Þð Þð Þ : ð9Þ

We use the above method to prevent insertion attacks.
RA0 typical case of an insertion attack is when C intercepts
A and replaces it with RC0. This means that C must replace
the original digital signature sigAðEPKBðRA0, AÞÞ with a
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forged digital signature sigAðEPKBðRC0, AÞÞ. Because C does
not have A secret key, it cannot compute A signature on
EPKBðRC0, AÞ. C then receives RB0 from B and attempts to
replace RB0 with RC0′ . Likewise, C cannot generate B
signature.

3.4. Other Agreements. In general, digital signatures are sent
to the receiver after the sender encrypts and signs the infor-
mation m. Anyone who knows A public key can verify this
signature. A nonrepudiation signature requires A participa-
tion in its verification. B cannot prove the correctness of
the signature to a third party. Another blind protocol applies
when A wants B to sign message m but does not let B know
the content of m.

4. Conclusion

This paper introduces a new type of enterprise contract eco-
nomic management. The system uses Java language technol-
ogy. The core idea is to use the computer vision signature
encryption system. The security package contains a series
of API functions. It can provide encryption, information
fusion, key management, authentication, access control,
and digital signature. It allows developers to develop low-
level and high-level security applications.
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