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Distributed Denial of Service (DDoS) attacks pose the greatest threat to the continued and efficient operation of the Internet. It
can lead to website downtime, lost time and money, disconnection and hosting issues, and website vulnerability. Conventional
machine learning methodologies are being harmed by reduced recognition rates and greater false-positive rates due to the
emergence of new threats. As a result, high-performance machine learning classifiers with low false-positive rates and high
prediction accuracy are required for the DDoS detection system. Here, a deep belief neural network is preferred, upgraded to
the modified deep neural network (M-DBNN) to accurately detect DDoS attacks from the network. Enable the database to
change a specific format and range, which helps the M-DBNN classifier easily predict the class. An advanced Chimp
Optimization Algorithm (ChOA) is used to minimize the error to find the best weight of the M-DBNN classifier; this leads to
accurate DDOS attack detection and predict the classes effectively. The proposed method is evaluated for CAIDA “DDoS
Attack 2007” dataset. The accuracy of the proposed method is 0.87%, and the outcome is compared with those of other
existing methods of deep neural network (DNN), support vector machine (SVM), artificial neural network (ANN), and neural
network (NN). The proposed method demonstrates great detection accuracy with a low error.

1. Introduction

Distributed Denial of Service (DDoS) attacks are presently
the most common and sophisticated danger to enterprises,
and they are becoming progressively difficult to overcome.
For example, GitHub became a victim of one of the greatest
DDoS attacks ever in 2018 [1]. In February, attacks on eBay,
Amazon, and Yahoo were undertaken [2]. In July 2008, a
DDoS attack on the Georgian.gov website brought down
multiple Georgian servers. The attack on Register.com in
January 2001 was carried out by abusing Domain Name
System (DNS) servers as reflectors [3]. Previous software
protection techniques and intrusion detection systems
(IDSs) can recognize and block the attack or intrusion which
is happening or already has to a specified extent. However,
with the arrival of an era of big data and the resulting

problem of uninterrupted huge data flow, previous software
protection techniques and IDSs have been faced with new
dares. For today’s high-speed networks, classic network
intrusion detection systems (NIDS) have a high rate of
packet loss and a high rate of missed detection [4].

Conventional machine learning algorithms are based on
shallow learning. Usually, emphasize feature engineering
and selection models, making them unable to properly deal
with the challenge of a dynamically growing huge amount
of data, resulting in erroneous detecting attacks. Shallow
learning is not suited for intelligent systems to predict
malevolent behaviour in huge amounts of data in particular
[5]. Deep learning has advanced quickly in recent years,
overcoming many of the shortcomings of conventional
machine learning models and providing a model that is well
fitted for IDS [6]. It is commonly utilized in various
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applications, including speech recognition, picture recogni-
tion, machine translation, and a variety of others. It can ana-
lyze vast amounts of data once again. Because deep learning
approaches can extract high-dimensional features from orig-
inal data by numerous nonlinear transformations, and the
features collected have a hierarchical structure, there is a
movement put on them in the construction of novel intru-
sion detection algorithms [7].

A comprehensive literature assessment on deep learning
approaches for intrusion detection has been published. Some
of the deep learning approaches for intrusion detection is
DNN-based DDoS detection in software-defined networks
[8], and CNN-based IDS against DDoS [9]. In the proposed
technique, a Modified Deep Belief Neural Network (M-
DBNN) [10], like most classical deep learning systems, uses
a multilayer restricted Boltzmann machine (RBM) to recog-
nize the DDoS attack. To make the network better fit the
training data and increase efficiency in intrusion detection,
optimization is employed to identify a suitable weight of
M-DBNN. The M-DBNN classifier predicts whether the
class is an attack or not attack from the dataset. Whenever
a network is attacked and M-DBNN is detected, the user
receives an alert notification. On the other hand, the
network is secure, and the dataset can be fed into the auto-
encoder [11], which compacts the income data into a
latent-space format and then restructured this data to give
an output. The outcome data of the autoencoder is stored
in cloud storage [12].

1.1. Main Contribution. Detect intrusion or DDOS attacks
from the network to protect users’ personal information.
The key contribution of the paper is given below:

(i) A deep learning system based on Modified Deep
Belief Neural Network (M-DBNN) is utilized to
detect malicious behaviours in cyber environments
and classify them based on attack types

(ii) Attributes of the dataset are preprocessed to convert
a specified format, making the detection process
easy. There are three steps to preprocessing the data:
Min-Max normalization, Equal Width Discretiza-
tion, and Correlation-based Feature Selection

(iii) The preprocessed data are separate for the
training and testing process fed in the Modified
Deep Belief Neural Network (M-DBNN) classifier,
which predicts the input data to either attack or
not attack class. The performance of M-DBNN
is improved by using the Chimp Optimization
Algorithm

(iv) For DDoS is detected, an alert message is forwarded
to the user. Otherwise, the data are allowed to be
stored in cloud storage via an autoencoder

(v) With the help of a ChOA-based M-DBNN classifier,
the CAIDA “DDoS assault 2007” dataset is used to
detect DDoS attacks. The proposed technique is
very sensitive to detecting DDoS attacks, giving
87% accuracy. In addition, the outcome of the pro-

posed technique is compared with previous tech-
niques of DNN, SVM, ANN, and NN

The rest of the paper contains the following: Section 2
presents the literature review related to detecting DDoS
attacks. In Section 3, the methodology and architecture of
the proposed part are discussed. Section 4 presents the result
and discussion of the proposed outcome and compares the
proposed and previous techniques. At last, Section 5 con-
tains the conclusion of the paper.

2. Literature Review

Numerous techniques are introduced to detect DDoS attacks
or intrusion in networks. A few techniques are discussed
below.

Sahoo et al. [13] suggested that the detection of attack
traffic is possible by using the SDN’s centralized control
feature. Various machine learning (ML) approaches were
utilized in the STN sector to prevent anomalous traffic.
However, the system had an open question about choosing
the right features and precise classifiers to detect the attack.
The dimension of feature vectors was reduced using SVM-
based KPCA, and different SVM parameters were optimized
using GA. An enhanced kernel function (N-RBF) was
employed to decrease the noise produced by feature discrep-
ancies. Compared to single SVM, the experimental results
demonstrated that the model achieves greater generalization
and more accurate classification.

Liu [14] had presented a multiscale convolutional neu-
ral network with Grayscale Matrix Feature- (GMF-) based
DDoS assault detection. The seven-tuple was distinct from
characterizing the flow of network characteristics and
translated into a grayscale feature via binary, based on
the distinct features of the normal flow and the attack flow
in the IP protocol. The convolution kernel of various
spatial scales was employed to enhance the precision of
feature segmentation and local and global features of the
network flow, which were recovered based on the network
flow Grayscale Matrix Feature (GMF). A DDoS attack
classifier was built using a multiscale convolution neural
network.

Tuan et al. [15] had suggested a botnet DDoS attack
detection using machine learning approaches. Estimation
of the method was based on the UNBS-NB 15 and KDD99
publicity datasets, which were well-known for detecting
Botnet DDoS attacks. Various machine learning methods
like artificial neural network (ANN), support vector
machine (SVM), Naïve Bayes (NB), Unsupervised Learning
(USML), and Decision Tree (DT) were used for examining
the dataset’s False Alarm Rate (FAR), accuracy, specificity,
AUC, false positive rate (FPR), Matthews correlation coeffi-
cient (MCC), and sensitivity.

Doriguzzi-Corin et al. [16] suggested a LUCID, a light-
weight deep learning DDoS detection system that used the
features of convolutional neural networks (CNNs) to distin-
guish between malware and benign traffic flows. LUCID was
compared to previous state-of-the-art recognition accuracy
while delivering a 40x reduction in processing time when
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compared to the state-of-the-art, using the most recent data-
sets. LUCID’s output had the same representation.

Çakmakçı et al. [17] had suggested a multivariate data-
friendly online, sequential DDoS detection system. A
kernel-based learning method, the Mahalanobis distance,
and the chi-square test were all used in the learning algo-
rithm. As detection metrics, extract four entropy-based
features and four statistical-based features from network
traffic every minute. Then, utilize the entropy features to
deploy the kernel-based learning technique to recognize
suspicious DDoS input vectors. In every minute, the Maha-
lanobis distance was calculated among the distribution of
dictionary members and suspicious vectors. The Mahalano-
bis distance was then calculated using the chi-square test.
The CICIDS2017 dataset was used to evaluate the DDoS
detection strategy.

Dong and Sarem [18] had suggested an SDN technique,
and there are two methods for detecting DDoS attacks. To
recognize a DDoS assault, one way was to use the severity
of the attack, i.e., when a DDoS attack assaulted the SDN
controller, four features were examined first. The upgraded
K-Nearest Neighbor (KNN) algorithm based on machine
learning (ML) was used in other techniques to detect the
DDoS attack. A novel notion called the degree of attack
was introduced and presented for the first time to detect
DDoS attacks.

Hussain et al. [19] had suggested an enabled early
detection for distributed denial-of-service (DDoS) assaults
coordinated via a botnet that controls malevolent devices
and used real network data and deep convolutional neural
networks (CNNs). To generate a pooled DDoS assault in a
cell that can interrupt CPS operations, the puppet device
independently performs quiet call, SMS spamming, or a
blend of these attacks targeting call, Internet, SMS, signal-
ling, or a combination of these serviced, alternately.

Alzahrani [20] had suggested an attack prevention sys-
tem of CS-ANN that combines a Cuckoo Search (CS)
approach with an artificial neural network (ANN) approach
to identify DDoS attacks and allow the server side to be more
attentive. As a nature-inspired method, the cloud user fea-
tures and the attacker features were optimized using CS.
These improved features were then sent to the ANN struc-
ture. Features that were trained were saved in the database
and used at the testing phase to match the test features with
the taught features, resulting in results for both attackers and
typical cloud users.

In Ref. [13], the authors explained SDN’s centralized
control feature to detect DDoS attacks. However, the
method has some disadvantages by the rapid development
of new malware, which would necessitate collecting samples
at regular intervals to assess performance. In Ref. [14], the
novelist explained a multiscale convolutional neural network
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(CNN) to recognize DDoS attacks. But the method has sev-
eral limitations and assumptions, and the method does not
include the packet payload; so the data acquired might be
sampled. In Ref. [15], the novelists explained a machine
learning approach to detecting botnet DDoS attacks. How-
ever, there were scalability limits, and the solution was not
ideal. In Ref. [16], the authors describe a method of a LUCID
system for DDoS detection. The method is not apposite for
online systems due to some flow-level statistics. In Ref.
[17], the authors explained a multivariate data-friendly
online, sequential DDoS detection system. The method gives
high accuracy and detects accurate attacks. Yet the method is
not suitable for huge datasets. In Ref. [18], the novelists
explained the SDN technique to recognize DDoS attacks.
But the solution of the method is inefficient and complex
owing to the necessity to discern the packet protocol. In
Ref. [19], the novelists explain early detection for distributed
denial-of-service (DDoS) via CNN. The outcome is good
and also predicts accurate class. Owing to its content-based
recognition nature, it is computationally expensive, which
is the only drawback of this method. In Ref. [20], the authors
explained a CS-ANN-based DDoS attack detection tech-
nique. The drawback of the method is that it does not
predict an accurate class, so alarm rate and accuracy are less
in this approach.

3. Proposed Methodology

DDoS attacks disrupt normal server traffic and overburden
the target network or service. Money is lost, fraudulent
traffic is generated, reputation is harmed, and clients are
harmed when a DDoS attack occurs. Intrusion detection is
an important process for system security, as it prevents
server attacks and network traffic manipulation. In addition,
it improves network data security and determines, detects,
and recognizes unapproved program usage, data framework
destruction, alteration, and copying. Intrusion or DDoS
attacks are detected in the proposed study using a Modified
Deep Belief Neural Network (M-DBNN). The dataset is first
preprocessed to arrive at a numerical value. The value is then
fed into M-DBNN, with numerous invisible, hidden layers, a
visible input layer, and a visible output layer. Although the
range of the input layer is [0, 1], the values of the buried
layer are binary numbers. The modified DBNN classifies
the input dataset to determine whether or not it has been
subjected to a DDoS attack. The advanced algorithm detects
and alerts the user if an attack is detected. Data is supplied to
an autoencoder, an encoder, and a decoder after the dataset
is free of any attacks or difficulties. The modified DBNN
classifies the input dataset to assess whether it has been sub-
jected to a DDoS attack. The advanced algorithm detects and
warns the user if an attack is detected. When the dataset is
clear of attack challenges, it is sent to the autoencoder, with
both an encoder and a decoder. The architecture of the
proposed system is given in Figure 1, and pseudocode of
the overall system is given in Pseudocode 1.

3.1. Preprocessing. The data is not in a specific range, so the
preprocessing technique is used to fit the dataset in an exact

range. Several approaches are available for the normalization
of the dataset. Among them, Min-Max normalization is
more efficient. The normalization approach converts a value
from σ to σ∗ that is suitable in the range of [A, B]. Its math-
ematical expression is given below.

σ∗ = σ − σmin
σmax − σmin

: ð1Þ

The data is normalized to give an equal weight of all
attributes. After the normalizing process, discretization takes
place. The discretization process transfers the domain of the
continuous feature to an insignificant domain in the form of
a finite number. Equal Width Discretization (EWD) is pre-
ferred to transfer the continuous field to a finite number that
creates several bins. Moreover, this approach improves the
performance in large datasets, where K is used for evaluating
the bin quantity. Every bin is allied in a distinct, discrete
value. EWD split the number lines among Vmax and Vmin
at the interval of k. Generally, the value of k is set as 10. It
is known as a user predefined variable. Interval’s width is
evaluated by

W = B − A
N

, ð2Þ

Pseudocode
Input raw dataset = X
{
For all data in dataset

# Pre-processing
Re-range the dataset using Eq. (1)
Convert numerical value using Eq. (2)
Redundancy using Eq. (3)
Pre-processing data ⟹ Pre-data
# M-DBNN
Data splitting

{
Training data
Testing data
Actual class

}
# Training ChOA optimizer
For all in input dataset
{

Initialization = weight using Eq. (8)
Fitness function using Eq. (9)

Update the solution using Eq. (10)
Best solution

}
#Testing the dataset

}
End
Outcome:
Predict the class to detect the server is normal or attack

Pseudocode 1: Pseudocode of overall system.
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where N denotes the interval and B and A are the highest
and lowest values of attributes.

Finally, select the feature. In this process, irrelevant and
redundant features present in the dataset are eliminated,
thus enhancing the accuracy and decreasing the running
cost. Here, Correlation-based Feature Selection (CFS) is
used. The evaluation role favours subsets with attributes that
are substantially correlated with the class but uncorrelated
with one another. The feature of irrelevance in the dataset
is needed to eliminate since it links to the class. In addition,
the fired feature was also eliminated because it was highly
linked with the leftover feature. The evaluation of subset in
CFS is given below:

Merits =
krcfffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi

k + k k − 1ð Þrff
q : ð3Þ

MS is the average feature-feature inter-correlation, rcf is the
mean feature-class correlation, and rff is the average feature-
feature intercorrelation of a feature subset containing k
features.

3.2. Modified Deep Belief Neural Network (M-DBNN). Deep
belief neural network is a growing approach. DBNN con-
tains a layer by layer arrangement of restricted Boltzmann
machine (RBM) [21]. RBM trains the data in greedy layer-
wise to accomplish the unsupervised filed solid execution.
The significant usage of RBMs is likely to be because there
is a lack of labelled data, and RBMs and autoencoders can
be pre-trained on unlabeled data and fine-tuned on a
small portion labelled data. Greedy layer-wise techniques
are utilized for training the data of DBN each layer at each
time. The schematic structure of M-DBNN is shown in
Figure 2.

Moreover, the method optimizes a layer with a greedy
time. Next, the completion of unsupervised training super-
vised training technique is the whole access layer; the name
of this process is fine-tune stage. This stage is a combination
of two notions: (a) an initial factor presents an effect of
major standardizing, and (b) an input distribution study will
help the study of input to outcome mapping. For the process
of pretraining, the dataset unsupervised is trained by a
greedy layer-wise approach. And the supervised layer is
trained by the fine-tuning stage from the first layer to
improve the labelled sample feature.

For RBM, h and v represent hidden and visible layers,
respectively. Here, three variables are needed for system
decision, namely,

θ = W,A, Bf g: ð4Þ

Let A = faiϵRmg and A = fbjϵRn:g:
Here, A denotes an element of visible layer, W denotes

weight matrix, and B denotes an element of the hidden layer.
ai represent the ith visible layer threshold, and bj represent
jth hidden layer threshold.

The layer of hidden and visible follows Bernoulli distri-
bution; RBM energy equation is stated as

E v, h \ θð Þ = −〠
n

i=1
aivi − 〠

m

j=1
bjhj − 〠

n

i=1
〠
m

j=1
viWijhj, ð5Þ

where θ =Wij, ai, bi. The energy function displayed the
energy value for separately visible node and hidden layer
node valuation. The overall hidden layer node set is
expressed as

P v \ θð Þ = 1
z θð Þa〠h

e−E v,h\θð Þ, ð6Þ

where zðθÞ is a standardized factor.
The RBM is linked in a way biphasic. The possibility of

the beginning of neurons in the visible layer and hidden
layer is expressed as

P hj = 1 vj� �
= σ bj +〠

i

viWij

 !
,

P vi = 1jhð Þ = σ ai +〠
j

hjWij

 !
:

ð7Þ
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Figure 2: Schematic structure of M-DBNN.

Table 1: Parameters of M-DBNN classifier.

Parameters Ranges

Number of iteration 500

Batch size 14109

Step ratio 0.1

Dropout rate 0.9
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3.2.1. Training Data. Chimp Optimization Algorithm
(ChOA) is used for weight optimization. Weight is defined
as the connection between the hidden and visible layers. A
suitable weight is used to enhance the performance of the sys-
tem. ChOA is a group hunting optimization that is a lifestyle
of chimpanzees. Four entitled chimps are a group to attack
the prey. They are drivers, barriers, chasers, and attackers.
The driver follows the prey, while the barrier blocks the prey
to move in a different direction, and the chaser moves sud-
denly to catch the prey. Finally, the attacker attacks the prey.

Step 1. Initialize the weight as an input,

Weight = W1,W2,⋯,Wnf g: ð8Þ
Step 2. Find the fitness function. Here, the error between
the real and given outcomes is evaluated to find the fitness
function.

∂E
∂wt−p

ij

= ∂E
∂yj

· 1 − yj
h i

· yt−pi , ð9Þ

where yt−pi is the output of input unit i,wt−p
ij is the weight

between input unit i and hidden unit j at time t − p, ∂E/∂yj
can be calculated by standard BP algorithm, and yj is the out-
put of hidden unit j.

Step 3. Update the outcome to find the best solution. The best
solution is not to find, but to repeat the process as Step 2.

Xchimp t + 1ð Þ =
Xprey tð Þ − a · d,  if μ < 0:5,
chaoticvalue,  if μ ≥ 0:5,

(
a = 2f r1 − f ,
d = cXprey tð Þ −mXchimp tð Þ�� ��,
c = 2r2,m = chaoticvalue,

ð10Þ

where t indicates the number of the current iteration, Xchimp
is the position vector of a chimp, Xprey is the vector of prey
position, and a,m, c represent the coefficient vector.
Through the iteration process, f is lowered nonlinearly from
2.5 to 0,m a chaotic vector intended based on several chaotic
maps, and r1 and r2 are random vectors in the range of [0, 1].

Step 4. The last step is to stop the process. When the best
solution is captured, the process goes to an end.

3.2.2. Testing Data. In the proposed work, only 80% dataset
is trained; the remaining 20% of the dataset are tested. The
test data are correctly predicted for being free from either
attack class or attack class. When the attack is recognized,
a notification is generated to alert the user.

3.3. Autoencoder. The term autoencoder (AE) is defined as
an artificial network system that contains both a decoder
and an encoder. The autoencoder compresses the data and
encodes the input data and reconstructs the data as near to
the original data [22]. The part encoder minimizes the
dimensionality of the given data; besides, the decoder
decompresses stage to reduce the noise of the given data
and create the new data. The key objective of the autoenco-
der is to reduce the error during reconstruction among input
data and reconstructed data. The loss of reconstruction is
expressed as Lp distance.

LAE θ, ϕð Þ =min E x, x̂ð Þ =min x − x̂k kp, ð11Þ

where x denotes data of input and x̂ represents the data of
reconstructed. In other words, the loss of reconstruction is
also defined as entropy.

LAE θ, ϕð Þ = −〠
D

i=1
bxi log xið Þ, ð12Þ
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where D is the raw data x dimensionality. The encoder
qϕðz ∣ xÞ is the next function of the probability that is
utilized to estimate inflexible function pθðz ∣ xÞ. Let us
assume pθðzÞ is Gaussian of multivariate in the covariance
matrix of diagonal. Sample point z is randomly selected from
pθðzÞ. The function of a decoder is pθðz ∣ xÞ which is a map-
ping from the latent space to the raw sample.

3.4. Cloud Storage. Cloud storage is amorphous, with no
clear range of abilities or infrastructure. Many conventional
hosted or managed service providers (MSP) provide block or
file storage in addition to standard remote management
protocols or virtual or physical server hosting, so there are
plenty of options. Other options have emerged, such as the
Amazon S3 service, which mimics flat databases built to
store huge things. Some advantages of cloud storage are
cost-effectiveness, disaster preparedness, ease of manage-
ment, and lower influence outages and upgrades [23].

4. Result and Discussion

The ChOA-based M-DBNN is developed to predict the
DDoS attack in a network environment. The proposed
ChOA-based DBN is implemented and evaluated using
MATLAB 2020b in Windows x64 bit platform with Intel
Core i5 processor and 8GB Ram. CAIDA “DDoS Attack
2007” [24] is considered the benchmark dataset to analyze
the proposed techniques. The proposed technique includes
three phases such as preprocessing, M-DBNN training, and
testing.

First, the database is taken in pcap file format; then
extract the pcap file to convert to csv file format. The data-
base contains 225746 models and 79 attributes, including
IP, source IP, source port, protocol type, and destination
port. The attributes of the database were preprocessed in
which the undesirable variables were removed from the
database. There are three steps to preprocessing a database:
normalization, discretization, and feature selection. The
dataset is first measured to fit within a given range using
the Mini-Max normalization. All properties are given equal
weight in the data, which is normalized. After that, equal
width discrimination occurs, converting successive domain
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Table 2: Confusion matrix of the proposed and existing
techniques.

Techniques Actual class
Predicted class

True False

M-DBNN
Positive 37008 6228

Negative 62300 7336

SVM
Positive 50074 4407

Negative 9352 49039

ANN
Positive 32539 37097

Negative 17356 25880

NN
Positive 32548 25843

Negative 17399 37084

DNN
Positive 10864 7587

Negative 18683 3986
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features to normal domain features with a limited number. It
leads to improved performance on larger databases. The
final stage is feature selection, an important preprocessing
stage in network traffic classification. Here, correlation-
based feature selection is used to remove unnecessary and
irrelevant information from the database to improve accu-
racy and reduce computation costs. Among these 225745
samples, only 80% dataset is trained; i.e., 180596 samples
are trained, and the remaining 20% dataset is tested; i.e.
45149 samples are tested. These samples are predicted for
either two classes like DDoS attack or not attack

For M-DBNN, the weight parameters are fine-tuned
using a supervised backpropagation algorithm, and the
tuning step employs supervised learning to fine tune the
network structure’s weight. The term weight is defined as
the interconnection of the input layer and hidden layers.
Here, the weight of the M-DBNN is selected for the Chimp
Optimization Algorithm. The Chimp Optimization Algo-
rithm (ChOA) is a new metamorphic that has just been
introduced. Surprisingly, this reflects the chimp’s social sta-
tus relationships and hunting activity. Using the Chimp
Optimization Algorithm (ChOA) to improve the appropri-
ate weight system to reduce error, the M-DBNN trains the
input of 79 attributes to detect an intrusion or DTOS attacks.
Table 1 contains the parameters of the M-DBNN classifier.
The optimal problem is solved up to 500 iteration levels in
the proposed and existing techniques. The batch size refers
to the sample used to train a model before modifying its
trainable model variables, weights, and biases. Here, 14109
batch sizes are used in the M-DBNN for attack detection.

The fitness function of the created chimps is measured
using mean square error (MSE) which is dependent on
measuring the difference between both the intended and
observed values by the generated search agents for all of
the training sets. Comparison of mean square error versus
iteration graphical model of the proposed and existing
approach like mayfly, sailfish, and water strider is sketched

in Figure 3. Among these four approaches, the proposed
ChOA give the best outcome; that is, in the first iteration,
the value of the mean square is 1%; then the error is reduced
to reach 0% at the 500th iteration. Mayfly optimization starts
from a 1% error on 1st iteration, which reached a 0.13% error
on the 500th iteration. Another Sailfish optimization starts
with a 1% error on the 1st iteration, and it reduced the error
to reach 0.22% on the 500th iteration. The final approach is
to reduce the error value to 1% on the 1st iteration of the
water striker, reducing the error to 0.33% on the 500th

repeat. This graphical model demonstrates that the proposed
ChOA gives 0% error, so the computation time of the
approach is reduced.

Area Under the Curve- (AUC-) Receiver Operating
Characteristic (ROC) curves seem to be a performance sta-
tistic for classification issues at variable threshold levels,
which is shown in Figure 4. AUC represents the measure
or degree of separation, whereas ROC is a probability curve.
Generally, the curve of AUC is reached at 1; the performance
of the system’s measure is good. But the curve is in 0 value,
the system’s measure is very poor. The curve AUC gradually
reaches 1 in 0.68 specifications in the proposed techniques.
Calculating and displaying the true positive ratio instead of
the false-positive ratio for classification at different thresh-
olds give the ROC curve. Low training capability, sophisti-
cated network attack detection, and local optimization are
all M-DBNN problems. The optimal weights and dependen-
cies of the M-DBNN classifier are determined by the ChOA
algorithm.

A confusion matrix and performance measures like
accuracy, detection rate, and are used to produce analysis
assessment. The projected class is represented by each
column in the confusion matrix, whereas the actual class is
represented by each row. For two or more class matrices, a
confusion matrix can be employed. The variables True,
False, Negative, and Positive are formulated as follows: True
Negative—the number of negative instances is identified
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Figure 5: Comparison of proposed and existing approaches. (a) Accuracy. (b) Error. (c) F1_score. (d) False positive rate.
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Figure 6: Continued.
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correctly as ordinary; True Positive—the total number of
positive instances is correctly categorized as an attack; False
Positive—the number of nonattacking incidents has been
incorrectly labelled as attacks; and False Negative—the num-
ber of assault instances is labelled as normal when they are
not. Table 2 contains the confusion matrix of proposed
and existing techniques.

The accuracy of a statistic refers to how close it is to the
actual true value. This is significant since inaccuracies in
results might be caused by faulty equipment, human error,
or inadequate data processing. The accuracy of the proposed
and existing approaches is sketched in Figure 5(a). The pro-
posed M-DBNN provides 0.87% accuracy, while the existing
DNN, SVM, ANN, and NN techniques give accuracies of
0.71%, 0.52%, 0.48%, and 0.45%, respectively. This is clearly
demonstrated, and the proposed approach is more favour-

able than existing techniques. Similarly, the error is analyzed
for the proposed and existing approaches that are shown in
Figure 5(b). The discrepancy between the calculated value
and the actual value is referred to as “error” in statistical
analysis. The error of the proposed techniques is 0.13%,
and the current techniques of DNN, SVM, ANN, and NN
are 0.29% error, 0.48% error, 0.52% error, and 0.55% error,
respectively. Then, the F1_score is analyzed and sketched
in Figure 5(c). The F1 score is a machine learning metric
that was used to calculate the system’s binary categories
and quantify the dataset’s accuracy. The precision and recall
models have a well-defined harmonic mean. The value of
F1_score in the proposed approach is 0.84. And the values
of F1_score of DNN, SVM, ANN, and NN are 0.67, 0.65,
0.35, and 0.30, respectively. Then, false positive rate is
analyzed. That is, the likelihood of rejection of the null
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Figure 6: Comparison of proposed and existing approaches. (a) Kappa. (b) The Matthews correlation coefficient. (c) Precision.
(d) Sensitivity. (e) Specificity.
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hypothesis incorrectly for a test item is known as the false-
positive ratio. The relationship between the number of neg-
ative events incorrectly classified as positive and the total
number of true negative events is used to compute the false
positive rate. The false positive rates of the proposed
approach, DNN, SVM, ANN, and NN are 0.09%, 0.28%,
0.32, 0.53%, and 0.55%, respectively.

The statistical analysis of kappa is described as compar-
ing the observed values of a training dataset to the expected
value. In the proposed techniques, the value of kappa is
0.74%, 0.36% in DNN techniques, 0.32% in SVM techniques,
0.13% in ANN techniques, and 0.11% in NN techniques.
The Matthews correlation coefficient is then analyzed, and
in machine learning, the Matthews correlation coefficient
(MCC) is used to estimate the validity of two binary classifi-
cations. The Matthews correlation coefficient value of the
planned techniques is 0.74%, but those of the existing
DNN, SVM, ANN, and NN techniques are 0.42%, 0.20%,
0.15%, and 0.12%, respectively. Next, precision is analyzed,
which is presented in Figure 6(c). Precision is a labelling

strategy for the positive dataset. The split of true positives
into the addition of genuine positives and false positives
yields precision. The value of precision in proposed tech-
niques is 0.85%, and those of the existing techniques of
DNN, SVM, ANN, and NN contain 0.58%, 0.55%, 0.48%,
and 0.31%, respectively. When compared to those of existing
techniques, the precision values of the projected techniques
is extremely high.

Moreover, the sensitivity of the proposed and existing
techniques is analyzed and sketched in Figure 6(d). Sensitiv-
ity is critical for sensing network traffic since it precisely
measures the positive dataset. The proposed technique is
more sensitive, and it is utilized to detect minute variations
in the network of a server. In comparison to the proposed
techniques, the previous techniques are less sensitive. The
sensitivity of the proposed techniques is 0.83%, and the
sensitivity values of existing techniques such as DN, SVM,
ANN, and NN are 0.73%, 0.50%, 0.45%, and 0.40%, respec-
tively. Specificity is one of the statistical methods for
correctly recognizing a negative dataset. Compared to the

Table 3: Overall performance of proposed and existing approaches.

Performance Proposed M-DBNN DNN SVM ANN NN

Accuracy 0.87 0.71 0.52 0.48 0.45

Error 0.13 0.29 0.48 0.52 0.55

F1_score 0.84 0.67 0.65 0.35 0.30

False positive rate 0.09 0.28 0.32 0.53 0.55

Kappa 0.74 0.36 0.32 0.13 0.11

Matthews correlation coefficient 0.74 0.42 0.20 0.15 0.12

Precision 0.85 0.58 0.55 0.48 0.31

Sensitivity 0.83 0.73 0.50 0.45 0.40

Specificity 0.90 0.71 0.67 0.46 0.40
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current techniques, the planned method identifies the
negative energy as 0.90%, which is very positive. Previous
techniques of DNN, SVM, ANN, and NN contain 0.71%,
0.67%, 0.46%, and 0.40%, respectively. Table 3 contains
the overall performance of the proposed and present
approaches.

The suggested and existing approaches’ execution times
were also examined. The operating time of the approach
refers to the time it takes to detect an intrusion or attack
on the network. The proposed techniques detect the attack
within 270 seconds. The current approaches DNN, SVM,
ANN, and NN are 300 seconds, 400 seconds, 500 seconds,
and 600 seconds, respectively, as described in Figure 7.

Experimental results have shown that the optimal con-
figuration of M-DBNN techniques can be detected, which
increases feature exposure performance, resulting in a much
larger detection rate and shorter detection time than the
system without reducing the dimension. As a result, the
recommended ChOA-based M-DBNN classifier is best
suited for DDoS detection and should be used in real-time
applications.

5. Conclusion

An enhanced ChOA based M-DBNN is utilized to recognize
DDoS attacks in the network. The main aim of the proposed
technique is to extract representative features from the
CAIDA “DDoS Attack 2007” dataset, reduce classification
error, and correctly detect DDoS attacks. The preprocessing
of the dataset is to remove redundant and irrelevant features
from the dataset and to convert it to a finite number of
values. The predata are fed to the M-DBNN to predict the
class. An enhancement of M-DBNN is used for ChOA opti-
mization, which reduces the error to select the best weight
that is interconnected between the input and hidden layer,
so the advanced M-DBNN very accurately predicts the
classes. The proposed ChOA based M-DBNN gives high
diagnostic accuracy which was demonstrated. Many
performance measures of the proposed technique show a
significant improvement when compared to the previous
technique. The suggested technique had a detection accuracy
of 87% and a false positive rate of 0.09% on the CAIDA
“DDoS Attack 2007” dataset. In the future, advanced hybrid
optimization will be used to predict the class more effec-
tively. In addition, high-speed machine learning is used to
detect anomalies in the network.
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