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Blockchain technology has always been plagued by performance problems. Given this problem, many scaling schemes have been
put forward. A layer 2 network is a technology that solves the performance problem of blockchain. Connected parties in this
network can set up channels to send digital currency to each other. Since the interaction with the blockchain is only required
when the channel is established and closed, a large number of transactions do not need to be recorded on the blockchain, thus
reducing the blockchain capacity. Due to the special structure of the payment channel, the distribution of funds in the channel
is often unbalanced, which limits the route payment to a certain extent. This paper improves the original payment method in
the second layer network by introducing new scripts. The new payment scheme supports proof of payment which is integral to
the nature of the lightning network and divides the payment into several subpayments, so the large payment can be divided
into relatively small payments. Due to the capacity limitation of the payment channel, theoretically, the success rate of the
micropayment route is higher. This paper tests the new payment scheme on the simulated network and validates the nature of
this solution to have a high routing success rate while supporting proof of payment.

1. Introduction

Blockchain is a new type of distributed system. Due to its
characteristics of immutability and decentralization, it has
a wide range of applications in the fields of digital currency,
certificate storage, and anticounterfeiting. The concept of
blockchain originated in a 2008 paper titled “A P2P Network
Electronic Currency System” written by Satoshi Nakamoto
[1]. The blockchain is a decentralized payment system that
does not rely on a central authority and allows users to make
payments by sending digital currencies. However, due to the
distributed nature of blockchain, its performance is far less
than that of traditional centralized systems, and as the num-
ber of users of the first blockchain increases, its performance
issues become prominent.

Layer 2 payment network technology is a solution to the
performance problem of blockchain. Different from the layer
1 scheme, the second layer payment network which focuses
on the construction of the off-chain payment network does
not need to change the main chain protocol or only needs
to change a few protocols. Due to the limitations of block

structure, network delay, and other factors [2], the on-
chain scheme is difficult to truly solve the performance prob-
lem of blockchain, while the off-chain scheme provides a
possible way.

The lightning network [3] which uses asymmetric revo-
cable commitments and hash time lock contracts (HTLC)
to build an off-chain payment network is a layer 2 network
payment scheme; a large number of transactions can be
done in the second payment network, with the main chain
only responsible for the records to create channels and close
the deal; as a result, the entire blockchain system perfor-
mance is improved greatly.

However, the channels in the lightning network have
problems such as capacity limitations and uneven distribu-
tion of funds, which make it difficult to route large
payments. An atomic multipath payment scheme [4]
improves the success rate of large-amount payment routing
by dividing large-amount payments into several small-
amount payments. In this paper, we propose a new atomic
multipath payment scheme, which ensures the atomicity of
payment and supports proof of payment. In this paper, by
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introducing new scripts, we propose a new atomic multipath
payment scheme that ensures atomicity of payments and
supports proof of payment. Proof of payment is an impor-
tant nature of the lightning network, and without it, the
lightning network will not operate smoothly. Therefore, this
paper implements a simulation network with the same
topology structure as the lightning network. By simulating
payment on the simulation network, the new scheme can
be verified to have a higher routing success rate.

In the next sections, we present background knowledge
related to this paper, including blockchain, lightning net-
work, and atomic multipath payments. In Section 3, we
describe in detail how the new scheme is constructed and
the new features it has. In Section 4, we design a simulation
network to test and verify the success rate of the new scheme
for routing payments by running the new scheme on the
simulation network.

2. Backgrounds

2.1. Blockchain. Blockchain technology is derived from the
underlying technology of the digital currency. Nakamoto
combined several previous inventions, such as B-Money
and Hashcash, to create a completely decentralized online
payment system that does not rely on central authorities.
Its key innovation was the creation of a proof of work
algorithm that conducted an election every 10 minutes on
average, enabling a distributed network to reach a consensus
on the status of transactions.

In recent years, blockchain technology has developed
rapidly. After the first blockchain, Ethereum with smart con-
tracts [5] and Hyperledger with an access mechanism have
been proposed one after another [6]. At the same time, the
corresponding intrusion detection technologies [7] and cryp-
tocurrency regulations are rapidly improving [8]. Due to the
continuous progress of blockchain-related technology, more
and more blockchain-related applications are appearing in
our daily life.

With the increase in the application of blockchain, a large
number of users join the blockchain, and the performance
problems of the blockchain gradually appear. Various solu-
tions have been proposed to improve the performance of
blockchain. Blockchain performance solutions can be divided
into two categories: one is a capacity expansion on the first
layer chain, which is the improvement of the original block-
chain, and the second is the improvement of off-chain tech-
nology, which is the use of the second layer network to
reduce the burden on the main chain. Theoretically, a large
number of transactions travel through the second network,
with the main chain only responsible for registering the results
of the transactions. In this way, the performance of the block-
chain could be greatly improved.

The first layer solution includes blockchain cash with
increased block size [9] and segregated witness which
compressed block size [10] and sharding technology [11].
Elastico [12] is the first sharding protocol for the
permission-less blockchain. OmniLedger [13], a more recent
distributed ledger based on the sharding technique, builds
closely on Elastico and tries to solve the problems of Elastico.

It uses a bias-resistant public randomness protocol for shard
assignment. Various new consensus algorithms are used to
accelerate blockchain transaction processing efficiency
[14–16], which increase transaction throughput and reduce
latency, respectively. As for the off-chain solutions, the
second-layer solutions such as the first blockchain’s lightning
network, Ethereum’s Raiden network [17], and Plasma [18]
are in full swing. Along with the development of scaling tech-
nology, some security issues are also drawing attention and
many related studies [19–22] have started to be proposed. As
the technology tends to mature, applications of blockchain
[23, 24] in various scenarios continue to emerge.

2.2. Lightning Network. The lightning network is a layer 2
network protocol based on the blockchain and has been
proposed as a solution to the first blockchain’s scalability
performance problem. It is a peer-to-peer system that
requires no escrow and allows users to make payments using
the lightning network, a network of bidirectional payment
channels. To date, tens of thousands of simultaneous micro-
payments can be accommodated in the lightning network, in
contrast to the main chain, which can only process a few
transactions per second.

The lightning network opens the payment channel by
submitting a specific format of the transaction to the main
chain, the layer 1 network, and then makes any number of
lightning network transactions, updating the tentative allo-
cation of funds from that channel without broadcasting
those funds to the blockchain. Finally, the payment channel
is closed, and funds for the channel are allocated by broad-
casting the final version of the settlement transaction. By
using asymmetric revocable commitment and hashing time
lock contract (HTLC), the lightning network can punish
cheaters and route transactions.

The lightning network uses contracts that can revoke
previously promised transactions. When both parties sign
a new commitment transaction, the revoking key needs
to be exchanged. This is designed so that when one party
tries to cheat, the revoking key can be used as a punish-
ment. Specifically, the party trying to cheat will broadcast
the old promised transaction to the main network in his
favor. However, due to the existence of the time lock, he
has to wait for some time before he can get the funds.
The other party who has the revoking key can show the
revoking key during this period and immediately get the
corresponding funds. By such a design, the old contract
is rendered invalid, and fraud cannot be carried out, as
shown in Figure 1.

To create a HTLC, the payee will first create a secret R.
They then calculate the hash H of this R: H =HashðRÞ.
The resulting hash is contained in the lock script for the
contract output. Anyone who knows the secret can use it
to exchange for output. The secret R is also known as the
preimage of the hash function, which is the data used as
input to the hash function.

The second part of the HTLC is the time lock component.
If the secret is not revealed, the HTLC payer can get a refund
after a while. This is done by using an absolute time lock.
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Anyone who knows the corresponding secret R that can
make a hash equal to H can redeem the output by exercising
the first clause of the IF statement. If the secret is not
revealed, the HTLC states that after a certain number of
blocks, the payee can claim a refund using the second clause
of the IF statement. HTLC can take different forms by fine-
tuning the script. For example, add a CHECKSIG operator
and a public key to the first clause to restrict the conversion
of the hash value to a specified recipient, who must know the
secret R, as shown in Figure 2.

Lightning networks can allow any participant to route
payments from one channel to another without trusting
any intermediary. Suppose there are a payment channel
between Alice and Bob and a payment channel between
Bob and Carol but no payment channel between Alice
and Carol. The lightning network allows Alice’s funds to
be routed to Carol. The specific operation is as follows:
Claire generates a secret, does a hash operation on the
secret, and then sends the result of the hash operation to
Alice. Alice can use the result of this hash operation to
create the HTLC contract and send it to Bob. As long as
Bob shows the secret within a certain period, he can get
the funds agreed in the contract. For now, Bob cannot

reveal the secret, because only Carol knows the secret.
Therefore, Bob needs to create a contract with Carol,
which contains the same result of the hash operation. As
long as Carol shows the secret within a certain time, he
can get the money agreed in the contract. Carol is the
secret generator and knows the secret. Carol shows the
secret to Bob and gets the money in his contract with
Bob. Bob gets the secret and uses it to get the money he
agreed to in his contract with Alice. In this way, the trans-
fer of funds between different channels can be realized;
that is, funds can be routed in the lightning network.

2.3. Atomic Multipath Payments. Suppose a node has to pay
another node 8000 Satoshis for something, and that node
has only three channels with a 3000-Satoshi limit. Under tra-
ditional payment methods, a transaction cannot be completed
with a single payment, while if multiple payments are used, the
atomicity of the transaction cannot be guaranteed, and if one
payment fails, the payment sender may need to request the
recipient to return the other payment that has been completed.
Another problem is that there is currently a ceiling on the
number of channels that can be paid. If the payment exceeds
this limit, it must be split into multiple payments, which also
leads to the problem of payment failure.

Conner Fromknecht and Olaoluwa Osantokun pro-
posed the atomic multipath payments (AMP) to solve
the above two problems. The AMP scheme splits a large
payment into several smaller payments, each of which
can be routed to the recipient via a different path. Because
the lightning network’s channels can only pass up to an
amount equal to their own capacity and there are a large
number of small capacity channels in the lightning net-
work to date, micropayments have a much higher routing
success rate. By splitting the parent secret into multiple
child secrets, the child payments carry the child secrets
and send them to the receiver. Only when all the child
secrets are collected can the recipient know the parent
secret, thus obtaining the funds in all the payments, which
ensures the atomicity of the payments. However, the
scheme requires the sender to know the parent secret in
advance, which is incompatible with proof of payment in
the lightning network. Proof of payment means that the
sender can show the parent secret to prove that the recip-
ient has received the payment.

Basic atomic multipath payments (BAMP) are another
multipath payment scheme. BAMP uses the same payment
condition (payment hash) in all paths, and the recipient will
release the parent secret preimage only after receiving all
child payments. This is guaranteed by a financial incentive,
since the recipient, by releasing the paternal secret, indicates
that he has received all the funds paid.

In addition, Lin et al. proposed a multipath payment
mechanism, called Rapido [25], which implements a multi-
path payment protocol by designing a D-HTLC smart
contract. A study [26] similar to that of multipath payment
uses new routing methods between the channels of the light-
ning network by designing more complex routing protocols
to speed up the flow of funds between channels.

Figure 1: An example of asymmetric revocable commitment. The
difference from the regular script is the addition of a revocation
key and a time lock of 1000 blocks long in output 1.
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3. Payment Scheme

In this paper, a new atomic multipath payment scheme is
designed. Compared with other schemes, the new scheme
supports proof of payment and conforms to the definition
of atomicity of payment. The new scheme includes the
sender scheme and the receiver scheme. The sending case
consists of four parts: parameter determination, secret deter-
mination, payment condition construction, and secret send-
ing. The receiver scheme includes the generation of public
and private key pairs, secret splicing, the creation of subse-
cret keys, and payment acceptance. The flow chart of the
whole scheme is shown in Figure 3.

3.1. The Sender

(1) Parameter determination: determine the amount of
payment fund which is F, and the number of fund
shares is N ; i.e., the funds are divided into f1, f2,⋯
f n by the sender and F = f1 + f1 ⋯ +f1

(2) Secret determination: the sender randomly generates
a parent secret (ps) and then generates n child
secrets for secret sampling. The sampling scheme
adopted in this paper is as follows: generate n − 1
random numbers x1, x2,⋯xn−1. The value of the first
subsecret s1 is x1, the value of the second subsecret s2
is x2, and so on; the value of the n − 1st subsecret is
xn−1, and the value of the last subsecret is ps ⊕ x1 ⊕
x2 ⋯⊕ xn−1. In this sampling method, the parent
secret can be restored by combining all the child
secrets with XOR operation

(3) Construction of payment terms: the sender uses
serial number ID which tags every child pay and
the serial number from 1 to N , parent secret ps,
and receiver’s public key Kpar structure subpay-
ment terms Ki =Hði∥ps∥KparÞ ∗G + Kpar. The
receiver needs to know the serial number I, the
parent secret ps, and the receiver’s private key
kpar to redeem the payment

(4) Secret sending: the payer sends the triple (ID, Vi,
and Si) and the contract containing the payment
terms in the previous step

3.2. The Receiver

(1) Public and private key pair generation: the receiver
generates the public and private key pair and sends
the public key to the sender

(2) Contract verification: the receiver waits for the
arrival of subpayment, obtains parameter ID of each
subpayment, fund amount f i, and the corresponding
subsecret si, and then verifies the format and content
of the contract at the same time

Figure 2: An example of HTLC. Only those who know the secret R can redeem the output. If no one redeems the output within a certain
period of time, the amount in the contract will be returned the way it was.

Sender

Parameter
determination

Key pair
generation

Contract
verification

Secret
determination

Construction of
payment terms Secret splicing

Secret sending Payment
accepted

Receiver

Figure 3: The flow chart of the new scheme. The sender scheme
includes parameter determination, secret determination, payment
condition construction, and secret sending. The receiver scheme
includes the generation of public and private key pairs, secret
splicing, the creation of subsecret keys, and payment accepted.
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(3) Secret splicing: after the arrival of all subpayments,
the receiver will perform XOR operation on each si
obtained, and the parent secret ps is obtained by
splicing

(4) Payment accepted: the receiver using the parent secret
ps and the serial number ID, as well as the receiver pri-
vate key kpar and public keyKpar, calculates all terms of
unlocking payment.We use ki to denote the unlocking
condition and ki =HðikpskkparÞ + kpar; using ki can
obtain each child pay of the payer for the money.
When the payment is accepted, the recipient needs
to show the private key in the script. Once the private
key is shown, it indicates the acceptance of funds,
which can be used as proof of payment

In this scheme, the receiver must wait for all transactions
to arrive before the parent secret can be concatenated, which
ensures the atomicity of the payment. In other words, the
recipient cannot say that only part of the payment has been
received, because only after receiving all of the child pay-
ments can the recipient get the parent secret, and without
the parent secret, the recipient cannot get any of the child
payments. In addition, after the payment is successful, the
sender can present the invoice with KPAR to prove that the
sender has received all the payments, that is, the payment
proof supported by the scheme, as shown in Table 1. The
new payment protocol mainly acts on the layer 2 network,
and the interaction with the main chain does not change;
therefore, the protocol changes in this scheme do not affect
the performance of the main chain in other ways.

4. Simulation

Since it is difficult to observe the channel fund distribution,
routing, and other information in the real lightning network,
we implement a simulation network to simulate the transac-
tions in the lightning network. To more accurately restore
the characteristics of the real network, the simulated network
adopts the same channel topology, channel capacity, and rout-
ing algorithm as the original network. The initial channel is
evenly distributed, with half of the money at each end.

The whole simulated network has a total of 4968 nodes
and 59,335 channels. Figure 4 shows the topology structure
of some nodes in the simulated network (sorting the number
of node channels from high to low, taking the first 100 nodes).

The simulated transactions are divided into 4 groups,
each group carries out 9 rounds of transactions, and 100
pairs of 200 nodes are randomly selected for each round.
One pair of nodes includes the payer node and the receiver
node. Each payer node sends a transaction to the corre-
sponding receiver node using the nonsplit transaction
scheme and this scheme, respectively. In theory, a successful
routing path can be found as long as the number of split
copies is sufficient. In this simulation, we set the maximum
number of splits to 10.

In the first group, the amount of money sent for each
payment in the first round is 1000 Satoshis. The amount of
money sent for each subsequent round of payment is

increased by 1000 Satoshis. The amount of money sent for
each payment in the second round is 2000 Satoshis, and
the amount of money sent for each payment in the last
round is 9000 Satoshis. The second group sends 10,000
Satoshis for each payment in the first round, followed by
an increase of 10,000 Satoshis for each subsequent round.
The third group sent 100,000 Satoshis for each payment in
the first round and increased the amount by 100,000
Satoshis for each subsequent round. The fourth group sends
1,000,000 Satoshis for each payment in the first round and
then increases the amount sent by 1,000,000 Satoshis for
each subsequent round. Considering the wide range of real
amounts in the lightning network, we conducted group
experiments. In this section, by grouping the payment
amounts, the payment amounts differ by a factor of 10
between groups, while the payment amounts within groups
are increasing in equal increments. The experimental results
show that such a choice can more clearly demonstrate the
difference in the routing success rate of the two payment
schemes at different amounts.

The success rate of routing in the network decreases as
the amount of payment gets larger because whether a pay-
ment can go through a channel depends on the amount of
money the channel has in the direction of payment. The
multipath payment scheme can split a large payment into
several small payments. Since the small payments have more
channels to choose from in the network, the success rate of
routing will also increase. The nonsplit payment scheme
and this scheme are used to simulate the payment on the
simulation network, respectively, and the routing success

Table 1: Comparison of payment schemes.

Payment scheme Proof of payment
One million satoshi
routing success rate

Non-split payment Supportive 3.1%

AMP Unsupported 42.9%

Our scheme Supportive 42.6%

Figure 4: Topology structure of the main nodes in the simulated
network. The node size represents the sum of the capacity of all
channels connected to the node.
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rate of the payment is counted. It is verified that the routing
success rate of this scheme for large payments is significantly
higher than that of the nonmultipath payment scheme, as
shown in Figure 5.

5. Conclusion

The off-chain payment network is an important solution to
the blockchain scalability problem. We propose a new mul-
tipath payment scheme that supports proof of payment
while retaining the relatively small channel capacity require-
ments of the original multipath payment scheme for the
lightning network. By creating the simulated network and
making simulated payment, the advantages of the scheme
in this paper are verified in terms of the routing success rate.
In the future, we plan to design a fund partitioning algo-
rithm to improve the fund balance in the channel. We also
consider taking the routing fees into consideration in the
partitioning algorithm to further reduce the routing cost.
In addition, whether the new payment protocols will have
an impact on the master chain is subject to further study.
In addition, we intend to increase the size of the simulated
transactions, so that the simulated results are closer to the
results of the real scenario.

Data Availability

All the data used are given in the paper.
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