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The wireless key generation using wireless channel reciprocity has attracted considerable attention in the past two decades.
However, there are many challenges for the key generation in quasistatic wireless environments. The key generation rate
(KGR) in a quasistatic environment is low, and the randomness of the key is insufficient, which is difficult to meet the secure
communication requirements. To tackle these issues, a random permutation and perturbation-based wireless key generation
(RPP-WKG) scheme is proposed to improve the KGR and randomness in quasistatic environments. Unlike existing key
generation schemes, the RPP-WKG scheme allows the two legitimate users to generate the same secret key based on their
random permuted channel measurements. Besides, the perturbed key sequence will be obtained by combining the initial key
generated after quantization and the permutation order sequence through the XOR operation. Simulation results show that the
proposed RPP-WKG scheme can generate secret keys with a high generation rate, sufficient randomness, a low mismatch rate,
and a low correlation coefficient in quasistatic environments.

1. Introduction

With the rapid development of wireless communication
techniques and the wide use of the Internet of Things
(IoT) devices, establishing an encrypted and secure commu-
nication link between two IoT devices has become an urgent
need [1–5]. The traditional encryption methods widely used
at present are symmetric or asymmetric cryptographic algo-
rithms. Symmetric cryptographic algorithms usually rely on
preshared secret keys, which are not suitable for distributed
IoT devices [6]. Asymmetric cryptography requires complex
mathematical algorithms. However, due to the limited com-
puting power of IoT devices and the difficulty in establishing
a public key infrastructure between devices, these asymmet-
ric cryptographic algorithms are not suitable for secure com-
munication between lightweight IoT devices. In recent years,
wireless key generation schemes based on physical layer
channel characteristics have received extensive attention
due to their low computational complexity and high secu-
rity. Traditional cryptographic mechanisms can be supple-
mented and enhanced by taking advantage of the inherent

physical properties of wireless channels [7]. Wireless key
generation based on physical layer channel reciprocity is a
promising solution for secure communication between IoT
devices [8–10].

Generally, a wireless key generation scheme contains
four steps: channel sampling, quantization, information rec-
onciliation, and privacy amplification [11]. Among the four
steps, quantization converts channel measurements into
binary bit sequences, which is the core function of the wire-
less key generation scheme. Various channel characteristics
can be used for quantization, such as received signal strength
(RSS), channel state information (CSI), time delay ampli-
tude, phase, and angle-of-arrive (AoA) [12–15].

However, unsynchronized channel sampling in time-
division duplex systems and environmental noise will impair
channel reciprocity in the real system. The nonreciprocity in
the channel measurements can be further amplified by
ambient noise, adversely causing the inconsistent quantiza-
tion result between two users. To mitigate the nonreciprocity
of a wireless channel, many researchers have proposed solu-
tions. For example, Li et al. [16] designed a mean-value
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quantization scheme for RSS to improve the key generation
rate (KGR). Zhao et al. [17] proposed performing group
quantization and adaptive quantization on the collected
RSS measurements. Margelis et al. [18] used discrete cosine
transform (DCT) on channel observations to reduce the
mismatches caused by quantization. Liu et al. [19] designed
a bipartite graph matching-based wireless key generation
method to avoid quantization.

In some IoT application scenarios, such as environmen-
tal monitoring and smart home, the IoT devices are fixed
and the surrounding wireless environment changes very
slowly [20, 21]. In these scenarios, wireless channels between
the communication users are quasistatic. The KGR based on
the characteristics of this quasistatic wireless channel is very
low, which is difficult to meet the secure communication
requirements. The reason for low KGR is due to the long
channel coherence time in the quasistatic channel, and the
secret keys are generated within the coherence time, so the
similarity of the secret keys is high. At the same time, ambi-
ent noise will also cause key inconsistency. Therefore, an
efficient and robust solution is required to achieve a low
key mismatch rate (KMR) in a quasistatic environment.
Various schemes have been proposed to overcome the chal-
lenges of wireless key generation in quasistatic environ-
ments. [22, 23] proposed key generation protocols with the
aid of a reconfigurable intelligent surface (RIS) to boost
KGR in quasistatic environments. [24] used singular value
decomposition techniques to reconstitute the wireless chan-
nels to improve the randomness of the wireless channels. In
[25], the two legitimate users independently generated local
randomness to be used together with the uniqueness of the
wireless channel coefficients in order to enable high-rate
secret key generation.

To mitigate the effect of channel nonreciprocity, we use
principal component analysis- (PCA-) based processing on
the sampled channel measurements. Li et al. [26] proposed
two realization algorithms of PCA for preprocessing: PCA
algorithm with interaction and PCA algorithm without inter-
action. The corresponding eigenvalues and eigenvectors of the
two legitimate users, Alice and Bob, are different due to the
deviation. Alice can send her eigenvectors to Bob via a public
channel and both of them use it for signal reconstruction,
which is named as the PCA algorithm with interaction. Alice
and Bob can also calculate their own eigenvectors and eigen-
values and use their eigenvectors for signal reconstruction
without any interaction, which is called the PCA algorithm
without interaction. Although the PCA algorithm with inter-
action can obtain a relatively higher key agreement than the
PCA algorithm without interaction, information leakage will
be caused by the transmission on an insecure public channel.
When the eavesdropper, Eve, obtains enough information
such as eigenvalue and eigenvector, he/she can find the secret
key by a brute-force search. Li et al. [26] assume Eve can only
obtain eigenvectors instead of the covariance matrix, resulting
in a low information leakage ratio. In this paper, since broad-
casting eigenvectors on a public channel still has security risks,
we recommend the two legitimate users perform a processing
algorithm based on PCA without interaction on their original
channel measurements after channel sampling.

In a quasistatic channel, the secret keys extracted from
channel measurements not only have a relatively low KGR
but also have poor randomness. The use of PCA processing
on the CSI matrices of legitimate users can only obtain good
feature amplification and deredundancy effects, but the KGR
cannot be improved by PCA processing. In order to solve
the problems of the low KGR and the poor randomness of
the secret keys, we focus on the preprocessing algorithm of
channel measurements and propose a random permutation
and perturbation-based wireless key generation (RPP-WKG)
scheme, which provides high randomness and low correlation
for secret keys. Based on the RPP-WKG scheme, we develop a
secret key generation method that is aimed at extracting secret
keys from channel measurements at a low KMR and high
speed. CSI is chosen as the channel measurement in this paper
because the existing work has shown that CSI could provide
more channel characteristics than RSS does. The main contri-
butions of this paper are summarized as follows:

(1) A new and practical RPP-WKG scheme is proposed.
Based on the scheme, we can mitigate the impact of
the quasistatic channel and generate secret keys with
high randomness and low correlation

(2) We propose an efficient and secure permutation
method, which can help legitimate users perform
the same random permutation on their respective
CSI to acquire new random sources with high ran-
domness and great fluctuations. In addition, the
length of the permutation order can be adjusted by
the number of CSI segments. The random sources
can be used as the new channel measurements to
generate secret keys

(3) A minimum weight-based matching method is pro-
posed to reduce KMR in the RPP-WKG scheme.
Legitimate users can obtain an agreement on the
permutation order of CSI without revealing it. The
permutation order will be obtained by finding the
correspondence between the users’ CSI, and it can
be used as a source of the secret keys

(4) We propose a random perturbation generation
method based on the permutation order agreed by
the two legitimate users. The correlation between
the secret keys is reduced by performing an XOR
operation on the random perturbation sequence
and the initial key, and the randomness and KGR
are further improved

1.1. Notation and Outline. Unless otherwise specified, we use
the following notations throughout the manuscript: Upper
bold-face letters denote matrices and lower bold-face letters
denote vectors. Light-face letters denote scalars. Numeral
subscripts of matrices and vectors, if needed, represent their
sizes. I denotes the identity matrix. Matrix superscript ð·ÞH
denotes conjugate-transpose. The Ef·g denotes ensemble
expectation. The vecf∙g is the straightening operation by
row.
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The remainder of this paper is organized as follows: In
Section 2, the system model and the related formulations
are presented. The basic key generation steps are also intro-
duced in this section. In Section 3, we describe the proposed
RPP-WKG scheme in detail. The performance results are
evaluated extensively in Section 4. In Section 5, we summa-
rize the paper.

2. System Model

2.1. Channel Estimation. Figure 1 illustrates the system
model of a wireless key generation system in the smart
home: In an orthogonal frequency division multiplexing
(OFDM) communication system, Alice and Bob establish
secret keys in the time division duplex (TDD). They take
advantage of the reciprocity and time variability of wireless
channels to generate consistent security keys at both ends
and update them continuously. Eve has a potential security
threat to the communication between Alice and Bob.

During the channel sampling process, Alice and Bob
alternately transmit pilots to each other. Alice sends a chan-
nel probing signal at time slot 1, and Bob receives the signal
and stores it locally. Bob sends a channel probing signal at
time slot 2, and Alice receives the signal and stores it. Mean-
while, Eve eavesdrops on the signals from Alice and Bob in
two-time slots and tries to decrypt the message.

In this paper, we use the CSI as the channel measure-
ments. We assume that the difference in measured values
caused by delay and hardware fingerprints has been
removed by methods such as interpolation transformation
and hardware calibration. The matrices HA and HB of size
N × K are defined as the channel measurement matrices of
Alice and Bob after channel sampling, where N is the num-
ber of subcarriers and K is the number of samples. The rela-
tionship between HA and HB can be expressed as
HB =HA +W , where W represents the observation devia-
tion caused by the measurement noise and the noise remain-
ing in the calibration process. W is independent of HA and
considered to follow a complex Gaussian distribution.

2.2. Problem Formulation. According to the principle of
channel reciprocity, the channel response of Alice and Bob
should be highly correlated in practice. Since the ambient
noises are usually considered to follow complex Gaussian
distribution, the received channel measurements HA and
HB should also be highly correlated. Based on the above the-
ories, traditional wireless key generation methods allow
Alice and Bob to extract the same secret keys by quantizing
each channel measurement in HA and HB, respectively.
However, HA and HB could be easily affected by random
ambient noise and nonsimultaneous channel probing,
resulting in inconsistent quantization results and mis-
matched secret keys between two users.

Besides, the wireless environments between two legiti-
mate devices change slowly in the smart home application
scenario, which will result in the two adjacent channel sam-
ples in a coherence time being very similar. Figure 2 shows
the CSI sampled under the quasistatic environments, which

is in an OFDM model with 56 subcarriers. The SNR in the
scenario is 40 dB, and the sampling interval is 0.5ms. The
x-axis and y-axis of Figure 2 represent the real and imagi-
nary parts of the CSI parameter. It can be seen that the
CSI measured from two adjacent samples are very similar.
This will result in the two generated keys being very similar
or even identical. Overall, the above challenges demonstrate
the need for a new key generation scheme to achieve efficient
key generation in a quasistatic environment.

2.3. Basic Steps of Wireless Key Generation. Generally, the
generation of secret keys based on channel measurements
between two legitimate users includes four steps.

2.3.1. Channel Sampling. To initiate the key generation, Alice
and Bob sample the channel through multiple rounds of
probe packet exchanges [27, 28], each controlled within a
coherence time to ensure channel reciprocity. After each
user receives the probe packets, the channel measurements
are extracted from the probe packets to construct reciprocal
channel matrices HA and HB for Alice and Bob, respectively.
The channel sampling process is completed after a sufficient
number of probe packets are collected.

2.3.2. Quantization. After channel sampling, Alice and Bob
need to adopt the same quantization scheme on channel
measurements to obtain the initial keys. The quantization
process is an analog-to-digital conversion process, which
converts the CSI estimated by the legitimate communication
parties into a sequence of key bits [29].

2.3.3. Information Reconciliation. Due to the interference,
estimation error, and other facts, the initial keys quantized
by Alice and Bob may have inconsistent bits. The main pur-
pose of information reconciliation is to correct the inconsis-
tent bits in the secret keys of the two legitimate users without
divulging the key information as much as possible [30, 31].
After information reconciliation, inconsistent bits are elimi-
nated and both Alice and Bob will obtain the consistent ini-
tial keys.

2.3.4. Privacy Amplification. Eve can eavesdrop on the infor-
mation about the secret keys during the communication
between Alice and Bob. Privacy amplification needs to be
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Figure 1: Channel estimation in a smart home.
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performed to eliminate the information eavesdropped on by
Eve [32–34]. After privacy amplification, Alice and Bob will
obtain the final secret keys to encrypt their messages.

3. The Proposed RPP-WKG Scheme

3.1. RPP-Based Key Generation. The basic idea of the RPP-
based wireless key generation algorithm is to permute chan-
nel measurements randomly and match the sorted channel
measurement values between pairs of reciprocal users. Then
the two reciprocal users perform the wireless key generation
scheme according to the channel measurements after per-
mutation and the agreed permutation order. As shown in
Figure 3, Alice and Bob collect their respective channel mea-
surement matrices HA and HB of size N × K in the channel
sampling stage. Alice and Bob then perform PCA processing
without interaction on their respective channel measure-
ment matrices; the channel measurement matrices after
PCA processing are YA and YB of size P × K and consist
of P groups of samples. For the accuracy of statistical infor-
mation, the number of sample groups and dimensions
should satisfy K ≥ P.

YA = yA1 , yA2 ,⋯,yAP
Â ÃH ,

YB = yB1 , yB2 ,⋯,yBP
Â ÃH

:
ð1Þ

After PCA processing, Alice applies random permuta-
tion to her channel measurement matrix YA. The channel

measurement matrix after permutation is Ŷ
A
. The permuta-

tion order PO is determined by Alice according to the size of

the matrix YA. After the straightening transformation of Ŷ
A
,

Alice then sends the permutated channel measurements to
Bob via a public channel without revealing the permutation
order. Once receiving the permutated channel measure-
ments, Bob can infer the permutation order by finding the

correspondence between Ŷ
A
and his own channel measure-

ment matrix YB through channel reciprocity. Bob then per-
forms the same permutation on YB and gets the new channel

measurement matrix Ŷ
B
.

Meanwhile, Alice and Bob use their respective recon-

structed signal matrices after random permutation Ŷ
A
and

Ŷ
B
to perform the quantization operation. The permutation

order PO participates in key generation as a source of ran-
domness perturbation. Last, Alice and Bob perform the
information reconciliation and privacy amplification on the
origin secret keys to further eliminate occasional errors
and generate secret keys with high randomness. The details
of these components are elaborated as follows.

Some notions and their descriptions used in the follow-
ing sections are listed in Table 1.

3.2. Sampling and Preprocessing Model. In the channel sam-
pling phase, Alice and Bob each send pilots to each other
and estimate CSI. A vector of length N for the k-th channel
estimate can be written as

huk = hk + nuk , ð2Þ

where u = fa, bg, a and b denote Alice and Bob, respectively,
hk follows complex Gaussian distribution, and nu is inde-
pendent and identically distributed zero-mean complex
Gaussian noise with variance EfnukðnukÞHg = σ2nIN . After K
channel samplings, Alice and Bob can construct the channel
measurement matrix Hu as

Hu = hu1 , hu2 ,⋯,huK½ �, ð3Þ

where huk and hul are assumed to be independent and identi-
cally distributed, k, l ∈ ½1, 2,⋯,K�. The subscript is omitted
for simplicity, and we define the channel signal-to-noise
ratio (SNR) as

SNR = E hHh
È É

Nσ2
n

: ð4Þ

After channel sampling, Alice and Bob will get their
respective channel measurement matrices HA and HB for
further preprocessing. The signal preprocessing process is
divided into two steps: PCA processing without interaction,
random segmentation, and permutation.

3.2.1. PCA Processing without Interaction. Figure 4 shows
the process of PCA. In PCA processing without interaction,
Alice and Bob calculate the transformation matrices accord-
ing to the following steps:

(1) Alice and Bob perform eigenvalue decomposition of
their covariance matrices RA and RB, respectively,
where ΛA,ΛB are eigenvalue matrices and UA,UB
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Figure 2: The results of two adjacent channel sampling.
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are eigenvector matrices. RA and RB are given by

RA =UAΛA UAÀ ÁH ,

RB =UBΛB UBÀ ÁH
:

ð5Þ

(2) Alice and Bob sort their eigenvalue matrices and
eigenvector matrices in descending order of eigen-

values, respectively. The eigenvalue matrices after

sorting are ~Λ
A, ~ΛB

, and the eigenvector matrices

after sorting are ~U
A, ~UB

.

(3) Alice and Bob select the first P eigenvectors of their
eigenvector matrices to construct the transformation
matrices TA and TB, where P is the number of eigen-
vectors agreed upon by Alice and Bob in advance

Alice and Bob transform their channel measurement
matrices HA and HB by using the transformation matrices;
the matrices after signal reconstruction are YA, YB, which
are given by

YA = TAÀ ÁH
HA,

YB = TBÀ ÁH
HB,

ð6Þ

where YA = ½yA1 , yA2 ,⋯,yAK � and YB = ½yB1 , yB2 ,⋯,yBK � are the
reconstructed signal matrices.

3.2.2. Random Segmentation and Permutation. To further
increase the complexity and randomness of the collected
channel measurements, we perform a random permutation
on the channel measurement matrices YA and YB. Figure 5
shows the effect of permutation on the CSI measurements.
For ease of calculation and matching, Alice and Bob
straighten YA and YB by row to make them two 1 × S, ðS

Quantization

[ ]

Coherent time

Alice

Channel sampling

PCA processing

Random permutation

Initial key ⊕ PO

PO = [2 1 4 3]

Key consistency check

Secret key

Bob

Channel sampling

PCA processing

Initial key ⊕ PO'

Receive episodes

PO' = [2 1 4 3]

Matching & infer
permutation order

Key consistency check

Secret key

Information
reconciliation

Privacy
amplification

Figure 3: System flow chart.

Table 1: Notion list.

Notation Descriptions

H Channel measurement matrix

W Observation deviation

Y Channel measurement matrix after PCA processing

R Covariance matrix

U Eigenvector matrix

Λ Eigenvalue matrix

T Transformation matrix

P Segmented channel measurement sequence

PO Permutation order

RS Random perturbation sequence

IK Initial key

PK Perturbed key
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= P × KÞ dimensional vectors vA and vB

vA = vec YAÈ É
,

vB = vec YBÈ É
,

ð7Þ

where vecf∙g is the straightening operation by row.
Alice and Bob segment their vectors vA and vB into M

episodes of the same length, PA = ½pA1 , pA2 ,⋯,pAM� and PB = ½
pB1 , pB2 ,⋯,pBM�, where pAm and pBm are the mth episode with
length L = S/M. Given the segmented channel measurement
sequence PA, Alice comes up with a permutation order PO
= ½k1, k2,∙∙∙,kM� and applies permutation to PA to create a

new channel measurement sequence P̂
A = ½pAk1 , pAk2 ,⋯,pAkM �,

where km ∈ ½1,M� is the original index of the episode pAkm in

PA. Alice then sends P̂
A
to Bob without revealing the permu-

tation order via the public channel, which potential attackers
listen to. Each pBk in PB can always find the reciprocal pAkm in

P̂
A
even permutated due to channel reciprocity. Bob can

infer the permutation order PO = ½k1, k2,∙∙∙,kM� of P̂
A
by

finding the perfect match between the episodes in P̂
A
and

PB with the minimum discrepancy and use PO as part of
the secret key. Bob performs the same permutation on PB

and obtains the new sequence P̂
B
after inferring the PO.

Since the original channel measurement sequence PA was
not made public, the permutation order PO = ½k1, k2,∙∙∙,kM
� is a secret between Alice and Bob and is unknown to the
potential attackers. Determining the permutation order is
also equal to achieving a key agreement between Alice and
Bob.

Then, Alice and Bob restore the vectors P̂
A
and P̂

B
to

matrices Ŷ
A
and Ŷ

B
according to the initial segment length,

where Ŷ
A
and Ŷ

B
can be seen as being randomly permu-

tated. As the example shown in Figure 6, the channel mea-
surement matrix after random permutation will have lower
regularity and more complexity.

3.3. Matching Algorithm. In order to reduce the time cost of
inferring the permutation order, we use the minimum
weight bipartite graph matching to find the perfect match.

Episodes in P̂
A

and PB are considered as vertices of a

Alice

Caculate covariance matrix, RA

Decomposite eigenvalue, UA

Construct transformation matrix, TA

Reconstruct signal,  = (

Bob

Construct CSI matrix, HA

Caculate covariance matrix, RB

Decomposite eigenvalue, UB

Construct transformation matrix, TB

Reconstruct signal, 

Construct CSI matrix, HB

Figure 4: PCA processing steps of CSI.

3 1 4 2

Random permutation

Figure 5: Random permutation on CSI.
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weighted undirect graph G, and vertices are connected by

edges. The edges only exist between the vertices of P̂
A
and

PB in G (i.e., no edge connects the vertices within P̂
A
or PB

). The weight of the edges can be denoted as wA,Bðkm, kÞ =
kpAkm − pBkk, where km, k ∈ ½1,M� and k∙k represents taking
the absolute value. A perfect match in G consists of a set of
vertex-disjoint edges with every vertex of G. A perfect match
can be always found in G to satisfy the reciprocal mapping
between the channel measurement matrices of Alice and
Bob due to the channel reciprocity. The sum of weights of
the match between Alice and Bob can be denoted as WA,B
=∑M

km ,kwA,Bðkm, kÞ, where km, k ∈ ½1,M�. The minimum
weight matching problem is to find the match with the smal-
lest sum of weights. The minimum weight matching can be
transformed into the maximum weight matching problem
after converting the weight wA,Bðkm, kÞ to ŵA,Bðkm, kÞ = C
−wA,Bðkm, kÞ, where C ≥max ðwA,Bðkm, kÞÞ. We use the
Kuhn-Munkres algorithm to solve the maximum weight
matching problem. To minimize the summation of its asso-

ciated weights, the following linear programming with inte-
ger constraints relaxation is formulated:

min   〠
M

km ,k
wA,B km, kð Þ − lA kmð Þ − lB kð Þð Þ,

s:t:  lA kmð Þ ≥ 0, lB kð Þ ≥ 0,
km, k ∈ 1,M½ �,

ð8Þ

where lAðkmÞ, lBðkÞ are the feasible label with the value equal
to the weight of the perfect match output by the algorithm as
follows:

max   〠
km∈ 1,M½ �

lA kmð Þ + 〠
k∈ 1,M½ �

lB kð Þ,

s:t:  lA kmð Þ + lB kð Þ ≤wA,B km, kð Þ, ∀ km, kð Þ ∈ E,
ð9Þ

where E denotes all the edges in G. Any feasible prime label
in a perfect match has a weight as large as the value of any
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feasible dual-labeling. If lAðkmÞ + lBðkÞ =wA,Bðkm, kÞ, the
edge ðkm, kÞ is tight. A match is optimal if it only uses tight
edges when given any dual feasible label.

To find the perfect match, a random feasible dual label l
is used to find a maximum-cardinality matching that uses
tight edges. The process is over if the match is perfect. If
not, the dual label is updated and the process continues until
an optimal match is found. After the graph matching, Bob
infers the permutation order PO′ = ½k1 ′, k2 ′, ∙∙∙, kM ′�, where
PO = PO′.

3.4. Wireless Key Generation Based on Random Perturbation.
The wireless key generation process based on permutation
and matching is divided into the following three steps:
obtaining the initial secret key, generating and splicing the
random perturbation sequence, and performing the XOR
operation.

In this paper, after the preprocessing, different compo-
nents of channel measurements have different SNRs, which
can be expressed as

SNRi =
λi

2

σ2n
: ð10Þ

SNRi represents the SNRs of different components. As
the index of components increases, the SNR decreases. To
make full use of the high SNR of dominant components,
we employ flexible quantization levels in the quantization
algorithm to quantify the initial keys.

The first step is to obtain the initial keys. Alice and Bob
get their respective initial keys IKA and IKB after the quanti-

zation process on their channel measurement matrices Ŷ
A

and Ŷ
B
. The length of the initial keys is L1.

The second step is to generate the random perturbation
sequence through the negotiated permutation order PO = ½
k1, k2,∙∙∙,kM�. First, convert PO into a binary bit sequence
RS, and the length of the converted bit sequence RS is L2
= c ×M, where c is the length of each binary bit sequence
converted by km, km ∈ ½1,M� in PO. RS then needs to be
spliced into RS′. Repeatedly splicing the stochastic perturba-
tion sequence until it is equal to the key length L1, that is,

L1 = k × L2 + k′, ð11Þ

where k is a positive integer and 0 < L2 < L1.
The last step is to XOR the random perturbation

sequence RS′ and the initial secret keys. Alice and Bob per-
form XOR operation between their initial key IKA, IKB and
the perturbation sequence RS′ to get the perturbed key
PKA and PKB, which are given by

PKA = IKA ⊕ RS′,
PKB = IKB ⊕ RS′:

ð12Þ

Compared with the key sequence before random pertur-
bation, the number of secret keys does not increase. How-
ever, the method based on random perturbation reduces

the correlation between the two adjacent sets of secret keys,
so it can effectively increase the KGR.

Then Alice and Bob perform information reconciliation
on their perturbed keys PKA and PKB. The main purpose
of information reconciliation is to correct the inconsistent
bits in the key bit sequences without divulging the key infor-
mation as much as possible. After information reconcilia-
tion, Alice and Bob will agree on an error-free secret key.

4. Performance Evaluation

To evaluate the performance of our proposed scheme, we
conduct numerical simulations. We build the simulation
model based on a Matlab implementation of the TGn multi-
path fading channel. The detailed parameters are summa-
rized in Table 2. Alice and Bob are randomly distributed,
and the distance between them is greater than or equal to
five meters. We focus on the non-line-of-sight (NLOS) sce-
nario. An OFDM model with 56 subcarriers is utilized. We
sample 400 independent channel vectors to perform the
key generation process.

In this section, we evaluate the performance of the RPP-
WKG scheme and compare it with the wireless key genera-
tion without processing (named as “Initial”), and with the
wireless key generation scheme based on PCA and without
random permutation and perturbation (named as “PCA-
WKG”). We evaluate the key performance from 4 aspects:
the KGR, the KMR, the correlation between the secret keys,
and the randomness of the keys.

4.1. Key Generation Rate. The KGR reflects the speed of the
wireless key generation. The actual wireless key generation
system has high requirements on the KGR. If the KGR is
too low, the time cost required for wireless key generation
will be too high, which is not suitable for practical applica-
tions. In this section, we test the KGR of the RPP-WKG
scheme in the case of different SNRs. The test results are
shown in Figure 7. As the SNR increases, the KGR gradually
increases. The KGR can reach 480 bits/packet when the SNR
is 45 dB. We also compare the KGR performance of the
RPP-WKG scheme with the PCA scheme without random
permutation and perturbation. The comparison results show

Table 2: Simulation parameters.

Parameter Value

Channel model TGn

Scenario NLOS

SNR 40 dB

Bandwidth 20MHz

PSDU length 20 bytes

Carrier number 56

RMS delay spread 15 ns

Channel coding BCC

Maximum delay 80 ns

Sampling interval 0.5ms
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that the KGR can be further improved by the random per-
mutation and perturbation scheme.

In addition, we compare the performance of our pro-
posed RPP-WKG scheme with the scheme based on RSS
permutation. Based on the comparison results shown in
Figure 8, our RPP-WKG scheme will achieve a higher
KGR by using CSI as the channel measurements than the
traditional RSS permutation-based scheme.

4.2. Key Mismatch Rate. The KMR reflects the inconsistency
rate of the secret keys quantified, respectively, by Alice and
Bob. Due to the influence of ambient noise and other factors,

there will be certain errors in the bit sequences quantized by
Alice and Bob according to their respective CSI. Figure 9
shows the KMR performance of the initially generated secret
keys and the secret keys after the RPP-WKG scheme. As the
SNR increases, the KMR gradually decreases. According to
the comparison results, the RPP-WKG scheme achieves a
lower KMR. Figure 10 shows the KMR performance of
secret keys generated by the RPP-WKG scheme under the
impact of different episode numbers. As the number of per-
mutation episodes increases, the KMR of the secret keys will
increase significantly.

4.3. Correlation between the Secret Keys. The correlation
between the secret keys represents the degree of linear corre-
lation between adjacent sets of keys. We use the Pearson cor-
relation coefficient [35–37] to calculate the correlation
between keys. The Pearson correlation coefficient is defined
as

ρXY = E XYð Þ − E Xð ÞE Yð Þ
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
E X2ð Þ − E2 Xð Þ

p ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
E Y2ð Þ − E2 Yð Þ

p , ð13Þ

where X and Y are the two sets of secret key sequences.
The correlation coefficient between two sets of secret

keys is a value between -1 and 1. The stronger the correlation
between the two sets of secret keys, the closer the absolute
value of the correlation coefficient is to 1. If the correlation
coefficient is equal to 0, it indicates that there is no linear
correlation between the two sets of secret keys.

In this section, we first calculate the correlation coeffi-
cient between the secret keys of the three schemes. We dis-
play the calculation results in the form of heat maps. The
horizontal and vertical coordinates represent the index num-
ber of the keys, and the colour of each dot represents the
correlation between the secret keys. The yellower the colour,
the higher the correlation between the secret keys. The bluer
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the colour, the lower the correlation between the secret keys.
We test the correlation between the initial secret keys, the
secret keys after PCA processing, and the secret keys after
random permutation and perturbation. According to the test
results, the correlation between initial secret keys is the high-
est in Figure 11, and the correlation between secret keys after
random permutation and perturbation is the lowest.
Figure 12 shows that the secret keys quantized by the CSI
after PCA processing can obtain a lower correlation than
the initial secret keys. Figure 13 shows the advantage of the
random permutation and perturbation scheme in the pro-
cess of key generation. The test results reflect the RPP-
WKG scheme has an obvious effect on reducing the correla-
tion between secret keys.

We also calculate how the correlation coefficient changes
as the number of episodes increases. As shown in Figure 14,
once the CSI is randomly permuted and perturbed, the cor-

relation coefficient between secret keys will drop signifi-
cantly. As the number of permutation episodes increases,
the correlation coefficient between secret keys will slowly
decrease. When the number of permutation episodes is
greater than 10, a good correlation reduction effect can be
obtained. Considering that as the number of permutation
episodes increases, the time cost to find the correct permuta-
tion order using the matching algorithm will also increase,
and the number of permutation episodes should not be set
too large.

4.4. Randomness of Secret Keys. The randomness of the key
is an important standard to measure the performance of
the secret keys. The definition of key randomness is the uni-
formity of the distribution of 0 and 1 in the generated secret
keys. The higher the randomness of the key, the more diffi-
cult it is for the eavesdropper to guess the key. To ensure
that the secret keys generated are substantially random, the
standard randomness test suite from NIST is employed to

0.07

0.06

0.05

0.04

0.03KM
R

0.02

0.01

0
10 15 20

Number of episodes

25

SNR 40 dB
SNR 45 dB
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impact of different episode numbers.

1

2

3

4

5

6

7

8

1 2 3 4 5

Secret key index

Se
cr

et
 k

ey
 in

de
x

6 7 8

1

0.9

0.8

0.7

0.6

0.5

0.4

0.3

0.2

Figure 11: Correlation between initial secret keys.

1

2

3

4

5

6

7

8

1 2 3 4 5

Secret key index

Se
cr

et
 k

ey
 in

de
x

6

1

0.9

0.8

0.7

0.6

0.5

0.4

0.3

0.2
7 8

Figure 12: Correlation between secret keys after PCA processing.

1

2

3

4

5

6

7

8

1 2 3 4 5

Secret key index

Se
cr

et
 k

ey
 in

de
x

6

1

0.9

0.8

0.7

0.6

0.5

0.4

0.3

0.2

7 8

0.1

Figure 13: Correlation between secret keys of RPP-WKG scheme.

10 Wireless Communications and Mobile Computing



verify the effectiveness of the secret keys extracted after the
wireless key generation scheme based on permutation and
perturbation [38, 39]. The output result of each test is an
indicator called the p value. A tested secret key sequence
passes a test when the p value is greater than the threshold,
usually chosen as 0.01. We run 10 NIST tests on the secret

keys generated on the RPP-WKG scheme, as listed in
Table 3. All the results pass the tests, indicating the random-
ness of the generated secret keys is sufficient for practical key
generation. In addition, in this section, we also compare the
randomness of the initial secret keys, the secret keys quanti-
fied after PCA processing, the secret keys generated by RSS,
and the secret keys generated by the RPP-WKG scheme.
Table 4 shows the comparison results: the secret key gener-
ation scheme based on random permutation and perturba-
tion has obvious advantages in the tests.

5. Conclusions

In this paper, we propose an efficient wireless key generation
scheme based on random permutation and perturbation,
which achieves high randomness and a high KGR between
the legitimate users, Alice and Bob, in a quasistatic environ-
ment. In the proposed RPP-WKG scheme, we can mitigate
the impact of the quasistatic channel and achieve secret keys
with high randomness and low correlation. The efficient and
secure permutation method allows legitimate users to per-
form the same random permutation on their respective
CSI to acquire new random sources with random and great
fluctuations. The minimum weight-based matching method
helps legitimate users to obtain an agreement on the permu-
tation order of CSI without revealing it. The random pertur-
bation generation method based on the permutation order
improves the randomness and reduces the correlation of
secret keys. Simulation results show that the proposed
RPP-WKG scheme can efficiently improve the randomness
and KGR of the generated secret keys in a quasistatic
environment.

Data Availability

The data used to support the findings of this study are avail-
able from the corresponding author upon request.

Conflicts of Interest

The authors declare that there is no conflict of interest
regarding the publication of this paper.

Acknowledgments

This work is supported by the National Key R&D Program
of China (2020YFE0200600).

References

[1] B. Mao, Y. Kawamoto, and N. Kato, “Ai-based joint optimiza-
tion of qos and security for 6G energy harvesting internet of
things,” IEEE Internet of Things Journal, vol. 7, no. 8,
pp. 7032–7042, 2020.

[2] H. Fang, X. Wang, and L. Hanzo, “Learning-aided physical
layer authentication as an intelligent process,” IEEE Transac-
tions on Communications, vol. 67, no. 3, pp. 2260–2273, 2018.

[3] H. Fang, X. Wang, and S. Tomasin, “Machine learning for
intelligent authentication in 5g and beyond wireless

0 5 10 15 20 25

Number of episodes

0

0.2

0.4

0.6

0.8

1

C
or

re
lat

io
n 

co
effi

ci
en

t

Figure 14: Correlation with the number of episodes.

Table 3: NIST randomness test of RPP-WKG scheme.

Test p value

Frequency test 0.729034

Frequency test within a block 0.731615

Run test 0.902544

Longest run of ones in a block 0.773102

Discrete Fourier transform 0.791081

Nonoverlapping temple match 0.999959

Serial test 0.561915

Approximate entropy test 1.0

Cumulative sums (forward) test 0.700062

Cumulative sums (reverse) test 0.407770

Table 4: NIST randomness test of different schemes.

Test Initial PCA-WKG RSS-permutation RPP-WKG

1 0.204023 0.448213 0.446671 0.729034

2 0.457833 0.385534 0.489325 0.731615

3 0.170472 0.395013 0.576431 0.902544

4 0.057768 0.731615 0.663982 0.773102

5 0.063689 0.426776 0.512378 0.791081

6 0.678439 0.827952 0.843564 0.999959

7 0.343128 0.498961 0.378615 0.561915

8 1.0 1.0 1.0 1.0

9 0.211935 0.368282 0.397446 0.700062

10 0.166529 0.297799 0.337512 0.407770

11Wireless Communications and Mobile Computing



networks,” IEEE Wireless Communications, vol. 26, no. 5,
pp. 55–61, 2019.

[4] A. Bunin, Z. Goldfeld, H. H. Permuter, S. S. Shitz, P. Cuff, and
P. Piantanida, “Key and message semantic-security over state-
dependent channels,” IEEE Transactions on Information
Forensics and Security, vol. 15, pp. 1541–1556, 2018.

[5] H. Mack and T. Schroer, “Security midlife crisis: building secu-
rity in a new world,” IEEE Security & Privacy, vol. 18, no. 4,
pp. 72–74, 2020.

[6] W. Stallings, Cryptography and Network Security: Principles
and Practice, 2011, https://www.amazon.com/Cryptography-
Network-Security-Principles-Practice/dp/0133354695.

[7] K. Zeng, “Physical layer key generation in wireless networks:
challenges and opportunities,” IEEE Communications Maga-
zine, vol. 53, no. 6, pp. 33–39, 2015.

[8] S. Mathur, W. Trappe, N. Mandayam, C. Ye, and A. Reznik,
“Radiotelepathy: extracting a secret key from an unauthenti-
cated wireless channel,” in Proceedings of the 14th ACM inter-
national conference on Mobile computing and networking,
pp. 128–139, San Francisco, California USA, 2008.

[9] N. Patwari, J. Croft, S. Jana, and S. K. Kasera, “High-rate
uncorrelated bit extraction for shared secret key generation
from channel measurements,” IEEE Transactions on Mobile
Computing, vol. 9, no. 1, pp. 17–30, 2010.

[10] K. Zeng, D. Wu, A. Chan, and P. Mohapatra, “Exploiting
multiple-antenna diversity for shared secret key generation
in wireless networks,” in 2010 Proceedings IEEE INFOCOM,
pp. 1–9, San Diego, CA, USA, 2010.

[11] J. Zhang, T. Q. Duong, A. Marshall, and R. Woods, “Key gen-
eration from wireless channels: a review,” IEEE Access, vol. 4,
pp. 614–626, 2016.

[12] A. Salam, M. C. Vuran, and S. Irmak, “A statistical impulse
response model based on empirical characterization of wireless
underground channels,” IEEE Transactions on Wireless Com-
munications, vol. 19, no. 9, pp. 5966–5981, 2020.

[13] W. Zhang, J. Chen, Y. Kuo, and Y. Zhou, “Transmit beam-
forming for layered physical layer security,” IEEE Transactions
on Vehicular Technology, vol. 68, no. 10, pp. 9747–9760, 2019.

[14] R. Chopra, C. R. Murthy, and R. Annavajjala, “Physical layer
security in wireless sensor networks using distributed co-phas-
ing,” IEEE Transactions on Information Forensics and Security,
vol. 14, no. 10, pp. 2662–2675, 2019.

[15] Á. Vázquez-Castro and M. Hayashi, “Physical layer security
for rf satellite channels in the finite-length regime,” IEEE
Transactions on Information Forensics and Security, vol. 14,
no. 4, pp. 981–993, 2018.

[16] Z. Li, Q. Pei, I. Markwood, Y. Liu, and H. Zhu, “Secret key
establishment via rss trajectory matching between wearable
devices,” IEEE Transactions on Information Forensics and
Security, vol. 13, no. 3, pp. 802–817, 2017.

[17] H. Zhao, Y. Zhang, X. Huang, Y. Xiang, and C. Su, “A physical-
layer key generation approach based on received signal
strength in smart homes,” IEEE Internet of Things Journal,
vol. 9, no. 7, pp. 4917–4927, 2021.

[18] G. Margelis, X. Fafoutis, G. Oikonomou, R. Piechocki,
T. Tryfonas, and P. Thomas, “Physical layer secret-key gener-
ation with discreet cosine transform for the internet of things,”
in 2017 IEEE International Conference on Communications
(ICC), pp. 1–6, Paris, France, 2017.

[19] H. Liu, Y. Wang, Y. Ren, and Y. Chen, “Bipartite graph match-
ing based secret key generation,” in IEEE INFOCOM 2021-

IEEE Conference on Computer Communications, pp. 1–10,
Vancouver, BC, Canada, 2021.

[20] W. Yang, G. Durisi, T. Koch, and Y. Polyanskiy, “Quasi-static
multiple-antenna fading channels at finite blocklength,” IEEE
Transactions on Information Theory, vol. 60, no. 7, pp. 4232–
4265, 2014.

[21] Y. Xi, A. Burr, J. Wei, and D. Grace, “A general upper bound to
evaluate packet error rate over quasi-static fading channels,”
IEEE Transactions on Wireless Communications, vol. 10,
no. 5, pp. 1373–1377, 2011.

[22] T. Lu, L. Chen, J. Zhang, K. Cao, and A. Hu, “Reconfigurable
intelligent surface assisted secret key generation in quasi-
static environments,” IEEE Communications Letters, vol. 26,
no. 2, pp. 244–248, 2021.

[23] M. He, J. Xu, W. Xu, H. Shen, N. Wang, and C. Zhao, “RIS-
assisted quasi-static broad coverage for wideband mmwave
massive MIMO systems,” 2022, https://arxiv.org/abs/2203
.00400.

[24] Y. Huang, L. Jin, H. Wei, Z. Zhong, and S. Zhang, “Fast secret
key generation based on dynamic private pilot from static
wireless channels,” China Communications, vol. 15, no. 11,
pp. 171–183, 2018.

[25] N. Aldaghri and H. Mahdavifar, “Physical layer secret key gen-
eration in static environments,” IEEE Transactions on Infor-
mation Forensics and Security, vol. 15, pp. 2692–2705, 2020.

[26] G. Li, A. Hu, J. Zhang, L. Peng, C. Sun, and D. Cao, “High-
agreement uncorrelated secret key generation based on princi-
pal component analysis preprocessing,” IEEE Transactions on
Communications, vol. 66, no. 7, pp. 3022–3034, 2018.

[27] Y. Wei, K. Zeng, and P. Mohapatra, “Adaptive wireless chan-
nel probing for shared key generation based on pid controller,”
IEEE Transactions on Mobile Computing, vol. 12, no. 9,
pp. 1842–1852, 2012.

[28] Y. Peng, P. Wang, W. Xiang, and Y. Li, “Secret key generation
based on estimated channel state information for tdd-ofdm
systems over fading channels,” IEEE Transactions on Wireless
Communications, vol. 16, no. 8, pp. 5176–5186, 2017.

[29] C. Chen and M. A. Jensen, “Secret key establishment using
temporally and spatially correlated wireless channel coeffi-
cients,” IEEE Transactions on Mobile Computing, vol. 10,
no. 2, pp. 205–215, 2010.

[30] D. Chen, Z. Qin, X. Mao, P. Yang, Z. Qin, and R. Wang, “Smo-
kegrenade: an efficient key generation protocol with artificial
interference,” IEEE Transactions on Information Forensics
and Security, vol. 8, no. 11, pp. 1731–1745, 2013.

[31] Y. Liu, S. C. Draper, and A. M. Sayeed, “Exploiting channel
diversity in secret key generation from multipath fading ran-
domness,” IEEE Transactions on Information Forensics and
Security, vol. 7, no. 5, pp. 1484–1497, 2012.

[32] S. Wang and C. Li, “Discrete double-bit hashing,” IEEE Trans-
actions on Big Data, vol. 8, pp. 482–494, 2019.

[33] R.-C. Tu, X.-L. Mao, B. Ma et al., “Deep cross-modal hashing
with hashing functions and unified hash codes jointly learn-
ing,” IEEE Transactions on Knowledge and Data Engineering,
vol. 30, pp. 560–572, 2020.

[34] Q. Wang, H. Su, K. Ren, and K. Kim, “Fast and scalable secret
key generation exploiting channel phase randomness in wire-
less networks,” in 2011 Proceedings IEEE INFOCOM,
pp. 1422–1430, Shanghai, China, 2011.

[35] T. Peng, W. Dai, and M. Z. Win, “Efficient and robust physical
layer key generation,” in MILCOM 2019-2019 IEEE Military

12 Wireless Communications and Mobile Computing

https://www.amazon.com/Cryptography-Network-Security-Principles-Practice/dp/0133354695
https://www.amazon.com/Cryptography-Network-Security-Principles-Practice/dp/0133354695
https://arxiv.org/abs/2203.00400
https://arxiv.org/abs/2203.00400


Communications Conference (MILCOM), pp. 1–6, Norfolk,
VA, USA, 2019.

[36] Z. Ji, Z. He, Y. Zhang, and X. Chen, “A two-step decorrelation
method on time-frequency correlated channel for secret key
generation,” in 2018 IEEE wireless communications and net-
working conference (WCNC), pp. 1–6, Barcelona, Spain, 2018.

[37] F. Passerini and A. M. Tonello, “Secure phy layer key genera-
tion in the asymmetric power line communication channel,”
Electronics, vol. 9, no. 4, p. 605, 2020.

[38] H. Tan, D. Ostry, and S. Jha, “Exploiting multiple side chan-
nels for secret key agreement in wireless networks,” in Proceed-
ings of the 19th International Conference on Distributed
Computing and Networking, pp. 1–10, Varanasi, India, 2018.

[39] A. Rukhin, J. Soto, J. Nechvatal, M. Smid, and E. Barker, A Sta-
tistical Test Suite for Random and Pseudorandom Number
Generators for Cryptographic Applications, Booz-Allen and
Hamilton Inc Mclean Va, Tech. Rep, 2001.

13Wireless Communications and Mobile Computing


	Wireless Key Generation Scheme Based on Random Permutation and Perturbation in Quasistatic Environments
	1. Introduction
	1.1. Notation and Outline

	2. System Model
	2.1. Channel Estimation
	2.2. Problem Formulation
	2.3. Basic Steps of Wireless Key Generation
	2.3.1. Channel Sampling
	2.3.2. Quantization
	2.3.3. Information Reconciliation
	2.3.4. Privacy Amplification


	3. The Proposed RPP-WKG Scheme
	3.1. RPP-Based Key Generation
	3.2. Sampling and Preprocessing Model
	3.2.1. PCA Processing without Interaction
	3.2.2. Random Segmentation and Permutation

	3.3. Matching Algorithm
	3.4. Wireless Key Generation Based on Random Perturbation

	4. Performance Evaluation
	4.1. Key Generation Rate
	4.2. Key Mismatch Rate
	4.3. Correlation between the Secret Keys
	4.4. Randomness of Secret Keys

	5. Conclusions
	Data Availability
	Conflicts of Interest
	Acknowledgments



