
Research Article
A Smart Contract Vulnerability Detection Model Based on
Syntactic and Semantic Fusion Learning

Daojun Han ,1 Qiuyue Li ,2 Lei Zhang ,1 and Tao Xu 1

1Henan Engineering Research Center of Intelligent Technology and Application, Henan University, Kaifeng 475004, China
2School of Computer and Information Engineering, Henan University, Kaifeng 475000, China

Correspondence should be addressed to Lei Zhang; zhanglei@henu.edu.cn

Received 7 July 2022; Revised 4 November 2022; Accepted 24 November 2022; Published 3 February 2023

Academic Editor: Changyan Yi

Copyright © 2023 Daojun Han et al. This is an open access article distributed under the Creative Commons Attribution License,
which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.

As a trusted decentralized application, smart contracts manage a large number of digital assets on the blockchain. Vulnerability
detection of smart contracts is an important part of ensuring the security of digital assets. At present, many researchers extract
features of smart contract source code for vulnerability detection based on deep learning methods. However, the current
research mainly focuses on the single representation form of the source code, which cannot fully obtain the rich semantic and
structural information contained in the source code, so it is not conducive to the detection of various and complex smart
contract vulnerabilities. Aiming at this problem, this paper proposes a vulnerability detection model based on the fusion of
syntax and semantic features. The syntactic and semantic representation of the source code is obtained from the abstract
syntax tree and control flow graph of the smart contract through TextCNN and Graph Neural Network. The syntactic and
semantic features are fused, and the fused features are used to detect vulnerabilities. Experiments show that the detection
accuracy and recall rate of this model have been improved on the detection tasks of five types of vulnerabilities, with an
average precision of 96% and a recall rate of 90%, which can effectively identify smart contract vulnerabilities.

1. Introduction

Smart contracts were proposed by Nick Szabo in 1995 and
are defined as “ a set of promises, specified in digital form,
including protocols within which the parties perform on
these promises.” [1]. A smart contract defines a contract in
digital form, and the contract is automatically executed
when the contract participants meet the conditions required
by the smart contract. Due to the lack of a trusted execution
environment, smart contracts were not really implemented
before blockchain technology was proposed. In 2008, Satoshi
Nakamoto proposed the concept of blockchain in “Bitcoin:
A Peer-to-Peer Electronic Cash System”, which provides a
trusted and immutable execution environment for smart
contracts. In 2014, Vitalik Buterin proposed Ethereum,
inspired by Bitcoin. Ethereum is the first blockchain plat-
form to support developers in creating smart contracts and
decentralized applications. Through smart contracts, devel-
opers can create decentralized applications on platforms
such as Ethereum to achieve trusted transactions. Compared

with traditional contracts, smart contracts can improve
transaction efficiency and have the characteristics of decen-
tralization and immutability. Smart contracts provide secu-
rity methods superior to traditional contracts, but like
other programming languages, smart contracts also have
some security vulnerabilities. In the 2016, the DAO incident,
attackers stole more than 3.6 million ethers by exploiting a
vulnerability in the smart contract code. In 2018, there was
a major vulnerability in the BEC smart contract. The
attacker used the integer overflow problem of the transfer
function to generate tokens indefinitely, causing a loss of
about 6 billion [2]. Smart contracts involve the digital prop-
erties of a large number of users, and loopholes in smart
contracts will cause the loss of digital assets. At the same
time, the immutable property of the blockchain makes it dif-
ficult to repair the contract vulnerability once it occurs, so it
is necessary to check the contract vulnerability before
deploying the smart contract on the chain.

According to whether the code is executed during detec-
tion, the early vulnerability detection methods are mainly
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static analysis and dynamic analysis methods [3–6]. Static
analysis methods can analyze the complete control flow
and data flow of the code and have a high level of code cov-
erage [7, 8]. The dynamic analysis tool executes the target
program on a real system or in an emulator that can accu-
rately detect program errors [9, 10]. However, using static
analysis and dynamic analysis methods to detect smart con-
tracts need to rely on artificially defined expert rules, which
results in low detection efficiency and a long time. In recent
years, researchers have begun to use deep learning methods
for vulnerability detection. Using deep learning, effective fea-
tures can be automatically extracted from source code with-
out relying on expert-defined vulnerability features. But,
there is a diversity of features in the source code, and when
applying deep learning methods for vulnerability detection,
it is necessary to consider how to better extract features from
the source code of smart contracts. Most current research
has focused on single feature representations, with some
models using program source code or binary files directly
as input to extract key feature information such as identi-
fiers, function types, and operators associated with character
streams [11–14]; or converting source code into an abstract
syntax tree from which the syntactic features of the source
code are extracted [15–18]. The source code of smart con-
tracts contains rich feature information, and a single code
representation cannot retain the rich syntactic and semantic
information in the source code. When using deep learning
methods, it is necessary to consider building an appropriate
data representation method to extract the feature informa-
tion related to vulnerabilities to the greatest extent.

This paper proposes a multifeature fusion vulnerability
detection model based on deep learning in order to solve the
problem of insufficient code representation ability in the cur-
rent smart contract vulnerability detection model. The model
can better extract the source code features, enhance the code
representation ability, and improve the accuracy of smart con-
tract vulnerability detection. The model obtains the syntactic
and semantic features of smart contracts through Abstract Syn-
tax Tree (AST) and Control Flow Graph (CFG), and constructs
a feature space through syntactic and semantic fusion vectors.
The establishment of the model is mainly divided into three
steps: First, the Ethereum smart contracts are collected, followed
by balancing the training dataset using a weighted random sam-
plingmethod. Then, the AST and CFG of the smart contract are
obtained from the Solidity source code, the static features of the
contract are extracted from the AST and CFG. Finally, the syn-
tactic and semantic features are concatenated to obtain the fea-
ture fusion vector, as well as to use the fusion vector for
vulnerability detection of smart contracts. Fusion features can
better characterize the vulnerability-related features in the
source code, fromwhich the model learns vulnerability patterns
for effective and fast detection of vulnerabilities.

The rest of this article is organized as follows. Section 2
discusses related work. Section 3 introduces the types of smart
contract vulnerabilities. Section 4 presents the general frame-
work and detailed steps of the model. Section 5 shows the
results of our experiments, evaluating the accuracy, precision,
recall, and F1 values of the model. Finally, we conclude this
paper in Section 6.

2. Background

In this section, several types of smart contract vulnerabilities
studied in this paper are presented. The vulnerabilities stud-
ied in this paper can be divided into two layers: the Solidity
code layer and the blockchain system layer. There are many
types of vulnerabilities in the Solidity code layer, including
reentrancy vulnerability, insecure arithmetic, permission
control vulnerability, denial of service vulnerability, and
unknown function call vulnerability. The blockchain system
layer includes Timestamp Dependency vulnerability, Block
Parameter Dependency vulnerability, and Transaction-
Ordering Dependence vulnerability [19–21], among others.
This paper mainly studies insecure arithmetic, reentrancy,
timestamp dependency, and implicit visibility vulnerabilities
that are harmful to the blockchain.

2.1. Insecure Arithmetic. Integer overflow and integer under-
flow vulnerabilities are caused by values that are outside or
below the defined range of the integer type. In computer lan-
guages, integer type numbers have maximum and minimum
values. In blockchain, integers are unsigned numbers in the
range of 0 to 255 [22]. If the maximum value of 255 is
exceeded, it will overflow and cause a zero return situation.
If the value is 0, subtracting 1 will cause the underflow to
become the maximum value. The addition and multiplica-
tion operations of numbers can cause overflow problems,
and the subtraction of numbers can create underflow prob-
lems. Figure 1 contains a function that has the risk of integer
overflow. If an attacker passes a value of length greater than
255 to the OFloop ðÞ function, an integer overflow will occur
for uint8 i. The loop condition i < array:length is always sat-
isfied, and the loop will keep executing until all the gas fee is
consumed.

2.2. Reentrancy. The reentrancy vulnerability is a serious
vulnerability. Ethereum smart contracts are able to call and
use code from other external contracts to send ether to var-
ious external user addresses. The operation of calling an
external contract or sending ether to an address requires
the contract to submit external calls. An attacker can hijack
these external calls to force the contract to execute further
code, including calls to itself. If the transfer function uses
the call. Value () function to transfer money, the call. Value
() function will automatically trigger the fallback () function.
If the transfer function modifies the status variable of the

}
}

1 contract {
2 uint25

OverflowLoop
6 public count;

3
4 function OFloop(uint256[] _array) public {

= 0;
6 for(uint8 i = 0; i < _array.length; i++){

ount++;

5 count

7 c
8
9
10 }

Figure 1: Integer overflow vulnerability example.
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balance in the vulnerable contract after the transfer opera-
tion of call. Value (), then when the attacker calls the transfer
function call, value () will trigger the rewritten fallback func-
tion of the attacker’s contract. The transfer function can be
called again to continuously recursively transfer money from
the vulnerable contract to the attacker contract. Figure 2
contains an EtherStore contract and an attack contract.
The EtherStore contract implements the Ether vault func-
tion, which allows users to withdraw one Ether coin per
week. Lines 13 and 14 of the EtherStore contract code judge
the withdrawal amount and the withdrawal interval, so that
a withdrawal can only be performed successfully if the
requested withdrawal amount is less than 1 ether and no
withdrawals have been made in the last week. Line 15 of
the code sends the requested ether to the user via the call.va-

lue () function. The attacker launches an attack on the Ether-
Store contract through the Attack contract and calls the
EtherStore contract’s withdrawFunds () function to with-
draw 1 ether, at which time the requirements of the with-
drawal amount and the withdrawal interval are met and
the attack contract receives 1 ether from the EtherStore con-
tract and executes the fallback function. In the fallback func-
tion, the withdrawFunds () function is called again to reenter
the EtherStore contract. When the withdrawFunds () func-
tion is called for the second time, lines 16 and 17 of the code
have not been executed, and the balance and withdrawal
time still meet the contract requirements. Therefore, the
attacker can continue to withdraw ether, thus allowing all
ether to be withdrawn from the EtherStore contract in a sin-
gle transaction.

2.3. Timestamp Dependence. Timestamp dependency means
that the execution of the smart contract depends on the
timestamp of the current block. With the different time-
stamps, the execution results of the contract also vary. Vul-
nerabilities arise when blockchain timestamps are used as
seeds to generate random numbers or as various time-
dependent state change conditional statements to perform
certain critical operations [23]. Some variables exist in the
block header, including BLOCKHASH, TIMESTAMP,
NUMBER, GASLIMIT, and COINBASE, so in principle,
they can be influenced by miners. Miners have the right to
set block timestamps within a 900 second offset. If the time-
stamp of the new block is greater than the timestamp of the
previous block, and the difference between the timestamps is
less than 900 seconds, then the timestamp of the new block
is legal. If the cryptocurrency is transmitted based on block
variables, a malicious miner could change the timestamps
of their blocks to exploit the vulnerability. Figure 3 shows
a code example that contains a timestamp dependency vul-
nerability. The contract implements a lottery function where
one transaction per block can be invested with 1 ether, and
each player has a 1 in 15 chances of winning the contract

1 contract EtherStore {
2
3 uint256 public withdrawalLimit = 1 ether;
4 mapping(address => uint256) public lastWithdrawTime;
5 mapping(address => uint256) public balances;
6
7 function depositFunds() public payable {

10
11 function withdrawFunds (uint256 _weiToWithdraw) public {
12 require(balances[msg.sender] >= _weiToWithdraw);
13 require(_weiToWithdraw <= withdrawalLimit);
14 require(now >= lastWithdrawTime[msg.sender] + 1 weeks);

8
9

15 require(msg.sender.call.value(_weiToWithdraw)());
16
17
18
19
20 }

1 contract Attack {
2
3
4 constructor(address _etherStoreAddress) {
5
6
7 function pwnEtherStore() public payable {
8 require(msg.value >= 1 ether);
9
10
11
12 function collectEther() public {
13
14
15
16
17
18
19
20

lastWithdrawTime[msg.sender] = now;

balances[msg.sender] += msg.value;
}

}

balances[msg.sender] -= _weiToWithdraw;

etherStore = EtherStore(_etherStoreAddress);

EtherStore public etherStore;

}

}

}

}
}

}

etherStore.depositFunds.value(1 ether) ();
etherStore.withdrawFunds(1 ether);

function () payable {
if (etherStore.balance > 1 ether) {

etherStore.withdrawFunds(1 ether);

msg.sender.transfer(this.balance);

Figure 2: Reentrancy vulnerability example.

1 contract Roulette {
2 uint public pastBlockTime;
3
4 // initially contract
5 constructor() {}
6
7 // receive function
8 receive() external payable {}
9
10 // fallback function used to make a bet
11 fallback() external payable {
12 require(msg.value == 1 ether); // must send 1 ether to play
13 // only 1 transaction per block
14 require(block.timestamp != pastBlockTime);
15
16 if(block.timestamp % 15 == 0) { // winner
17 payable(msg.sender).transfer(address(this).balance);
18
19
20

pastBlockTime = block.timestamp;

}
}

}

Figure 3: Timestamp dependency vulnerability example.
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balance according to the contract logic. The vulnerability
occurs on line 15, where miners can adjust the block time-
stamp so that block timestamp takes 15 modulo 0 to win
the block reward of ether locked in the contract.

2.4. Implicit Visibility. Functions in Solidity have visibility
specifiers, which indicate how the function is called. Visibil-
ity determines whether a function can be called externally by
the user, by other derived contracts, internally only, or exter-
nally only. Functions can be specified as external, public,
internal, or private, and incorrect use of visibility specifiers
can lead to a number of development vulnerabilities in smart
contracts. The default visibility of functions is public, so
external users can call functions without specifying any vis-
ibility. Vulnerabilities exist when a function is supposed to
be private or can only be called within the contract itself,
and the developer ignores the function’s visibility specifier.
The contract in Figure 4 contains an undeclared visibility
vulnerability. HashForEther () is an address-guessing bounty
game contract that allows users to call the withdrawinnings
() function to get their bounty once they generate an Ether-
eum address with the last 8 hexadecimal characters being 0.
However, withdrawinnings () and sendwinnings () do not
specify that the function visibility is a public function, so
any address can call this function to steal the bounty.

3. Related Work

Smart contract vulnerability detection is one of the funda-
mental issues of blockchain security. Early methods used
static and dynamic analysis methods such as symbolic exe-
cution and fuzzing, which depended on expert-defined vul-
nerability rules [3]. Recent approaches utilize deep learning
to build vulnerability detection models that automatically
learn vulnerability features. This section will introduce the
current research work from two aspects: traditional vulnera-
bility detection methods based on static and dynamic analy-
sis, such as symbol execution and fuzzy testing; and methods
based on deep learning.

3.1. Traditional Vulnerability Detection Methods. Slither [24]
is the first open source static analysis framework for the
Solidity language. Slither converts Solidity smart contracts
into an intermediate representation called Slither, which
provides fine-grained information about smart contract code

and can flexibly support many applications. Smartcheck [25]
is an extensible static analysis tool that checks Solidity
source code by converting it into an intermediate XML-
based representation and then checking it against XPath
schemas for comparison. Typical techniques for dynamic
analysis include fuzzing and symbolic execution. Oyente
[26], a dynamic symbolic execution detection tool, was the
first tool for security analysis of smart contracts. Contrac-
tFuzzer [27] uses the fuzzing method to detect vulnerabilities
in Ethereum smart contracts. It can generate fuzzing input
according to the ABI specification of smart contracts and
define test predictions for detecting security vulnerabilities.
These methods all have the problem of low automation,
and most of them need to rely on expert knowledge and
human experience to extract fixed rules for vulnerabilities,
which is inefficient and laborious. The static analysis method
needs to manually set the matching rules according to the
analysis efficiency of the matching rules, so it has a high false
positive rate. Compared with static code analysis [28–30],
dynamic analysis methods execute smart contracts in real
blockchain systems, so dynamic analysis methods are more
accurate. However, the debugging, analysis, and running of
the target program in dynamic analysis requires a large
number of personnel to participate, which has some disad-
vantages, such as slow speed, low efficiency, and the diffi-
culty of carrying out large-scale testing.

3.2. Vulnerability Detection Method Based on Deep Learning.
With the continuous development of artificial intelligence
technology, there have been many studies applying machine
learning, deep learning, and other technologies to the field of
vulnerability mining to identify vulnerabilities in smart con-
tracts. Gao [11] learned the structured code embedding of
smart contracts based on deep learning methods, collected
52 known vulnerability contracts as a vulnerability database
that contains 10 common vulnerabilities, and identified
clone defects through the vulnerability database. Xu et al.
[15] builds an abstract syntax tree for smart contracts, com-
pares the ASTs of two smart contracts to obtain shared child
nodes, and uses structural similarity to detect vulnerabilities.
It builds AST of smart contracts from a manually injected
vulnerability contract dataset, extracts subnodes shared with
marked contracts, and obtains structural similarity through
machine learning. However, there are various vulnerability
modes in reality, and the contract construction template
only by manually injecting vulnerabilities cannot contain
all the vulnerability modes in reality. This method of con-
structing AST templates based on existing vulnerability con-
tracts has poor scalability and can only detect existing
vulnerability patterns. Zhuang et al. [31, 32] takes the
opcode sequence as the input of the sequence learning
model, and uses LSTM to learn the smart contract opcodes
to obtain the vulnerability-related features. ContractWard
[12] uses the n-gram algorithm to extract binary features
from the opcodes of smart contracts to construct feature
spaces, and uses machine learning methods to build models
for vulnerability detection. Qian et al. [33] constructed a
contract graph to represent the syntactic and semantic struc-
ture of smart contract functions, and used a graph

1 contract HashForEther {
2
3 function withdrawWinnings() {
4 // Winner if the last 8 hex characters of the address are 0.
5 require(uint32(msg.sender) == 0);
6 _sendWinnings();
7
8
9 function _sendWinnings() {
10 msg.sender.transfer(this.balance);
11
12

}

}
}

Figure 4: Implicit visibility vulnerability example.
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convolutional neural network to learn vulnerabilities from
the contract graph. Compared with traditional automated
vulnerability detection, deep learning-based vulnerability
detection methods are more accurate and efficient, and their
generalization ability is better. By comparing the current
deep learning methods, it can be observed that the key to
applying deep learning methods for vulnerability detection
lies in the selection of a suitable representation for the source
code. Selecting a suitable code representation and then
building a feature extractor to extract the features of the
source code can further improve the efficiency of vulnerabil-
ity detection.

4. Method

In order to obtain the multiple features of the contract source
code, the model extracts the syntactic features and semantic
features from the source code, respectively, and fuses the syn-
tactic and semantic features, using the fusion features to detect
vulnerabilities. The overall framework of this paper is shown
in Figure 5, which consists of three phases: syntax representa-
tion, semantic representation, and model learning and detec-

tion. Contract code embedding parses smart contracts into
appropriate representation structures for model training. We
use AST and CFG to represent smart contracts in two stages
to abstract the feature information of source code vulnerabili-
ties. In the syntax representation stage, the AST of the smart
contract is obtained from the source code. The AST is normal-
ized and serialized, and then transformed into a vector repre-
sentation using word embedding. Finally, the syntax features
are obtained using Text CNN. In the semantic representation
stage, the source code is first compiled into bytecode, and the
CFG of the smart contract is obtained from the bytecode.
Then use word2vec to vectorize the graph node features and
use MPNN to obtain the semantic and structural embeddings
of the graph. In the model learning stage, combined with the
syntactic vector and semantic vector obtained in the syntactic
representation and semantic representation stages, the fully
connected layer is used to learn the multifeature vector to train
the detector. Finally, the vulnerability detection of smart con-
tract source code is implemented using the trained detector.

4.1. Syntactic Representation. In the syntactic representation
stage, we use the AST obtained by compiling the source code

Syntactic representation

Semantic representation

Model learning and detection

Source code

Opcode

Word2vec

Word2vec

① AST standardization
② AST serialization

0/1

Text CNN

GrapCov

Figure 5: Overall framework.

1 if (accounts[dncr].membership &

2
3 return;
4 }

board.denouncer = msg.sender;
BOARD == 0) {

(a)

FunctionCall{2}

Identifier:
{name:_vou
ch,typeStrin

g:string
calldata}

Expression arguments

Identifier
:{name:_
board,ty
peString:
address}

IfStatement

Condition{1} falseBody:null trueBody

Operator: == leftExpression BlockStatement:{2 3}

rightExpressionleftExpression Operator:&

isConstant:false,
memberName:mem

bership,type
String:uint8

Expression

Identifier:{name:acc
ounts,typeString:ma

pping(…)}

Return{3}

Expression:null

rightExpression

Identifier:{isConstant:false,
kind:number,value:“0”}

Identifier:{name:
Nominated,type

String:
function(address
,string memory)}

Identifier:{name:
“BOARD” , type

String: uint8}

(b)

Figure 6: AST of solidity function (a) a code segment containing if statements. (b) CFG converted from code segment.
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to represent the syntactic features of the code. AST is a tree
representation of the syntax structure of a program’s source
code, with each node in the tree representing a structure in
the source code. This syntax-based code representation can
preserve the syntactic structure information of the source
code, which represents the syntax and details of each state-
ment, such as the number of functions defined, variable
types, etc. Using AST for feature extraction can obtain more
syntactic features than source code text.

(1) Get the abstract syntax tree. First, we obtain the AST
of the smart contract. In this paper, we use py-solc-x
(a third-party software package for Python) to build
the AST of the smart contract. Py-solc-x converts the
source code of a smart contract into a tree-structured
AST. Figure 6(a) shows a code segment containing if
statements. The transformed AST is shown in
Figure 6(b), and each node contains information such
as type, name, child node, and value. After obtaining
the AST, we normalize, serialize, and vectorize the AST

(2) AST normalization. The AST contains user-defined
contract names, function names, variable names, and
variable values. The user-defined names and values vary
from contract to contract, which can affect the accuracy
of vulnerability detection, leading to more false nega-
tives. To eliminate this variability, we normalized the
AST. According to the order in which the user-
defined contract name, function name, and variable
name appear in the contract, they are, respectively, rep-
resented as ðcontract 1,⋯, contract nÞ, ðfunction 1,⋯
, function nÞ, ðvar 1,⋯, var nÞ. By normalizing, the
model can bemade to focusmore on the contract struc-
ture and ignore this variability

(3) AST serialization. After normalization, we perform
serialization operations on the AST. In order to
extract the syntactic structure of the solidity con-
tract, we traverse all nodes of the AST in depth-
first order and transform the tree-structured AST
into a serially structured code token. The AST con-
structed from source code is longer than the source
code, and in order to be more conducive to model
training, we only keep some key information during
serialization, while ignoring some secondary infor-
mation indicating code location and node id

(4) Vectorization. Smart contract source code is usually
a text representation and cannot be directly used
for training deep neural network models. After nor-
malizing and serializing the AST, the AST needs to
be represented in vector form as the input for train-
ing the model. Each code token is represented as a
vector with the same dimension using word2vec
[34], thereby representing the serialized AST in vec-
tor form. The source code of the contracts varies in
length, so the transformed feature vectors have dif-
ferent lengths. We represent a text vector as a
fixed-length numeric vector by truncation and pad-
ding operations. Pad with zeros when the vector
length is less than the fixed length, and truncate
when the vector length is greater than the fixed
length

(5) Syntax Feature Extraction. Text CNN [35] is a text
classification model proposed by Yoon Kim for the
deformation of the input layer of CNN, which has
many applications in the field of natural language
processing [36, 37]. Text CNN makes the model

...

...

...

...

...

...

Pooling

Serialized AST

Concatenate

Convolution Syntactic feature vector

...

...

...

Figure 7: TextCNN model structure.
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work well by introducing the trained word vectors,
and can solve the problem of gradient disappearance
of long texts. We use Text CNN to extract syntax
features, and the model structure is shown in
Figure 7. We define multiple 1D convolution kernels
and perform convolution operations on the input sepa-
rately. Convolution kernels of different widths can cap-
ture local features between different numbers of
adjacent tokens. Adaptive average pooling is performed
on all output channels, then all scalar convergence out-
puts are concatenated into vectors, and finally we
obtain the syntactic representation of the smart
contract

4.2. Semantic Representation. In the semantic representation
stage, the CFG of each contract is obtained to extract the
semantic features of the contract code. CFG is an abstract rep-
resentation of a process or program, an abstract data structure

used in a compiler that represents all the paths that a program
will traverse during its execution. Each node in the CFG repre-
sents a basic block, that is, a piece of code without any jumps
or jump targets, which is process-oriented and can reflect
many information and execution flows of all basic blocks in
a process. Figure 8(a) shows a contract function decrea-
seApproval() containing an if statement, and Figure 8(b)
shows the CFG that the function is transformed into, display-
ing the execution flow of the function’s statement. Through
CFG, it is possible to traverse all the execution paths of a func-
tion, and discover the control dependencies and data depen-
dencies that exist in the program. The data dependencies
and control dependencies embodied by CFG are the missing
information in the AST, which can capture more comprehen-
sive semantic information, and thus the code semantic repre-
sentation with CFG can complement the syntactic features
extracted by AST. The semantic representation of code with
CFG can supplement the syntactic features extracted by AST.

1 function decreaseApproval(address _spender, uint _subtractedValue)
2 public returns (bool) {
3 uint oldValue = allowed[msg.sender][_spender];
4 if (_subtractedValue > oldValue) {
5 allowed[msg.sender][_spender] = 0;
6 } else {
7 allowed[msg.sender][_spender] = oldValue.sub(_subtractedValue);
8 }

}

9 Approval(msg.sender, _spender, allowed[msg.sender][_spender]);
10 return true;
11

(a)

Node type: expression
Expression:

allowed[msg.sender][_spender] = 0

Node type: entry_point

True False

Node type: entry_point
Expression: oldValue =

allowed[msg.sender][_spender]

Node type: if
Expression: _subtractedValue > oldValue

Node type: expression
Expression:

allowed[msg.sender][_spender] =
oldValue.sub(_subtractedValue)

Node type: expression
Expression: Approval(msg.sender, _spender,

allowed[msg.sender][_spender])

Node type: end_if

Node type: return
Expression: true

(b)

Figure 8: CFG of solidity function (a) code for the decreaseApproval() function. (b) CFG of the function decreaseApproval().

6060604052341561000f57600080fd5b610fe08061001e6000396
000f3006060604052600436106100d0576000357c010000000000
0000000000000000000000000000000000000000000000900463f
fffffff1680630121b93f146100d55780630a68f631146100f8578063
160d66ae1461016f57806316c19739146101c45780631d5e752d1
461021757806333e13e21146102545780634460d3cf1461028b57
806344ef231b146102c457806366472261146102ed57806367e82

8bf1461033b578063c0d91eaf1461039 16000905550600201
610f58565b5090565b905600a165627a7a7230582073e66584014
bdd4862423cdb458372bb1d283fe482a70ba9c96cbecba597ed6

50029

address source;
uint8 position;
uint256 count;

}
Argument[] public arguments;

returns (uint8) {
return arguments[votes[_user]].position;

}

contract ProperProposal is ProposalInterface,
TokenRescue {

struct Argument {

mapping (address => uint256) public votes;

function getPosition(address _user)
external view

function argumentCount()
external view
returns (uint256) {

return arguments.length;
}
......

}

Source code Opcode CFG

PUSH 60 PUSH 40 MSTORE PUSH 4
CALLDATASIZE LT PUSH2 1 JUMPI

DUP1 PUSH A68F631
EQ PUSH2 3 JUMPI

JUMPDEST CALLVALUE
ISZERO PUSH2 259

JUMPI

PUSH 0 DUP1
REVERT

JUMPDEST PUSH 0
DUP1 REVERT

DUP1 PUSH
160D66AE

EQ PUSH2 4 JUMPI

JUMPDEST PUSH2 6 PUSH
4 DUP1 DUP1

CALLDATALOAD SWAP1
JUMP

PUSH 0 DUP1
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ISZERO PUSH2 18

JUMPI

Figure 9: Control flow graph transformation process.
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(1) Get the control flow graph. In the conversion of smart
contracts to control flow graphs, the smart contracts
are first compiled into opcodes, and then the
opcodes are converted into control flow graphs by
evm_cfg_builder. The converted CFG is shown in
Figure 9, where each node is an independent block
of code and the statements in the node are repre-
sented by opcodes

(2) Block embedding. In the processing of CFG, semantic
information and structural information are obtained
through two steps: block embedding and graph
embedding. Each block in the CFG contains the
statement information, and the block embedding
through word2vec can preserve the opcode informa-
tion of the source code. The statements in each block
are represented as a fixed-length vector after block
embedding, and the semantic vector is used as the
feature of the graph node

(3) Graph embedding. After the node features of the
CFG are obtained through block embedding, the
CFG is represented by a graph neural network to
obtain a graph embedding vector representing the
semantics and structure of the entire CFG graph.
Graph Convolutional Neural Networks [38] apply
convolutional operations to graph data, aggregating
node own features and domain node features to gen-

erate new node representations. In this paper, we use
a Graph Convolutional Neural Network to update
the CFG node representation and use the mean-
pool readout layer to obtain the graph-embedding
vector. Through block embedding and graph embed-
ding, the final graph embedding representation pre-
serves the overall structural information of the
CFG, as well as the semantic information of each
node’s opcode

4.3. Model Learning and Vulnerability Detection. After
obtaining the syntactic embedding and semantic embedding
of the source code through the syntactic characterization
and semantic characterization stages, the syntactic and
semantic feature vectors are fused for model training. In this
paper, we choose to perform vulnerability detection at the
contract level. Since the AST obtained in the syntactic repre-
sentation stage is at the file level, and the CFG obtained in
the semantic representation is at the contract level, it is nec-
essary to split the entire AST into multiple small contract
ASTs before splicing the feature vectors. The fused feature
vectors combined with source code syntax and semantic
information can retain more feature information in the
model learning stage. As shown in Figure 10, we fuse syntac-
tic and semantic feature vectors as input to train a feedfor-
ward neural network for vulnerability detection. We take
the obtained fused vector as the input to the model to auto-
matically learn the potential code features from the fused
feature vector. Finally, the learned vulnerability detection
model is used in the vulnerability detection stage.

After training to obtain a vulnerability detection model,
vulnerability detection can be performed on smart contracts.
The process of the detection stage is the same as that of the
learning stage in terms of data preprocessing and data repre-
sentation. After the target program is vectorized by syntax
representation and semantic representation, it is fed into
the vulnerability inspection model obtained in the learning
stage to obtain the prediction result. The method in this
paper supports the detection of solidity source code and
can directly detect the contract source code. When detecting
smart contracts, the test contract is inputted into the embed-
ding module of syntactic and semantic representation, and
any given new smart contract is transformed into a vector
representation by obtaining the AST and CFG of the con-
tract and utilizing the learned embedding matrix. The smart
contract is then detected using the vulnerability detection
model obtained from the training to determine whether
there is a vulnerability (“1”) or no vulnerability (“0”).

5. Experiments

In this section, we describe the vulnerability dataset used in
this paper, analyze the ratio of vulnerable to nonvulnerable
codes in the dataset, and conduct extensive experiments on
the test set to evaluate the effectiveness of the model pro-
posed in this paper. First, the performance of the detection
model is measured using accuracy, precision, recall, and F1
metrics to illustrate the overall performance of our model.
Secondly, the effectiveness of TextCNN for extracting

Dropout

Linear

0/1

Syntax features Semantic features

Figure 10: Feature fusion.

Table 1: Number of dataset samples.

Vulnerability type No vulnerability Vulnerability Proportion

Implicit visibility 11677 11200 1.04 : 1

Integer overflow 14114 8763 1.61 : 1

Integer underflow 19236 3614 5.32 : 1

TimeDependency 22552 325 69.3 : 1

Reentrancy 22814 63 362 : 1
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syntactic features is verified. Finally, the single-feature code
representation and multifeature code representation are
compared to verify the effectiveness of the multifeature vul-
nerability detection proposed in this paper.

5.1. Datasets and Data Preprocessing. This paper uses the
Eth2Vec [39] dataset for model training. The Eth2Vec data-
set contains 5,000 smart contract files of the real Ethereum
environment, with a total of 22,879 contract functions. The
labeling results of the five vulnerability types in the Eth2Vec
dataset are shown in Table 1, and it can be observed that the
number of positive and negative samples in the dataset is
unbalanced. The number of positive and negative samples
for Implicit Visibility and Integer Overflow vulnerabilities
is relatively balanced, while the proportion of positive and
negative samples for the other three types of vulnerabilities
differs significantly. The datasets with reentrancy vulnerabil-
ities and timestamp dependencies are the most unbalanced,
with less than 400 positive examples. The unbalanced data-
set will affect the training results of the model, which is
not conducive to the model learning the features of classes
with fewer samples. Therefore, we preprocess the dataset to
alleviate the data imbalance problem. In this paper, we use
a weighted random sampling method to process the dataset
to balance the number of samples.

5.2. Results and Analysis. In this section, we illustrate the
experimental results and performance comparisons of our
model on smart contract vulnerability detection. For a data-
set with few positive samples, the model may detect all sam-
ples as negative samples to obtain a higher accuracy, so we
should also pay attention to the recall metric while focusing
on the accuracy. The recall metric represents the ratio of
predicted correct positive samples to true positive samples,
reflecting the ability of the model to effectively detect vulner-
abilities. We evaluate the effectiveness of the model with
accuracy, precision, recall, and F1-score.

5.2.1. Overall Performance. In order to verify the perfor-
mance of the model in this paper, we compared it with the
current detection methods, and the experimental results
are shown in Table 2. First, we compare it with traditional
vulnerability detection methods. Conkas [40] is a smart con-
tract static analysis tool that detects vulnerabilities using
symbolic execution. Conkas can detect vulnerability types
such as arithmetic, timestamp dependency, and reentrancy
vulnerability. Second, we compare it with deep learning-
based detection methods. Opcode [31] detects smart con-
tract security vulnerabilities at the opcode level, so we first
compile the contract into opcodes and then detect the
opcodes. Compared with Conkas and Opcode, our model
achieves better performance on all five detection tasks. In
the reentrancy vulnerability detection, there are only 63 con-
tracts with vulnerabilities, with a large difference in the
number of positive and negative samples. Although balanced
by weighted random sampling, there are still too few vulner-
ability features that can be learned, so the recall for reen-
trancy vulnerability detection is low compared to other
vulnerability types. The recall rates of Integer Overflow
and Integer Underflow vulnerabilities reached 97.79% and
88.51%, with performance improvements of 10.28% and
13.31%, respectively. The experimental results illustrate the
effectiveness of our model.

5.2.2. Validity of Syntactic Representation. To verify the
effectiveness of the syntactic representation module for
AST syntactic feature extraction, we compared it with
LSTM-AST and GRU-AST. We replace the syntactic feature
extraction part of the model with LSTM and RNN, while the
other parts of the model remain unchanged. LSTM-AST
indicates that the feature extraction part of the syntactic rep-
resentation is replaced by LSTM to extract the syntactic fea-
tures of AST. GRU-AST indicates that the syntactic features
of AST are extracted by GRU [41]. In the syntactic represen-
tation of the source code, we chose Text CNN for syntactic

Table 2: Dataset experimental results.

Methods Accuracy Precision Recall F1

ImplicitVisibility

Conkas — — — —

Opcode 54.16 61.86 21.73 32.16

Our model 89.00 87.58 92.04 89.75

IntegerOverflow

Conkas 56.63 24.64 87.51 38.45

Opcode 83.28 81.71 85.75 83.68

Our model 95.58 94.08 97.79 95.90

IntegerUnderflow

Conkas 87.01 63.09 72.76 67.58

Opcode 72.70 71.61 75.20 75.48

Our model 96.42 92.86 88.51 90.63

TimeDependency

Conkas 92.97 57.64 67.49 62.18

Opcode 94.04 97.01 90.89 93.85

Our model 98.25 97.52 94.85 94.81

Reentrancy

Conkas 83.02 49.80 70.22 58.27

Opcode 87.51 81.48 97.08 88.60

Our model 98.64 90.91 78.38 75.36
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feature extraction, considering that the AST sequence trans-
formed into the source code is long and the word order
information is not obvious. The experimental results are
shown in Table 3. The syntactic representation module
achieves optimality in all four metrics for the four vulnera-
bility types of detection of ImplicitVisibility, IntegerOver-
flow, IntegerUnderflow, TimeDependency, and Reentrancy.
The syntax characterization module improves precision
and recall by 2%-7% on ImplicitVisibility, IntegerOverflow,
and IntegerUnderflow vulnerability detection compared to
the replaced model. The precision of TimeDependency and
Reentrancy vulnerability detection has improved by 8%

and 22%, and the recall rate has improved by 5% and 8%.
In IntegerUnderflow vulnerability detection, although the
syntactic representation module has a slightly lower recall
than GRU-AST, but the performance of the other three met-
rics is improved, and it obtains a more balanced perfor-
mance. The experimental results show that the syntactic
representation module can effectively extract the syntactic
features of the source code. Compared with the sequence
model, its performance is more balanced and stable in syn-
tactic feature extraction for AST. We observe that the
sequence model focuses more on the sequence order infor-
mation, but the AST sequence does not have significant

Table 3: Syntax representation module experimental results.

Methods Accuracy Precision Recall F1

ImplicitVisibility

LSTM-AST 85.50 84.82 88.06 86.41

GRU-AST 86.24 85.32 86.46 86.95

Our model 89.00 87.58 92.04 89.75

IntegerOverflow

LSTM-AST 94.17 93.52 95.58 94.54

GRU-AST 93.92 92.28 95.05 94.16

Our model 95.58 94.08 97.79 95.90

IntegerUnderflow

LSTM-AST 96.17 92.76 87.23 89.91

GRU-AST 95.83 89.70 88.94 89.32

Our model 96.42 92.86 88.51 90.63

TimeDependency

LSTM-AST 94.29 85.48 88.79 87.10

GRU-AST 95.92 89.61 89.22 89.42

Our model 98.25 97.52 94.85 94.81

Reentrancy

LSTM-AST 97.83 68.97 54.05 60.61

GRU-AST 97.92 63.64 70.27 69.14

Our model 98.64 90.91 78.38 75.36

Table 4: Comparison of experimental results of each module.

Accuracy Precision Recall F1

ImplicitVisibility

CFG 86.08 85.96 87.74 86.84

AST 88.00 92.76 83.60 87.94

AST+CFG 89.00 87.58 92.04 89.75

IntegerOverflow

CFG 92.92 91.03 96.06 93.48

AST 94.08 93.37 95.58 94.47

AST+CFG 95.58 94.08 97.79 95.90

IntegerUnderflow

CFG 95.25 91.59 83.40 87.31

AST 94.66 90.91 80.85 85.59

AST+CFG 96.42 92.86 88.51 90.63

TimeDependency

CFG 95.42 89.33 86.64 87.96

AST 98.25 96.48 92.24 95.42

AST+CFG 98.25 97.52 94.85 94.81

Reentrancy

CFG 97.33 58.06 48.65 52.94

AST 98.58 76.32 73.68 77.33

AST+CFG 98.64 90.91 78.38 75.36
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temporal order information. TextCNN defines different fil-
ters to extract source code features from different perspec-
tives, insensitive to word order information, and more
suitable for AST sequences. Therefore, the syntactic features
of the source code can be obtained more efficiently using
TextCNN.

5.2.3. Effectiveness of Fusion Code Representation. We com-
pare the single code representation with the multifeature
code representation to verify the validity of each module
and the validity of the fused code representation. To verify
the validity of the syntactic representation module, we only
use the AST representation of the source code for vulnerabil-
ity detection. To verify the validity of the semantic represen-
tation module, only the semantic representation module is
used for feature extraction of CFG. The experimental results
are shown in Table 4. By comparing the four metrics, the
vulnerability detection performance using AST is slightly
better than CFG. This is because a part of the feature infor-
mation is lost in the semantic representation module when
representing the semantic information of each block as a
fixed-length feature vector. In addition, the multifeature
code representation improves the most in the recall metric,
and the model has higher performance and accuracy in cor-
rectly identifying vulnerable codes. The highest accuracy and
recall are achieved by fusion learning to use AST and CFG,
which validates that our proposed syntactic representation
and semantic representation modules can capture more fea-
tures of source code for vulnerability detection.

6. Conclusions

In this paper, we propose a new approach for smart contract
vulnerability detection, which characterizes the code by
fusion learning of syntactic and semantic information. The
syntactic and semantic features in the source code are auto-
matically learned through the syntactic representation and
semantic representation modules, and the syntactic-
semantic fusion vectors are used to detect smart contract
vulnerabilities. We conducted experiments on the smart
contract dataset in Ethereum, and the results show that our
method can accurately identify multiple types of vulnerabil-
ities, with significant improvements in precision and recall
compared to existing methods. Our model detects against
contract source code without defining complex vulnerability
patterns, enabling effective and automated vulnerability
detection. In the following work, we will explore more effec-
tive vulnerability detection models that can localize the loca-
tion of the vulnerable code while accurately detecting the
vulnerability.

Data Availability

Previously reported smart contract source code data were
used to support this study and are available at https://
github.com/fseclab-osaka/eth2vec. These prior studies and
datasets are cited at relevant places within the text as refer-
ences Eth2Vec.
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