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With the widespread adoption of wireless sensor networks (WSN), the security of the WSN has been a wide concern. Certificateless
signature eliminates the certificate management problem and key escrow problem and is considered a feasible solution to solve the
data integrity and authentication of WSN. Recently, Thumbur et al. proposed an efficient pairing-free certificateless signature
scheme, and Xu et al. pointed out that their scheme is not resistant to signature forgery attacks and proposed an improved scheme.
Based on the trust hierarchy defined by Girault, we find that Xu et al.’s scheme is still only able to achieve security under KGC
trust level 2. Moreover, Thumbur et al.’s scheme uses the Schnorr signature algorithm form, which makes it favorable for scaling,
while Xu et al.’s scheme breaks this advantage. Therefore, we propose a pairing-free certificateless scheme capable of reaching KGC
trust level 3, still using the Schnorr signature algorithm form, and prove the security of the new scheme under the random oracle
model. The final efficiency analysis shows that the new scheme has shorter public key length and higher computational efficiency.

1. Introduction

In recent years, wireless sensor network (WSN) technology
has been developed tremendously, which has triggered wide-
spread interest in both academia and industry. WSN is a
self-organized multihop network of a large number of sensor
nodes with features such as flexibility, fault tolerance, high
perception ability, and rapid layout. These features of WSN
determine its wide range of applications, such as environ-
mental monitoring, agriculture, military, Smart Grid [1],
and medical [2, 3]. As shown in Figure 1, the WSN system
consists of aggregation node (i.e., sink node), sensor nodes,
and management node. In practice, sensor nodes are arbi-
trarily deployed in the monitored area by manual placement
or drone dispersal, forming a WSN through wireless self-
organization, in which each node has the function of a
router and can locate and restore connections. When the
WSN is in operation, the sensor nodes collect the required
information and transmit it to the sink node in the form of
single-hop or multihop. The sink node performs preliminary
data processing and information fusion and then transmits it

to the users through satellite channels or wired network con-
nections [4]. A wireless communication channel adopted by
WSN is easily monitored by attackers, leading to informa-
tion leakage or tampering. Sensor nodes in WSN are often
distributed in unattended, harsh, or even hostile open envi-
ronments, and the nodes are easily captured or physically
controlled by attackers. Compared with traditional internet
networks, WSN faces more complex and diverse security
threats, so existing cybersecurity mechanisms are not fully
applicable to WSN. Since most WSN devices are usually
based on small embedded chips with limited computing
and storage capabilities and most of them adopt wireless
technologies such as Bluetooth and ZigBee for communica-
tion, the communication bandwidth of WSN is limited by
the spectrum resources of wireless communication. There-
fore, how to ensure the communication security of WSN is
a challenge in the case of limited computing, storage, and
communication capabilities.

Digital signature technology can provide the authentica-
tion, data integrity, and nonrepudiation functions required
by WSN. In digital signature schemes, the problem of how
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to bind the user’s identity to the user’s public key needs to be
solved; otherwise, the risk of man-in-the-middle public key
replacement attack is faced. Currently, there are three main
solutions. The first is public key infrastructure (PKI) crypto-
system, which faces complex certificate management prob-
lems. The second is identity-based public key cryptography
(IBC) system, which simplifies the complexity of certificate
management but has the problem of key escrow. The third
is certificateless public key cryptography (CL-PKC) system,
where the user’s private key consists of a partial private key
(PPK) generated by the key generation center (KGC) and
the secret value generated by the user together, and there is
no certificate in the system, so there is no certificate manage-
ment problem, and the KGC cannot calculate the complete
private key of the user, thus solving the key escrow problem.
Therefore, this paper focuses on certificateless signature
(CLS) schemes applied to WSN.

2. Related Work

In 2003, Al-Riyami and Paterson [5] proposed the first CL-
PKC scheme, and subsequently, Yum and Lee [6] proposed
a generic construction for CLS in 2004. After that, many
CLS schemes are devised [7–11]. However, these schemes
were constructed based on pairing operations in ECC and
map-to-point hash functions, which require high computing
resources and are not suitable for implementation on
resource-constrained WSN devices. In 2011, He et al. [12]
proposed the first pairing-free certificateless signature (PF-
CLS) scheme, which did not use pairing operations and
greatly improved the computational efficiency. Later, many
PF-CLS schemes [13–18] were proposed for resource-
constrained environments.

In the security model in [5], two types of adversaries are
defined. The Type-I adversary represents malicious signer,
which does not know the system master key but can replace
the signer’s public key at will, and the Type-II adversary rep-
resents malicious KGC which knows the system master key
but cannot replace the signer’s public key. In 2006, Au
et al. [19] proposed a new kind of attack: malicious-but-
passive KGC attack. This attack assumes that the KGC is
already malicious at the beginning of the system setup phase.
This KGC maliciously generates a specific system master
public/secret keypair for a specific user, and then when that

user publishes his public key, the KGC is able to calculate the
user’s secret value by the user’s public key. In 2007, Huang
et al. [20] classified Type-I/II adversaries into three types:
normal, strong, and super Type-I/II adversaries, but all of
them were based on the capability limits of the two types
of adversaries defined in [5]. Once KGC can replace the
user’s public key, it can impersonate any user, which leads
to the fact that the user must trust the KGC completely.
According to Girault’s [21] definition of trust hierarchy for
authority (KGC is the authority of CL-PKC system) in the
public key cryptosystem:

(i) Trust level 1 implies that the trusted authority can
compute the private keys of all the users in the
system

(ii) Trust level 2 implies that authority cannot compute
the private keys of individual users; however, it can
still generate false guarantees to impersonate any
user in the system, without being implicated

(iii) Trust level 3 implies that the authority cannot com-
pute the user’s private key, and it will be implicated
if the KGC generates false guarantees

Many CL-PKC systems just achieve trust level 2, whereas
the PKI technology attains trust level 3, and the IBC technol-
ogy only achieves trust level 1. Al-Riyami and Paterson [5]
pointed out that the CL-PKC system with trust level 2 could
be upgraded to trust level 3 through binding technology, i.e.,
the public key corresponding to the user secret value is
bound to the user ID. But the relevant security models and
proofs were not further elaborated. In 2011, Yang and Tan
[22] introduced a new binding technique, proposed the
notion of key-dependent certificateless signature (KD-
CLS), and directly defined KGC trust level 3 security in the
security model described in [5]. The security definition of
Yang and Tan [22] did not define a new type of adversary,
but only placed different restrictions on the capabilities of
Type-I/II adversaries defined by Al-Riyami and Paterson
[5]. In 2017, Li et al. [23], based on the literature [22], fur-
ther pointed out that the scheme using the binding technol-
ogy described in [5] can also be proved secure. In addition,
in 2007, Hu et al. [24] defined the KGC trust level 3 security
model for CLS separately from the definition in [5]. In this
definition, a new type of adversary is introduced, and such
an adversary is required to be able to forge the user’s legiti-
mate public-private key pair. This independent security def-
inition had since been further elaborated and applied by
Chen et al. [25] in 2015 and Tseng et al. [26] in 2019. In
2021, Rastegari and Susilo [27] updated the victory condi-
tion of this independent security definition to be that the
legitimate user whose signature is forged cannot repudiate
the forged signature. The security definition in this paper is
mainly based on literature [26] and literature [27].

At present, many researchers on PF-CLS schemes ignore
the KGC trust level issue and focus only on how to resist the
attacks of Type-I/II adversaries with KGC trust level 2. For
example, Yeh et al. [13] proposed a PF-CLS scheme for the
IoT in 2017. In 2018, Jia et al. [14] pointed out that Yeh
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Figure 1: Wireless sensor network model.
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et al.’s scheme could not resist the public key replacement
attack of Type-I adversary. In 2020, Du et al. [15] further
pointed out that Jia et al.’s scheme cannot resist the public
key replacement attack of Type-I adversary, and in 2022,
Xiang et al. [18] further stated that Jia et al.’s scheme could
not resist Type-II adversary attacks. In 2020, Thumbur
et al. [16] proposed a PF-CLS scheme for resource-
constrained devices. In 2021, [17] proved that Thumbur
et al.’s scheme cannot resist the attacks from Type-I adver-
saries and proposed an improved scheme. In this paper, we
analyze the scheme of Xu et al. [17] as an example, which
cannot support the KGC trust level 3, and so do the schemes
in [13–16, 18].

In addition, most of the PF-CLS schemes mentioned
above adopted custom signature algorithms, which was less
scalable. The Schnorr signature algorithm [28] has been rig-
orously proven to be secure [29] and has linear characteris-
tics that make it easy to aggregate and provide scalability
guarantees that have been accepted by applications such as
Bitcoin. In Thumbur et al.’s scheme [16], the user’s complete
private key is a sum of PPK generated by KGC and the secret
value generated by the user, and the signature algorithm
takes the form of a Schnorr signature algorithm, making it
easier to further extend to applications such as aggregate sig-
nature and multisignatures. However, Xu et al.’s scheme [17]
uses a custom signature algorithm, which failed to maintain
this advantage and reduced the efficiency of the original
scheme. Different from [17], we propose another improved
scheme for Thumbur et al.’s scheme [16]. The new scheme
still uses the Schnorr signature algorithm with no reduction
in computational efficiency, but with a shorter public key
length and support KGC trust level 3 security.

2.1. Our Contribution. The main contributions of this paper
are the following:

(i) We first analyzed Xu et al.’s scheme and prove their
scheme only achieve KGC trust level 2

(ii) We propose a new PF-CLS scheme with KGC trust
level 3 and prove the security of the scheme in the
random oracle model

(iii) Our scheme uses the Schnorr signature algorithm,
which makes the scheme more scalable

(iv) Our scheme has a shorter public key size, and the
efficiency analysis shows that our scheme has a
lower computational cost

2.2. Paper Organization. The remainder of this paper is
organized as follows. We present the relevant PF-CLS works
in Section 1. Then, we introduce some preliminaries and
security model for PF-CLS scheme in Section 2. A review
of Xu et al.’s scheme and security analysis are presented in
Sections 4 and 5. Section 6 proposes our PF-CLS scheme
for WSN environments. Section 7 provides the correctness
proof and security analysis of our scheme. Section 8 gives a
comparative analysis of the proposed scheme, with Section
9 giving the paper’s conclusions.

3. Preliminaries

In this section, we briefly review some preliminary knowl-
edge, including the definition of elliptic curve discrete loga-
rithm problem, syntax of PF-CLS scheme, and security
model for PF-CLS.

To enhance readability, the list of symbols is shown in
Table 1.

3.1. Elliptic Curve Discrete Logarithm Problem. Fp denotes a
prime finite field, and p is a large prime number. EðFpÞ
denotes an elliptic curve defined over a finite field Fp by

the equation y2 = x3 + ax + b mod p, where a, b ∈ Fp and 4
a3 + 27b2 ≠ 0 mod p. All points on EðFpÞ and the infinity
point O form a cyclic group G under the operation of point
addition T =U +V for U , V ∈ G defined based on the basis
of a chord-and-tangent rule.

Assume G is an additive cyclic group of elliptic curve
with order q, where q is a large prime number. P ∈G is a
generator. Let x ∈ Z∗

q , and scalar multiplication is defined
by the equation: xP = ðP + P+⋯+PÞðx timesÞ. Given a point
Q ∈G, the elliptic curve discrete logarithm problem
(ECDLP) is to find a integer x ∈ Z∗

q in polynomial time such
that Q = xP with nonnegligible probability.

3.2. Syntax of PF-CLS Scheme. As defined by Al-Riyami and
Paterson [5], a CLS scheme consists of three entities: a KGC,
a signer and a verifier, and seven polynomial-time algo-
rithms. On the basis of [5], He et al. [12] further gave the

Table 1: List of the symbols.

Symbol Meaning

p, q Prime number, considerably large in size

G Additive cyclic group of elliptic curve points of order q

P Generator of the group G

skgc Master secret key of the KGC

Ppub Public key of KGC

params Public parameters

IDi Identity of the user i

xi Secret value of the user i

Di Partial-private-key of the user i

Pi Public key of the user i

si Private key of the user i

m Message

σi Signature of the user i on message m

ID∗
i Identity chosen by the adversary

P∗
i Public key replaced by the adversary

D∗
i Partial-private-key corresponding to P∗

i

m∗
i Message chosen by the adversary

σ∗i Forged signature
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definition of the PF-CLS scheme. Following the works [5,
12], we present the syntax definition as follows.

(i) Setup: this algorithm is operated by the KGC. On
inputting a security parameter k, it outputs a master
public/secret key pair (Ppub, skgc), the master public
key Ppub together with other elliptic curve related
parameters to form the public parameter params,
KGC publishes params and keeps skgc secretly

(ii) Set-Secret-Value: this algorithm is operated by the
user i. On inputting params, it returns xi as user i
’s secret value and Xi as user i’s public value

(iii) Partial-Private-Key-Extract: this algorithm is per-
formed by the KGC. On inputting params, system
master key skgc, user’s identity IDi, and public value
Xi, it returns Di as PPK to the user through secure
channel

(iv) Set-Private-Key: this algorithm is performed by the
user i. On inputting params, Di and xi, it returns
the user’s private key si

(v) Set-Public-Key: this algorithm is run by the user i.
On inputting params, Di, it returns the user’s public
key Pi

(vi) Sign: this algorithm is operated by a user (signer).
On inputting params, message m, user’s identity I
Di and private key si, it outputs σi as a signature

(vii) Verify: this algorithm is performed by a verifier.
Given params, m, σi, IDi, and Pi, it returns
“Accept” if σi is valid; “Reject” otherwise

Different from the definitions of schemes such as [16, 17],
in our definition, Set-Secret-Value is executed before Partial-
Private-Key-Extract. The reason is that in order to achieve
KGC trust level 3, the Partial-Private-Key-Extract algorithm
requires the output Xi of the Set-Secret-Value as input. The
Set-Secret-Value algorithm takes the system public parameters
params and the user’s identity IDi as input and does not
depend on the output of the Partial-Private-Key-Extract algo-
rithm. Therefore, it is feasible for Set-Secret-Value to be exe-
cuted before Partial-Private-Key-Extract.

3.3. Security Model for PF-CLS. Based on the definition of
the security model in [27], if the KGC trust level 3 security
needs to be achieved, there exist three types of adversaries:
A I, A II, and A III. We utilize the following three games to
signify that a CLS scheme is existentially unforgeable against
adaptively chosen message and identity attacks (EUF-CMA)
against three types of adversaries: A I, A II, and A III.

3.3.1. Game I. The game is executed between a challenger C I
and a Type-I adversary A I. And the game proceeds in three
phases:

(i) Setup. C I operates the Setup algorithm to generate a
system master key skgc and the system public param-

eters params. C I sends the params to A I and keeps
skgc secretly

(ii) Query. A I is allowed to issue polynomial queries to
the challenger C I
(a) Create-User: upon receiving such a query on IDi,

C I calls out a list LCuser to check if the identity
has been created. If yes, C I outputs Pi as the pub-
lic key to A I. Otherwise, C I executes algorithm
Set-Secret-Value, Partial-Private-Key-Extract,
Set-Private-Key, and Set-Public-Key to produce
xi, Di, and Pi, respectively. Next, C I adds the
tuple ðIDi,Di, xi, PiÞ to the list LCuser and outputs
Pi to A I

(Note: we suppose that the Create-User query always
precedes other oracle queries)

(b) Extract-Partial-Private-Key: when this query on IDi,
C I finds the relevant record ðIDi,Di, xi, PiÞ from
LCuser and returns Di to A I

(c) Extract-Secret-Value: upon receiving such a query on
IDi, C I finds the relevant record ðIDi,Di, xi, PiÞ from
LCuser and returns xi to A I

(d) Replace-Public-Key: given an identity IDi and a pub-
lic key P∗

i , this oracle allows A I to replace the origi-
nal public key Pi with P∗

i . Next, C I update the tuple
ðIDi,⊥,⊥,PiÞ to list LCuser

(e) Sign: upon receiving a query on a message mi, an
identity IDi, and the current public key Pi. C I exe-
cutes the Sign algorithm to generate a valid signature
σi and outputs it to A I

(iii) Forgery. At last, A I outputs a rightful message/sig-
nature tuple ðm∗

i , σ∗i Þ for ID∗
i with P∗

i . The A I wins
the game if the following three conditions are
satisfied:

(1) A I outputed a rightful message-signature pair
ðm∗

i , σ∗
i Þ on the identity ID∗

i

(2) A I has never made an Extract-Partial-Private-
Key query on identity ID∗

i

(3) A I has never made a Sign query with input ðI
D∗

i ,m∗
i Þ

3.3.2. Game II. This game is executed between a challenger
C II and a Type-II adversary A II. Similar to Game I, Game
II also proceeds in three phases.

(i) Setup. Like Game I, C II operates the Setup algo-
rithm to generate skgc and params. C II sends the
params and skgc to A II

4 Wireless Communications and Mobile Computing



(ii) Query. As in Game I, A II adaptively make queries to
Create-User, Extract-Partial-Private-Key, Extract-
Secret-Value, Replace-Public-Key and Sign oracles.
C II responds to these queries similarly to Game I

(iii) Forgery. A II outputs a tuple ðm∗
i , σ∗

i , ID∗
i Þ. The A II

wins the game if the following four conditions are
satisfied:

(1) A II outputed a rightful message-signature pair
ðm∗

i , σ∗i Þ on the identity ID∗
i

(2) A II has never submitted an Extract-Secret-
Value query on the challenged identity ID∗

i

(3) A II has never submitted a Replace-Public-Key
query on the challenged identity ID∗

i

(4) A II has never made a Sign query with input ðI
D∗

i ,m∗
i Þ

3.3.3. Game III. This game is executed between a challenger
C III and a Type-III adversary A III. Similar to Game I and
Game II, Game III also proceeds in three phases.

(i) Setup. Like Game I, C III operates the Setup algo-
rithm to generate skgc and params. C III sends the
params and skgc to A III

(ii) Query. As in Game I,A III adaptively make queries to
Create-User, Extract-Partial-Private-Key, Extract-
Secret-Value, Replace-Public-Key, and Sign oracles.
C III responds to these queries similarly to Game I

(iii) Forgery. A III outputs a tuple ðm∗
i , σ∗

i , ID∗
i , P∗

i Þ. The
A III wins the game if the following four conditions
are satisfied:

(1) A III outputed a rightful message-signature pair
ðm∗

i , σ∗i Þ on the identity ID∗
i

(2) A III has never submitted an Extract-Secret-
Value query on the challenged identity ID∗

i

(3) A III has never made a Sign query with input
ðID∗

i ,m∗
i Þ

(4) The user with ID∗
i cannot repudiate σ∗i

Definition 1. A PF-CLS scheme is said to be EUF-CMA sat-
isfying KGC trust level 3, if for any polynomial-time Type-I/
Type-II/Type-III adversary A I/A II/A III, their advantage in
winning game I/II/III is negligible.

4. Revisiting Xu et al.’s Scheme

We take Xu et al.’s scheme [17] as an example to illustrate
that it cannot achieve KGC trust level 3. The scheme is
described as follows:

(i) Setup: input the security parameter k ∈ Z+, select q
-order additive group G, where P is a generator of
G. KGC randomly selects skgc ∈ Z

∗
q as the master

key, calculates Ppub = skgcP, and defines three secure
Hash functions: Hi = f0, 1g∗ ⟶ Z∗

q , i = 1, 2, 3.
Finally, KGC publishes the system parameters
params = k, q, P,Gq, Ppub,Hi and keeps the master
key skgc in secret

(ii) Partial Private Key Extract: KGC generates PPK of a
user i with IDi ∈ f0, 1g∗, as follows:
(1) Choose a random value ri ∈ Z

∗
q and compute

Ri = riP

(2) Computes h1i =H1ðIDi, Ri, PpubÞ, di = ri + skgc
h1i mod q

(3) KGC sends Di = ðdi, RiÞ as PPK to the user
through a secure channel

(4) The user can validate the PPK by verifying the
equation diP = Ri + h1iPpub

(iii) Set-Secret-Value: the user selects the secret value
xi ∈ Z

∗
q randomly and keeps it secretly. Also, the

user computes Xi = xiP

(iv) Set-Public/Private-Key: the user sets his/her public
key as Pi = ðRi, XiÞ and private key as si = ðdi, xiÞ

(v) Sign: input params, signer’s identity IDi, signing key
pair ðPi, siÞ and message mi. The signer generates a
signature σi on message mi as follows:

(1) Choose a random ui ∈ Z
∗
q and compute Ui = uiP

(2) Compute h2i =H2ðIDi, Pi, PpubÞ, h3i =H3ðIDi,
mi, Pi,UiÞ, and vi = di + h2ixi + h3iui mod q

(3) Set σi = ðUi, viÞ as the signature of message mi

(vi) Verify: on the input of params, IDi, Pi, signature σi
and message mi, any verifier can verify the signature
σi on mi as follows:

(1) Compute h1i =H1ðIDi, Ri, PpubÞ, h2i =H2ðIDi,
Pi, PpubÞ, and h3i =H3ðIDi,mi, Pi,UiÞ

(2) Verify the equation

viP = Ri + h1iPpub + h2iXi + h3iUi ð1Þ

If equation (1) holds, the verifier outputs “Accept”; else it
outputs “Reject”.

5. Attack on Xu et al.’s Scheme

In Xu et al.’s scheme [17], if KGC leaks the user’s PPK
Di = ðdi, RiÞ to the adversary A , A can successfully forge
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the signature by replacing the public key. The specific
attack description is as below:

(i) Replace Public Key: adversary A completes the pub-
lic key replacement by performing the following
operations:

(1) Randomly choose x∗i ∈ Z
∗
q as secret value, com-

pute X∗
i = x∗i P

(2) Replace the original public key with P∗
i = ðRi,

X∗
i Þ of the user IDi

(ii) Signature forgery: to forge the signature of the user
IDi on the message m∗

i ∈ f0, 1g∗, A performs as
follows:

(1) Randomly choose u∗i ∈ Z
∗
q and compute U∗

i =
u∗i P

(2) Compute h∗2i =H2ðIDi, P∗
i , PpubÞ, h∗3i =H3ðIDi,

m∗
i , P∗

i ,U∗
i Þ, v∗i = di + h∗2ix

∗
i + h∗3iu

∗
i mod q

(3) Output the forged signature σ∗i = ðU∗
i , v∗i Þ

(iii) Verify: given the identity IDi ∈ f0, 1g∗, P∗
i = ðRi, X∗

i Þ,
m∗

i and σ∗i = ðU∗
i , v∗i Þ, a verifier computes as below:

(1) Compute, h1i =H1ðIDi, Ri, PpubÞ, h∗2i =H2ðIDi,
P∗
i , PpubÞ, and h∗3i =H3ðIDi,m∗

i , P∗
i ,U∗

i Þ
(2) Verify the equation

v∗i P = Ri + h1iPpub + h∗2iX
∗
i + h∗3iU

∗
i ð2Þ

Obviously, the forged signature is valid because the ver-
ification equation (2) always holds. Because we have

v∗i P = di + h∗2ix
∗
i + h∗3iu

∗
ið ÞP = ri + sh1i + h∗2ix

∗
i + h∗3iu

∗
ið Þ

Á P = Ri + h1iPpub + h∗2iX
∗
i + h∗3iU

∗
i :

ð3Þ

From the above process, we find that in the event of such
an attack, any adversary in possession of the di can forge X∗

i ,
so KGC can initiate an attack without being implicated. The
KGC might even claim that the user has replaced its original
Xi with a new X∗

i . Therefore, Xu et al.’s scheme cannot attain
KGC trust level 3, and the schemes in [13–16, 18] can also be
proved by similar methods.

6. Our Proposed PF-CLS Scheme

To address the shortcomings of Xu et al.’s scheme, we pro-
pose an improved PF-CLS, which consists of seven algo-
rithms and is described as follows. To improve readability,
we provide a graphical representation of the scheme as
shown in Figure 2.

(i) Setup: input the security parameter k ∈ Z+, select q
-order additive group Gq, where P is a generator
of Gq. KGC selects the value skgc ∈ Z

∗
q randomly,

calculates Ppub = skgcP, and defines three secure
Hash functions: Hi = f0, 1g∗ ⟶ Z∗

q , i = 1, 2, 3.
Finally, KGC publishes the system parameters
params = k, q, P,Gq, Ppub,Hi and keeps the master
secret key skgc secretly

(ii) Set-Secret-Value: the user selects the secret value
xi ∈ Z

∗
q randomly and computes Xi = xiP first, then

sends ðXi, IDiÞ to KGC through secure channel and
keeps ðxi, XiÞ in secret

(iii) Partial-Private-Key-Extract: KGC generates PPK of
a user i with IDi ∈ f0, 1g∗, as follows:
(1) Choose a random value ri ∈ Z

∗
q , compute Ri =

riP and Qi = Ri + h2iXi, where h2i =H2ðIDi, XiÞ
(2) Calculate h1i =H1ðIDi,Qi, PpubÞ and di = ri +

skgch1i mod q

(3) Send ðdi,QiÞ as PPK to the user through secure
channel

(4) The user can validate the PPK by verifying the
equation diP =Qi − h2iXi + h1iPpub

(iv) Set-Private-Key: the user sets his/her private key as
si = di + h2ixi, where h2i =H2ðIDi, XiÞ

(v) Set-Public-Key: the user sets his/her public key as
Pi =Qi

(vi) Sign: signer with identity IDi generates a signature
on message mi ∈ f0, 1g∗, as follows
(1) Choose a random value ui ∈ Z

∗
q and compute

Ui = uiP

(2) Compute h3i =H3ðIDi,mi,Qi,Ui, PpubÞ and
vi = ui + h3isi mod q

(3) Set σi = ðUi, viÞ as the signature of message mi

(vii) Verify: on inputting of params, IDi, Pi =Qi, signa-
ture σi, and message mi, any verifier can verify the
signature σi on mi as follows:

(1) Compute h1i =H1ðIDi,Qi, PpubÞ, h3i =H3ðIDi,
mi,Qi,Ui, PpubÞ

(2) Verify the equation

viP =Ui + h3i Qi + h1iPpub
À Á ð4Þ

If equation (4) holds, the verifier outputs “Accept”; else it
outputs “Reject.”
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As mentioned above, we set si = di + h2ixi, and the full
private key is computed from the PPK di and the user’s
secret value xi, unlike many PF-CLS schemes where the full

private key is denoted as: si = ðdi, xiÞ. Furthermore, the sig-
nature’s form is vi = ui + h3isi, which corresponds to the
Schnorr algorithm. In the following, we briefly give the
application of our scheme to aggregate signatures to show
the scalability of our scheme.

(i) Aggregate: inputting n signatures ððm1, σ1 = ðU1,
v1ÞÞ,⋯, ðmn, σn = ðUn, vnÞÞÞ for n users ID1,⋯, I
Dn and computes v =∑n

i=1vi. Then, the algorithm
outputs the aggregate signature σ = ðU1,⋯,Un, vÞ

(ii) Aggregate verify: on inputting of params, fID1,⋯, I
Dng, fP1,⋯, Png and signature σ. Any verifier can
verify the signature σ on the message fm1,⋯,mng
as follows:

$

$

$

$

1. Master key pair: skgc

1. Secret value: xi
Xi = xi P

Signer i

2. Hash function:

Set-Secret-Value:

Partial-private-key-extract:

Setup:

3. Public params:

Ppub = skgcP

Hi = {0, 1}

params = {k, q, P, Gq, Ppub, Hi}

Zq, i = 1,2,3

Zq,

1. ri
2. Qi = Ri + h2iXi,

3. di = ri + skgch1i mod q,

4. Partial private key: Di = (di, Qi)

di P = Qi − h2iXi + h1iPpub

h2i = H2 (IDi , Xi)
si = di + h2ixi mod q,

h2i = H2 (IDi , Xi)

h1i = H1 (IDi , Qi , Ppub)

Ri = riP

Verify:

2. Verify the equation:

1. Private key:

1. ui
2. vi = ui + h3isi mod q,

2. Signature: 𝜎i = (Ui, vi)
h3i = H3 (IDi, mi, Qi, Ui, Ppub)

1. h1i = H1(IDi, Qi, Ppub),

viP = U1 + h3i (Qi + h1iPpub)

h3i = H3 (IDi, mi, Qi, Ui, Ppub)

IDi, mi, Qi, 𝜎i = (Ui, vi)
1. Public key: Pi = Qi

Zq,

Verify the question

Set-private-key:

Set-public-key:

Sign:

KGC Verifier

Zq,

Z
⁎
q, Ui = uiP

params params

(IDi , Xi)

(di, Qi)

⁎

⁎

⁎⁎

⁎

Figure 2: The process of our PF-CLS scheme.

Table 2: Running time of cryptographic operations (ms).

Notations Operations Running time

Tma A modular addition operation 0.000675

Tmm A modular multiplication operation 0.001871

T inv A modular inversion operation 0.004239

Ths A general hash operation 0.004010

Tpa A point addition operation 0.001820

Tpm A point multiplication operation 0.316700
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(1) Compute h1i =H1ðIDi,Qi, PpubÞ, h3i =H3ðIDi,
mi,Qi,Ui, PpubÞ, where 1 ≤ i ≤ n

(2) Verify the equation vP =∑n
i=1Ui +∑n

i=1h3iðQi +
h1iPpubÞ, if the equation holds, the verifier out-
puts “Accept”; else it outputs “Reject.”

7. Analysis of our CLS Scheme

7.1. Correctness Proof. Suppose σi = ðUi, viÞ is the signature
produced by our proposed PF-CLS scheme, it is easy to ver-
ify that equation (4) holds. The correctness of the proposed
scheme can be justified by verifying the equation as follows:

viP = ui + h3i di + h2ixið Þð ÞP =Ui + h3i Ri + h2iXi + h1iPpub
À Á

=Ui + h3i Qi + h1iPpub
À Á

:

ð5Þ

7.2. Security Analysis. In this section, we demonstrate that
our presented PF-CLS scheme is existential unforgeable
against the Type-I/II/III adversaries. The security proof of
our scheme is described as follows.

Theorem 2. In the random oracle model, supposeA I is a Type-
I adversary of probabilistic polynomial time. IfA I has a nonne-
gligible advantage ε to forge a rightful signature in Game I after
querying at most qH1

times Hash oracle H1 and qppk times
Extract-Partial-Private-Key oracle, there exists an algorithm
C I which can callA I as a subprogram to figure out the solution
to ECDLP with a probability ε′ ≥ ð1 − ð1/qH1

ÞÞqppk · ð1/qH1
Þ · ε.

Proof. Assume ðP, αPÞ is an arbitrary instance of ECDLP.
The purpose of C I is to get the solution α ∈ Zq

∗ to the
ECDLP by making interaction with A I

(i) Setup. C I sets Ppub = αP, produces the system public
parameters params = p, q, P,Gq, Ppub,Hi, i = 1, 2, 3.
Then, C I randomly selects an identity ID∗

i ∈ f0, 1g∗
as the challenged identity and sends params to A I.
C I keeps three lists LCuser, L2, and L3, which are uti-
lized to write down Create-User queries, H2 queries
and H3 queries, respectively. All lists are initially
empty

(ii) Query

(a) Create-User: when this request is issued on an
identity IDi, C I calculates the following:

(1) If IDi ≠ ID∗
i , C I selects random elements di,

xi, h1i, h2i ∈ Z∗
q , computes Xi = xiP, Qi = diP

+ h2iXi − h1iPpub and sets h1i =H1ðIDi,Qi,
PpubÞ, h2i =H2ðIDi, XiÞ

(2) If IDi = ID∗
i , C I selects random elements ri,

xi, h1i, h2i ∈ Z∗
q , computes Xi = xiP, Ri = riP,

Qi = Ri + h2iXi, and then sets h1i =H1ðIDi,
Qi, PpubÞ, h2i =H2ðIDi, XiÞ, di = ⊥

In both cases, the user IDi has been created. The user’s
PPK is Di = ðQi, diÞ, and his/her secret value is xi. Next, C I
outputs Pi =Qi as the public key of the user IDi to A I. Then,
C I adds the tuple ðIDi, di, xi, Pi =Qi, Ppub, h1iÞ to the list
LCuser and the tuple ðIDi, Xi, h2iÞ to the list L2

(Note: we suppose that the Create-User query always
precedes other oracle queries.)

(b) Extract-Partial-Private-Key: when A I issues this
query on a created user IDi, if IDi ≠ ID∗

i , C I finds
the relevant record ðIDi, di, xi,Qi, Ppub, h1iÞ from
LCuser, and returns di to A I . Otherwise, C I aborts

(c) Extract-Secret-Value: when A I issues this query on a
created user IDi, C I finds the relevant record ðIDi,
di, xi,Qi, Ppub, h1iÞ from LCuser and returns xi to A I

(d) Replace-Public-Key: when receiving a query on input
ðIDi,Q∗

i Þ, C I retrieves the tuple ðIDi, di, xi,Qi, Ppub
, h1iÞ from LCuser and sets Qi =Q∗

i , xi =⊥, di =⊥,
and then renews the abovementioned item ðIDi,⊥,
⊥,Q∗

i , Ppub, h1iÞ to LCuser

(e) H1 Queries: A I submits a tuple ðIDi,Qi, PpubÞ to this
oracle. C I recovers the corresponding record ðIDi,
di, xi,Qi, Ppub, h1iÞ from LCuser and returns h1i to
A I if it exists. Otherwise, C I asks Create-User query
and extracts h1i from LCuser and returns it to A I

(f) H2 Queries: C I keeps a list L2 : ðIDi, Xi, h2iÞ. When
A I submits a tuple ðIDi, XiÞ to this oracle, C I
recovers the corresponding record ðIDi, Xi, h2iÞ from
L2 and returns h2i to A I if it exists. Otherwise, C I
asks Create-User query and returns h2i to A I

(g) H3 Queries: C I keeps a list L3 : ðIDi,mi,Qi,Ui,
Ppub, h3iÞ. On inputting an item ðIDi,mi,Qi,Ui,
PpubÞ, C I finds the list L3. If it contains the rele-
vant tuple ðIDi,mi,Qi,Ui, Ppub, h3iÞ, C I outputs
h3i to A I. Otherwise, C I randomly selects an ele-
ment h3i ∈ Z

∗
q and sets h3i =H3ðIDi,mi,Qi,Ui,

PpubÞ to A I, and inserts ðIDi,mi,Qi,Ui, Ppub, h3iÞ
to L3

(h) Sign: when C I receiving this query on inputs a mes-
sage mi, an identity IDi, and the current public key
Pi =Qi, C I recovers LCuser : ðIDi, di, xi,Qi, Ppub, h1iÞ,
L2 : ðIDi, Xi, h2iÞ and calculates the following:

(1) If IDi ≠ ID∗
i and Pi has not been replaced, C I

randomly selects ui, h3i ∈ Z∗
q and computes

Ui = uiP and sets h3i =H3ðIDi,mi,Qi,Ui, PpubÞ
and computes vi = ui + h3iðdi + h2ixiÞ mod q. C I
sends σi = ðUi, viÞ as a signature to A I , and then
inserts ðIDi,mi,Qi,Ui, Ppub, h3iÞ into L3
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(2) Otherwise, C I randomly selects vi, h3i ∈ Z∗
q and

computes Ui = viP − h3iðQi + h1iPpubÞ, and sets
h3i =H3ðIDi,mi,Qi,Ui, PpubÞ. C I returns σi =
ðUi, viÞ as a signature to A I. Then, adds the
item ðIDi,mi,Qi,Ui, Ppub, h3iÞ to L3

(iii) Forgery. At last, A I outputs a rightful message/sig-
nature tuple ðm∗

i , σ∗i = ðU∗
i , v∗i ÞÞ for ID∗

i with P∗
i =

Q∗
i which may be replaced by A I. If IDi ≠ ID∗

i , C I
aborts, or else, C I recovers the list LCuser : ðID∗

i , d∗i
, x∗i ,Q∗

i , Ppub, h∗1iÞ, L2 : ðID∗
i , X∗

i , h∗2iÞ and L3 : ðID∗
i

,m∗
i ,Q∗

i ,U∗
i , Ppub, h∗3iÞ, respectively

We apply the forking lemma [29] in the following simu-
lation. C I replays A I with the same random tape but pro-
vides another different value of H1. That is,

h∗ð2Þ1i =H1ðID∗
i ,Q∗

i , PpubÞ, and h∗1i ≠ h∗ð2Þ1i . Then, A I outputs

another two valid signature σ∗ð2Þ
i = ðU∗

i , v
∗ð2Þ
i Þ on the same

message m∗
i .

Hence, we have the following two equations (for conve-

nience, we let h∗ð1Þ1i = h∗1i, v
∗ð1Þ
i = v∗i ):

v∗ jð Þ
i P =U∗

i + h∗3i Q∗ jð Þ
i + h∗1iPpub

� �
, j = 1, 2⇒ v∗ jð Þ

i

= u∗i + h∗3i ri + h2ixi + h∗ jð Þ
1i α

� �
, j = 1, 2:

ð6Þ

In the above two equations (6), u∗i and α are unknown
for C I . Hence, C I can successfully obtain the value of α by
solving the equation system. That is,

α = v∗ 1ð Þ
i − v∗ 2ð Þ

i

h∗3ih
∗ 1ð Þ
1i − h∗3ih

∗ 2ð Þ
1i

: ð7Þ

However, this contradicts the ECDLP assumption.
Namely, the signature σi = ðUi, viÞ cannot be forged by A I.

Next, let us calculate C I
’s winning probability in Game I.

When events Δ1, Δ2, and Δ3 occur, C I will win this game.
Δ1: C I does not abort the game whenA I queries Extract-

Partial-Private-Key oracle
Δ2: in the forgery phase, A I outputs a message-signature

pair ðm∗
i , σ∗i Þ on an identity IDi = ID∗

i
Δ3: σ

∗
i is a valid forgery on ðm∗

i , ID∗
i Þ

Obviously,

P Δ1½ � ≥ 1 − 1
qH1

 !qppk

,

P Δ2 Δ1j½ � ≥ 1
qH1

,

P Δ3 Δ1 ∩ Δ2j½ � = ε:

ð8Þ

As a result, C I’s probability is

ε′ = P Δ1 ∩ Δ2 ∩ Δ3½ � = P Δ1½ �P Δ2jΔ1½ �P Δ3 Δ1 ∩ Δ2j½ �

≥ 1 − 1
qH1

 !qppk

· 1
qH1

· ε:
ð9Þ

Hence, C I handles the ECDLP with a probability ε′ ≥
ð1 − ð1/qH1

ÞÞqppk · ð1/qH1
Þ · ε.

Theorem 3. In the random oracle model, suppose A II is a
Type-II adversary of probabilistic polynomial time. If A II
has a nonnegligible advantage ε to forge a rightful signature
in Game II after querying at most qH1

times Hash oracle H1

and qesv times Extract-Secret-Value oracle and qrpk times
Replace-Public-Key oracle, there exists an algorithm C II which
can callA II as a subprogram to figure out the solution to ECDLP
with a probability ε′ ≥ ð1 − ð1/qH1

ÞÞqesv+qrpk · ð1/qH1
Þ · ε.

Proof. Assume ðP, αPÞ is an arbitrary instance of ECDLP.
The purpose of C II is to get the solution α ∈ Zq

∗ to the
ECDLP by making interaction with A II:

(i) Setup. C II randomly selects skgc ∈ Zq
∗ and calculates

Ppub = skgcP, produces the system public parameters
params = p, q, P,Gq, Ppub,Hi, i = 1, 2, 3. Then, C II
randomly selects an identity ID∗

i ∈ f0, 1g∗ as the chal-
lenged identity and sends ðparams, skgcÞ to A II. C II
keeps three lists LCuser, L2, and L3, which are utilized
to write down Create-User queries, H2 queries and
H3 queries, respectively. All lists are initially empty

(ii) Query

(a) Create-User: when this request is issued on an
identity IDi, C II calculates the following:

(1) If IDi ≠ ID∗
i , C II selects random elements ri,

xi, h1i, h2i ∈ Z∗
q , computes Xi = xiP, Ri = riP,

Qi = Ri + h2iXi, and sets h1i =H1ðIDi,Qi,
PpubÞ, h2i =H2ðIDi, XiÞ, and then computes
di = ri + sh1i mod q

(2) If IDi = ID∗
i , C II selects random elements ri,

h1i, h2i ∈ Z∗
q , sets Xi = αP, and computes di =

ri + sh1i mod q, Ri = riP,Qi = Ri + h2iXi, and
then sets h1i =H1ðIDi,Qi, PpubÞ, h2i =H2
ðIDi, XiÞ, xi =⊥

In both cases, the user IDi has been created. The user’s
PPK is Di = ðQi, diÞ, and his/her secret value is xi. Next,
C II outputs Pi =Qi as the public key of the user IDi to A II.
Then, C II adds the tuple ðIDi, di, xi, Pi =Qi, Ppub, h1iÞ to the
list LCuser and the tuple ðIDi, Xi, h2iÞ to the list L2.

(Note. We suppose that the Create-User query always
precedes other oracle queries)
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(b) Extract-Partial-Private-Key: when A II issues this
query on a created user IDi, C II finds the relevant
record ðIDi, di, xi,Qi, Ppub, h1iÞ from LCuser and
returns di to A II

(c) Extract-Secret-Value: when A II issues this query on
a created user IDi. If IDi ≠ ID∗

i , C II finds the relevant
record ðIDi, di, xi,Qi, Ppub, h1iÞ from LCuser and
returns xi to A II. Otherwise, C II aborts

(d) Replace-Public-Key: when receiving a query on input
ðIDi,Q∗

i Þ, if IDi ≠ ID∗
i , C II retrieves the tuple ðIDi,

di, xi,Qi, Ppub, h1iÞ from LCuser and sets Qi =Q∗
i , xi =

⊥, di =⊥, and then renews the abovementioned item
ðIDi,⊥,⊥,Q∗

i , Ppub, h1iÞ to LCuser. Otherwise,C II aborts

(e) H1, H2, H3 Queries: the answers to H1, H2, and H3
queries are similar to do in Theorem 2

(f) Sign: when C II receiving this query on inputs a mes-
sage mi, an identity IDi, and the current public key
Pi =Qi, C II recovers LCuser : ðIDi, di, xi,Qi, Ppub, h1iÞ,
L2 : ðIDi, Xi, h2iÞ and calculates the following:

(1) If IDi ≠ ID∗
i and Pi has not been replaced, C II

randomly selects ui, h3i ∈ Z∗
q and computes Ui

= uiP and sets h3i =H3ðIDi,mi,Qi,Ui, PpubÞ
and computes vi = ui + h3iðdi + h2ixiÞ mod q.
C II sends σi = ðUi, viÞ as a signature to A II, and
then inserts ðIDi,mi,Qi,Ui, Ppub, h3iÞ into L3

(2) Otherwise, C II randomly selects vi, h3i ∈ Z∗
q and

computes Ui = viP − h3iðQi + h1iPpubÞ, and
sets h3i =H3ðIDi,mi,Qi,Ui, PpubÞ.C II returns
σi = ðUi, viÞ as a signature to A II. Then, adds
the item ðIDi,mi,Qi,Ui, Ppub, h3iÞ to L3

(iii) Forgery. At last, A II outputs a rightful message/sig-
nature tuple ðm∗

i , σ∗i = ðU∗
i , v∗i ÞÞ for ID∗

i with P∗
i =

Q∗
i . If IDi ≠ ID∗

i , C II aborts, or else, C II recovers
the list LCuser : ðID∗

i , d∗i , x∗i ,Q∗
i , Ppub, h∗1iÞ, L2 : ðID∗

i ,
X∗
i , h∗2iÞ, and L3 : ðID∗

i ,m∗
i ,Q∗

i ,U∗
i , Ppub, h∗3iÞ,

respectively

We apply the forking lemma [29] in the following simula-
tion. C II replays A II with the same random tape but provides

another different value of H2. That is, h
∗ð2Þ
2i =H2ðID∗

i , X∗Þ,
and h∗2i ≠ h∗ð2Þ2i . Then, A II outputs another valid signature

σ∗ð2Þi = ðU∗
i , v

∗ð2Þ
i Þ on the same message m∗

i
Hence, we have the following two equations (for conve-

nience, we let h∗ð1Þ2i = h∗2i, v
∗ð1Þ
i = v∗i ).

vi
∗ jð ÞP =U∗

i + h∗3i Q∗ jð Þ
i + h∗1iPpub

� �
, j = 1, 2⇒ vi

∗ jð Þ

= ui
∗ + h∗3i di + h∗ jð Þ

2i α
� �

, j = 1, 2:
ð10Þ

In the above two equations (10), u∗i and α are unknown
for C II. Hence, C II can successfully obtain the value of α by
solving the equation system. That is,

(i)

α = v∗ 1ð Þ
i − v∗ 2ð Þ

i

h∗3ih
∗ 1ð Þ
2i − h∗3ih

∗ 2ð Þ
2i

ð11Þ

However, this contradicts the ECDLP assumption.
Namely, the signature σi = ðUi, viÞ cannot be forged by A II

Next, let us calculate C II’s winning probability in Game
II. When events Δ1, Δ2, and Δ3 occur, C II will win this game.

Δ1: C II does not abort the game when A II queries
Extract-Secret-Value and Replace-Public-Key oracle

Δ2: In the forgery phase, A II outputs a message-
signature pair ðm∗

i , σ∗i Þ on an identity IDi = ID∗
i

Δ3: σ
∗
i is a valid forgery on ðm∗

i , ID∗
i Þ

Obviously,

P Δ1½ � ≥ 1 − 1
qH1

 !qesv

1 − 1
qH1

 !qrpk

,

P Δ2 Δ1j½ � ≥ 1
qH1

,

P Δ3 Δ1 ∩ Δ2j½ � = ε:

ð12Þ

As a result, C II’s probability is

ε′ = P Δ1 ∩ Δ2 ∩ Δ3½ � = P Δ1½ �P Δ2 Δ1j½ �P Δ3 Δ1 ∩ Δ2j½ �

≥ 1 − 1
qH1

 !qesv+qrpk
· 1
qH1

· ε:
ð13Þ

Hence, C II handles the ECDLP with a probability ε′ ≥
ð1 − ð1/qH1

ÞÞqesv+qrpk · ð1/qH1
Þ · ε.

Theorem 4. In the random oracle model, suppose A III is a
Type-III adversary of probabilistic polynomial time, A III ’s
advantage in winning Game III is negligible.

Proof. The challenger C III executes Game III with A III as
follows:

(i) Setup. The description is similar to that of Theorem
3, but C II is replaced with C III and A II is replaced
with A III in the description

(ii) Query

(a) Create-User, Extract-Partial-Private-Key,
Extract-Secret-Value, Sign, H1, H2, H3 Queries:
the answers to these queries are similar to do
in Theorem 3

(b) Replace-Public-Key: when receiving a query on
input ðIDi,Q∗

i Þ, C III retrieves the tuple ðIDi,
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di, xi,Qi, Ppub, h1iÞ from LCuser and sets Qi =Q∗
i ,

xi =⊥, di =⊥, and then renews the abovemen-
tioned item ðIDi,⊥,⊥,Q∗

i , Ppub, h1iÞ to LCuser

(iii) Forgery. A III replaces the public key of the user
whose identity is ID∗

i , Pi =Qi with the correspond-
ing secret value xi by a new public key P∗

i =Q∗
i with

the corresponding secret value x∗i . Since A III knows
skgc, it can compute d∗i corresponding to P∗

i . By the
use of x∗i and d

∗
i ,A III can output a rightful signature

tuple ðm∗
i , σ∗i , ID∗

i , P∗
i Þ

Next, we show that the user is able to repudiate the sig-
nature σ∗i . The user can provide a valid signature σi for mes-
sage m that can be verified by the user’s original public key
Pi. As a result, the verifier has received two valid signatures

σ∗
i and σi corresponding to different public keys P∗

i and Pi,
respectively. The user denies that the signature σ∗i was pro-
duced by him/her by the following reasons:

(i) According to Theorem 2, σ∗i cannot be produced by
any user other than KGC and the user whose iden-
tity is ID∗

i

(ii) The user is able to provide a valid signature σi, indi-
cating that the user has the public key Pi and the
corresponding PPK di. But the public key corre-
sponding to the signature σ∗i is P∗

i

(iii) In our proposed scheme, the PPK generation
method was: di = ri + skgch1i, Ri = riP, Xi = xiP, h1i
=H1ðIDi, Pi =Qi = Ri + h2iXi, PpubÞ, h2i =H2ðIDi,
XiÞ. If we consider skgc as the private key and Ppub as
the public key, this is a schnorr signature form with
message ðIDi, Xi, PpubÞ and signature value ðdi,QiÞ.
According to the security of the Schnorr signature
[28], it is clear that Pi is in one-to-one correspon-
dence with di, and since the user does not know
skgc, he/she cannot get d

∗
i corresponding to P∗

i

Hence,A III’s advantage in winning Game III is negligible.

Table 3: A comparative summary: performance (ms).

Scheme Sign phase Verify phase In total

Jia et al. [14] 1Tpm + 2Ths + 1T inv + 2Tmm + 2Tma 4Tpm + 2Tpa + 2Ths 1.612511

Du et al. [15] 1Tpm + 2Ths + 1T inv + 2Tmm + 1Tma 4Tpm + 3Tpa + 2Ths 1.617666

Thumbur et al. [16] 1Tpm + 1Ths + 1Tmm + 1Tma 3Tpm + 2Tpa + 2Ths 1.285016

Xu et al. [17] 1Tpm + 2Ths + 2Tmm + 2Tma 4Tpm + 3Tpa + 3Ths 1.614102

Our scheme 1Tpm + 1Ths + 1Tmm + 1Tma 3Tpm + 2Tpa + 2Ths 1.285016

0.334051 0.333376 0.323256 0.329812 0.323256

1.27846 1.28429

0.96176

1.28429

0.96176

0

0.2

0.4
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0.8

1

1.2

1.4

Jia's scheme Du's scheme Thumbur's scheme Xu's scheme Our scheme

Computation cost (ms)

PF-CLS sign
PF-CLS verify

Figure 3: A comparison of computation costs.

Table 4: A comparative summary: security.

Scheme Security level 2 Security level 3

Jia et al. [14] No [15] No

Du et al. [15] Yes No

Thumbur et al. [16] No [17] No

Xu et al. [17] Yes No

Our scheme Yes Yes
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8. Performance Evaluation

In this section, we evaluate our PF-CLS scheme from three
aspects: computational efficiency, security level, and com-
munication overhead. For this, we choose a nonsingular
elliptic curve E : y2 = x3 + βx + λ mod q, where β, λ are
160-bit primes and run a simulation experiment using the
MIRACL library on a personal computer (Intel(R) Core
(TM) i5-9300HF CPU @ 2.40GHz, 16.0GB RAM, and Win-
dows 10 operating system). In the comparison of computa-
tional efficiency, the running times of cryptographic
operations are shown in Table 2.

8.1. Computation Costs. Due to the characteristics of WSN
devices, such as limited computing and processing power,
the computational overhead of generating signatures for
WSN devices should be as small as possible. In the efficiency
analysis of PF-CLS schemes, the computation costs mainly
depend on the computation amount of the signature algo-
rithm and verification algorithm. As can be seen from
Table 3 and Figure 3, our scheme and Thumbur et al.’s
scheme [16] compared with other PF-CLS schemes in [14,
15, 17], the computational efficiency in signature and verifi-
cation has obvious advantages. However, Table 4 shows that
the PF-CLS scheme in [16] cannot resist the attacks of the
Type-I adversaries but our scheme falls into KGC trust level
3. That is to say, our new scheme has better computational
efficiency and higher security. To sum up, according to the
results of all the above experimental analysis and the theo-
retical analysis in Tables 3 and 4. We conclude that our
PF-CLS scheme is more secure and more efficient.

8.2. Communication Costs. Since WSN devices possess lim-
ited battery power and communication bandwidth, one of
the goals of our PF-CLS scheme is to reduce the communi-
cation overhead of WSN devices. The communication cost
depends mainly on the size of signature and public key.
From Table 5 and Figure 4, the signature size of our scheme
is equivalent to that in [14]–[17], which is jGj + jZ∗

q j
ð320 + 160 = 480 bitsÞ, where jGj denotes the size of the
point in the group and jZ∗

q j denotes the size of the number
in Z∗

q . Also, our scheme has a shorter public key size which
is jGj(320 bits) compared with other schemes [14–17] which
is 2jGj(640 bits). Hence, the proposed CLS scheme has a
lower communication overhead.

9. Conclusions

Digital signature technology can provide identity authenti-
cation, ensure data integrity, and nonrepudiation. Most
WSN devices have limited computing, storage and commu-
nication capabilities and require a “lightweight” digital sig-
nature scheme to protect data integrity and data
authenticity. The PF-CLS scheme requires low computing
and storage resources as well as communication bandwidth,
making it a suitable choice for WSN devices. However, we
found that once the PF-CLS scheme fails to achieve the trust
level 3 defined by Girault, the malicious KGC can create false
guarantees to impersonate any user in the system without
being implicated, which affects the adoption and promotion
of the PF-CLS scheme.

Table 5: A comparison of the communication cost.

Scheme Jia et al. [14] Du et al. [15] Thumbur et al. [16] Xu et al. [17] Our scheme

Public key size Gj j + Gj j Gj j + Gj j Gj j + Gj j Gj j + Gj j Gj j
Signature size Gj j + Z∗

q

��� ��� Gj j + Z∗
q

��� ��� Gj j + Z∗
q

��� ��� Gj j + Z∗
q

��� ��� Gj j + Z∗
q

��� ���

640 640 640 640
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480 480 480 480 480
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Figure 4: A comparison of communication costs.
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In this paper, we took Xu et al.’s scheme as an example
and proved that it cannot support the KGC trust level 3.
We presented a new PF-CLS scheme with KGC trust level
3. The KGC cannot compute the user’s secret keys or gener-
ate false guarantees without being implicated. To facilitate
the scheme promotion, our signature conforms to the
Schnorr signature form. The security analysis presented that
our proposed scheme is existentially unforgeable against
adaptive chosen-message and identity attacks. The efficiency
analysis showed that our PF-CLS scheme with stronger secu-
rity, lower computational cost, and shorter public key size
can be rapidly deployed on hardware and software. At the
same time, it has broad application prospects in resource-
constrained environments such as the WSN and IoT.
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